LF1T7T7F7AT I A—)3100> 1) —ATDHON
WFA2 AR ADKE

2E

BUHIC

B e
2
FRIB I R—Fb
=5E~§HEB
TANVMBON—2 3V OFRE

L &I

CORFIXYRTR, N—T 3 TAUBERFTTBEFIT T 74T 74— )L(PIX)31003 1
—ATINFA VAR AERETBHECOVTHALET,

AR SR

Firewall eXtensible Operating System(FXOS)& & T*Firewall Management Center(FMC)DF' 5 7
AANI—FA2E—T7 T4 A(GUIICEET S HH,

2H

TOtEA% :

s X AT T TF7ATOF—I3100 ) —XANOQOAY =T oA
« FMCGUIZ7ZtA

FATAIR—FT BN

« 7.4LAF % 52979 % Cisco Secure Firewall Management Center(FMC)
« Cisco Secure Firewall> ') —X3100
- 3105LL41*

CORFIXVNOERE. REODFARELCLHATNARACETVWTERENELEZ, DR
FIAXVRNTEATEZIINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T, BEEBPORY ND—OTR., FEOANVRIEE>TRID AN HPHEZ THOEIELT
<EZEW,

BRHH

INFAVARYAE—KRTH, B2ICHMILET/NARE L THETIEROIVTFA2 R



BRIOABBE—OY—ICBRETEET,
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ATYT1: 2=V =)L R—MNCEHELE T,

AV —=I)L7R—NIFFXOS CLIC#EHRLE T,

AT Y7 2: 1—Y%Hadminand& passwordAdmin123Z AL TOJ A LE T,
FXOSICHIOTOT A2 TBEEIL, NAT—ROZEEZROSNET,

N ART—RAFTEEEECATVT. TONRT—RADASENVBAR. F/NAAD

AX=—DBEELTINAD—RZEFTAILNIVEY NTBDBENFHNET,. AX—JDF
JECD2WTE, TEXOShZ TN a—F 4205 4 RESRBLTKEEZ,

ATYVT 3 BEDE—R, RATA7EXEREOAVTTEZRERLET, E—RIFZRAT17 05
Bl ROFEZHEAITLIRILFAVARA(AYTF ) E—RICERTERY,

firepower# show system detail

UTICHZZETERT,
firepower# show system detail
Systems:

Name: firepower
Mode: 5tand Alone

5ystem IP Address: 0.8.08.0
5ystem IPvbe Address:
5ystem Owner:

S5ystem Site:

Deploy Mode: Native
Description for 5ystem:
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ATV 7 4 BEMECLICEHZLE T,
firepower#ftd % £t

LTRICHl=ZTET,

firepower# connect ftd
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(EULACEAZE TR LS ROShET, CLIEY RFYTRIUT R RRENET,

Y RNTPYTROVTNE2ERATRE, EBAVEZ—TIAADIP7 RLAXRZTOMORERT
SCENTEEXET, EEL, NIFAAZAETE—RIZEBRITIHE. RESNDIERERFLID
EBYTT,
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 DNS Servers

e Search domains

BEIPTRLAET—RIIAF, NUFAZAZRVAE—RION RO—HeLTUEY AL
T NILFAARVAE—RICEHRL 2R, FXOSCLITEEREZLEETEXY, FXOS
CLITO> Y —>EEREOREE | 2ZRBL T EE L,

FIE6 : NILFAVAZVAE—REBMICL, Y —2BFBA U RZ—T I/ AREEREL.
EEE 2 —ZBALET, IPUFELEIPE, B2V TOEASZFEATEERT, IV RZA
hIBdE, REZHELTIVT—FTRDELSICROSNET, EnterERASE ( IRNTAXFE) &
ATLHFVT =KL, T—ROZEOVO—RELT, OV RTRELEEERY ND—IKEL
EEENAT—RZRVT, RENMEEEIhET, > v—0OKRARNEBWR Mirepower-models (2
HRESIhET,

IPv4

RUVFAVARARY NDO—DDKRE
ipv4ip_addressnetwork_maskgateway_ip_addressmanagermanager_name {hostname | ipv4_7 R
L A | DONTRESOLVE} registration_keynat_id

IPv6 :

INFAVARARY NDO—UDOKE
ipvBipv6_addresssprefix_lengthgateway_ip_addressmanagermanager_name {hostname | ipv6_7
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KL A | DONTRESOLVE} registration_keynat_id
RONZ—T v AVR—ZR N E2ZRBLTLKEEV,

« KABMH |ipv4d_7 RL A | DONTRESOLVE}E¥Et> 2 —OFQDNE=IEIP7 RL A& 15
ELERT, 280T/NA ABICRNAEOSSLESLBETF v RILEZHRIITSICK,. EEEY
B—FLRIF—20VThD, PBLEEI1EOTNA R, BETBERIPT RL AN #
BETY, COOAXVRTYZR—DVYDRANBREZRIPT RLAZEELBVEEE,
EnterDONTRESOLVEZ AN L E T, CDFE. v —2 I EEAREAIPT RLAXRER
RARNEBHABETHY), at dEZEETIHXENHYET,

« registration_key : ¥ —2 OERFICEEB L X —TELEETS. FENI VXM LAERF
—ZABLET, BEF—EI7XFLUAICTEIHLEN HYVET, BNEXFRF. ZEHFA
~Z, a~z, 0~9&ENAT2(-)TTY,

s natid: — BNV EZALNZFHEZEELE T, chik, v —22BZRIDEZIEEL
VBR—TEEETEETRT, —FATREEENTRELZIPT RLAFREFRANENBEEhEFE
he NZ—TDFY T RLAFERRANBZEELBEWVWEGREHETIN, RANBELE
IP7 RLAZIBETIDIEATE, EIINATIDZRETH L 2HHHLET, NATIDIE
IINFEBAD LB TEEFEEA, BMBXFE, EHFA~Z. a~2z, 0~ 9&NM17T
V(-)TT, COIDE, BEBEX—ICBREIDMOT/NAAICKERATERLA,

TE—RETTSATAE—RIZRTICIE, FXOS CLI& enterscope> AT LAZFEAL .,
deploymode native 28 E T DXL BN HVFET, "FXOSCLITOD Y —EBXTFOLE | 25
BLTLSEZL,

LTICHZETRT,

> configure multi-instance network ipv4 10.88.146.203 255.255.255.0 10.88.146.1

manager fmcl 10.88.243.100 ciscol23 natidl

WARNING: This command will discard any FTD configuration (except admin’s credentials). Make sure you backup your content
. All previous content will be lost. System is going to be re-initialized. Type ERASE to confirm:ERASE

Continue...

Validation check...

Checking startup version and csp file ...

Converting to MI mode, device will be rebooted and re-initialized...

Broadcast message from root@firepower (5un Jan 22 00:16:14 2023):

All shells being terminated due to system /sbin/reboot
Broadcast message from root@firepower (Sun Jan 22 00:18:15 2023):

System is restarted due to deploy mode changed

~ FERLNFAVAZRVAD Y —22EBE2—ICEEBML £9, Management Center& > v
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o FXOS CLIT®MSecure Firewall Chassis Manager£ =k EE HR—REhTOWEH A,
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Add Chassis

© This operation is only supported on 3100, 4100 & 9300
chassis

10.88.146.203

SF-3130-7.4.1

T Either host or NAT ID is required. Cancel Submit

Y=Y RNTYTNTAX—&

.« DY —UAFMCIOEMENES, FMCOF/NA ADUARNTT/NA AERRLET,




Qverview Analysis Policies Devices Objects Integration

Firewall Management Center

View By: Group
All (1) Error (0) ® Warning (0) ® Offline (0) ® Normal (1) ® Deployment Pending (1) Upgrade (0)

Model Version Chassis

~+ Ungrouped (1)

o SF-3130-7.4.1 Firewall 3130 Threat Defense Multi-

.B8.146.203 Instance Supervisor 7.4.1

FMCICEmME iz v —2

ATV 8: v —FRRUTEKRET S, ChassisBlOManagez VY 993,
Edit(te) 202Uy OLET,

S ¥ —2 MChassis ManagerK—I A BE, 2 ¥ —2 A SummaryR—J ICRRENE T,
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Security Engine @ Exsellent o — Fany @ Exceent

v —EE

AT Y7 9: Instances’RA > &ZiBIRL TH S5AAd InstanceZiEIRL, ¥ —2RHICHLWA A
ROABERLET,

1] Firewall Management Center

Chassis Manager: SF-3130-7.4.1 [® Coanected
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ATYT 10 DAY —RIZK2>T, 1 VARAEZVADA VAN —ILZEZRETLET,

1. ZHICEAELET,

Add Instance

[

1) Agreement 2 | Instance 3 | Interface 4 | Device 5 | Summary
Configuration Assignment Management

End User License Agreement
Effective: May 10, 2022
Secure Firewall Terms and Conditions

By clicking 'Accept' below or using this Cisco Technology, you agree that such use is governed by the Cisco End User License
Agreement and applicable Product Specific Terms available at:

You also acknowledge that you have read the Cisco Privacy Statement at:

full.html

If you are a Cisco partner accepting on behalf of an end customer, you must inform the end customer that the EULA applies to such
end customer's use of the Cisco Technology and provide the end customer with access to all relevant terms. If you do not have
authority to bind your company and its affiliates, or if you do not agree with the terms of the EULA, do not click 'Accept’ and do not
use the Cisco Technology.

+ | understand and accept the agreement.
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Add Instance

I Agreement ——— (2 Instance 3 | Interface 4 | Device 5 | Summary
Configuration Assignment Management

¥ Permit Expert mode for CLI
SF-3130-741-Instance

7.4.1.172 Default-Medium

Both
IPv4

10.88.146.198

10.88.146.1

Routed

Show Password
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Add Instance

-j:i ) Agreement

Available Interfaces (11)
Ethernet1/5
Ethernet1/6
Ethernet1/7
Ethernet1/8
Ethernet1/9
Ethernet1/10
Ethernet1/11
Ethernet1/12
Ethernet1/13
Ethernet1/14
Ethernet1/15

A2B2—TTAREIVEHT

4. TINA AEH,

| Instance——— 3 Interface 4 | Device

Configuration Assignment Management

Selected Interfaces (2)

Ethernet1/3
Ethernet1/4

8

Summary




Add Instance

Agreement ———— (2) Instance———— (3 ) Interfface——— (4 Device 5 | Summary
Configuration Assignment Management

Instance

Smart Licensing

¥ Carrier

¥ Malware Defense
¥ IPS

¥ URL

TINA AEE

5. EH



Add Instance
4 Device——— (8 Summary

| Interface
Management

Instance
Assignment

| Agreement
Configuration

sdvav
4.1.172
ult-Small

Instance Configuration
TS

Instance

Carrier, Malware Defense, IPS,

routed

EEhEE

Interface Assignment - 2 dedicated and 0 shared interfaces attached
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