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RUS—THRAMTFATOA=)NEFHICL, FILVWREZE HTS

Orbital % LEZ7AT7O#x—)LlOJ OHE

FL®IC

CORFIXNTIE, WindowsTY RIRA NTEENDHDEHZREB L., Cisco Secure
EndpointD7 RARN 7 7 A TF IO A=) ZFERALTENSEZTOY VTR HEICODVTHBALET,

Bl SR AT
B

« IRANT7 7ATFD#—)LI&k. Secure Endpoint Advantage& KO 7L X7 /Nv 5 — THA
TEEY,
s HR—FhENBDARIEN—-23>
- Windows(x64):Secure Endpoint Windows 1% 2 2 8.4.2 AB&,
- Windows(ARM):Secure Endpoint Windows 1% 7 2 8.4 .4 LA f%,

FATAIR—FT N

CORFIXNOABR, BEDVYIZRIITRN=—RITITON-T32VICREESHDED
TRHYFREA

CORFIXVNOERE, FEDFARELHZTNAARACETVWTERENELEZ, DR
FIAXRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T, BEEBPORY ND—OTR., FEOANVRICE>TRID AN HPFEZ THOEIELT
<EZEL,



NSTNZa1—FT14200 HAR
CMRFI1X>NTIE, Cisco Secure Endpoint Host FirewallZE#fiL TEEN H 3 EHkE270OY

V2HFECOVTHALET, TARTBIIRE, TAMM=D
malware.wicar.org(208.94.116.246) 2 AL T, "RZ 7N 1 —FT 12T H4 REERLE T,

EE0H2EREZRELT/OYIISFIE

1. &IIIC, BRELT/OY I TBURLELERFIPTRLAZBETIHEN HBYET, CDOF

I) ZTl&. consider malware.wicar.orgT ¥,
2. RORIZERT LSIZ, URLAND T U A A successful. malware.wicar.org TBIOURLIZ U &

ALORENDEZHALET,

1] E Test Mabware! - WICAR.org - Test X —I— — (i X
= I & https://www.wicar.org/test-malware.htm| I A 5y ) 8 -=. ﬁ
WICAR.org - Test Your Anti-Malware Solution! HOME TEST MAL

Select a test payload...

Each test will open up a new browser window at http://malware.wicar.org/. You may wist
all tests should be blocked by your anti-malware defences. If a blank window loads, then

EICAR TEST-VIRUS M514-064 XP and below

[SSL] The official EICAR.COM anti-virus test file. [55L] All Windows NT/G5/958/2000/XF IES+

This is a 16bit DOS COM file and cannot Internet Explorer Windows OLE Automation

run on recent O%es, but should be detected. Array (pre XP) CVE-2014-6332
To2OHDEEDHBURL

3. nslookupd~N¥ > R&EMEA L T, URL malware.wicar.orgl— BSER TS hi-IP7 RL AZEBLE
9,



re\Administrator»nslookup malware.wicar.org
dns-nextengo
18.2.9.164

Non-authoritative answer:

Name : wicarmalware.nfshost.com
2607 :ff18:80:6: :6a08
288.94.116. 246
malware.wicar.org

4. EZENHBDIPTRLAZEEBLES., OY > Rnetstat-anoZ2 AL TI RIRKA I NOT O F
1 T BERERELET,



C:\Users\Administrat
Active Connections

State
L TSTENING
LTSTENING
ISTENING
ENING
ENING
ENING
ENING
ENING
L:SFEH NG
LISTENING

Proto
TCP
TCP
TCP
TCP
TCP
TCP
TCP
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C:\Users\Administrator»netstat -ano findstr ESTABLISHED
TCP FSTABLISHED
Tcp ESTABLISHED
TCP ESTABLISHED
Tcp ESTABLISHED
TCP ESTABLISHED
TcP ESTABLISHED
TcP ESTABLISHED
TCP ESTABLISHED
Tcp ESTABLISHED
TCP ESTABLISHED
ICE ESTABLISHED
TCP  192.168.8. 268.94.116.246: 86 ESTABLISHED
TCP  192.168.8.61:5 268.94.116.246: 80 ESTABLISHED
TCP  192.168.0.61:50637 208.94.116.246:443 ESTABLISHED

C:\Users\Administrator:

6.8 i 1 Tthenslookup Y > RASEEL ZIPF RL AL £ T, RIETIP, JBEIP, B
TTAR—K, BRTBER—NERBELET,

« O—7J)LIP:192.168.0.61
« JE—BNIP:208.94.116.246
« O—ANKR—b : ZHZHEL
« FEHRR— N80 &L T443

7. ZO1EHRE AF L =5, Cisco Secure Endpoint Portal i B8 L., RARNT7 7 A4 7O+ —ILKE
ZERLET,

RARNTFATIOF—ILOREEIL—IOERK

1. Management > Host Firewalls D JEIZ#E L. New ConfiguratonZ2 1) v ¥ L £ 3,

2. BRIZBRL, F7AILRT O3V EEBRLET, COBER. AlowZ:BRLE T, Nl



FE 7OV IL—IILEERLETY,. ELBERNOREEZRITZLOLCMEONS
74V 0 RFAITIBEN D EITERLTIEZL,

3. 774NN —ASERE hEC £ EBRAL, AddRueEIUY ILET, B

4. BEIERE) YT, KONTAXA—REZRELET,
. UE J:
- E—R:EHA
- FUO>ar:7Ovy
- FHmE: RE
« 77OKR3JL:TCP



' Secure Endpoint

New rule in: MaliciousConnection

Dashboard

General
Inbox

Rule name
Overview BlockMaliciousiPs
Events
Analysis

Outbreak Control

Management

Enforce
Administration

Protocol

| TCP

L=IO—MINZX—2



A AL RRA KD SHEBOTEE (BEFAVEZ—FXYN)ADEE
NDHHDEHZICHNTZHE., AEIEEICOUICEDAIREEN B Y £ T,

5. A—ALIPEREIPZIEELET,
« O—AJLIP:192.168.0.61
« 1JE—RNIP:208.94.116.246
e LocallR— R 7 1 —J)LREZHOEKRICLET,

« BRR—NZBOHBLV44IICHRELET . CHSEHTTPE LKTHTTPSICHISLET

o



tete’ Secure Endpoint

@ Dashboard
& Inbox
!|  Overview

Events

Addresses and Ports

Enter addresses and ports to limit rule to those values. You may also paste values or comma-separated lists.

IP family

1Pvd

Local addresses and ports
Local IPv4/CIDR
192.168.0.61

Remote addresses and ports
Remote IPv4/CIDR
208.94.116.246

Analysis

»] Outbreak Control

Local ports Remote ports

Management \ny local ports 443

Administration
Applications
Enter Windows or Mac application paths to apply rules to specified applications. Supports wildcards (*).

Application paths

Comments

3

L=ILOF KLAER—K
6. X#&IC. SaveZ V)Y IOLET,
RIV—THRARNTIT7TATIA=)Z2BMCL, HILLVEREZZEHTS

1. Secure Endpoint Portal @, Management > PoliciesD JEICBEL ., BEOHZT7IVT1ET
1Z7O0Y033T RRAVNCEERTSNTVWARRUD—Z2BIRLET,

2. Editor2 2 1) Y 2 L, HostFirewall 7 ICEBEHL ET,

BIRARNTPAT I A—)LEEZBMICL T, ZFDOERE(Z DIFE [&EMaliciousConnection) %
BRLET,



‘el Secure Endpoint

& Policies
Edit Policy: TZ

ER Windows
Name | TZ

Deescription

Modes and Engines
Host Firewall @

Enabled
Host Firewall rule:

Host Firewall Configuration | Mal

Outbreak Control
Device Control
Product Updates

Advanced Settings

EFI1T7IVRRARNRIS—TEMCENIERARNT7ATI4—)

4.[Save]l BV Y I LET,

RIS —BHARY K

O—7)L T ORE DR

1. 72 7% Tmalware.eicar.org E WSURLZFEAL T, 7OYVEhTVWBR L ERRELF
£



» @ m alware.wicar.org b4 +

=]

Se bloqueé tu acceso a Internet
Es posible que un software antivirus o un firewall hayan blogueado la conexion.
Intenta:

« Comprobar la conexion.

« Comprobar las configuraciones de firewall y antivirus.

» Ejecucion del Diagnéstico de red de Windows

I ERR_NETWORK_ACCESS_DEMIED

Detalles

T > — "Network Access Denied from Browser

2. 7OV 0 BERELES, BHRENMMEIEATVEVWC EZEEEL £9, netstat -ano | findstr
ESTABLISHED JX > KEFERA L. BED% 5 URL(208.94.116.246)IC BEFM T ShT WD
IPARRENTVEREVWCEZBRELET,

07 O#EsR
1. TVRRARNT, 7HILRICBEHLET,

C:\Program Files\Cisco\ AMP\< % 9 & /\—= 3 2r>\FirewallLog.csv




A OJ 774, <install directory>\Cisco\AMP\<Connector
version>\FirewallLog.csv7 # LZIZH V) E T

2.CSVZ7ANERVT, JOYITI23a2—LO—BERIELET, T ZEEA

<

KA YAEEETOYITAEEERBILET. B

Orbitalz AL =7 7470 #—)LOJ OHE

1. Secure Endpoint Portal ©, Management > Computers®JEICBEL, T RRKS/ANER
D+ T, Retrieve Firewall Logs in OrbitalZ 7)Y V LE T, OEMEICK), Orbital
PortallC U A LU RENET,



wluile Secure Endpoint

Common Vulnerabilities and Exposures

Sort By Sort Order

Apply Filters

Windows Mac Linux Android Network

[ | 22 DESKTOP-NUIEOTG in group TZ - Definitions Up To Date

Hostname DESKTOP-NUIBOTG Group

Windows 10 Pro (Build 18045.5917)

2025-06-10 08:52:41 UTC

TETRA 64 bit (daily version: £
tetra-defs.amp.cisco.com
Enabled Host Firawall

MIA (Updated : 2025-06-10 08:41:42 UTC)

Orbital 7 7 AT A= )LOT ZBBITRDRE >

)

2. Orbital Portal CTRun Queryz 7 U Y O L&ET, COFT >3 lE, RANTIT7ATIO#—)

rbital

Investigate ©

DIV RRANTREENLEIXNTOOTZRRLET,
A—ERLH ST ERS

3. 5 IEResultstablc ZREND A, IV O—RTEET,
F—ERLASOITUKE
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