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Connect Cisco Web Security Appliance to Secure Endpoint Appliance

Step 1: Web Security Appliance Setup

1. Go to the Web Security Appliance Portal.

2. Navigate to Security Services > Anti-Malware and Reputation > Edit Global Settings.

3. Enable the checkbox for Enable File Reputation Filtering.

4. Click Advanced » Advanced Settings for File Reputation and select Private Cloud under File Reputation Server.

5. In the Server field paste the Disposition Server hostname; disposition.vpcl.nanganath.local .

6. Upload your Disposition Server Public Key found below and select the Upload Files button.

Disposition Server Public Key & Download
Step 2: Proxy Setting

1. Continuing from Step 1 above, find the Proxy Setting for File Reputation section.

2. Choose Use Uploaded Certificate Authority from the Certificate Authority drop down.

3. Upload your Appliance Certificate Root found below and select the Upload Files button.
4. Click the Submit button to save all changes.

u Appliance Certificate Root & Download
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Edit File Reputation and Analysis Settings

Advanced Malware Protection

Advanced Malware Protection services require network communication to the cloud servers on ports 443 (for File Reputation and File Analysis). Please see the Onfine Help for additional details,
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File Analysis: (7)
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Tue Feb 20 18:17:53 4 Info: /tmp/reporting_listener.sock.root [try #0 of 20]

Tue Feb 20 1 ted /t orting listener.sock.root [try #0 of 20]

Tue Feb 20 18: 4 Info: 3 ati ce wnitialized y

Tue Feb 20 18:17:53 2024 Info: n g Tille Type(s) can be se for File Analysis:Executables, Document,
Microsoft Documents, Database, Miscellaneous, Encoded and Encry y nfiguration, Email, Archived and compress
ed. To allow analysis of new file type(s), go to Security S ices > File Reputation and Analysis.
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Access Policies

Add Policy...

Protocols and
Order | Group User Agents URL Filtering Applications | Objects Anti-Malware and Reputation HTTP ReWrite Profile  Clone Policy | Delete
AP.Users Web Reputation: Enabled
1 Identification Profile: ID.Users | {glebal pelicy) (global palicy) | Monitor: 342 | (global palicy) Secure Endpoint: Enabled (glebal pelicy) “ i)
All identified users Anti-Malware Scanning: Disabled

Access Policies: Anti-Malware and Reputation Settings: AP.Users

Web Reputation and Anti-Malware Settings

| Define Web Reputation and Anti-Malware Custom Settings w |

Web Reputation Settings

Web Reputation Filters will automatically block transactions with a low Web Reputation score. For transactions with a higher Web
Reputation score, scanning will be performed using the services selected by Adaptive Scanning.

If Web Reputstion Filtering is dizabled in this policy, transactions will not be sutomatically blocked based on low Web Reputstion Score.
Blocking of sites that contain malware or other high-risk content is controlled by the settings below.

Enable Web Reputation Filtering

Secure Endpoint Settings

Enable File Reputation Filtering and File Analysis I

File Reputation Filters will identify transactions containing known malicious or high-risk files. Files that are unknown may be forwarded to the cloud for File Analysis,

Monitor Block
File Reputation © 0
8 Known Malicious and High-Risk Files %f
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1708320236.640 61255 10.106.37.205 TCP_DENIED/403 2555785 GET
http://static1.1.sqspcdn.com/static/f/830757/21908425/1360688016967/Bombermania.exe.zip?token=gsF
- DEFAULT_PARENT/bgl11-lab-wsa-2.cisco.com application/zip BLOCK_AMP_RESP_12-
AP.Users-ID.Users-NONE-NONE-NONE-DefaultGroup-NONE <"IW_comp",3.7,1,"-",-,-,-,-,-, "-",1,-
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",333.79,0,-,"-""-

" 37,"Win.Ransomware.Protected:: Trojan.Agent.talos",0,0,"Bombermania.exe.zip","4
6eed42fb79a161bf3763e8e34a047018bd16d8572f8d31c2cdecae3d2e7as57a8",3,-,"-",-,> -

TCP_DENIED/403 —> SWAN COHTTP GETEXRZEBL FL I,
BLOCK_AMP_RESP —> AMPIS&IZ &K V), HTTP GETERA7OY V& h&EL I,
Win.Ransomware.Protected:: Trojan.Agent.talos —>& & &

Bombermania.exe.zip —>&Z V> O—RLKSELET7AILEA
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2A198 ( A ) 10:53:56 2024 Debug: Adjusted verdict - {'category": 'amp', 'spyname":
'Win.Ransomware.Protected:: Trojan.Agent.talos', 'original_verdict": 'MALICIOUS', 'analysis_status":



18, 'verdict_num': 3, 'analysis_score": 0, 'uploaded": False, 'file_name': 'Bombermania.exe.zip',
dict_source": None, 'extract_file_verdict_list": ', 'verdict_from': 'Cloud', 'analysis_action": 2, 'file_type":
‘application/zip', 'score": 0, 'upload_reason": 'File type is not configured for sandboxing', 'sha256":
'46ee42fb79a161bf3763e8e34a047018bd16d8d8572f 31c2cdecae3d2e7a57a8', 'verdict_str":
‘MALICIOUS', ‘malicious_child’: None}
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3DISP_MALICIOUS7 7AILIEBEN BB EEZASNTVWET,

7DISP_UNSEEN7 7 A )L OMENFTHT, 774 2O TREETT,
13DISP_BLOCK7 7 A JLERITTEXRH A,

14 DISP_IGNORE XXX

15 DISP_CLEAN PARENT7 Z7AII X EETHDEEEZZ5N, ERENDEEZENDHD7714I)ILIE
unknown& U THRHLh B BENf HY) ET,

16 DISP_CLEAN_.NFM7 7 A )LIZERHETHDIEZZASNhETH, 94T RERY NT—=0 K
ST7AV I ERITIULEN HYET,
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Incoming Mail Policies

Email Address: | | 8 Recipient
Sender

Order | Policy Name Anti-Spam Anti-\irus Advanced Malware Frotection Graymail Content Filters | Outbreak Filters | Advanced FPhishing Protection | Delete
amp-testing-psolicy | Disabled Disabled File Reputation (use default) (uze default) (use default) (uze default) &
Malware File: Drop

Pending Analysis: Deliver

Unscannable - Message Error: Deliver

Unscannable - Rate Limit: Deliver

Unscannable - AMP Service Nok ...

Mail Policies: Advanced Malware Protection

Advanced Malware Protection Settings

Policy: | amp-testing-policy

Enable Advanced Malware Prw_::_tlﬁ;t:;)‘::iizr: @ Enable File Reputation

Enable File Analysis

O Use Default Settings (AMP and File Analysis Enabled)

OND

Message Scanning

{recommended) Include an X-header with the AMP results in messages

Unscannable Actions on Message Errors

Action Applied to Message: | | peliver Az Iz w

I Adwvanced | Optional settings for custom header and message delivery.

Unscannable Actions on Rate Limit

Action Applied to Message: | | Deliver Az Iz w

I Adwvanced | Optional settings for custom header and message delivery.

Unscannable Actions on AMP Service Not Available

Action Applied to Message: | | Deliver As I~

I Adwvanced | Optional settings for custom header and message delivery.

Messages with Malware Attachments:

Action Applied to Message: | | Drop Message v

Archive Original Message: | (O Mo @) Yes

Drop Malware Attachments: | (® No Yes

Modify Message Subject: No “ Prepend Append

[WARNING: MALWARE DETECTED]

b Advanced | Optional settings.

Messages with File Analysis Pending:

Action Applied to Message: | | Deliver As Is v

Archive Original Message: | (O Mo (@) Yes

Drop Message Attachments with File Analysis | @ Ne () Yes
Verdict Pending :

Modify Message Subject: | () Ne  (®) Prepend O Append

I[WARNING: ATTACHMENT(S) MAY COMNTAIN

b Advanced | Optional settings.
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5%{ELEL &, File Name = Training Details.csv, MID = 660, Disposition = FILE
UNKNOWN, YLD I 7=%L, M AT7=0, sha256 = 90381c261f8be3e933071
dab96647358¢c461f6834c8ca0014d8e40dec4f19dbe, upload_action =B TAICT7 7 A I ZHEET
B E#ER, verdict_source = AMP, suspected_categories =% L

TXFITFIVRKRAVRNTSAR—KNITIOROARNOY

{"pv":3,"ip":"10.106.72.238","si":0,"ti": 14,"tv":6,"qt":42,"pr":1,"ets":1708410419,"ts": 17084 10366,"tsns":299
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ai":1,"aptus":295,"ptus":2429102,"spero":{"n":"00","fa":0,"fs":0,"ft":0,"hd":1},"sha256":{"h":"90381C261F8B
f19DBE","fa":0,"fs":0,"ft":0,"hd":1},"hold":[32,4],"rd":1,"ra":1,"n":0}
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