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This command will revert the appliance to a previous version of AsyncOS.

WARNING: Reverting the appliance is extremely destructive.

The following data will be destroyed in the process:

- all configuration settings (including listeners)

- all Tog files

- all databases (including messages in Virus Outbreak and Policy quarantines)
- all reporting data (including saved scheduled reports)

- all message tracking data

- all Cisco IronPort Spam Quarantine messages



and end-user safelist/blocklist data

Only the network settings (except the 'allow_arp_multicast' configuration variable)

will be retained. If you need to establish connectivity to a Microsoft Network Load Balancer,
you must configure the 'allow_arp_multicast' configuration variable after the revert process
is complete.

Before running this command, be sure you have:

- saved the configuration file of this appliance (with passwords unmasked)

- exported the Cisco IronPort Spam Quarantine safelist/blocklist database
to another machine (if applicable)

- waited for the mail queue to empty

Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots

again to the desired version.

Available versions

1. 16.0.1-010
2. 16.0.2-088
3. 16.0.3-016

Please select an AsyncOS version [2]: 1
Do you want to continue? [N]> y
Are you sure you want to continue? [N]> y
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esa.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- RELOAD_STATUS - Display status of Tast reload run

- SERVICES - Service Utilities.

[1> reload

This command will remove all user settings and reset the entire device.

If this is a Virtual Appliance, all feature keys will be removed, and the Tlicense must be reapplied. Th
Are you sure you want to continue? [N]> y

Are you *really* sure you want to continue? [N]> y

Do you want to wipe also? Warning: This action is recommended if the device is being sanitized before s
Sometimes, it may take several minutes to complete the process because it follows the NIST Purge standa



Reverting to "virtualimage" preconfigure install mode.
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https://www.cisco.com/c/dam/global/ja_jp/td/docs/security/content_security/virtual_appliances/Cisco_Content_Security_Virtual_Appliance_Install_Guide.pdf

2.ARBT TSAT U AD—ZEDZRZ AN L ET, Import existing imageZiBIRL £,
3. ForwardZi#IRL, #7>3a>&ANLET, OS Type: UNIX, version: FreeBSD 13,
4. 83 DO—RULERBTTZAT UV AAX—2%SRBU TERL, ForwardZi&RU E T,

5. EET2VENBDIRETTSAT7 2 AETILORAMB KU CPUBZADLET, (IRFE1 >
AN=IHA RESR)

6. "#iEX, ZBRL., "HAEIA XL FIVv T RYJRAZERLT, "ZT71 Z2BRLET

o

7. FARAIRSAT2BELET, ERORALTRS A7 %8R, Advanced Options TDisk
bus: Virtio, Storage format: qcow2 D JEIZZEIRL . ApplyZiBIRL £ T,

8. XYNID—IUFNAREEBAVR—T I/ ARICKRELE T, EAORAL 2 TNICZRERL
. 1BIRF 72 3> Source Device: Your management Vlan, Device Model: virtlO, Source mode:
VEPA, select ApplyZ&IRL £ 9,

9. BIDAVE—TIAAILRY ND—OFNA A EBHL., REIXZVICEBMEhiEA 22—
TJTIAAZEICFIESZ#EV)ERLET,

10. Begin InstallationZi#R L £ J,
Nutanix
1. AADSREBT TSAT UV AA A= EMDS/NY 212D O—RLET,

2. Nutanix PrismliC 7 AL, REBT7 7 Z 4T Aqcow2( X—J ZRL T, ANL—IT —
MCFYy7O—RLULET,

3. Nutanix Prism& Y > 27 R— ROELERBIZHZ/\N—H—TA4A>=0)v oL, EAlOFE
F—=2a2 D42 RIDSHFIEEANL—=]>[VM]ZRBIRLET,

4 VMOERIRZ>Z# V)Y OL, VMZBK I D ZODFEMEADL T, [AN]ZIVYILE
EE

5 EFNCETVTIN-RIITIVY—RERETS (REBAVAN—IHA RESR)

6. [Disks]®D T \C & B [Attach Disk]/RZ > &2 1) Y UL, [Operaton| ROY TR IVIJARNDS
[Clone from Image]ZiBIRL . [Image] ROY XU 1) ANH S[qcow2 image]Z2 7 Y 7’O— R L
£,

7. Networks M T~ [Z & B Attach to Subnet’ RZ>Z#01)Y OL T, RYRND—DAU =TI A
BRELET,

8. T4 —REZTT LT, Nutanix PrismliCIREB T 7SA T AREALET,

NTVYO0TITROEA



NTVYOOFIDRICESABRUFSMAZEBEA TR -HDIEHREFIBICOWVWTIE,
https://www.cisco.com/c/dam/en/us/td/docs/security/content security/virtual appliances/ESA SMA Virtua
BLTLSEEL,

Azure

1. 24 KR—ZRNEHERLET,
2VMAX—=SZBELERT,
3. Access Control M &% E — Identity and Access Management(IAM)

4. 0742 LTVMZERL T,

Azurell RN 22T 7O4 TR FIROFMIIOVWTE, NTUY VIS TROF7OCICHE
TR2HA RDAR=IHS1BR—TZZRL TS IEE L,

AWS

1. Cisco TACIZE#& L TAMI IDZEE T %,

2. Amazon EC2O2 YV — ) ZREXT,
J.FES—23aURATAMIZERLET,

4. Z¥AD 7T 1)L R T "TPublic Images) ZiBIRLFT,

5. RBEN—T, BEBRBTTZATAOETILCKHLUT "TEILRES, & TEFIL ZAD
LEXT,

AWSICRBIY S & F 7O/ T2 FIROFMCOVTRKR, NTUY OISO ROFTOAHA R
D19 ~ 29R—TESBL T EE L,

GCP(G)

1. REZERGBL. RENVZEBRALET,

2.OStREEHZRERLET,

B.RXYND—=D, T7A4T 74—, BRORYRNIT—DAVEZ—T I AZRELEXT,
4 RBY> >V ZBELET,

GCPIZRBENY I > ZBATAHFIEOFHEMIIOVTRE, NTVYIITITROEASA RD30 ~
UR—TJEZSRLTEZ L,
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