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echo -n 'username:password' | base64
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curl -X GET "https://dhxyz-sma2.1iphmx.com/sma/api/v2.0/quarantine/messages?quarantineType=pvo&quarantin
-H "Authorization: Basic token-generated-in-base64" \
-H "Accept: application/json" \
-0 response.json
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$ grep "totalCount" response.json | awk '{ print $2, $3}'
{"totalCount": 24},
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$ jg '[.data[] | select(.attributes.sender | endswith("@labcisco.com")) | .mid]' response.json > mids-1
$ cat mids-Tabcisco-domain.json
[
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Search in Quarantine "TEST_QUARANTINE"

Note: For best performance, your search shouwld contain envelope recipient

NHYNET,

Message Received:

Envelope Sender[ Contains

v

Ilabdsca.com

@ Today ':::' Last 7 days () Between date range:

to

Envelope Recipient [ Contains

||

Su bject[ Contains

||

Criginating ESA: I

Attachment:

Name: I

Size: | Less than ||

KB to

KB

Cancel
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Messages in Quarantine: "TEST_QUARANTINE"

| Action on selected Items on page > |
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pixel delta
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cloud cloud
pixel solar
queantism alphs
emega alpha
sigma beta
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15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:25 (GMT -07:00)
15 Mar 2026 11:24 (GMT -07:00)

15 Mar 2026 11:01 (GMT -07:00)

Schoduled Exit

17 Mar 2026 03:25 (GMT -
17 Mar 2026 03:25 [GMT -
17 Mar 2026 03:25 [GMT -
17 Mar 2026 03:25 (GMT -
17 Mar 2026 03:25 (GMT -
17 Mar 2026 03:25 [GMT -
17 Mar 2026 03:25 [GMT -
17 Mar 2026 03:25 (GMT -
17 Mar 2026 03:24 (GMT -

17 Mar 2026 03:01 [GMT -

07100}
07:00)
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07100}
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07:00}
07:00}
07:00)
07:00)
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in Gthor Quarantines | Originating ESA

BETA-ESA (68.232.147.138)
BETA-ESA (68.232.147.138)
BETA-ESA (68.232.147.138)
BETA-ESA (68.232.147.138)
BETA-ESA (68.232.147.138)
BETA-ESA (68.232.147.138)
BETA-ESA (68.232.147.138)
BETA-ESA (68.232.147.138)
BETA-ESA (68.232.147.138)
BETA-ESA (68.232.147.138)
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Mazsages in Quarantine: “TEST_QUARANTINE"

| Wiew Al Mmgrsl Search Quardnline...

Quasantined for Reason

Content Filter; “test_guaranting’
Content Filter: “test_guarantine’
Content Filter: "test_guaranting'
Content Filter: "test_quarantine’
Content Filter: "test_quarantine’
Content Filter: “test_guarantine’
Content Filter: teat_gubranting
Content Filter: "test_quarantine’
Content Filter: test_guarantine’

Content Filter: “test_quarsntine’

Tracking
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$ jg '{action:"release", quarantineType:"pvo", quarantineName:"TEST_QUARANTINE", mids:[.data[]
$ cat payload.json

{

"action": "release",

select



"quarantineType": "pvo",
"quarantineName": "TEST_QUARANTINE",
"mids":

440,
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425,
414
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$ curl -X POST "https://dhxyz-sma2.1iphmx.com/sma/api/v2.0/quarantine/messages” \
-H "Authorization: Basic token-generated-in-base64" \
-H "Content-Type: application/json" \
-d @payload.json

{"data":

{"action":
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"release",

"totalCount": 10}}
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11
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11
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48:
:48:
48:
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21
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21
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2026
2026
2026
2026
2026
2026
2026
2026
2026
2026

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

MID
MID
MID
MID
MID
MID
MID
MID
MID
MID

436
425
414
433
440
439
434
437
435
438

released
released
released
released
released
released
released
released
released
released

from
from
from
from
from
from
from
from
from
from

quarantine
quarantine
quarantine
quarantine
quarantine
quarantine
quarantine
quarantine
quarantine
quarantine

"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"
"TEST_QUARANTINE"

(manual)
(manual)
(manual)
(manual)
(manual)
(manual)
(manual)
(manual)
(manual)
(manual)

t=1393
t=1411
t=2787
t=1397
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Messages in Quarantine: "TEST_QUARANTINE"

Messages in Quarantine: "TEST_QUARANTINE"

| o I w I View All Messages | Search Quarantine...

|:I Sender Recipient | Subject Received + | Scheduled Exit Size In Other Quarantines | Originating ESA | Quarantined for Reason | Tracking

Mo records found.
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Params

200 0K

postman GETZ L1

CURL

$ curl -X GET "https://dhxyz-sma2.iphmx.com/sma/api/v2.0/quarantine/messages?quarantineType=pvo&quarant
-H "Authorization: Basic token-generated-in-base64" \
-H "Accept: application/json" \
-0 response.json
$ jq '"[.data[] | select(.attributes.sender | endswith("@labcisco.com”)) | .mid]' response.json > mids-1
$ cat mids-Tabcisco-domain.json
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