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+ Cisco Secure Email Gateway(SEG/ESA)AsyncOS 16.0.2
* Linux®CLI

+ Python3®OPIP
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c EX=)NEF2VFTA TTI4T>A
* Python3
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STIXX/TAXII & (&

STIX(Structured Threat Information Expression)
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TAXII(Trusted Automated Exchange of Intelligence Information)
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Cabby PythonZ 4 72 Uk, TAXIF—NNAQ#ELH. STIXAL V> 3> ord. 8LTEBRET—
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CabbyS A 7S5 UDA > AR=)
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python3 -m pip install cabby

cabbyZ A 7 SVDA 2V AR=IHFTETTB L. taxii-collections 1N > R &taxii-poll X > RAfE
AR B2l E Z2BRTEEXT,

(cabby) bash-3.2% taxii-collections -h

usage: taxii-collections [-h] [--host HOST] [--port PORT] [--discovery DISCOVERY] [--path URI] [--https
[--cert CERT] [--key KEY] [--key-password KEY_PASSWORD] [--username USERNAME]
[--proxy-ur1l PROXY_URL] [--proxy-type {http,https}] [--header HEADERS] [-v] [-

(cabby) bash-3.2$ taxii-poll -h

usage: taxii-poll [-h] [--host HOST] [--port PORT] [--discovery DISCOVERY] [--path URI] [--https] [--ve
[--key KEY] [--key-password KEY_PASSWORD] [--username USERNAME] [--password PASSWORD]
[--proxy-type {http,https}] [--header HEADERS] [-v] [-x] [-t {1.0,1.1}] -c COLLECTION
[-b BINDINGS] [-s SUBSCRIPTION_ID] [--count-only]
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Personal profile

’\P’ O pulses

4 0 contributions

alienvault/N\—=yY L7077 4)

taxii-poll --path https://otx.alienvault.com/taxii/poll --collection user_

--username abcdefg --password *¥%%*

vath https://otx.alienvault.com/taxii/poll collect er'_diEQOher'
p ord

Polling using data binding: ALL
Sending Poll_Request to https://otx.alienvault.com/taxii/poll
@ blocks polled
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ALIEMVAULT

Fotow | unesoecrin
’J‘" 7176 pulses

# 326 contributions

alienvaultZ7’d7 7 ()L

taxii-poll AN RICKBDR—U VT ZRITITDE, JOA77AINDASITRNTOBHROT7 TV FH
BNEFICRIRE NhET,

taxii-poll --path https://otx.alienvault.com/taxii/poll --collection user_AlienVault --username abcdefg

x11-poll --path https: tx.alienvault.com/taxii/poll --collection user_AlienVault\
--password anything
Polling using data binding: ALL

Sendmg Poll Request to https://otx.alienvault.com/taxii/poll
C t i fault_vocabularie xmlns : DomainNam
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https://otx.alienvault.com/api

Followers (0) Following (0) Groups (0) Pulses (0) Subscribers (0) Subscribing (3)
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taxii-collections --path https://otx.alienvault.com/taxii/collections --username abcdefg --password ***

(cabby) bash-3.2% taxii-collections --path htt { .alienvault. com/taxii/col i --username
ord anything
!025-05-28 @9:57:45 Sending Collection. mation_Request to hitps envault . com; fcollections

user_AlienVault
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. Mail Policies > External Threat Feeds Manager® JEIZ#EL £,
DTARE—RICEELET,

. Add Sourcez V)Y O LET,

. 7R AN : otx.alienvault.com

IR—UIINR : faxilpoll

. AL U< 3> : user_<your_AlienVault_username>

.IR— KN : 443

IA—HIOLFUOYIINERETS : AlienVaulth SEEEEh=IL T2 YILTT,
. Submit > Commit Changes®JEIZ2 Y VL&,
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Edit Source

Mode —Cluster: Hosted_Cluster [ change Mode... v

b Centralized Management Options

The settings below are for the configuration of STIX over TAXII sources only.

Source Details

Source Name: Ialienvault_diegoher

Description (Optional):

|

TAXII Details

Hostname: (7) otx.alienvault.com

Polling Path: (7). [/taxii/poll

Collection Name: (?) |user_d1egoher

Hours I ] mins

(Maximum 24 Hours.)

Polling interval:

1

Age of Threat Feeds: () | [3g Days
(Maximum 365 Days.)

T

Time Span of Poll Segment (?) 0 Days

T

The maximum time span for a poll segment is the value entered in the 'Age of Threat Feeds' field.

Use HTTPS: @ ves () No

Polling Port: (7)
4

EL

Configure User Credentials: @ Yes O No

(® Basic Authentication

Username: |x,_,z

Password: I..o..oo.

Proxy Details
Use Global Proxy: OvYes @ No
To configure Proxy Server, go to: Security Services > Security Updates
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External Threat Feeds Manager

Mode —Cluster: Hosted_Cluster Change Mode... ¥

b Centralized Management Options

External Threat Feed Sources
Add Source]

Hostname

otx.alienvault.com
alienvault_diegoher 1h 10 Jun 2025 12:43:56 Idle 1] [T Poll Now
Collection Name
user_diegoher

* You can configure up to 8 external threat feed sources only.

Key: | Pelling Suspended

N=YFILT1—R
EBiMLES., PollNowz 2 UYL ET,
R

CLIZE#EALTESAICOYJ 1L, BR7 1 — ROV ZHEL TRBEHBLE T,

were fetched from the
s were fetched from the source: o

ETFN—=YFILR—=D>Y

RICRTRSIC, OENOEBAFAERT—EN 7TV FEhizZeElhAYET, Chik, RREh
TWB7O077A4NICET7 14— RAFEELBVEDTT,

74— RZFEALLZY—ADENN

. Mail Policies > External Threat Feeds Manager® JEICBEIL £,
OTARE—RIZEBELET,

. Add Sourcez V)Y U LET,

. IR A N& : otx.alienvault.com

.AR—D T )NA : ftaxilpoll

. AL 9> 3>f : user_AlienVault

.FR— KN : 443

A=Y OLFUOTOYIINERETS ;. AlienVaulth sEBHEWEILF Y ILTT,
. Submit > Commit Changes®JEIZ V)Y O L&,

O o ~NO O WN -



Edit Source

Mode —Cluster: Hosted_Cluster

I Centralized Management Options

[ Change Mode...

The settings below are for the configuration of STIX over TAXII sources only.

Source Details

Source Name:

Ialienvault_diegoher

Description (Optional):

TAXII Details
Hostname: @

|

Iotx .alienvault.com

Polling Path: @

| taxii/poll

Collection Name: @

[user_Alienvault

Polling interval:

T

Hours ID mins

(Maximum 24 Hours.)

Age of Threat Feeds: (?)

Z‘

3 Days
(Maximum 365 Days.)

Time Span of Poll Segment @

W

30 Days
The maximum time span for a poll segment is the value entered in the ‘Age of Threat Feeds' field.

Use HTTPS:

®ves No

Polling Port: (7)

gln

Configure User Credentials:

Use Global Proxy:

@Yes O No

@ Basic Authentication

Username: I xyz

Password:

OvYes ®no

To configure Proxy Server, go to: Security Services > Security Updates
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External Threat Feeds Manager

Mode —Cluster: Hosted_Cluster 'Change Mode... v

b Centralized Management Options

External Threat Feed Sources
Add Source |

Hostname

otx.alienvault.com
alienvault_diegoher 1h 10 Jun 2025 12:43:56 Idle 0o W Poll Now
Colfection Name
user_AlienVault

* You can configure up to 8 external threat feed sources only.

Key: | Polling Suspended
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