X ITBEX—IIEBERICKHTAHE : ZEXFR
REEFT oA MNA-L

2E

BUHIC

BitR%

2H
FHTRZAVR—FV N
NYoTZ9> RIBHR
>FIF
Cisco SCCOEETE
Cisco SCC% L #ZETD & Cisco Duo D $###%

Cisco ETDA M Cisco Duo TR —E8E

FEO

FL®IC

—® RF 21X NTIE, Cisco Email Threat Defense(ETD)A"EEB IV —ILNOEBET VA
ZHETADEHICRETHIHEEICOVWTHALET,

Bl SR

EH

DuoZfEA L CETDFRAIZRRET B -HIC. KNEBICEITZHABNI HDENfERENET,
« Cisco ETDY 7RO U723~
+ Cisco Security Cloud Control(SCC)AD T Ut A

s XAV FT A ZBILTHDEOORRIMY ) 1—>3, ZOHITIECiscoDuoTd,
FRITZIAAR—F BN
CORFIXARNG, EX—I)ILBOBEHEEXF1T7HISIREFBICEEENATVET,

CORFIAIXNDERE, BEDTARAREICHDT/NAAICEIVWTERENEENTT, C
DODRFIXNTEATIINTOFNAAG, JUTBE (F7FIN ) BRETEZEZHBALT
WET, ZXEBHPOXRY NT—I Tk, EANVRIZE>TRIDAREMN HDHEE T+ 9 HERR
LT EEL,



INY DT Z02 RIEER

CHRFIAKNTIE, CiscoETDHNED K S IZCisco SCCEIEAL ., Cisco DuotHEL TEF
BERAIEZHMABTIORAODANO—ILERETEIHNICOVWTFHIALET,

BRHMDTTZIRR=ANY)1—-23>TR, P7€®AIMNA-IILE, F=R2EF21UT 1,
BRENOIAVTZATUA, BLrCERNOEEHZRRIZDSATREEELIVR—RVND
12TT FETVER, BEEBETAVMMORET VAR, DATLDERE. F—52F
B, Y —EAOFH B EDRABBERICOBHNBDAEMEAN BT,

A, CiscoETDO RS BH—EAICFATRENILF 77 UV RZBIAMFA) T /O —%2ET
DFIRR=KNTA)FLEIC, BEEEFIUT A BEZREHBLTVET, MFARK, RON
AD—ROBRZHEATCEESRIAFIEZEMLET, 1—HE, ENAINT7IVT5—>3 > 0k
R, EFIVFARN=02, £EBAORIABEDEMNDERICEK > TRIAEZZITHIHEN HV)
3

EEEORIAE7OLAZEBILBLCBILTZEHIC, ETDR>PREFBOFIES LRI —
EEH—EATHSCiscoSCCZRALET,

SCCZBL T, ETDRRDISBZIBEVEF IV T A BBEICT VEATERT,

s JLFUIYIBHDO) RV ZBEBT D - OMFAERA

« Cisco Duo, Microsoft Entra ID, OktaxEDH—RN—F A FPA T T4 T4 7ANA A —
EDHEICKY), FEERAD—IV7AQ—EIR—TSARXTATFTAT4TIFL—
arvaiYiR—~K,

s —btENLERV—EBRBIZKY, DADAVTIVRY—EREEKT—BELETVEAIL—)
ZRBEALZET,

#%(_Cisco Duold, BERBRVS—AR—AODTIVLAEBEZEMTA_ET, chsD#ee=xL
RLULET, MEF vy XINELTSCCEFERATHE., ETDIR. EETIPHIEE. /N4 ADAIAF
IV, —HT)IN—TR=—ADI—ILZE. DuoDZHAHL VEIHZESEET7 IV AILBEREE
BATE%Ed,

EEAR, BEDEETEZIRY ND—VEHEANSOT I EALEGZHATEIRIS—ZERT
?—Eiﬂ'o AMMIORICTRI RS, FAETIEIPYUANTOEGRTEEDHNICTOY 7T hD

AN B ET, MFALODYTHFARNIBU LRI —ZBAEDED T, ZBHET
I:I FHABEICEY, VLTV INFREENATE, REERFEMOEF1UT 1 BEEZRE
TRVRYSATALANDT I A%ZBEILETEXRT,

Cisco ETD, Cisco SCC, & & UCisco DuoZMET D Elckl), DERFZEMENRMEN T
EOWRTVTIOEAFHBETINEZREL, ERORARNTZI9T1AICEDET, EELIT
JRY—EAOREBEZRILTEET,

>rUxF

EEBT7OELA%®REIZDEHIC, EIDTRAOESBRIAS L7 VLA NO—IIL>FUF
HBERETEET,



1. HRIAKMFA : S ADDHEKAKEMFAZERT 2 A . Microsoft MFAZHAEL £,

2. Cisco SCC & Cisco Duo - Cisco SCCOHREFF NI EDuoD S EBMFAKEE ZHKE

bEET,
B.AET A T>T 1747 0/N14 X — ( Microsoft Entra ID75. & ) E{Jﬂff_f"CiSCO SCC-IA&
— T TARTATUOTATAI 1= EREBTHET, BIARIV—2ILERLET

o

CHORFIXARNTIE., T4+ 1)A2:Cisco SCCECiscoDuoy DEREFIEICOWTHBLET,
EEL, Co7O0tARoTo /O —ICE£BATEET,

Y
E:ZORFIXDRNTE, Cisco DuohZEEFIII#AE % £ H L TEmail Threat
Defense(ETD)OF7 VA ROA—LZBEMCT AL ICHEZERFIEOBEIC DU
THALET, Duoﬁé"é’:%”ﬁ?%t\ FaEnEdl—HY—ORDNTSIYRNTA—LILT
DHEATEDELSICTSHCET, EFaVTFa@bENET, BENBEHAA DA,
REATI, BEBEBEAFTIUAICOVTR, XOLRBERRFIXNESEL
TLEEL,

—EFIAIVFARIVS—ETIOEABED—IL
CiscoDuo : ZEEFRIMDREERANT S OT 41 AIBET2FMAEFIEN BHE ATV
x99,
Cisco SCCOERE

Cisco ETD% Cisco Duo & #EE 922 1Ek. £ CiscoSCCTRIARASM IV EZRELET., Chil&k
V). Cisco SCCHAHIDBE ROMFAZONA R — L BETZZEHEBEENIBILIENET,


https://duo.com/docs

f

‘ Admin User ‘ {Cisco Email Threat Defense

Access reguest

v

.

Redirect to authentication

L J

Cisco Security Cloud Control l

Request SAML verification

{ Cisco Duo (MFA)J

redirection

Return SAML destination

A\ 4

Access|Control

-

e RS TP
Authentication Process
Access granted
Redirect to ETD (Access grantec?
N |
‘ Admin User Cisco Email Threat Defense J Cisco Security Cloud Control

/

ATY 7 1:CiscoSCCOAVY—=INIZTFTOEALET,

[ Cisco Duo (MFA) ‘

Cisco SCC7R— & )Lhttps://security.cisco.com/\cOF 1> L&,



https://security.cisco.com/

Security Cloud C

& Organization

@& Home Welcome to Security
Cloud Control

Better visibility. Easier

| Favorites = -
management. Effective security.

@ Pplatform Management >

. Assignroles - Integrate identity provider (1dP)
Create organization users and assign roles to control Pravide single sign-on (S50) to your organization's users.
access.
Assign Configure
@ 2025 Cisco Systems, Inc. Privacy Pelicy General Terms

AT ¥ 7 2Domain ManagementiZ & L £ 9,
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uheils Security Cloud Control

Platform Management | -

& Organization
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Home Access Management
Administrator Access
Activity Log

m Favorites »

tive security.

Product Subscriptions
@ platform Management i
Subscriptions

Integrations

Domains W

Identity Providers

- Integrate identity provider (IdP)

ssign roles to control Provide single sign-on (550) to your organization's users.

Assign Configure
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Add New Domain
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Enter your domain name.
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& Drgan ration
N @ Gk Verification
Home Upload the TXT record to the domaln’s DNS server, Then click Vertfy.
Verification
o - Record name
|
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‘? Platform Management >
Value
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Product Subscriptions
@ Pplatform Management o
Subscriptions

Integrations
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Identity Providers =

. Integrate identity provider (1dP)

ssign roles to control Provide single sign-on ($50) to your organization's
users.

Assign Configure
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Link to external identity provider

Identity provider ID

|

Obtain this identifier from the organization managing the identity provider.
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Edit identity provider

o Setup | Setup

Follow the steps below to configure your identity provider {IdP). For detailed
instructions please read our documentation 7

Identity provider name *

[ 1 0.9.0.0.0.9.69.0.0694

Duo-based MFA

By default, Security Cloud Sign On enroils all users into Duo MultiFactor Authentication (MFA) at no
cost. We strongly recommend MFA, with a session timeout no greater than 2 hours, to help protect
your sensitive data within Cisco Security products.

(D Enable DUO-based MFA in Security Cloud Sign On

If your organization has integrated MFA at your IdP, you may wish to disable MFA at the Security
Could Sign On level.

< Cancel m
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Edit identity provider

@ - Configure

Depending on your provider, use the following methods to set up your IdP.

Security Cloud Sign On SAML metadata

Public certificate

Entity ID (Audience URI)

)

Single Sign-0n Service URL (Assertion Consumer Service URL)

Technical notes for Security Cloud Sign On

+ Security Cloud Sign On uses the SAML 2.0 HTTP POST binding to send

AT Y 7 4Cisco DuoZ B &, Applicationst o< a > ICBEL T, Add applicationZ ') Y oL
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Collapse Applications

f your services or platforms. You can protect

o~
Home Manage
Applications o
&- users 3
Application Catalog 26
B Devices ¥ Authentication Proy harity[CA) pinning bundle will expire in 2026, Duo products that use cartificale pinning requira a software update for continuwed use aftar
) Pelicles ¥ Configure Single Sign-0n (S50)
e i 550 Settings
f= Applications
Due Central
Reports »
ype - = Filters 5 results + Add application
o Monitoring > —_— L
= Billing - Protection Provisioning Application Application Policy Application-Group 2
Type Type Palicies
fz1 Settings 2FA - 1Password - -

— == Duo Admin Panel - - =
Duo Access
Gateway

560 — Cisco Security Cloud — -
Sign On - Single
Sign-0n

L — Google Workspace - b e
Duo Access

Gateway

b . Microsoft 365 - Duo = i
Access Gateway

Rows per page | 10 1-50f5 D >
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< Applications

Application Catalog

Browse all of our available applications and filter by supported features. View
documentation links for more information about each application.

[ (. Cisco Security Cloud contr0|| ® ]][ Supported Features v ]

InIr
CISCO

Cisco Security Cloud Sign On

SsO

Secure access using Duo SSO and SAML,
with MFA and flexible security policies.

+ Add Documentation &
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Cisco SCCA' 5CiscoDuolc T T4 F714IDET IV Y A F o —EAURLZEIE—LE T,

Downloads

XML file 4 Download XML 1 Copy XML

Service Provider

Entity ID (Audience URI) * https://www.okta.com/sami2/service-providerfspzbcwujns

Enter your Cisco Security Cloud Sign On Entity ID {(Audience URI)

Single Sign-On Service URL https://sign-on.security.cisco.com/sso/sami2/0oalnbh73ac
(Assertion Consumer Service
URL) * Enter your Cisco Security Cloud Sign On Entity 1D {Audience URI)

Custom attributes Check this box if your Duo Single Sign-On authentication source uses non-standard attribute names.
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Edit identity provider
@ SAML metadata
Setup

Select a method for providing your SAML 2.0 IdP metadata.

@ Configure ~
(® XML file upload () Manual configuration

o SAML metadata g
Upload your SAML metadata file

+

-

Click or drag a file to this area to upload
File has been uploaded
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= ik Policies Switch to expanded view
Dun's policy angina gives you tha ability to control how your us<rs authanticats, from whara, using
@& Home wiich typas of davices. Poboies can e defined system-wide, par apphcation, of for spacific
groups.
&= Users ¥ Policy documentation f  Haw does policy wark O
§ Dévices s
ﬁ Wo've made updates 10 improve the view of your policies, Yous policies have not changed and you kS
can atways switch back if you prater the expanded view,
(1) Policies >
Learn More O
=  Applications »
5 Reports »
Q Search l Fualicy apply type v 2 palicies m
So,  Manitoring »
] Name Applications and Groups O Summary Timestamp (CEST) D Actions
% Biling s
D Global Policy & Al apphicationg Rules {18} Sep 04, 2025 5:58 PM Actions
GI Setings 0 resta Rules (3} Aug 20,2025 3:29PM  Actions

> A1Duo
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Edit Policy

You're ediling the Glabal Policy which is used by all applications. This can be overridden with custom policies.
Laarn mora about policias O
Revert 1o difault

usns

© New User policy
@ Authentication policy

@ User ocation Allow access without 2FA from th [does not atf

setting will be applied.

Your IP address is 15118618122

Devices. Example: 182,0.2.8, 198,51100.0-198,51100.20,
& Trusted Endpaints 203.0M3.0024

© Duo Deskiop & device heaitn
© Remombared devices

@ Operating systems

@ Browsers

& Piugins

~  Require enrcliment from these networks

M checked, urembed users will bi SUEfRGT 1o Tse Aew ULer RaBcy, evin if 1he lagin it from one of She
addresses specified above.

Require MFA fram these nitworks:
b |
Netwarks
@ Authorized networks
& Anorymous networks

Deny access from these networks m

Authenticators
© Risk-based factor selection
@ Authentication methods
& Duo Mobile app

B Deny access from any other network not specified above.

Dany sccess from these netwarks:

Example; 152.0.2.8, 198.517100.0-198.50100. 20,

@ Tampered devices 203.0.13.0/24
& Screen lock
@ Full-disk encryption

@ Mabile device biomatrics
Anonymous netwerks
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1) Policies

= Applications
Showing 1-7 of 7 items
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Preview Risk-Based Factor Selection Enabled ~ Showing| 25 v rows

& Manitering

Timestamp {CEST] ~ Result User Application Hisk-Based Policy Assessment @ hooess Device Autvertication Method
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& Network not allowed

Your organization requires you to be on an
authorized network to login.

Secured by Duo
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