EX—)LICKDEBRT

d1—FT14Y

2E

BUSBHIC

HR%R
=
FHYZIVR—F b

=b%§\ﬂ EB

B#

BRFE
2F)A1L VI —ANBEDAS BV

SNBEIS—DORNZTIL

SFVFAL R=NRYGANETOT 4T, VT DEIER, EEEAVTLIATHRARENT

Vs
RER
BYE R

FL®IC

Z®RF 121X NTIlE, Cisco Secure Email Threat DefenseMEEIS—%2 NS I 1—F 4

DU BRFAECODVTBHHALET,

Bl SR AT
B

ROEBICEIZHAANI BB N HREIET,

« CiscoEF 1 T7EX—I)ILBHAERNE

* Microsoft 0365 A4 — I~ ( Exchange Online, Entra, &7 I&Azure AD )

Ed e R D e S

CORFIXVNOERE. ROVTIKRIITEN—RIITON-2IVICETVTVET,

« CiscoEF 1 T7EX—I)ILEBHERNE



* Microsoft Exchange Online
+ Microsoft Entra ID ( LABTIMAzure AD )

CORFIAIXNDERIE., BEODTRBEICHZDTFNAAZETVWTERENELE, COR
FAXKRTERAIZINTOTNA AR, JUTFZ(F7#4IK)E ETVE%EFaﬁﬁé‘b'CL\i
T, RFEEPOZY ND—O TR, EAV RICE>TRCHAMNI HHEHEE TR
<EEV,

BR#H

Email Threat Defenseld. Microsoft Graph API%Z £ L TMicrosoft 365 & BEL . ZHAFBENDE
B, DY IONOBE., REAOBBEEDFEICRRERBEBEEZAEICLET,

gl

BEICK 2 Tk, Secure Email Threat Defense(SEAT)DIEE T, S XK EFHEBEHTI Y RI1—
DX=)RY VAN SBEFA N 2BBIRLEBRHETEZVZENFHY)EXT,

BRRFE
B FEEBRRTHEN KHT B,
SFUAT: UY—AFRIA S

EX—=I)LICKDERRENDEED "Resource is Not Foundy ThE T3

Mailbox List (1) 4 Download Errar Log
Mailboxes Status at time of remediation Remediation Errors
udukrls_ Unknown | (BRI Resource is not found

JRE

1. X=IRY DAMBEICEL 2T, EFX—INEIBREIZ D, BOT7FIINFICBBHENET,

2. Microsoft O365B Bt X—TTFHI > MNERENEL LD, S4B ANE ) HTSNT
BS5TF, X=IRYIVAEREETNTLVEEA.

Microsoft O365E B> XA —C1—H—0OH TRV VT a REEZHERELET, ELV
Exchange OnlineZ 4 > A2 &IV HTT, FEZZFAI1—TFOX—IRY JAZBEEML
9,

FVFA2  EEICKBMLEL I - [ REAE



EX—I)LICKDERFEDEBEN TRemediation Failed - Unknown Reasony ThET %,

Mailbox List (1) A Download Error Log
Mailboxes Status at time of remediation Remediation Errors
udukri_ Unknown | LU Remediation Failed. Unknown Reason

IZ—BEICKBLEL I - ERTEH
JREH

BRENTVWBDEFIUT A TRETENEEFXA-INERBICHITBPBHET7T SV 5—3 >0
Microsoft Entra IDICX T 2#ERAEL LS BVD, FERFEREEATLAL,

1. Microsoft 365 Admin Centerlc 2B < EE1AD VTV RT TV r—a EBEELTOTA
YUET, EAIOXZ1—TAdmin CentersZER L. IdentityZ VU Y I LET,

2. Identity > Applications > Enterprise Applications® JIEICEE L, &E& % & O Secure Email Threat
Defense ApplicationZ 2 1) Y I L& ¥, PermissionsicBEL £,

3.7 7Vr—2 3 &4 7 Application® IE L L Microsoft Graph APIHERN ® 2 C & 2L £
ED

o X—)bo FAHE)/EERHK
- . FHE), TXT

RTRELTLVSH#ERN®HB5H5EE. Grant Admin Consent for <Tenant-ID>&Z2 2 1) Y 2 L% T,
Cloud AdminZ o> hTOJ4 L, Accept2 V)Y OLET,

SFIA3 BEREWEI-—YHEDTHS

EX—I)LICKDERBREKNDIEED "The Requested User is Invalidy TEET 3,

Mailbox List (1) 4 Download Error Log
Mailboxes Status at time of remediation Remediation Errors
newb_ Unknown | (S The requested user is invalid

IS—BRE NI H—HENTT
R

1 A=INRYDRAEFLEFEI—Y—THO NNFEXTHSDH. Microsoft O3654BT 1L I N
ICFEELFEH A

2. EF1THBEFA—NERICHTZIHEE., EBOTFURELEERXM D EREENET,
272U, EntraID (Azure AD)ICBERE N TWBRT77UTr—23a ik, B—0FF 2 MNIT70RA
TEEXT,



A—HYTHIVRELEREX=IRY AN EMT, Microsoft O365ICTEETD L EEELET

o

JIWFFF NRETIE., & E hi=Secure Email Threat Defense 7 7’4o —>3a > c, F20
HMEBETALIONUODTHIOURNCT O EARATRERI D E2HELET,

SFVFL X=)VRY DANETOT147, V7 NEIBR, EEEFVTLIAT
RARENTVD

EX—IICLBBRHICHTRIHBMOBELN "X—ILRY IANFTIOT 147, V7 NI, Fi:
BRARNBEFTLIATHS1 TRET S,

Mailbox List (1)

[&

Mailboxes Status at time of remediation Remediation Errors

chi_ Unknown | The mailbox is either inactive, soft-deleted, ...

IZ—X—=LARY DANKTIOTATEEEY 7 MNEIBRENTVS

IEY

1. Microsoft Entra Identity ( JABIMAzure AD ) TP AV MABREESATVETAH ., EIYHTS
NIEBEMBEM365F = IEExchange OnlineZ 4 £ AN H V) £H A,

2. Microsoft 0365& 7> 7°L = AExchangeZ R L I=/\1 7Y REY N7 Y 7T, Microsoft7
VTLEAY—N—LIZI—H—THIOONOKHNFET S,

Microsoft O365B Bt A—TI1—HY—OH 7 AoV a jREEMELET, ELV

Exchange OnlineZ 4 2 AZ &IV HTT, ¥EZZHA21—TFOX—IIKRY IV AZBEERL
9,

BYIE 5 2

« Cisco Secure Email Threat Defense 1—% 74 R
« DRADTIV AN R—BEXTO—R



https://www.cisco.com/c/en/us/td/docs/security/email-threat-defense/user-guide/secure-email-threat-defense-user-guide.html
https://www.cisco.com/c/en/us/td/docs/security/email-threat-defense/user-guide/secure-email-threat-defense-user-guide.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



