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Delete Archive Reply Reply Forward @7 aptachment Move Junk Rules Move to Read/Unread Categorise Follow Send to

to All
Your Ship EXpress Order was shipped

° o AppleService <apple-service@apple-service.com>

To: © Ramanjaneya Devi Madem (ramadem)

1, To protect your privacy, some pictures in this message were not downloaded.

Other Up OneNote

Today at 12:52 PM

Download pictures

Dear Customer,

We thought you'd like to know that your item has shipped, and that this completes your order.
Your order is on its way, and can no longer be changed.

Your estimated delivery date is:
Friday, April 8

Your order was sent to:

Home address on file

Shipment Details

Insured value: $300.00

Shipping and handling: To be paid on delivery

If you did not make that order, let us know as soon as possible to make sure we do not

charge you by visiting the Customer Service.

Click on the link below to track you package or notify us of an error:

html

http://www.shipment-express.com/en/tracking.

We hope to serve you again soon!
Ship Express

Copyright 2016 Ship Express Inc. We understand the importance of privacy to our customers.
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Beware of the warning signs!

0 From: do-not-reply@intlshippingexpress.com

YOU'VE BEEN T
PHISH ED! Subject:  Your Ship EXpress Order was shipped

Company-wide simulation SHl P EXF)TSS.

in progress!

0 Dear Customer,

We thought you'd like to know that your itern has shipped. and that this completes your order.
Your order is on its way, and can no longer be changed.

Your estimated delivery date i Your order was sent to:

Friclay, April 8 Home address on file

Shipment Details

PLEASE DO NOT TELL YOUR Insured value: § 300,00

CO-WORKERS ABOUT THIS ik el Bl

" did ke that order, | kn sibl e di
PHISHING SIMULATION. e i s g esoind el it s

Click on the link below to track you package or notify us of an error:
https/fwww.shipment-expre m/en/tracking.htmi?

We hope to serve you again soon!
Ship EXpress

ee

We'd like to see if we can
hook them, too!
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AT Y 7 1 : Secure Email Gateway TCisco Security Awareness#fEZ BxIIC T3

Secure Email Gateway®GUI T, Security Services > Cisco Security Awareness > Enable D JEICBEI L E T, 1) —
DAVECSAN=D Y (BIRDZFEICRITIELSICCSAV TV RY—EANSEBLERT I =7
V)Y'ERANL, EERZEELTHEELE T,

Cisco Security Awareness Settings .

Make sure that you have a valid Cisco Security Awareness token before you enable the Cisco Security Awareness cloud service on your email gate
You can obtain a Cisco Security Awareness token from the Cisco Security Awareness portal.

Enable Cisco Security Awareness]

I CSA Server | | AMERICAS v |

Repeat Clickers List Polling interval (?) [1d

Cisco Secure Email Gateway® Cisco Security Awareness SettingsX—> DAV ) —>>3 v K
CLI TOF%

csaconfig EA BN L T, CLINSCSAZRELE T,

ESA (SERVICE)> csaconfig

Choose the operation you want to perform:

- EDIT - To edit CSA settings

- DISABLE - To disable CSA service

- UPDATE_LIST - To update the Repeat Clickers Tist

- SHOW_LIST - To view details of the Repeat Clickers Tist
[1> edit

Currently used CSA Server is: https://secat.cisco.com
Available Tist of Servers:
1. AMERICAS



2. EUROPE
Select the CSA region to connect
(11>

Do you want to set the token? [Y]>

Please enter the CSA token for the region selected :
The CSA token should not:

- Be blank

- Have spaces between characters

- Exceed 256 characters.

Please enter the CSA token for the region selected :

Please specify the Poll Interval
[1d]>

ATY T 2CSAVZ I RY—EANSOIIAL—RENETAVI 2 TX=)ID
S|

S

E D RIZIRTEDIZ, cYBERSEC AWARENESS ALLOWEDX — /)L 7O—RD > —&k, F7#I)I K
TIXNTCODAF Y IV ERFTICEREL TEREIhET,

Spam Detection: Use Default (On) On Q Off

AMP Detection Use Default {On) On Q oOff

Virus Protection: Use Default {On) On O Off

Sender Domain Reputation Use Default (On) on O Off
Verification:

Virus Outbreak Filters: Use Default (On) Oon O Off

Advanced Phishing Protection: Use Default {On) On O Off

Graymail Detection: Use Default {On) On O Off

Content Filters: Use Default {On) On O Off

Message Filters: Use Default (On) On O Off

X1 T A BEEENEICE > TS TCYBERSEC_AWARENESS ALLOWED,) X—J)L70—RU—OAIU—>23 v K

CSAUZIRY—ERDP SO IIAL—RNENLETAVIDTXRNIR=UX=)Y, £F27
EX=LT—KRIIALOIXRTOARAFNYVIVIVEZNANATEDRSICTRICK, ROF
JEZRTLET,

adiLWEEE T I —TEERL T, CYBERSEC AWARENESS ALLOWED X — /)L 7 O—7R <> —&ZF|)
MTE T, Mail Policies> HAT Overview > Add Sender Group® JEIZBEEIL , 7R S —
CYBERSEC AWARENESS ALLOWEDZIBIRL T, IEFZ1ICEREL . X I submit and Add Senders® IR L £ 9

o

b. 74V TF A IR=—VA=)ORETEBDEEED PR 1T FwEnuE(GEO)ZIE N
LET,

HICRT KRDIC, Mail Policies> HAT Overview > Add Sender Group > Submit and Add Sender > Add the sender |P > Submit Bk
Ccommit DJEICBEIL T, ZEEZBEELE T,




Sender Group Settings '

Name: ICy berSec_Awareness_Allowed

Order: | |1w|

Comment: | CyberSec_Awareness_Allowed
| Policy: [CYBERSEC_AWARENESS_ALLOWED VII
SBRS (Optional): I— o I—

[) Include SBRS Scores of “None®
Recommended for suspected senders only.

External Threat Feeds (Optional):

For IP lookups only | | S°ource Name Add Row |
| Select Source v | 1~ |

DNS Lists (Optional): ' 7) I
(e.g. 'query.blocked _list.example, query.blocked_list2.example’)

Connecting Host DNS Verification: [_] Connecting host PTR record does not exist in DNS.

[_] Connecting host PTR record lookup fails due to temporary DNS failure.
[_] Connecting host reverse DNS lookup (PTR) does not match the forward DNS lookup (A).

| Submit | Submit and Add Senders >>

TCYBERSEC_AWARENESS_ALLOWED  X—JL70O—7R > —A"8IR& hf=Cybersec_Awareness_AllowediZEE T IL—7 0
AOV)—=223av h,

Sender Details

Sender Type: ' @ 1p addresses © Geolocation

Sender: (?) |52 242.31.199 |
(IPv4 or IPV6) |

Comment: | (Configured as CSA NAM(AMERICA) ]

[ e

Cisco Secure Email Gateway® Cisco Security Awareness SettingsR—Z DAV —>>3 v K

CLI Ik P35%
1. listenerconfig > Edit > Inbound (Publiclnterface) > HOSTACCESS > NEW > New Sender Group D JEIC B EIL £,

2.CYBERSEC AWARENESS ALLOWEDX — /LR —ZFEAL THLWVWEEEZEISINL—T=2ERL., 71
VO VTERNYIIR=VXA=)IORBTDEEEIP/IRXA > ZEBMLET,

.HULWEEEIIN—TDIEFZ1CEREL . lisenerconfig> EDIT > Inbound (Publicinterface) > HOSTACCESS >
MOVE D T DMove 7723 %2FEHALET,

4. v M

~
S RETIPECSADIPT KLAT, BRULHBMICESVTVET, BATHELL

IP7RLAICDOWTIR, RESBLTLEEV, SEG 14.0.0-xxxNDR— NES4430D T 7
AT OF=)ILAHAONSDIPT RLAEFLEFRANEBNCSAI T RY—ERICELT
EDELDICLET,



AMERICA REGION

hostname IPv4 IPv6
https://secat.cisco.com/ 52.242.31.199
Course Notification (Outbound) 167.89.98.161

Phishing Simulation (Incoming Email Service) 207.200.3.14,
173.244.184.143

Landing and Feedback pages (Outbound) 52.242.31.199
Email Attachment (Outbound) 52.242.31.199
EU REGION:
hostname IPv4 IPv6
https://secat-eu.cisco.com/ 40.127.163.97
Course Notification (Outbound) 77.32.150.153

Phishing Simulation (Incoming Email Service) 771:32.150.153

Landing and Feedback pages (Outbound) 40.127.163.97

Email Attachment (Outbound) 40.127.163.97

CSA Americas® K PEUMIIFDIPT RLABRVPKRARNBDARAI)—>23a vy K

ATY T 3SEGASOBERYVIBRLIVY VIZHTBIT I3 DERT

T4V TX=)IFEEFEh, VDE—KRIUYH—UJARNNFSEGICEYIAEND E, FIL VY
STBBEEX=INRI—2ERLT, ChSOBENDI—HRBTOXA—IICKLTT I3
ZRITTEET,

FLULVEBHWEBEEHARLX—=IR) S —ZERL., ZEEED S 32 Dindude Repeat Clickers List T
IVIORYDREBMICLET,

GUIN S, Mail Policies> Incoming Mail Policies > Add Policy > Add User > Include Repeat Clickers List > Submit® IB (2 &) L
 EEERELE Y,



(® Any Sender | Only if all conditions match v
(_} Following Senders ) Any Recipient
) Following Senders are Not ®) Following Recipients

Email Address:

o~ (e.g. user@example.com, usern@®, @example.com,
@.example.com)
(e.g. user@example.com, user@®, @example.com, @.example.com)
LDAP Group: Include Repeat Clickers List
{From Cisco Security Awareness)
Query:

Group: I LDAP Group:

Query: | testLdapServer.group v |

Group: | Add Group | Remove J

Following Recipients are Not

Email Address:

BUVBLIVY VEBICEBENBDA—NEREITDLSICREECNEAARZLZBA-IRIZ—OARI -3y K
NZTNZ1—FT42T HAR

1. csaconfig > sHow LISTICBEH L, VE—R U YHDURARNOFMZERELET,

ESA (SERVICE)> csaconfig

Choose the operation you want to perform:

- EDIT - To edit CSA settings

DISABLE - To disable CSA service

UPDATE_LIST - To update the Repeat Clickers 1ist

- SHOW_LIST - To view details of the Repeat Clickers 1ist
[1> show_1l1ist

List Name : Repeat Clickers
Report ID : 2020

Last Updated : 2021-02-22 22:19:08
List Status : Active

Repeat Clickers : 4

2. V=KUY H—UANZBENICEF T 2HEE. csaconfig>UPDATE LISTICBEIL £ 9,

ESA (SERVICE)> csaconfig



Choose the operation you want to perform:
- EDIT - To edit CSA settings
- DISABLE - To disable CSA service
- UPDATE_LIST - To update the Repeat Clickers Tist

- SHOW_LIST - To view details of the Repeat Clickers 1ist
[I> update_list

Machine: ESA An update for the Repeat Clickers Tist was initiated successfully.

3.csadV ZEHL., VE—KRJUYA—VARNFETIO-—RENATVWRIAES D, RRI
FARELTVBIAESHZHRBLE T, 86T 282 RICRLET,

tail csa

Tue
Tue
Tue
Tue
Tue
Tue
Wed

Jan
Jan
Jan
Jan
Jan
Jan
Jan

13:
13:
13:
13:
13:
13:
13:

20:
20:
20:
20:
20:
20:
20:

31
31
31
31
31
31
32

2021
2021
2021
2021
2021
2021
2021

Info:
Info:
Info:
Info:
Info:
Info:
Info:

CSA:
CSA:
CSA:
CSA:
CSA:
CSA:
CSA:

Connecting to the Cisco Security Awareness cloud service [https://s
Pol1ling the Cisco Security Awareness cloud service to download the
Trying to get the Ticense expiry date: loop count 0

Connecting to the Cisco Security Awareness cloud service [https://s
Trying to download Repeat clickers 1list: loop count O

The update of the Repeat Clickers 1list was completed at [Tue Jan 5
Pol1ling the Cisco Security Awareness cloud service to download the

BROLEMN—DVEADLIEBEDOHDERICRLET,

tail csa

Fri
Fri
Fri
Fri
Fri
Fri

Feb
Feb
Feb
Feb
Feb
Feb

19
19
19
19
19
19

12:
12:
12:
12:
12:
12:

28:
28:
28:
28:
28:
28:

39
39
39
43
43
44

2021
2021
2021
2021
2021

Info:
Info:
Info:
Info:
Info:

CSA:
CSA:
CSA:
CSA:
CSA:

Connecting to the Cisco Security Awareness cloud service [https://s
Trying to get the license expiry date: Toop count 0

Polling the Cisco Security Awareness cloud service to download the

Connecting to the Cisco Security Awareness cloud service [https://s
Trying to download Repeat clickers Tist: loop count O

2021 Warning: CSA: The download of the Repeat Clickers 1ist from the Cisco Security

4. VE—RKRDVDVYHIUANDATNE, GUINSEERETEET, RICRTEDIZ, Security
Services > Cisco Security Awarenessas D JEICZIRLU £ T,



ﬂ Manitor Mail Policies Security Services Network System Administration

Cisco Security Awareness

Cisco Security Awareness

Cisco Security Awareness | Enabled
Repeat Clickers List Poll Interval @ | 1d

Repeat Clickers List Settings

List Name Report ID Last Updated Status Repeat Clickers Update
Repeat Clickers 2020 Tue Feb 23 02:24:14 2021 IST Active 4 Update List

Cisco Security Awareness Updates

File Type Last Update Current Version New Update

Cisco Security Awareness Config MNever Updated 1.0 Not Available

Cisco Security Awareness Engine MNever Updated 1.0 Not Available

No usces i rogrese.

BYBLOUY VOBZBARTLEEFIVTAH—ERIROOEF I VT ARBER-TZORAIU—-223 v K~
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