EX=LNEFI1VFAFTSAF2VAT
DMARCF T Y V&ZNANATD 5%

&

BE

DMARC QO #ER

DMARC/NA /N A DEETE

Mail Logs®iE

NA/NADMARCF I YOO X—)LOY
B E B R

B=

CORFIAXYRTR, EX—IEFIUFAFTSAFYAESA)TRAAIR—ADX Y £—
SR, LR— NS LTEMDMARC)F T Y 9 ENANATBHECOVTHALET, B
FA—)LBIAOBE, 58BLTLLED,

DMARC )52

DMARCIE, EX—IAR—ADEAOAEMZRS T ICERE N ZENTTEERTT. DMARCIE
. Sender Policy Framework(SPF)# &k Z*DomainKeys Identified Mail(DKIM)X H Z X ALAZFERL T
EFAINBEENEFAILRAZRITIDHEZEZEENL TVWET, DMARCKREEICEH
TR, EFA—NNNSORAXNZALDODBELLEE1DZBRITBDHLEN HV) . R
ID(CID)A'RFC 5322(C L TWABEX Y E T,

CDTTZATVATR, ROZENTAETT,

-DMARCZFEAL TEZEX—IILZ®IELET,

c RAAVBEOR)S —2 LEETD (A, BE, FLEEETS ) 7O77M4ILEE
ZLFET,

c RXAVFRBEICT7 A —RNYOLAR—RZEBLET, chlZkY), FHEEAORIICHK
A5FY,

- DMARCEHLR—KNH A4 XAM10MBE B XD HE. £LEFDMARCL I— ROEHLAR—K
(RUA)VZ T TREE N A XAZ2BADEERE., RXSMVAEEICREIS—LAR—MEE
BELET,

AsyncOSI&, 201343 H31H |ZInternet Engineering Task Force(IETF)IZ 12 H & i = DMARC{#%
CERLULEEFA—IINZREBETEERT, FMIC OV T, http://tools.ietf.org/html/draft-
kucherawy-dmarc-base-02Z2 S8R L T 2 U\,

X T724T AR, FEBZDMARCLO—REFBFDORXAUHASOXYE—DD
DMARCHREEZRITLE R A, L, FTTTAT VAR ZDLSBAY E—D&ZELT
WMBTEXRT,


https://www.cisco.com/c/ja_jp/td/docs/security/esa/esa13-5-1/user_guide/b_ESA_Admin_Guide_13-5-1/b_ESA_Admin_Guide_12_1_chapter_010110.html
http://tools.ietf.org/html/draft-kucherawy-dmarc-base-02

DMARC/X 1 /N ADERE

BEEEELT, BEDEEELISOXYE—ODMARCRIIZEMIDCENEHTHZBES
INMMNABEEICTOICE., WKOAOFIEICHSHKREN HVYET, FIEOBER, D>
IONSSBTEEXT,

F REBEFXA-NTRLAREFZRX A ZFEAL THERENLET RLAVARNE,
DMARCKRFLZNA /NAT R HICOXERATETRT, TRLA-EBEZHERATZI LR, LD
IRXTCAT AV BERBLUTLKEEWY, EL, RXMVIZREBEFX—ILT RLAELE
O ERXAZTRLAZF DIV NIRHIAELE L THEELE T, FromA Yy & —IC5E
BENTVBRXMV/IELBBFXA—NTFTRLAZERIZHBEF BN ET,

1. BE T2 X—)L70—7R > —ODMARC Verificaton " A/ ICx>TWB & #ERLET

2. [Mail Policies] > [Address List]icBE L £ 3.
3. [Add Address List|Z2 2 VY D L&Y,
4. FMMZANDLUTFP RLAVARNZERLET,
5. [Submit] 22U Y 2 LET,
6. 7TRLAVABMEERL =5, D) A ZDMARC Specific Senders Bypass Address
Listc RO HITXENF SV KT,
NANAREDRERZEOAFXF T OFEDOHZRICRLET,

TFRLA-ER, LT TRXL> D&, ZHEAL TERE N, FromA Yy Z—0OFMAICENE
nEXY,

Edit Address List Details

Address List Name: [Bypass_test

Description: bypass DMARC

List Type: Full Email Addresses only

Domains only
IP Addresses only
All of the above

Addresses: -@whit elist.com | e.g.: @example.com, @.example.com

DEBRINTOIVNIZFERALTT RLA—EBAEEICERE NS, DMARC Specific
Senders Bypass Address ListD FO7 RLA—RZROCHTHBENF SV ET., RICTTRSIC,
[Mail Policies] > [DMARC] > [Edit Global Settings]i-BEIL. KO Y 7E9> &2 Uv 2L THL
<HERULETZRLAVANERTEHIMLEN HYET,



DMARC Global Settings
Nane

Specific senders bypass address list:

) B B SMARC_bypass
Bypass verification for messages with headers: |

I
(e.g. List-ID, List-Subscribe)

Schedule for report generation: | (12 v|[00 v|[aM +

Entity generating reports: |

Additional contact information for reports: |

Send copy of all aggregate reports to: |

Error Reports: | (] Enable sending of delivery error reports

Mail_Logs i\
mail_logsDHIZ U TICRLET, chid, OF > TDELV., RXAL 2 ODMARCHKRILE h =35
B, BRUOAF YT ITRRSICHRETNTVRBEEICKRIBEET,

DMARCH'F I Y V&EhTLWBIFZIEOX—)LOT :

Sat Mar 20 21:14:22 2021 Info: I1CID 57 ACCEPT SG UNKNOWALI ST mat ch sbrs[none] SBRS rfc1918
country not applicable

Sat Mar 20 21:14:22 2021 Info: Start MD 76571 ICID 57
Sat Mar 20 21:14:22 2021 Info: MD 76571 I1CID 57 From
Sat Mar 20 21:14:22 2021 Info: MD 76571 ICID 57 RID 0 To:

Sat Mar 20 21:14:23 2021 Info: MD 76571 DMARC: Verification skipped (No record found for the
sending domain)

Sat Mar 20 21:14:23 2021 Info: MD 76571 DVARC

Sat Mar 20 21:14:23 2021 Info: MD 76571 Message-I1D '<613alelb-998a-6375-8887-
ab2c6d430256@hi tel i st. comp'

Sat Mar 20 21:14:23 2021 Info: MD 76571 Subject 'Test 4'

X . RXA 2 @whitelist.comlCR L TaBENAEZL I— KA VW%, "No record found
for the sending domainy £ XRTRENDEHRTT,

INANADMARCF T Y /O X—)LOY

Sat Mar 20 21:15:36 2021 Info: 1CID 58 ACCEPT SG UNKNOMLI ST match sbrs[none] SBRS rfc1918
country not applicable

Sat Mar 20 21:15:37 2021 Info: Start MD 76572 ICID 58
Sat Mar 20 21:15:37 2021 Info: MD 76572 I1CID 58 From
Sat Mar 20 21:15:37 2021 Info: MD 76572 I1CID 58 RID 0 To:

Sat Mar 20 21:15:37 2021 Info: MD 76572 DMARC: Verification skipped (Local bypass



configuration)

Sat Mar 20 21:15:37 2021 Info: MD 76572 Message-|D ' <2ba742a2-f 8ba- 9f f 0- 7dc9-
362421f5177e@hi tel i st. conp'

Sat Mar 20 21:15:37 2021 Info: MD 76572 Subject 'Test Bypass DVARC

BYE 1§

. DMARCO—270—k2W\T

. DMARCZ AL EREXY - 0RBEZE

- DMARCREIZAF Y ZUEXY - RMBIRI LD T 1A
cTOZAIL HR—PE RFI X2 B - Cisco Systems



http://cisco.com/c/ja_jp/td/docs/security/esa/esa13-5-1/user_guide/b_ESA_Admin_Guide_13-5-1/b_ESA_Admin_Guide_12_1_chapter_010110.html#con_1238995
https://www.cisco.com/c/ja_jp/td/docs/security/esa/esa13-5-1/user_guide/b_ESA_Admin_Guide_13-5-1/b_ESA_Admin_Guide_12_1_chapter_010110.html#con_1225809
https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/214269-filter-to-handle-messages-that-skipped-d.html
https://www.cisco.com/c/ja_jp/support/index.html
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