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AnyConnect SSL VPN®D & E
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FHTZIAVR—F B
yEy
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FL®IC

CORFIXNTRE, O—HAILI1—HYF—EXXR—RA%FEMHL TAnyConnect SSL VPNIE (7 (Z
Cisco IOS XEAY RT > RC8000vZEERET D HEIC DV THBALET,

AR SR
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ROEEICET MBI ERENET,

+ Cisco I0S XE

» Cisco Secure Client(CSC)

- —HREXSSLOENE

s BEF—AVTTZANTIF ¥ (PKI)
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EBHecORFIAIXPMOBH#HKIEFE, XOVIRNIITFTEN—RITITFTON—=23aICETVWTVE
9o

e N—>3217.16.01a%Z2 £1T79 % Cisco Catalyst 8000V (C8000V)
» Cisco Secure Client/N\—=3./5.1.8.105
+ Cisco Secure ClienthA M1 2 ARN=I)Ilechi=09Z 4T > KPC

CORFIXNDERIE. BEODTSRBEICLHZDTFNAAICEIVTERENELE, COR
FAXRNTERIZINTOT/NA AR, VT (FT7FI)IK ) BETHEEZRHAL TVLE
T, ABEPOZYRD—IUTR., BOAV UV RICK>TRIA AN HZDEEE T OHELT
<kEEL,

3 5L

Cisco |I0S XE Secure Socket Layer(SSL)VPNI&, L—ZX—ADVY1)1—->3>2THY ., F—2Z
BB, BREDVAVLATZYR73—LZHEEL, ¥R Z2)—RIBEF1VFT1HKLTIL
—T AV ITHBBEEREETNIZSSLVPNU E—RNT UVt AL ZRAL £ T, Cisco I0S XE SSL

VPNZFERATHE, TV RI—HRE, BE®, T4 VLAKRKY NARY RBEEDA 2 Z—FY B
SISDZANSKHEIZT IV EATEEET, Fio, CiscolOSXESSLVPNZFEATAHET, &
EZFEAT723aTON—RNF—2OAHILEZNIEERY ND—OT OV EAZIERL, EF—
REBICREBEIDCENTEET,

COHEEE., RDTSYRTA—ALATHR—KREhTVWET,

Platform HR—KNEhBCisco IOS XE) U—A

SAAVZIRHB—EXIIL—% 1000V > —

=z Cisco I0S XE Release 16.9

Cisco Catalyst 8000V Cisco I0S XE/N>AO—)L17.4.1

Cisco 4461 H—EAZKZER ) —X
Cisco 4451 H—E AHKEEH ) —4& Cisco IOS XEhA Y IN\—F— _/17.7.1a

Cisco 4431 H—E AFKEEH ) —4&




XY RI—=UK

ﬂ; | Gig1

Cisco Secure Client

C8000v
EXWEzY NT—UR
A74F¥1L—>3>
LAAAEEHIZL, BBREVARNEHFTUARNEREL., O—NLF—ER—RAILI-YEER
mLERd,

aaa hew-model
1

aaa authentication login SSLVPN_AUTHEN Tlocal

aaa authorization network SSLVPN_AUTHOR Tlocal
!

username test password ciscol23



B4 aaanew-model AN RIC&KY), O—HIIRANIXNTOERBES LA X—7
IAA (DY —=)LE# linecon 0 &< ) ICEESICEATAET, COIOXY RA
BB 2ERBIZIL—FAD Telnet Y>3 2H<EE (FLERERENF XM LTINS
ICHE > THBERIDIMENf $D5E). 1—HY—E&. L—200—NILF—EKX—AT
RAENBDUREN HYVET. AAARREZHRBRIDRICIL—RICI—HFBENAT—R%Z
EELTBLKEZHRBLET, chllkY, L—FZASOAVITIRENDERH

WEEA



EZ M AAADNY RZRETDHIC, REZREFLTSEET LV, AAAOREANTTLT
(ELLKBEITR L zHRELLER ), REZBERETERT, chiZ&l, IL—&
DUVO—RICK>TEEZO-INUNY VIBENTAEICREY, FHLEVWOYITD
hASEETERT,

2.Rivest-Shamir-Adleman(RSA) ¥ —ART7Z 4K L E£ 7,

crypto key generate rsa Tabel AnyConnect modulus 2048 exportable



B.RFAMNRAVNEERL T, IL—ZDIDIAREZA A= LET, FEAEDERDFH
ICOWVWTI, TPKINFIAEERERFEISHEs 2ZRL T EE L,

crypto pki trustpoint TP_AnyConnect
enrollment terminal

fgdn sslvpn-c8kv.example.com
subject-name cn=sslvpn-c8kv.example.com
subject-alt-name sslvpn-c8kv.example.com
revocation-check none

rsakeypair AnyConnect

E HTOIORNEORBECN)E., I—HAEFI T4 —KJ I A(C8000V)ICIERHET
BPIEHICEATRIIPTRLATFLEEIZEELEMRX A BR(FQDN)TRETHDHEN H V) &
T, BETROYELTAN, CNZELKALTSRE, OJAVBICI—Y N EBIT S
HAEIS—OREZRST_ENTEEXRT,


https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943

4. Cisco Secure Clientlc 7 RL AZ &) HTHIPO—ALT—ILEEEZLET,

ip local pool SSLVPN_POOL 192.168.13.1 192.168.13.10

5 (A7 23V )ATVY BRI RILVCERATEIEET IV EAVARNERELET, COT It
AVARNE, VPNRRILZNLTT IV EAARBEERY ND—UTHBEENET, 7 F)
RTlE, AZ7UY RRYRILABEENATOVEBEWES, IXTORZ 71 Y JRFVPNR R
(ZILh2ZR) ) Z2BBLET,

ip access-Tist standard split-tunnel-acl
10 permit 192.168.11.0 0.0.0.255
20 permit 192.168.12.0 0.0.0.255

6.HTTPEF I T7H—NZEMCL KT,

no ip http secure-server

7.SSL7OR—YILZREL LT,

crypto ss1 proposal ssl_proposal
protection rsa-aesl28-shal rsa-aes256-shal

8.SSLARUZ—ZREL, SSLZ7OR—HFILEPKINZARNRSA Y NEHUTHLET,

crypto ss1 policy ssl_policy

ss1 proposal ssl_proposal

pki trustpoint TP_AnyConnect sign

ip interface GigabitEthernetl port 443

SSLARUZ —k, SSLROZI—2aVFICEAEThZTOR—YILERSTANRSA 2V N EER



LET, chik, SSLXRO>TI—23aVICBRTZINTONTXA—FNATFE L THEE
£F9, RU—DBRIF, RIVZ—OTTEREENLENTA—REEYSINTXA—E2ERE
FTADEIWLLK2TITDODNZET,

9. ( #7°> 3> ) Cisco Secure Client Profile Editor Cisco Secure Client Profile EditorZ L T
. AnyConnect7O7 7 AN ZERLE T, A7 7AIIICHHETEIXMLOAZARY NASBRAIC

RBHEIhKT,

<tfroot>

true

true

false


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/anyconnect-profile-editor.html

A1l

A1l

A1l

false

Native



true

30

false

true

false



false

true

IPv4,IPv6

true

ReconnectAfterResume



false

true

Automatic

SingleLocalLogon



SingleLocalLogon

AllowRemoteUsers

LocalUsersOnly

false

Disable



false

false

20



false

false

true



SSL_C8KV

ssl vpn- c8kv. exanpl e. com

10. ER L IEXML7 A7 7 AN EN—20OT7 5y AXEVICTY7O—-RKRL, 7O7 7S %
E&BELET,

crypto vpn anyconnect profile acvpn bootflash:/acvpn.xml

MHTTPEF 27— NZ2EHCLET,



no ip http secure-server

12 SSLI:VL,\ ﬂ{'Ji_Eﬁﬁibiio

crypto ss1 authorization policy ssl_author_policy
client profile acvpn

pool SSLVPN_POOL

dns 192.168.11.100

banner Welcome to C8kv SSLVPN

def-domain example.com

route set access-list split-tunnel-acl

SSLBARUS —i. UE—hUIATY M7 Y YA NBRA/IX SOV TS T,
RARUS—@FSSLTOT 7 (LA SBRENET,

1B3.RBT7IOCAAVE—TIAAOOVO—Z2 T nOREBT 7L —hERELET,

interface Virtual-Template2 type vpn
ip unnumbered GigabitEthernetl

ip mtu 1400

ip tcp adjust-mss 1300

14.8SL7O7 7 1)L 2% FEL, FHAIUTAVITVARN, BLTRETTL—K%E
&#LET,

i}

crypto ss1 profile ssl_prof

match policy ssT_policy

match url https://sslvpn-c8kv.example.com

aaa authentication user-pass Tist SSLVPN_AUTHEN

aaa authorization group user-pass Tist SSLVPN_AUTHOR ss1_author_policy
authentication remote user-pass

virtual-template 2

ZJ7O77A4IIDOERIE, RUS—EURLDEICK>TERYET,



E RV —EURLESSLVPNZO7 7ML T—ETHIVEN HY, v a2 %H
BIBDICRIBLLEEIDORAARZEETIHLEN BT,

SSLZ7O77 AL TRRODEDHNERAENET,

match policy:match A7 — Kk X2 N T, SSLKR > —Fssl_policyTI T4 TF7 > hOSSL7'A
77 A )Lssl_profZi&RL £,

match url : AF— KR X> N %Z8B&L T, URL sslvpn-c8kv.example.comED IS AT KD
SSL7’O7 7 A Jssl_prof ZiZBRL £ 9,

aaa authentication user-pass list : F2&EEFICSSLVPN_AUTHEND) A RAERENET,

aaa authorization group user-pass list : A H, XY N —21) A NSSLVPN_AUTHORA"
FRA[7R 1) 2 —ssl_author_policy& EEICERAENET,

authentication remote user-pass : JE—KR I Z A4 T2 NOFBIAE—RZI—HE/I/NAD—
RR—RAELTERLET,

virtual-template 2 : VO0—_>9 92 N—F ¥ )TV 7L —KEEXLET,



B O—

SSL VPNi#Z#: O #E 3L F [ Cisco Secure Client& Secure GatewayD B THET D2 AR NZEET
BIClE, RF21 XN TAnyConnect SSLVPNEH 7 O—IC 2V Ty ZSRL TS EE L,

Cisco Secure Client(AnyConnect)#* 5 C8000vA D F L X)L #E#: 7 O—

a
>
aaa authen login SSLVED " local
asws::’”:c:i"m i SSLVPN Gateway aaa author network = ] * local
- crypto ssl proposal ssl_proposal
@ g ot ol |_protection rsa-aes256-shal rsa-aes128-shal
crypto ssl policy ssl_policy

L 20 &2

:  Userlaunches AnyConnect client and enters URL: sslvpn-c8kv.example.com

| Establish 3-way TCP handshake to host sslvpn-c8kv.example.com port 443 |

| 550 Handshake-Server selects cipher from propesal list and sends cert |

Client sends http POST to start Aggregate Authentication Initiliazition phase
Maps connection to S5L profile my-profile by matching URL sslvpn-c8kv.example.com

POST [HTTP/1L1

Host:sslvpn-cBkv.example.com

User-Agent: Any Connect Windows 5.1.8.105
<group-access=https)/sslvpn-cBkv.example.com</group-access>
<config-auth client="vpn" type="init" aggregate-auth-version="2"7?

Aggregate Auth (auth-request) - Send client authentication request

<config-auth client="vpn" type="aut 185t

<tunnel-greup= ssl_prof <ftunnel-group=

<message=Please enter your username and password </message>
<input type="text” name="username” label=" "= <finput>

<input type="password” name="password" label="" "x <finput>

NALAR)LEER 7 0—1

| ssl proposa
pki trustpeint TP AnyConnect sign

sal

| ip interface GigabitEthernetl port 443
1

c to ssl profile -profile

match policy = Yy

prn-cBkv.example.com

match url https://ss
aaa authentica r 5 1list SSLVPN_AUTHEN
aaa auth group user-pass list SSLVPN_AUTHOR ssl_author poll
authentication remote user-pass N - n
virtual-template 2
1
crypto ssl authorization policy ssl_author policy
pool SSLVEN POOL
def domain example.com
1
ip local pool SSLVPN POOL 192.168.13.1 192.168.13.10
interface Virtua 2 type vpn
ip unnumbered GigabitEthernetl
ip mtu 1400
vpn mode ==

Cy


https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/222430-understanding-the-anyconnect-ssl-vpn-con.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/222430-understanding-the-anyconnect-ssl-vpn-con.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/222430-understanding-the-anyconnect-ssl-vpn-con.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/222430-understanding-the-anyconnect-ssl-vpn-con.html

a
=4
Cisco Secure Client SSLVPN Gateway
| e
Invoke AAA authentication for N_A 1" + local

| Retrieve sessionfuser attributes from AAA eg. Ipv4 address from pool SSLVEN_POOL |

[ Client initiates tunnel establishment and request attributes like ip address via CSTF |

CONNECT/CSCOSSLC/tunnel HTTR/1.1 <Snip.>
Host:sslvpn-cBky.example.com

¥-C5TP-Hostname: DESKTOP-PMHGETS

X-CSTP-MTU: 1329

¥-C5TP-Address-Type: IPv6, IPvd

Clone T Zinto V-Accessl- apply per user features like ACL, QOS, VRF

aaa authenticat
aaa authorization network SSLVEN Al
crypto ssl proposal ssl_proposal
protection rsa-aes256-shal rsa-aesl28-shal
!

crypto ssl poliey ssl_poliecy

ssl proposal ssl proposal

pki trustpoint TP AnyConnect sign

ip interface GigabitEthernetl port 443

!

crypto ssl profile my-profile

match pelicy ssl_policy

login SSLVPN AUTHEN loecal
R local

_mmm_hrrnu Jlsslvpn-c8kv example . com

aaa ¢ t pass list SSLVPN_AUTHEN
aaa =ul | ' group user-pass list SSLVEN _AUTHOR ssl_author policy
authentication remote user-pass

ual-template

interface Virtual-Access2

“show derived-config...” I

crypto ssl authorization policy ssl_author_policy
pool SSLVEN POOL
def domain example.com

Server sends all anyconnect client attributes like ip address, domain via CSTP

HTTR/1.1 200 OK
server Cisco 105 SSLYPN <snip...>
X-C5TP-Address: 192.168.13.8

K-CSTP-Default-Domain: example.com

]
ip lecal pool SSLVPN_POOL 192.168.13.1 192.168.13.10
interface Virtual-Template? type vpn

ip ¢ =d GigabitEthernetl

ip mtu 1400

vpn mode =5l

Tunnel established - User traffic can now be transmitted

NALARIERT7O—2

RElZ T ANTBIZIE. Cisco Secure Clienth 5 T2 &8 R X 4 > & (FQDN)E /= (& C8000vD
RLATELRL, JLF>vIILEZADLET,




AEE:C8000vTIE, AYRIVRASHDIVZATUIRNITIRNIITORIO—REY
R—KREhTWEHE A, Cisco Secure ClientA'PCIC 7 UA VAR =)ILENTVWBHREHN
HYET,



@ Cisco Secure Client

Please enter your username and password.

https: //sslvpn-c8kv.example.comr

& Cisco Secure Client | https://sslvpn-c8kv.example.c... X

Please enter your username and password.

Username: |tgst |

Password: | ®**=*====

Cisco Secure Clienti&#t 0 5417



7 :Cisco Secure ClientZ#R 4V ARN—=ILT2 (XMLZ’O7 74 I)LZEMLEW) &,

I —HECisco Secure Client® 7 RL A/N—IZVPNY'— R J I 4 ODFQDNZFETADLT
EEXT, OJAICHKIIT B L, Cisco Secure ClientikTF7 # LN TXMLZ’O7 7 AL D
A9O—REZRTLET, L, 7O77 4L %ZGUIICKRTRTSIZIE, Cisco Secure
Clientz BitB 92 LEN H V) £, Cisco Secure ClientV 4 > ROEB(ZEALZ T T
FFR+29T9, 7OLAEZBEEHTSICIE. Windows s L 14 ®DCisco Secure Client7 4
DERAEVVYIL, QUtAT T a v &EBIRLET,

2. AN E NS, ETRICHDgear7A 1% ')Y UL T, AnyConnect VPN >
StatisticsSIC BBILE T, RRETNDFEBIERSLOCT RLABRICHHL TVS C & 2R
-



@ Cisco Secure Client — X

asco  Oecure Client

General Virtual Private Network (VPN)
Preferences Statistics Route Details Firewall Message History
AnyConnect VPN
N
Connection Information -
State: Connected
Tunnel Mode (IPv4): Split Indude
Tunnel Mode (IPvE): Drop All Traffic
Dynamic Tunnel Exdusion: None
Dynamic Tunnel Indusion: None
Duration: 00:05:47
Session Disconnect: None
Management Connection State: Disconnected (user tunnel active)
Address Information ~
Client (IPv4): 192,168.13.3
Client (IPv6): Mot Available
Server: 10.106.45.225
: - . Bytes ~
Collect diagnostic information for all o o v
installed components. -
Diagnostics | Reset | ExportStats

Cisco Secure Client(AnyConnect) D #5185

3. RIZBEL £9 AnyConnectVPN >)L— N DFM RTREhLBHRY, EF¥F1V 71 THREEZ
EIL—RERBENTVEVWIL—RMIHRLTVWR L ZBRELET,




€9 Cisco Secure Client - X

olrar], ' ®
asco  Oecure Client
General Virtual Private Network (VPN)
AnyConnect VPN
Non-Secured Routes (IPvd) A
0.0.0.0/0
Secured Routes (IPv4) A

192.168.11.0/24
192.168.12.0/24
192.168. 11.100/32

Collect diagnostic information for all
installed components.

Diagnostics

Cisco Secure Client(AnyConnect))L— ~ O 54
CC Tk, CBO0O0VTRENELLSBELTVWAR L ZBIBLET,

1.8SLtE Y > a g%z RIS, show crypto ssl session{user user-name |profile profile-
name}

<#root>

sal _c8kv#show crypto ssl session user test

Interface :

Virtual - Accessl

Session Type : Full Tunnel
Client User-Agent : AnyConnect Windows 5.1.8.105

Username : test Num Connection : 1
PubTic IP : 10.106.69.69

Profile :

ssl _prof

Policy :

ssl _policy



Last-Used : 00:41:40 Created : *15:25:47.618 UTC Mon Mar 3 2025

Tunnel IP : 192.168.13.3 Netmask : 0.0.0.0
Rx IP Packets : 542 Tx IP Packets : 410

sal _c8kv#show crypto ssl session profile ssl_prof

SSL profile name: ssl_prof
Client_Login_Name Client_IP_Address No_of_Connections Created Last_Used
cisco 10.106.69.69 1 00:49:41 00:49:41

2. ssl vpnifiETH1EERZ KRR T B (ZI1k. show crypto ssl stats [profile profile-name] [tunnel] [detail]

<#root>

sal _c8kv#show crypto ssl stats tunnel profile ssl_prof

SSLVPN Profile name : ssl_prof

Tunnel Statistics:

Active connections 1
Peak connections 1 Peak time : 1d23h
Connect succeed ;13 Connect failed : 0
Reconnect succeed : 0 Reconnect failed : 0
IP Addr Alloc Failed : 0 VA creation failed : 0
DPD timeout : 0
Client
in CSTP frames : 23 in CSTP control : 23
in CSTP data : 0 in CSTP bytes 1 872
out CSTP frames 11 out CSTP control 11
out CSTP data : 0 out CSTP bytes : 88
cef in CSTP data frames : 0 cef in (CSTP data bytes : 0
cef out CSTP data frames : 0O cef out CSTP data bytes : 0
Server
In IP pkts : 0 In IP bytes : 0
In 1IP6 pkts : 0 In 1IP6 bytes : 0
Out IP pkts : 0 Out IP bytes : 0
Out IP6 pkts : 0 Out IP6 bytes : 0

TONIBHAENTSNEN—FFYILTIOEARAA DV EZ—T IAACEAETNDEED

)

A AE



<ffroot>

sal _c8kv#show derived-config interface Virtual - Accessl

Building configuration...

Derived configuration : 143 bytes

interface Virtual-Accessl

descri

ption ***Internally created by SSLVPN context ssT_prof#*#**

ip unnumbered GigabitEthernetl

ip mtu
end

1400

NZ7ILZ1—hk

COtEU>3a>TE, BED

<ffroot>

debug

debug
debug
debug
debug
debug
debug
debug

2. SSLEAE%®E

show
show
show
show
show
show
show
show

HOH OH K KR K H R

crypto

crypto
crypto
crypto
crypto
crypto
crypto
crypto

crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

ssl

ss1
ss1
ss1
ss1
ss1
ss1
ss1

ss]
ss]
ss]
ss]
ss]
ss]
ss]
ss]

condition client usernane

aaa
aggr-auth message
aggr-auth packets
tunnel errors
tunnel events
tunnel packets
package

RIBRLHOVK2ANENINY R,

authorization policy

diagnose error

policy

profile

proposal

session profile <profile_name>

session user <username> detail

session user <username> platform detail

STNA—F AT IRIDBHREBNLE T,

MORXRISIT—23>z#RIDEEODOSSLTNY T,



3. Cisco Secure ClientA QR #i#& KU L R— Y —JL(DART),
DARTNN RILZPRETZICKE, "RSTNA—FAVITRAF—R%ZRETHLHDODDARTOE
171 THAT N TVWBRFIEEEITLET,

BEARILIEBEOT/INY TH)

debug crypto ssi
debug crypto ss1 tunnel events
debug crypto ss1 tunnel errors

<tfroot>

*Mar 3 16:47:11.141: CRYPTO-SSL: sslvpn process rcvd context queue event

*Mar 3 16:47:14.149: CRYPTO-SSL: Chunk data written..

buffer=0x726BCA8891B8 total_len=621 bytes=621 tcb=0x0

*Mar 3 16:47:15.948: %SSLVPN-5-LOGIN_AUTH_PASSED: vw_ctx: ssl_prof vw_gw: ssl_policy remote_ip: 10.106.
*Mar 3 16:47:15.948: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: cisco] [Source: LOCAL] [Tocalport
*Mar 3 16:47:15.949: CRYPTO-SSL: Chunk data written..

buffer=0x726BCA8891E0 total_len=912 bytes=912 tcb=0x0

*Mar 3 16:47:17.698: CRYPTO-SSL: sslvpn process rcvd context queue event

*Mar 3 16:47:20.755: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] CSTP Version recd , using 1

*Mar 3 16:47:20.755: [CRYPTO-SSL-TUNL-ERR]: IPv6 Tocal addr pool not found

*Mar 3 16:47:20.755: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] No free IPv6 available, disabling IPv6

*Mar 3 16:47:20.755: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0]

SSLVPN reuqgesting a VA creation

*Mar 3 16:47:20.755: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] Per Tunnel Vaccess cloning 2 request sent
*Mar 3 16:47:20.760: %SYS-5-CONFIG_P: Configured programmatically by process VTEMPLATE Background Mgr f
*Mar 3 16:47:20.760: [CRYPTO-SSL-TUNL-EVT]:[0] VACCESS: Received VACCESS PER TUNL EVENT response.

*Mar 3 16:47:20.760: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] VACCESS: Received vaccess Virtual-Accessl fro
*Mar 3 16:47:20.760: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] VACCESS: Cloning Per Tunnel Vaccess

*Mar 3 16:47:20.760: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] VACCESS: Interface Vil assigned to Session Us
*Mar 3 16:47:20.761: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] Allocating IP 192.168.13.4 from address-pool
*Mar 3 16:47:20.761: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] Using new allocated IP 192.168.13.4 0.0.0.0
*Mar 3 16:47:20.761: %LINK-3-UPDOWN: Interface Virtual-Accessl, changed state to up

*Mar 3 16:47:20.763: [CRYPTO-SSL-TUNL-EVT]:[726BCA848AB0] Full Tunnel CONNECT request processed, HTTP r
*Mar 3 16:47:20.763: HTTP/1.1 200 OK

*Mar 3 16:47:20.763: Server: Cisco I0OS SSLVPN

*Mar 3 16:47:20.763: X-CSTP-Version: 1

*Mar 3 16:47:20.763: X-CSTP-Address: 192.168.13.4

*Mar 3 16:47:20.763: X-CSTP-Netmask: 0.0.0.0

*Mar 3 16:47:20.763: X-CSTP-DNS: 192.168.11.100

*Mar 3 16:47:20.764: X-CSTP-Lease-Duration: 43200

*Mar 3 16:47:20.764: X-CSTP-MTU: 1406

*Mar 3 16:47:20.764: X-CSTP-Default-Domain: example.com

*Mar 3 16:47:20.764: X-CSTP-Split-Include: 192.168.11.0/255.255.255.0

*Mar 3 16:47:20.764: X-CSTP-Split-Include: 192.168.12.0/255.255.255.0

*Mar 3 16:47:20.764: X-CSTP-Split-Include: 192.168.11.0/255.255.255.0

*Mar 3 16:47:20.764: X-CSTP-Split-Include: 192.168.12.0/255.255.255.0

*Mar 3 16:47:20.765: X-CSTP-Rekey-Time: 3600

*Mar 3 16:47:20.765: X-CSTP-Rekey-Method: new-tunnel

*Mar 3 16:47:20.765: X-CSTP-DPD: 300

*Mar 3 16:47:20.765: X-CSTP-Disconnected-Timeout: O

*Mar 3 16:47:20.765: X-CSTP-Idle-Timeout: 1800
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X-CSTP-Session-Timeout: 43200

X-CSTP-Keepalive: 30

X-CSTP-Smartcard-Removal-Disconnect: false

X-CSTP-Include-Local_LAN: false

[CRYPTO-SSL-TUNL-EVT]: [726BCA848AB0] For User cisco, DPD timer started for 300 sec
CRYPTO-SSL: Chunk data written..

buffer=0x726BCA8891E0 total_len=693 bytes=693 tcb=0x0

*Mar 3 16:47:21.762:

% .1 NEPROTO- 5- UPDOWN:  Li ne protocol on Interface Virtual -Accessl, changed state to up
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