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Win10 PC1 WinServer2019(Domain/DNS/NTP Server)
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C1000CMEXE

chik, C1000 CLITOE/NMREDERET T,

aaa new-model

radius server ISE33
address ipv4 1.x.x.191
key ciscol23

aaa group server radius AAASERVER
server name ISE33



aaa authentication dotlx default group AAASERVER
aaa authorization network default group AAASERVER

aaa accounting dotlx default start-stop group AAASERVER

dotlx system-auth-control

interface Vlanl4
ip address 1.x.x.101 255.0.0.0

interface GigabitEthernetl/0/1
switchport access vlan 14
switchport mode access

interface GigabitEthernetl/0/2
switchport access vlan 14
switchport mode access
authentication host-mode multi-auth
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast edge
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Identity_AD|

4. Administration

Description

nll  Work Centers

Interactive Help ~ Centificate Based Authentication

| ] Select Cenificate Authentication Profile

~ Authentication Search List
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Internal Endpoints - AD_Join_Point
Internal Users
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= b |dentity Services Engine Palicy / Pelicy Elements

I Boockmarks Dictionaries Conditions Results

8%  Dashboard
1 0 MAR_Passed

Authentication

2 Context Visibility Downloadable ACL

A, Operations

n
Aut Iatio rofiles
“Name  MAR_Passed|

Description

4. Administration
Profiling
1P version = IPvE O IPVE Agrostic

Al Work Centers

aam—— * DACL Content
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[permit ip any host 1.73 © 1151

Client Provisloning
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Policy > Results > Authorization > Authorization Profiles® JEIZBEL ., R O07 7 4 )L &EM
LET,

« ZHl : MAR_Passed
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Authentication MAR_Passed
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Description
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Interface: GigabitEthernetl/0/2
MAC Address: b496.9115.84cb
IPv6 Address: Unknown

IPv4 Address: 1.x.x.9
User-Name:

host / DESKTOP- L21 L9l 6. ad. r em XXx. com

Status: Authorized

Domain: DATA

Oper host mode: multi-auth
Oper control dir: both

Session timeout: N/A

Restart timeout: N/A

Periodic Acct timeout: N/A
Session Uptime: 5s

Common Session ID: 01C2006500000049AA780D80
Acct Session ID: 0x0000003C
HandTe: 0x66000016

Current Policy: POLICY_Gil1l/0/2

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:
ACS ACL: xACSACLx-IP-MAR_Passed-6639ba20

Method status Tist:
Method State

dotlx Authc Success

AT Y7 3: WindowsPCADOOY 1 >

WinloPCLCOT AL, I—YREAZRNI A -T2 LONDI—HYEE/NAT—REZANLET,



test user

illliil4

Windows PCA® O 1 >

ATV T4 Bty a>nrER

show authentication sessions interface GigabitEthernetl/0/2 details 1< > RZEITL T, Cl1000CHI1—HREEEY 2 a > 2B LET

o

<ttroot>
Switch#

show aut henti cation sessions interface G gabitEthernetl/0/2 details

Interface: GigabitEthernetl/0/2
MAC Address: b496.9115.84cb
IPv6 Address: Unknown

IPv4 Address: 1.x.x.9
User-Name:

AD\t est user

Status: Authorized

Domain: DATA

Oper host mode: multi-auth
Oper control dir: both



Session timeout: N/A

Restart timeout: N/A

Periodic Acct timeout: N/A

Session Uptime: 85s

Common Session ID: 01C2006500000049AA780D80
Acct Session ID: 0x0000003D

Handle: 0x66000016

Current Policy: POLICY_Gil1l/0/2

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:

Method status Tist:
Method State

dotlx Authc Success
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Cisco ISE

Overview

Event 5200 Authentication succeeded

Usemame hosy/DESKTOP-L2IL9I6 ad.rem-5, ¢ :m.com I
Endpaint Id B4:96:91:15:84:CB &

Endpoint Profile

Intel-Device

Authentication Policy

Authorization Policy

Authorization Result

MAR_Test »> MAR_dot1x

MAR_Test »> MAR_Passed

MAR_Passed

Authentication Details

Source Timest

Received Timestamp

Policy Server

Event

Usemame

Endpaint Id

Calling Station Id

Endpoint Profile

IPvd Address

Authentication ldentity

Store

Identity Group

Audit Session ld

2024-05-07 16:35:12.222

2024-05-07 16:35:12.222

ise33-01

5200 Authentication succeeded
hosty/DESKTOP-L 2IL96.0d rem-sy ©m.com
B4:96:91:15:84:.CB

B4-96-91-15-84-CB

Intel-Device

169.254.90.172

AD_Jon_Point

Profiled

01C2006500000049AA 780080

Authentication Method dotlx

Authentication Protocol

PEAP (EAP-MSCHAPVZ)

B

HMnSA7O0Je®ELET,

Steps

Step ID
1100
oz
15049
15008
15048
11507
12500
12625
11006
11001

1os

1230

12300
12625
11006
11001
11018

12302

61025
12318
12800
12805
12806
12807
12808
12810
12305
11006
11001
11018

Description

Received RADIUS Access-Request - AD_Join_Point
RADIUS created a new 5es5ion - ad.rem-5)y .em.com
Evaluating Policy Group - AD_Join_Paint

Evaluating Service Selection Policy

Queried PIP - Normalised Radius.RadiusFiowType
Extracted EAP-Response/identity

Prepared EAP-Request proposing EAP-TLS with challenge
Valid EAP-Eey-Name attribute recaived

Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re-using an existing session

Extracted EAP-Response/NAK requesting to use PEAP
instead

Prepared EAP-Request proposing PEAP with challenge
Valid EAP-Key-Name attribute received

Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS s re=using an existing session

Extracted EAP-Response containing PEAP challenge-
rasponse and accepting PEAP as negotiated

Open secure connection with TLS peer
Successfully negotiated PEAP version 0

Extracted first TLS record: TLS handshake started
Extracted TLS ClientHello message

Prepared TLS ServerHello message

Prepared TLS Certificate message

Prepared TLS ServerKeyExchange message
Prepared TLS ServerDone message

Prepared EAP-Request with another PEAP challenge
Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re=using an existing session

Latency {ms)

o o o o



Overview

Event

00 Authentication

I Usamame

ADVtestuser I

Endpoint Id

Endpoint Profile

B4:96:91:15:84:CB &

Intel-Device

Authentication Policy

Authorization Policy

Authorization Result

MAR_Test »> MAR_dot1x

MAR_Test »> User_MAR_Passed

PermitAccess

Authentication Details

Source Timestamp
Received Timestamp
Paolicy Server

Event

Username

Endpaint Id

Calling Station ld
Endpoint Profile

IPvd Address

Authentication identity
Store

Identity Group
Audit Session Id

Authentication Method

Authentication Protocol

2024-05-07 16:36:13,748

2024-05-07 16:36:13.748

ise33-01

5200 Authenti

ion succeed

AD\testuser

B4:96:91:15:84:C8

B4-96-91-15-84-CB

Intel-Device

1.°"" 09

AD_Join_Point

Profiled

01C2006500000049AATEODED

dotix

PEAP (EAP-MSCHAPVZ)

/\"a_) i EIE@&

AFY 7 1: WindowsPCONICE EMNS K TEMIZTS

Steps

Step ID
11001
11017
15049
15008
113507
12500
12625
11006
11001
11018

12301

12300
12625
11006
11001
1018
12302
61025
12318
12800
12805
12806
12807
12808
12810
12305
11006
11001
11018

12304

A—YREEERNUH—TFT B, WinlOPCIONICEEMS RTEMICLET,

ATYT 2:

show authentication sessions interface GigabitEthernet1/0/2 details1< > K& 51TL T, C1000T M) 1 —H72

<#froot>

Switch#

Mty a > orR

Description

Received RADIUS Access-Roquest = AD_Join_Point
RADIUS created a new session - ad.rem-sy .em.com
Evaluating Policy Group - AD_Join_Point

Evaluating Service Selection Policy

Extracted EAP-Response/identity

Prepared EAP-Request propoasing EAP-TLS with challenge
Valid EAP-Key-Name attribute received

Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re=using an existing session

Extracted EAP-Response/NAK requesting to use PEAP
instoad

Prepared EAP-Request proposing PEAP with challenge
Valid EAP-Key-Name attribute received

Returned RADIUS Access-Challenge

Recelved RADIUS Access-Request

RADIUS is re-using an existing session

Extracted EAP-Response containing PEAP challenge -
response and accepting PEAP as negotiated

Open secure cennection with TLS peer
Successfully negotiated PEAP version 0

Extracted first TLS record; TLS handshake starmed
Extracted TLS ClientHello message

Prepared TLS ServerHelle message

Prepared TLS Certificate massage

Prepared TLS ServerKeyExchange message
Prepared TLS ServerDone message

Prepared EAP-Request with another PEAP challenge
Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re-using an existing session

Extracted EAP-Response containing PEAP challenge -

show aut hentication sessions interface G gabitEthernetl/0/2 details

Interface: GigabitEthernetl/0/2
MAC Address: b496.9115.84cb
IPv6 Address: Unknown

IPv4 Address: 1.x.x.9

Lawency (ms)
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User-Name: AD\testuser

Status: Authorized

Domain: DATA

Oper host mode: multi-auth
Oper control dir: both

Session timeout: N/A

Restart timeout: N/A

Periodic Acct timeout: N/A
Session Uptime: 419s

Common Session ID: 01C2006500000049AA780D80
Acct Session ID: 0x0000003D
HandTe: 0x66000016

Current Policy: POLICY_Gil1l/0/2

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:

Method status Tist:
Method State

dotlx Authc Success
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Cisco ISE

Overview Steps
Swep ID Description Latency (ms)
Event 5200 Authentication succeeded s '
11001 Received RADIUS Access-Request - AD_Join_Paint
Username testuser I
i 1017 RADIUS created & now S08SI00 - 30.70M-1_L.0M.coMm o
Endpaint ld B4:96:91:15:84:C8 & 15049 Evaluating Palicy Group = AD_Join_Paint 1
15008 Evaluating Service Selection Polic: ]
Endpoint Profile Intel- Device vakating = i il
11507 Extracied EAP-Response/identity 16
Authentication Polic MAR_Test »> MAR_dotix
! o y 12500 Prepared EAP-Request proposing EAP-TLS with challenge 2
Authorization Policy MAR_Tast => User_MAR_Passed 12625 Valid EAP-Key-Name attribute received o
Authorization Result PermitAccess 11006 Returned RADIUS Access-Challenge o
1001 Received RADIUS Access-Request 5
11018 RADIUS is re-using an existing session ]
12301 Extracted EAP-Response/NAK requesting to use PEAP 0
Authentication Details instead
12300 Frepared CAP-Request proposing PEAP with challenge
Source Timestamp 2024-05-07 16:42:04.467
12625 Walid EAP-Key-Name atribute received o
Received T 4=05-07 16:47:04 467
St TRpeRm 2024-05-07 16:42:04.46 11006 Returned RADIUS Access-Challenge o
Policy Server ise33-01 11001 Recelved RADIUS Accoss-Roquest 25
1018 RADIUS is re=using an existing session ]
Evemt 5200 Authentication succeeded
12302 Extracted EAP-Response containing PEAP challenge- .
Username ADesusEr response and accepling PEAP as negotiated
61025 Open secure connection with TLS poer o
Endpoint Id B4:96:91:15:84:C8
12318 Successfully negotiated PEAP version O o
all tation | ~G6=01=15-84-
Calling Station Id B4-96-91-15-84-C8 12800 Extracted first TLS record: TLS handshake started L]
Endpoint Profile tel-Device 12805 Extracted TLS CliontHello mossage o
12806 Propared TLS ServerHello mossage o
iPvd Address LI R ] i X i
12807 Frepared TLS Certificate message o
Aurth £ Identit
(“l entication ldentity AD_Join_Point 12808 Prepared TLS ServerKeyExchange mossage 26
Store
12810 Prepared TLS ServerDone message o
Idemit Profil
entity Group ramed 12305 Propared EAP-Roquest with anather PEAP challenge o
Audit Session Id DIC2006500000049AATEODED 11006 Returned RADIUS Access-Chalienge o
11001 Recelved RADIUS Access-Reguest 4
Authentication Method dotix v a
1i0ig RADIUS is re-using an existing session a
Awthentication Prot [ AP HA
Hhensatien Preteedt EAP (8 MECHAPYZY 12304 Extracted EAP-Response contalning PEAP challenge- X
rosponse
Service Type Framed
12305 Prepared EAP-Request with another PEAP challenge o
Network Device C1000
24422 I5E has cenfirmed provious successful maching o
service-type=Framed, authentication for user in Active Directory
audit-session-id=-01C2006500000049AA7E0DED, 15036 E\'.‘NUJTIF\Q Authorization POlIG)’ o
methodsdat1x,
AuthenticationldentityStore=AD_Join_Point, Leoking up Endpoint in Internal Endpaints 1050 -
CiscoVPair ok g iy 24208 1
FOSubjectNames=2ce ] 9620-0842- 1 1ef-abec- ADVtestusor
35_7:&!na.{sdunesm_sergaa.l.em-sv, 1 1eom, 24211 Found Endpaint in Internal Endpaints IDSGe 3
UniqueSubjectiD=027 3167 4652 338dB14B0 T c4 056 1 114c 22192
1719 24432 Looking up user in Active Directory - ADVtestuser
24355 LDAP fotch succoodod
AD-Groups-Names ad.rem-sy  im com/BuiltingUsers
24416 User's Groups retrieval from Active Directory succeeded
AD-Groups-Names ad.rem- 5 ...m com/Buillin/ Administraters 15048 Querled PIP - AD_Jain_Point. ExternalGroups "
ad.rem-5y - n.comfUsers/Denied RODC Password 15016 Selected Authorization Profile - PermitAccess 5
AD-Groups-Names esief i
Replication Group 22081 Max sessions policy passed ]
AD-Groups-Names ad.rem-5 3l n.com/Users/Domain Admins 22080 New aceounting session created in Session cache o
12306 PEAP authentication succeeded o
AD-Groups-Names ad.rem-5y * m comfUsers/Domain Users
61026 Shutdown secure connection with TLS peer o
11503 Prepared EAP-Success 1
11002 Rewrned RADIUS Access-Accapt 2

Result
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<ffroot>

/I machine authentication
MAR,2024-05-08 16:54:50,582, DEBUG,0x 7fb2fd3db700,cntx=0000034313,sesn=ise33-01/504417979/41,CPM Sessi onl D=01C2006500000049A A 780D¢

user =host / DESKTOP- L21 L9l 6. ad. rem xxx. com
,CallingStationID=B4-96-91-15-84-CB, FramedIPAddress=1.x.x.9,MARCache: :checkInsertConditions:
subj ect =machi ne

, calling-station-id=B4-96-91-15-84-CB, HostName=DESKTOP-L2IL9I6%$@ad.rem-xxx.com,MARCache.cpp:105

// insert MAR cache
MAR,2024-05-08 16:54:50,582,DEBUG,0x7fb2fd3db700,cntx=0000034313,sesn=ise33-01/504417979/41,CPMSessionl

user =host / DESKTOP- L21 L9I 6. ad. r em xxx. com
,CallingStationID=B4-96-91-15-84-CB,FramedIPAddress=1.x.x.9,
Inserting new entry to cache

CallingStationId=B4-96-91-15-84-CB, HostName=DESKTOP-L2IL9I6%$@ad.rem-xxx.com, IDStore=AD_Join_Point an
MAR,2024-05-08 16:54:50,582,DEBUG,0x7fb2fd3db700,cntx=0000034313,sesn=ise33-01/504417979/41,CPMSessionl

user =host / DESKTOP- L21 L9l 6. ad. rem xxx. com

,CallingStationID=B4-96-91-15-84-CB,FramedIPAddress=1.x.x.9,MARCache: :onInsertRequest: event not locall

// user authentication
MAR,2024-05-08 16:55:11,120,DEBUG,0x7fb2fdde0700,cntx=0000034409,sesn=ise33-01/504417979/45,CPMSessionl

user =AD\ t est user
,CallingStationID=B4-96-91-15-84-CB,FramedIPAddress=1.x.x.9,MARCache: :onQueryRequest:
machi ne aut hentication confirned locally

,MARCache.cpp:222
MAR,2024-05-08 16:55:11,130,DEBUG,0x7fb2fe5e4700,cntx=0000034409, sesn=ise33-01/504417979/45,CPMSessionIl

user =AD\ t est user

,CallingStationID=B4-96-91-15-84-CB,FramedIPAddress=1.x.x.9,MARCache: :onMachineQueryResponse:

machi ne DESKTOP-L2I L9l 6$@d. rem xxx.comvalid in AD

,MARCache.cpp:316
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https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/116516-problemsolution-technology-00.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/116516-problemsolution-technology-00.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/116516-problemsolution-technology-00.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/116516-problemsolution-technology-00.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/116516-problemsolution-technology-00.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/8021x/116516-problemsolution-technology-00.html
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