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Cisco Secure Access API(SAPI) > KRR A > ~/reports/v2/remote-access-eventsZ A L T
VPNUE—KRT7OEAOTZWMBLES TS E, reports.granularevents:iread 2 £ 9N T D 2%
ERAO-7ZBRMILTVSICELMADST, I—FICIEEIC T403 Access Forbiddens & W
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Authorization: Bearer <token>

Accept: application/json

Endpoint: https://api.sse.cisco.com/reports/v2/remote-access-events
Params: {"Timit": 500, "from": "-6000minutes", "to": "now"}

HTTP status: 403

Events retrieved: 0

Access Forbidden

CcOIZ—F., APIF—ICEBBOLAR—RNAOD—7THFEREENTVT, fEOAPIZY RIRA > MY
EEICHEELTVRICEMDMDSTRELET, 1—HRF, HOLAR—KNIV RKRAMIEIE
BILTOEATEDEDD, VJE—RNTIOEAARNIV RIRA NTRRSICERIAIOBEN R
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« AOAEF1TT IV EAAPI

« APITZ> RRA > K~ : [reports/v2/remote-access-events

o« AO—7N"HEEE NzAPIF— : admin.vpn:read, admin.users:read, admin.alertrules:read,
admin.alerts:read, admin.sentinel:read, reports.aggregations:read,
reports.granularevents:read, reports.malware:read, reports.incidents:read,
reports.dlp.events:read



s X AT T IV EAR—ZIOELEBEBEERZF >I—Y
« EZRVVITSATLEDAPIHES

fRRTFE

VE—RTIOEAARYRNODIVRRAVNIEVLWVAPIAO—7ZFEATR & T, BENR
RENELL, COBEDIY RRABMTR, XELENLHEERBOREEHNI ELY X
EE

BRARR D 5 47

HAEOFER, XENLEhTVLBAPINEEEEBOREEDBICTF—FNHDENHBPALEL
o

« RFIXTMDIREE : BEHZRATD— 7 lFreports.aggregations:read T 9

o EEROREE : HAIPAPIY — T I A ACLIE. reports/v2/remote-access-events %
reports.utilities:readlc N Y E> I LET,

gEHTANDKER

TFANCKY, CORDA—TOEENERENEL I ;

Token Scope: reports.aggregations:read
GET /reports/v2/remote-access-events
Response: 403

Token Scope: reports.utilities:read
GET /reports/v2/remote-access-events
Response: 200

Token Scope: reports.* (A1l Reports)
GET /reports/v2/remote-access-events
Response: 200
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TFITT7IOEARX Y 1R—RT, Admin > APl KeysDJEICBEIL £7,

FIE2:# L WAPIF—Z KL 3,

Add APl Key (+)Z22 )Y LT, ROLSICRELET,

- APIF—%
s MBA(FT7aY)

- REICISUTEDHR

FIEIELWAO-TZRELET,

EEEU 3T, reports.utiliies:read 2 BRICL T, VE—RT7I9ERARY NMBEEFERAT
EBDLSICLET,

FIEANRTZ =02 2ERLET,

EHENEAPIF—&FEHAL T, OAuth2 client-credentials 7O0—&FEHAL THLWART S N—2
ERERLET,

FIESAPIO—ILZTARLET,

cul AR ROEFRFE X Z2EAL TAPIRTHL ZB&EITLET,

curl -L --request GET \

--url 'https://api.sse.cisco.com/reports/v2/remote-access-events?1imit=10&from=-60minutes&to=now"' \
--header 'Authorization: Bearer <Bearer token>' \

--header 'Accept: application/json’
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BEANBREAK, XELENTWBAPIAO—70EH#E, ALAPIT—KR I T AACLTDERED
EREDF—HTT, GET /reports/v2/remote-access-eventsiCcBE T2 AT RF I X~
IClk, EBEOZEE (Creports.utilities:read N R EBERZEIC, BDEBRTIOEARAI—TH
reports.aggregations:read TH» LRI TRHFETNTVET, COF—HIZKY, XXDORF I X
MIESVTEULWH#EREREL LEI—YHHML EBETE, RIANKBRLET,
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