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2. Connect > Network Connections > Network Tunnel Groups® JEIC# &L, +Addz2 ')y UL T
ZXYRND=ORRILWITN—T%ZBRELET

‘dhes’ Secure Access : £ Jaikishan Yadav

[Network Connections | & Raute Summarization

Manage the connections that allow user traffic to reach private resources on your network. For information about these options, see Help

o 1 & .
Connector Groups Metwork Tunnel Groups Meraki Sites FTDs

Network Tunnel Groups o o

Experience
nsighs o o 0
Disconnected § Warning £b Connected @
&
Connect

Network Tunnel Groups

= A natwork tunnel group provides a framework for establishing tunnel redundancy and high
[, availibility. Connect tunnels 1o the hubs within a netwark tunnel group to securely control
user access to the Internet and private resources. Help ©f

CFXATTORR-FYRNT—=ORRLIN—T


https://login.sse.cisco.com/

BRYKNIT—=URIFRILITIN—T DR - —MRFE

RZILITIL—=TOEE., V=232, BROETFNAARATD
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* [Nextt 20UV ILET,

 Network Tunnel Groups
Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your erganization's available network
devices to establish this network tunnel group connection. Help

@ General Settings

2 Tunnel ID and Passphrase
3 Routing

4 Data for Tunnel Setup

I General Settings

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access, and choose the
device type this tunnel group will use.

Tunnel Group Name

| Fro-soP

Reglon

[ US (Pacific Northwest) " J
Device Type

[ FTD - ]

< Cancel m

EFIATTIORRA-ZFYRD—=ORZRLTIN—T 0O—KFRE

4 N ZIIDENATL—RZRELET,

ROZILDENATL—AZRELET,
e Nextz22 Y OLET,

« Network Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group o Secure Access and enable secure network connections o

the internet and private resources. Select one of your

ion's available

devices to establish this network tunnel group connection, Help ©f

@ General Settings

@ Tunnel ID and Passphrase

3

4

Routing

Data for Tunnel Setup

Tunnel ID and Passphrase
Configute the tunnel 1D and passphrase that devices will use to connect to this tunnel group.

Tunnel Il Format

@ Email IP Address

Tunnel ID
[mngp\-pn ] @<org=<hubs.sse.cisco.com

Passphrase

Show

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case latter, one number, and cannot include
any special characters,

Confirm Passphrase

[t o |

=] -]




tF1TT7IORA-FYRDT—=ORRILITL=TDEITNATL—X

SIL—F 149 NDHEE

s FINAAASES DR
« [Save] 20UV ULET,

@ Tunnel ID and Passphrase
Internat Protocel Version Setting for Routing

@ Routing O Enable IPvE Routing in addition to IPv4
IPv4 is enabled by default.

4 Data for Tunnel Setup Routing option

Static routing

Use this option to manually add IP address ranges for this tunnel group.
(@) Dynamic routing

WUse this option when you have a BGP peer for your on - premise router,

Device AS Number

Advanced Settings

[) Multinop BGP
Selact this option to enable the ability for BGP peers to establish a connection
{hop) when not directly connected.

[_) override BGP route summarizati
By default, advertised routes are summarized using the configured summary
subnets in the Route Summarization page. Select this option 1o override route
summarization.

[") Block default route advertisement
Select to block the advertisement of the default route.

< Gancel

EFIATTIORR-ZFYRND—=OREZLVIN=TN—FT127
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+ Network Tunnel Groups

Add a Netwoerk Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization®s available network
devices to establish this network tunnel group connection. Help

@ R Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel devices. This is the only time that your passphrase is

displayed.
@ Tunne! ID and Passphrase
Primary Tunnel ID: fidbgpvpn@
@ Routing .
Primary Data Center IP Address: 44228138150 ¢ 2603:5004:13: 20611017 ¢
: fidb
@ Data for Tunnel Setup Secondary Tunnel ID GRVPNE
Secondary Data Center IP Address: 523520156 2603:500413: 2021101 ¢
Passphrase:

< (o
EFIATTIOERA-FYND—=ORNEXILITIN—=T

PBR% f£f L 7=Secure Firewall Threat Defense(FTD)TODX 1+ X v U )L— kX —RIPsec VPN®D
En e

ax &
1. 774794 —)LBEtY Z—(FMC)ADOY A >
2ARB NV RILA Y B—T T AVTIDBRE

« Devices > Device ManagementiCBEIL £


https://docs.manage.security.cisco.com/cdfmc/t_create_vti_tunnel.html

gl Firewall Management Center

Cisco D | Device Management

— Devices = X

Monitor

IDeviceManagement I + Upgrade

3 Insights & Reports >
Template Management Threat Defense Upgrade

2% Events & Logs >

Platform Settings Chassis Upgrade
Manage FlexConfig
t) Policies > Certificates

Objects

— Show less

mm Devices I

TFATITT7ATIA—)LEEB XY 1R—R

s FNAADBIIHDMETAA %I IV IL, A2 —TIAAEIIVICBBLET

« Add interfacesZ ') ¥ 2 L T, Virtual Tunnel InterfaceZi&RL £,

gement Center

all Interfaces

FTD @

Manitor

. Device Inline Sets  Routing  DHCP  VTEP
5F insightsEReports >
o e , Interfaces | Virtual Tunnels | Q. Search by name | [ syne ntertace ]l ndd ntertaces - | .

Sub Imerisce

ntge Interface Logical Mame  Type Security Zones  MAC Address (Active/Stand...  IP Addross Path Monit..  Vir Redundant interface
Y Pelicles Bridge Group Interface
@ Managementtio managemant Physical Disabled Global
*u  objects Virtual Tunnel Interface
7] GigabitEthemet0/D outside Physical  outside 182.168.112/ 241 Static], Disabled Global Loopback Interface
‘an Devices s
(@ cigavitethemeton insige Fhysical  inside 10.10.10:1/24{Statie); Disabled Glopa VNI Interface
& Securs Connections
[ GigabitEthemaet0/2 Physical Disabiled
& Integrations
[@ cigabitEthemator3 Physical Disabled

TFI1TT7ATI4#—)LEE : FID VTIOKE

s VTINERE



Add Virtual Tunnel Interface ®@

General Path Monitoring

Tunnel Type

@ Static O Dynamic

[ VTI-1 ]

Enabled

Description:

" Virtual Tunnel interface for

Security Zone:

wii v

Priority:

0 (0 - 65535)

Propagate Security Group Tag:

Virtual Tunnel interface Details
An interface named Tunnel<I/D> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VT

Tunnel |D:*

[ 1 ] (0 - 10413)




Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VTI.

Tunnel |D:*

[1 ] (0 - 10413)

Tunnel Source:*

[ GigabitEthernet0/0 (outside) v ] [ 182.168.1.12 v ]

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPvE addresses accordingly.

IPsec Tunnel Mode:*

@® ipva () pve

IP Address:*
(® Configure IP [ 169.254.21/30 ] i |
O Borrow IP (IP unnumbered) = Select Interface “w -~

Cancel m

TFXATITT7ATIOA—I)ERE  FIDVTIORE
s LFATTOLRAZEFEAL AR )IPsec VPNICK L TEVTI-2ZRELE T,

FTD |

Cisco Secure Firewall Threat Defense for ViMware

Device Interfaces Inline Sets  Routing DHCFP VTEP

Interfaces | Virtual Tunnels Q1 Search by name ] [ Sync Interface ] [ Add Interfaces ~ ]
Interface Logical Mame Type Security Zones  MAC Address (Active/Stand... IP Address Path Monit...  Virtual Router
[iManagernent{)fO management Physical Disabled Global Q<
[E7] GigabitEthernetd/0 outside Physical outside 182.168.1.12/24(Static); Disabled Global &

(& Tunnen VTI- VTl wii 169.254.2.1/30(Static); Disabled Global & 0
(@ Tunnel2 VTI-2 VTl vt 169.254.2.5/30(Static); Disabled Global & 0

GigabitEthernet0/1 inside Physical  inside 10.10.10./24(Static); Disabled Global &



YFXF1TT77ATI4—)LEE  FID VTIORE

3. Secure Connections > Site-to-Site VPN & SD-WAN® JEIZ#E L. Add&® 2 )Y U L TVPN%
BRELET

abaln  Firewall Manag nte
cisco t

° Q@) ® @ admin -

T
o VPN & S0-WAN

= Secure Connections == Last Updated: 1016 AM m HAT Exemptions E

® J [ Refresh ]
Maniter
IS.Io-tO-SiIl‘r VPN & SD-WAM s I
! Insights & Reports 3
Remole Access VPN
& Events & Logs »
Dynarmic Access Policy
Manage
1 Policies »
»
%" Objects
am Dovices »
" Ho VPN topologhes are configured. Create a VPN Topology.
& Secure Connections
&  Integrations »

TFI1TTT7AT I #—)LEE - FTD VPNRE

« VPNRROZ DR

Create VPN Topology ®

Topology Name *

[ SecureAccess-VPN-Primary ]

VPN Type

O s

New P ~
@ Route-Based VPN

-WAN Topolog

(O Policy-Based VPN

A SASE Topelogy cannot
be selected because

Select VPN Topology -Eiscu Umbrella
Select VPN Topology Select VPN Topology @ Connection is not

configured.

@ O @ Hub and Spoke ® Prerequisites
@ @ Peer to Peer
®

Prerequisites C' Refresh

X 1T T 74T #—)LEE -FTD VPNERE

« "EFATT7IORATORY NI—IRNIRILIN—TOREL ODRATYT6T, 754X



DELPEHA)F—ZER—O RN RILIDEIPT RLAZEBELET,
IVRRANZEDUY D

/—RATDevicez 7)Y UL, FIDTFNA AZBRLET

Virtual Tunnel Interfacez 2 )Y 2L, BIOFIETHERL EHAOVTIA 2 X—T I 4 A&&E
RUET

Send Local Identity to Peers7#7°’>a>& 21 v 2L T, Email IDE&ERL, 754U K~
>ZI)IDZEABLET ( Secure Access D Configure Network Tunnel Group® T ® "Save
Network Tunnel Group Configurationy O 9> 3> z2Z8 ).

/—RBTDeviceZ 7)Y UL, ExtranetZERL &

Device NameZ 2 )y O LT, BRiZFHET

Endpoint IP AddressesZ 2 !1) ¥ 2 L, Secure AccessD 7 ZA4XJIP7 RLAEEAHZ
IP7RLAZHANTEXY > TAHULET ( Secure Access® Configure Network Tunnel
Group® T M Save Network Tunnel Group Configuration$* S )

Add Backup VTIZO2 U Y OL&ET,

Virtual Tunnel Interfacez 2 )Y L, BIOFIETHERLI2EBOVTIA 2 X—T7 I 4 A%
BRULET

Send Local Identity to Peers77°’>a>& o1y 2L T, Email IDZERL., EHH U K~
>Z)IIDEASLET ( "Configure Network Tunnel Group on Secure Access @ "Save
Network Tunnel Group Configuration; @ )

[Savel 20 Y O LET,



Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Pointto Point | Hub and Spok Full Mesh

IKE Version:* (] IKEV1 IKEv2

Endpoints IKE IPsec Advanced
Node A
Device:*

[FTD v]

Virtual Tunnel Interface:*

[VTH (IP: 169.254.2.1) v ] -+

Tunnel Source: outside (IP: 192.168.1.12)Edit VTI
(O) Tunnel Source IP is Private

Send Local Identity to Peers

Local Identity Configuration:*
[ Email ID ¥ ]

| ftdbgpvpn(

¥ 1F7FTDVPNI> RIRA > NDEERE

Node B

Device:*

[ Extranet

Device Name*:

[ Secure Access

Endpoint IP Address*:

[ 44,228.138.150,52.35.201.56

Cancel m




Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Point to Point

IKE Version:* [ IKEV1 IKEv2

Endpoints IKE IPsec Advanced

Backup VTI: Remove

Virtual Tunnel Interface:*

[ VTI-2 (IP: 169.254.2.5) v ] +

Tunnel Source: outside (IP: 192.168.1.12)Edit VTI
D Tunnel Source IP is Private

Send Local Identity to Peers

Local Identity Configuration:*

[ Email ID ~ ]
[ tdbgpvpn@ 22-
Additional D

Configuration

Route traffic to the VTI . Routing Policy
Permit VPN traffic - AC Policv

T+ 1F7FTD:VPNI> RARA > NDERE

e HAR—BENTWVWBIPsec/N\T X—ZRIZHE 2 IZIKEV2ERTE
« R —& L TUmbrella-AES-GCM-256%1#IRL £ 9,
« PEER 1 7°& L TPre-Shared Manual KeyZi&RL £ 9,



https://securitydocs.cisco.com/docs/csa/olh/120435.dita
https://securitydocs.cisco.com/docs/csa/olh/120435.dita
https://securitydocs.cisco.com/docs/csa/olh/120435.dita
https://securitydocs.cisco.com/docs/csa/olh/120435.dita

Edit VPN Topology ®

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Point to Point

IKE Version:* [ IKEv1 IKEv2

Endpoints IKE IPsec Advanced

IKEv2 Settings

N
Policies™® | mbrella-AES-GCM-256 &

Authentication Type: [ Pre-shared Manual Key v ]

Confirm Key:* [

C] Enforce hex-based pre-shared key only

+ % 1 7FTD:VPN IKEDEEE

 IPSecMRE
+ IKEv2 IPsec Proposals as Umbrella-AES-GCM-256Z1#IRL £ 7
« select Modulus Group& L TPFS% 20 B 1L



Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary }

Network Topology:

| Point to Point |

IKE Version:* ) IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Transform Sets: |KEv1IPsec Proposals  IKEv2 IPsec Proposals* &

tunnel_aes256_sha Umbrella-AES-GCM-...

C] Enable Security Association (SA) Strength Enforcement

Enable Perfect Forward Secrecy

Modulus Group: [ 20 v

+ % 1 7FTD:VPN IPsecD & E

- BEZRE
« [Save] 2V VY ULET,

Cancel



Edit VPN Topology ®

Topology Name:*

[ SecureAccess-VPN-Primary J

Network Topology:

| Point to Point

IKE Version:* ] IKEv1 IKEv2
Endpoints IKE IPsec Advanced
|Psec IKE Keepalive: | Enable v
Tunnel ( )
Threshold: | 10 | Seconds (Ra
Retry Interval: | 2 | Seconds (R 2-1
Identity Sent to Peers: | autoOrDN v |
Peer Identity Validation: ‘ Do not check v |

+ ¥ 1 7FTD:VPND AR E
FIDARUS —R—=ZAN—F 125

REKDIN—T 12 TTE. NTY RREEEIPTRLALCEIVTIL—TFT 1 TEhET, IEN
—ADN—TAVIATLATREDRNZ 74V IDOIN—TA VTV ZEETDERREETT,

R —R=AN—TFT142TPBR)E. L—TFT A2 T7ORINICI>TRHBENDZIXAHZX A
ZURBLTF[EL., L—TA VT 2L FHIIHBPTERLSIILET,

PBRTIE, IPEEIENZRETEE T, £k, BAANIILEOTSZAFAIVTARNT T4V Y
BE, BEODNZTAYVIDNARRIEETDCEETEET, PBREFEATS &, EETAR—b
EETRLA, EA—N, ORI, FTVT—=23>2, FEEChSOFATSIOMD
HAEDLERYE, BERY ND—VUAOEREICESTVWTIIN—TFT AT 2ERXRTEET, FMIC
2VWT, TRUS—AR—=—AN—T1>F(PBRs ZZBL T EE,

1. T7OEAVARNDERE

« Objects > Access List > Extended D JEICBE L £9,
+ Add Extended Access ListZ 2 1)Y O LE T,


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-policy-based.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-policy-based.html

iale  Firewall Management Center

€ISE0  Ohjects

™
2z
2l z
¥

AR i BCcass control kot (A B sefvice will app 5 T

Manitar
. Extended
Insights & Reports >
ervice Acce
2 Events&logs » Standard Mame Value Override
¥ Address Pools
- Application Filters
1 Policies » A3 Path
BFD Template
%n Devices > > Cor ty List

EFI1T7FTD  HBRT VAV A B

c TUOEBAVARNBDOIEE
« TOAVDOER
« allow TY, —-ERENENT T 1Y VEIPSech > RILICEFENET
7OYY9 : "5 74YOIPSech U RILASNANARENSD
W= —T 2 ABFICEOVTREETID (TUAS E)
Addz o)y O LZET,
[Save] 20U Y IO LET,

Add Extended Access List Entry @

Action:

l Allow v ]
Logging:

[ Default v J
Log Level:

Log Interval:

Sec.

MNetwork Port @ Application D Users @ Security Group Tag

Available Networks Source Networks (1) Destination Networks (0)

Q. 10100, ® ] ©bj10.1030.0 o any

0bj10.1030.0

Add to Destination

Cancel m

TFITFTD  HLRT7 7 EAVAR



@

New Extended Access List Object

Name
| Par
Enitries (1)
Sequence Action Source Source Port Destination Destination Port Application Users SGT
1 B AMow  obj 1010100

Displaying1-1of 1rows < < Page| 1 of 1

[_‘. Allow Overrides

Cancel Save

EF1T7FTD  #ERT7 VAU AN

2. RIS —NR=ZAN—T 1 VT OHRE

« Devices > Device Management > FTD > Routing® JEI_ BB L £,

alwli.  Firewall Management Center

Q) Search

FTD m

ure Firewall Theeat Defense for ViMware

E15E0 v Secure Firowall Routing

Mt

Device  Interfaces  Inline Sets DHCP  VTEP

Virtual Router Properties

! insights & Reports

2 Events &logs

Manage Virtual Routers wre the basic dotails of this virtual router

| Glabal VRF Hame:

Manage
1] Policies ¥ Wirtual Router Properties
Description
ECMP
%5 Objects
BFD
’ os o
OSPFVE ) Searel
Secure Connections >
» EIGRP Auailable Intertaces Selected In
%  Integrations » RiF
Policy Based Routing
v BGP
A, Troubleshooting » .
1PV

= Addeninlatratian

EFITHBFID : RIV—R—=AIN—FT1>Y

« AddzO Y OLET,
« Ingress InterfaceMiER : PO LAV ARNTERZLEYTXY NOAAA 2V EZ—TI(A



Add Policy Based Route ®

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface *

[ inside X w J

Match Criteria and Egress Interface

Specify forward action for chosen match criteria. m

There are no forward-actions defined yet. Start by defining the first one.

Cancel

TFITHFID : RIV—R—=AIN—FT1>Y

s —HEEEHAAMRZR—TIAADES

e AddZOUYOLEY,

« Match ACLZBIRL £,

« IP7RLAELTSendtoZBIRLET,

s XVANKYTIPZRLAZEMULET, -VTIA 2 EZ—T I ADIPF RLARKTT
o 169.254.2.1308 & 1¥169.254.2.5/30.L =2 T, VTIMMEVTIR2OZRTARNKY 7
IP7 RL AlX169.254.22TH'), ThEFNn169.254.2.6

« [Save] 20 UYIOLET,



Add Forwarding Actions ®

Match ACL: * [PBR v J +
Send To: * [IP Address v ]
IPv4 Addresses: [ 169.254.2.2169.254.2.6 J
IPv6 Addresses: [ For example, 2007:db8::, 2002:db8::12 ]
Don't Fragment: [None ~ J

D Default Interface

IPv4 settings IPv6 settings
Recursive: [ For example, 192.168.0.1 ]
Default: [ For example, 192.168.0.1, 10.10.10.1 J

[ peer Addrass

tFITHBFID: RS —R=ZAN—FT 127

FTD You have unsaved changes

Cisco Secure Firewall Threat Defense for VMware

Device  Interfaces  Inline Sets  Routing DHCP  VTEP

Policy Based Routing
Manage Virtual Routers Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

IG[DDBI b Configure Interface Priority m

Virtual Router Properties Ingress Interfaces Match criteria and forward action

EGMP insida f Lraffic matches tha Access List send through & O
BFD PER 169.254.2.2

OSPF 169.254.2.6

O5PFv3

EIGRP

RIP

Policy Based Routing

~ BGP

TFI1THEFTD: RV —R=ZIN—F 127

FTDTOHBGPNORE

1. BGPO AL



+ Devices > Device Management > FTD > Routing > General Settings > BGP®D JEICBE L £
ER

- BGPEEMICL., ASES (FIDO—HILASES ) #EML £3,

s [Save] 2V Y I LET,

aluah,  Firewall Management Center
15c0 Secure Firewall Routing

FTD vouhave unsaved change: () ()

Device Interfaces Inline Sets Routing DHCP VTEP

Enabla BGP:

T Insights & Reports

& Events &Logs i
Manage Virtual Routers fs MNumibar

_— Global | G501 ]

7 Policies Virtual Router Properties Override BGP general settings router-id address

ECMP rid
Objects B [ Automatic

By Devices OSPF P Addeass®
OSPFY3

- Securs Connections » EIGAP
. General ? Neighbor Timers

* Integrations
+% 1 FFTD:BGPIL—F 1 ¥

- BGP> IPVADEICBEIL £ T,

2.BGP ZAN—ZEBMLEXT, EF1T7T7 I ABGPET £169.254.0.568 LV TT,
169.254.0.9



Add Neighbor ®

IP Address* Enabled address

[ 169.254.0.5) ] () As override

Remote AS* C] Shutdown administratively
[ 64512 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

(1o I )

Update Source:
[ )

Filtering Routes Routes Timers Advanced Migration

(O] Enable Authentication
Enable Encryption
0 v

Password
Confirm Password

D Send Community attribute to this neighbor
D Use itself as next hop for this neighbor
(C) pisable Connection Verification

O Allow connections with neighbor that is not directly connected

@ Limited number of TTL hops to neighbor
TTL Hops

[ 254 ]

(1-254)

D Use TCP path MTU discovery

TCP Transport Mode

+F 1F7FTDBGPIL—FT 12T




FTD You have unsaved changes m m

Cisco Secure Firewall Threat Defense for Vidware

Device  Interfaces  Inline Sets  Routing DHCP  VTEP

Enable 1Pva: @ AS Number 85010
Manage Virtual Routers
Global v

Meighbor Add Aggregate Address Filtering Networks Redistribution Route Injection

Virtual Router Properties

ECMP
BFD Address . Family Remote Private AS Number Description

OSPF 169.254.0.5 64512 Enabled on
93PRv3 169.254.0.9 64512 Enabled &0
EIGRP

RIF

Policy Based Routing
w BGP

1Pvd
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* @ 0 9 Jaikishan Yadav

Secure Access

Natwork Tunnel Groups
FTD-BGP

# Edit Configuration
Datails for the Auto VPM tunnels added to this group are Bsted including which tunnel hub it is a member of,

.
Home
Summary Seelogs
@ & Comnected
Experience
gt Reglon U3 (Pacific Nortrraest) Routing Type Drynamic Routing (BGR] Rowte summary subnets (0
Device Type FTD Device BOP AS &500
& Last Status Update  Jun O, 2026 253 AM Pear [Secure Access) RGP AS BasK2
Connect BGP Peer [Secure Access) IP Addresses 169254 0.0, 166.254.0.8, 2a04-edcd:bic 723 bET0000/120
Multinop BOP Addresses -
= Muttihop TTL - View advanced settings
Resources
(] Primary Tunnel Hub Seslogs Secondary Tunnel Hub Seslogs
Secure 0 HubUp © HubUp
] 1 1
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Tunnel Growp 10 Rdbgpvpngs Tunnel Growp 10 fimbgpvpng
Q Data Center sse-usw-2-1-1 Data Center sse-usw-2-1-0
1P Address 44228138150 28035004113 30 110 1P Addross $2.35.201.58 2603:5004°13:20:::18011

tF+ 1 T7FTD:IIPsech > RILAT—2R A

FMCLt

nter Dapioy

o VPN & SB-WAN

Last Updated: 11:56 PM m HAT Exemptions m
Refresh
L

Monetor
Insights & Reports y
Topology Name VPH Type Netwark Topolagy Tunnel Status Distribution IKEW1  IKEv2
&  Events &Logs >
w  SecurgAccess-VPN Route Based (VTI) Point-to-Point 2- Tunnets W
Manage Node A Node B
1) Policies »
Dovice VPN interface VTiinterface Brevice VPN interface WTlinterface
®s  Objects
Extranet 48226136150 (44,228 FTD outside (19 VT (169.254.21)
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[ &' Secure Connections

A  Intogrations Viewing 1-2 of 2

TF 1 F7FMC:IPSech > RIAT—Z A

PBRZFEALEBROSEEFIVFTATTSATAASATDARAZTAY V) —K
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1.1 EF1TT7IORAEY 2 AR—RANOOTA2EXRITTIOER
2. Connect > Network Connections > Network Tunnel Groups® JEICEE L, +tAddZ V)Y UL T
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Disconnected O Warning 4, Connected &

Network Tunnel Groups

A natwork tunnel group provides a framework for establishing tunnel redundancy and high
availibility. Gonnect bannels 10 the hubs within a netwerk Tunnel gross to securely cantrol
user 2coess bo She Ivtermet and private resources. Help
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o & Network Tunnel Groups
Add a Network Tunnel Group
Add a network tunnel group to Secure Access and enable secure network connections to
Home the internet and private resources. Select one of your arganization’s available network

devices to establish this network tunnel group connection. Help 7

@

Experience
Insights
General Settings
@ General Settings 9
-~ Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access,
Cannect and choose the device type this tunnel group will use.
2 Tunnel ID and Passphrase
= Tunnel Group Name
Resources 3 Routing ASA-NAT |
' Region
4  Data for Tunnel Setup . 3
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Secuwre LN
Device Type
a .
Manitar L ASA - |
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Investigate
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4 Netwaork Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization's available network

Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

] @< org=<hubs sse.cisco.com

Show ]

s long, It must include at least one upper case letter, one lower case letter, one

=)

PN
devices to establish this network tunnel group connection, Help 7
Home
(=]
Experience Tunnel ID and Passphrase
insignts @ General Settings
E Tunnel 1D and P:
@ unnel ID and Passphrase Tunnel ID Fermat
Connect
2 ol (®) Email IP Address
out
= ng
Resources Tunnel ID
4 Data for Tunnel Setup [ asahomevpn
|
Sacure Passphrase
“ The hrase must be bet 16 and 64 ch
Monitor number, and cannot include any special characters.
Q Confirm Passphrase
(e [[ P PR
‘o [ Cancel
Admin

tFRITT7IORA-FYRNDT—DORIRILITN=T

5. %Y NID—0T RLAZEHNAT)D B

+ Metwork Tunnal Groups

Add a Metwork Tunnel Group
® Add a netwark tunnel group 1o Secure Access and enable secure network connections 1o
Hama thi isbermel and privale resources. Selecl ane of your ceganization's available network
dinicad ik U natweek jaih. Halp 02
@
Experience
Insgres
@ Genaral Settings Routing options and network overlaps.
s Configure routing aptions far this wnnel group.
Connect
(%) Tunnei 10 and Passphrase | @ network acaress Transistion i)
= Select to add NAT mapping configurations that resolve overlapging subnet IF address ranges, inclisging netwarks with conflicting IP address spaces.
R (%) routing .
1 4 Data for Tunmel Satup Site + Securs Accoss O All sures [P addresses ransiste 1o Securs Access -+ Site O
gt Source NAT range: Source NAT a
2 Add & destination mapping o enable this rule
—— Translate 1 Sbcuns Acciis NAT
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+ Metwork Tunnel Groups

Add a Network Tunnel Group

(] Add 3 retwork tunnal group ta Secure Access and enable secur natwerk conmections to
10 IFADITN DA BIVENG ESSUTERs. SHIET ana of yeur sganization's ivalabie natweek
devicas 10 astabiizh this metwori tunnel group connoction. Help o
Exp
|:/:- General Setiings Routing eptions and network overlaps
® - Cenfigure fouting splians for this wnnel groep.
Conmect e
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Sowrce Mappings
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Netwaork Tunnel Groups
Add a Network Tunnel Group
Add a network tunnel group to Secune Access and enable secure network connsctions to

the internet and private resaurces. Seleet one of your organization’s avaisble network
devicos to establizh this netwark tunnal group connaction. Help =

G’\' Dansial Swiiigs Routing options and network overlaps
£

Configure routing options for this tunnel group.
=
() Tunnel 10 and Passphrase Network Address Transtation (MAT)
Select to add NAT mapping CGEflgufa‘.lcrlS that resolve overlapping subnet IP address ranges, including networks with co |\f||c[lng IP address spaces.

-
() Routing X
e Source Mappings

4 Data for Tunnel Setup

Site & Secure Access All source [P addresses ranslate 1o Secure Access + Site All source IP addresses ranslate 1o
Source NAT g Source NAT ange
Transiate to Secure Access NAT Transiate to Secure Access NAT
Dostination NAT Mappings
Mame Direction Original CIOR “Translated CIDR
ASA-To-FTD She = Secure Access 10.10.10.102/32 192.168.10.102/32
FTD-To-ASA Socure Access - SAe 10.10.10.101/32 172.16.10.101/32

Rows per page | 30 ¢ [ 1 J
+ Add Mappings

Internet Protocol Version Setting for Routing

TFIATTIEA-FY NT—=I R RILTIL—TDONATRE

VY0 RELET,

Je

ERTHARNAL A5 THA KB, ICEBENBI RS T 1Y INDHE. CNHE-1DOE R
ASREFEE "4 ->EF2T7F7OtEA1 TY,

TH A4 KBy A5 THAKAL ICEBEENBRNT T 1Y INDIEE. CNHE-1DOERAS
B3 &, AME "SecureAccess -> Sites TT,

ASATNHOVPNDOELE

1.ASACLICOT AL, 41 F—7ILE—RICAY ., 412 2—FY M OEKRKZIPHEL R
LXT

ASA# sh ip

SATLIPTRLA:

AVB—TIAARBIPTRLAYTRY RRAVER
GigabitEthernet0/0 outside 192.168.1.40 255.255.255.0¥ =1 F )L
10.10.10.1 255.255.255.0¥ — 1 7 JL N M GigabitEthernet0/1

REOIP7RLA:
A2B2—TITARBIPP RLAYTZRY NYAVFR
GigabitEthernet0/0 outside 192.168.1.40 255.255.255.08 =17 )L



10.10.10.1 255.255.255.0¥ = 1 7 JL A M GigabitEthernet0/1

ASA# ping 8.8.8.8
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 20/28/30 ms
ASAES

2. IKEV2RU > —Z/EL, HBA 2V EZ—T I A ATIKEVZZBEMICLET

21)7 Nikev27R 1) 2 —10
&5 {taes-gcm-256

e NULL

group 19

Z4 7 34 LHEB6400
crypto ikev2 enable outside

3. IPSec7’ O R—H )L DEXE

crypto ipsec ikev2 ipsec-proposal Ipsec-Proposal-primary
protocol esp encryption aes-gcm-256

4. IPsecZ7O7 74N DERE

crypto ipsec profile csa-profile-primary ( EE51LIPSecZ’O7 Z A I OCSAZ' A7 7AILD TS A
N

set ikev2 ipsec-proposal Ipsec-Proposal-primary

set ikev2 local-identity email-id <primary tunnel-id>

5. 7N —7RV>—%=FEEL. attribute TIKEV2Z’' ORI ZB/MICZLET,

group-policy csa-policy-primary internal < > R
group-policy csa-policy-primary/& £
vpn-tunnel-protocol ikev2

6. NZILITIN—TZRELET,

tunnel-group 44.228.138.150 type ipsec-I2|
tunnel-group 44.228.138.150—f% /& 1%



T7 AN TI—TR1) > —csa-policy-primary
tunnel-group 44.228.138.150 ipseclE 14

ikev2 remote-authentication pre-shared-key <Egi 5+ —>
ikev2 local-authentication pre-shared-key <ZE i HH+—>

7TARRBRN Y RIL A B—T T4 AVT)DERE

NameifFEENHBESICHFERTEET

VTIHZEIV) HTSNEIPT RLANASADD A Z—T I A AEEELBEVWLSICLTL
EFEW

« Tunnel sourcemustbe : 77 4 7 #—)LMOO0utsidef > X—7 I 14 A,

ROZRINDEEEFE, F—R2EFZ—DIP7RLATHZIVENF HVYWET

interface Tunnel1

nameif VTI-1

ip address 169.254.2.1 255.255.255.252
RRIVEGBIA R —T7 T4 A

N> &I D3FE544.228.138.150

N> % IJLE— Ripsec ipv4

N> Z)L{REipsec7' 07 7 1 JLcsa-profile-primary

8. IVEYTENLIPT RLAEERYTRY RADKRT T4 Y INVIIA Y E—T I ART
M=F A2 TENBESCN—FAVIERELET, XTVAMKRY T, VIIOHEROIPEE
AT2BENHYET,

route VTI-1 0.0.0.0 0.0.0.0 169.254.2.2 5.(4 > X —% Y RR—ANIFE, RAVPNT =)L £z &
CGNATRZ 714 v

TR

JL— KR VTI-1 172.16.10.101 255.255.255.255 169.254.2.2 5

RIS —R=AN—FT1>27T

1. FIOEAVARN

access-list PBR extended permit ip 10.10.10.0 255.255.255.0 any

2. )L—KXV 7S



route-map RM-CSA permit 10
IP7 KL APBRO B &
set ip next-hop 169.254.2.2 169.254.2.6

BANAMUVE—TIAATIL—KIIVTZBEBRALET,

interface GigabitEthernet0/1

nameiff B

EF21)F 1L AJL100

ip address 10.10.10.1 255.255.255.0

policy-route route-map RM-CSA ( A T AERIBE )

ERD

Tradfic Initiated from RouterZ to Router 1

Traffic Inisiated from Router 1o Rouber 2

e
E A Seeure heess )
TP - ~
. . Site -8
: NAT Enbaled Aegion A egion B
10,10 10,024 . -~
X S SN N S — S -
x ot 1 ¥
: CNHE - A . cNHE-B
S ot 3,_?
FRsater -1 ’
Router -2
10404010
== 10,100,102

oal P - 101010001
Mapped [P 172.16.10.001 Roaad IP - 10.10.1.182
Mapped 1P 192164, 18,102

SrcIP - 10.10.10.101
Dwestinaiion IP. 192,168.10.102

SreIP - 100100255024
Destination P, 10.10.10.001

Src P - 100.96.0.0'6
Diestinaiion IP. 192,168,10.102

Src P - 10.10.10.102
Destination P, 172.16,10.101

Sec P - 100.95.0.016

Destination IP. 152.168.10.102  ©

Src P - 10.00.10.102
Destination IP. 172.16,10,101

SrciP - 100.96.0.016
Destination IF, 10.10.10.102

SrciP - 10.10.10.102
Destirtion IP. 172,16,10.101

LW=—BA2—TIAABLVCGWEEAEREAT—XA

Routerl#show ip interface brief
Interface IP-Address
GigabitEthernetl 192.168.1. 181
GigabitEthernet2 18.186.18. 181
GigabitEthernet3 unassigned
GigabitEthernet9 unassigned
Routerl#ping 168.18.18.1

Type escape sequence to abort.
Sending 5, 188-byte ICHMP Echos to 18.18.18.1,

0OK? Method Status Protocol
YES NURAM down down

YES NURAM up up

YES NURAM administratively down down

YES unset administratively down down

tiMeout is 2 seconds:

rate (575),

is 188 percent

round-trip min‘avgs/max = 17172 mMs

7 A M1- Router2 —> Router1, -ping A



Routerli#ping 192.168.18. 182
Type escape sequence to abort.

Sending 5, 18B8-byte ICHMP Echos to 192.168.18.182, timeout is 2 seconds:

Success rate (5/5), round-trip min‘avgs/max = 28772117223 ms

Routerls

is 188 percent

capture

capin type raw-data trace interface inside [Capturing - 1380 bytes]
icmp any any

tunnel type raw-data trace interface vti-1 [Capturing - 138@ bytes]
icmp any any

asp type asp-drop all [Capturing - @ bytes]

icmp any any

ASA# ter pag 20
ASA# sh cap capin

18 packets captured

1: 18:56:45.924244
2: 18:56:45.231143
3: 18:56:45.232478@
4: 10:56:45.441856
5: 18:56:45.443122
6: 10:56:45.652477
7: 18:56:45.653423
8: 10:56:45.875397
9: 18:56:45.876450
19: 18:56:46.0882301
18 packets shown
ASA# sh cap tunnel

19.190.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
19.198.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
19.10.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
18.198.10.181 > 192.168.10.182
192.168.108.102 > 10.108.16.181
19.10.1€.181 > 192.168.10.182
192.168.108.102 > 10.108.16.181

request
reply
reguest
reply
reguest
reply
request
reply
reguest
reply

18 packets captured

1: 18:56:45.024458
2: 18:56:45.230914
3: 18:56:45.232516
4: 18:56:45.441795
5: 1@:56:45.443153
6: 18:56:45.652432

19.198.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
19.10.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
18.198.10.181 > 192.168.10.182
192.168.108.102 > 10.108.16.181

reguest
reply
reguest
reply
request
reply

-
Bz
9:
l1@:

18:56:45.653454
18:56:45.875351
18:56:45.876480
18:56:46.082248

18 packets shown

18.10.10.181 =
192.168.18.182
19.10.10.181 =
192.168.18.182

192.168.1@.182
= 18.16.1@.181
192.168.10.182
> 18.16.1@.181

FID (UE—KFW) TONTY RF ¥ T F ¥

request
reply
reguest
reply




ftd# sh capture

capture vti type raw-data trace interface VTI-1 include-decrypted [Capturing - 1389 bytes]
match icmp any any

capture capin type raw-data interface inside [Capturing - 13808 bytes]
match icmp any any

capture asp type asp—drop all [Capturing - @ bytes]
match icmp any any

ftd# sh cap vti

18 packets captured

« 122292 188.96.2.8 = 10.10.168.182 H request

« 124856 19.19.18.1682 = 188.96.2.8 : reply

« 329557 108.96.2.0 > 10.108.18.162 H request

.338442 10.10.108.1682 = 180.96.2.0 H reply

. 546327 106.96.2.8 > 10.108.10.162 H request

« 547186 10.10.16.182 = 180.96.2.0 H reply

« 152036 188.96.2.8 = 10.10.168.182 H request

« 752814 10.10.108.182 = 180.96.2.0 : reply

1B6:41.967891 108.96.2.0 > 10.10.18.182 H request
18: 16:86:41.968581 10.10.108.182 = 180.96.2.0 H reply

18 packets shown

ftd# sh cap capin

1:
2:
3:
4:
- H
['H
T7:
8:
9:

18 packets captured

:41.123299 188.96.2.8 = 10.10.168.182 z request
- 124825 10.10.16.182 = 180.96.2.0 H reply
« 330008 188.96.2.8 = 10.10.168.182 H request
« 338396 10.10.108.182 = 180.96.2.0 H reply
.534GE88 188.96.2.0 > 10.10.18.182 H request
547098 10.10.108.182 = 180.96.2.0 : reply
« 152448 188.96.2.8 = 10.10.168.182 H request
« 152783 10.10.16.182 = 100.96.2.0 H reply
1B6:41.968242 188.96.2.8 = 10.10.108.182 H request
18: 16:06:41.968486 10.10.18.1682 = 100.96.2.0 H reply
18 packets shown

W0 = LN g L B

TAR2. - )L—R2 —>)L—Z1 pingT A K

RouterZ2#sh ip int br

Interface IP-Address OR? Method Status Protocol
GigabitEthernetl unassigned YES NURAM administratively down down
GigabitEthernet2 18.18.18. 182 YES NURAM wup up
GigabitEthernet3 unassigned YES NURAM admMinistratively down dowuwn
RouterZ#ping 18.168.18.1

Type escape sequence to abort.

Sending 5, 188-byte ICMP Echos to 18.18.18.1, timeout is 2 seconds:

buccess rate is 188 percent (5/5), round-trip Min/avg/Max = 1/

FTIDNXTY R +¥7F+¥ (O—AIIFW)



capture

vti type raw-data trace interface VTI-1 include—decrypted [Capturing — 1388 bytes]
icmp any any

capin type raw-data interface inside [Capturing - 138@ bytes]

icmp any any

asp type asp-drop all [Capturing - @ bytes]

icmp any any

ftd# sh cap wti
18 packets captured

:11:45.622458 18.18.18.182 = 172. s H request
t11:45.823825 172.16.18.181 > 18. . H reply
:11:45.825762 18.18.18.182 = 172, . z request
:11:46. 045667 172.16.18.181 > 1. . : reply
:11:46.046857 18.18.18.182 = 172. . H request
:11:46.252321 172.16.18.181 = 18. . z reply
:11:46.253572 18.18.18.182 = 172. . H request
:11:46.453883 172.16.18.181 > 18. . : reply
:11:46.454764 18.18.18.182 = 172. s H request
18: :11:46.664119 172.16.18.181 > 18. . : reply
18 packets shown
ftd# sh cap capin

1:
2:
EH
4:
H
G6:
7:
8:
9:

18 packets captured

: 16:11:45.622883 16.18.18.182 = 172. . H request

: 16:11:45.823886 172.16.18.181 > 18. . : reply

: 16:11:45.825442 18.18.18.182 = 172. s H request

: 16:11:46.045697 172.16.18.181 > 18. . H reply

: 16:11:46.046582 18.18.18.182 = 172, . z request

: 16:11:46.252352 172.16.18.181 > 1. . : reply

: 16:11:46.253313 18.18.18.182 = 172. . H request

: 16:11:46.453849 172.16.18.181 = 18. . z reply
454596 18.18.18.182 = 172. . H request
. 664158 172.16.18.181 > 18. . : reply

ASANTY RF v 7F v (UE—KFW)



ASA# sh capture

capture

match icmp any any

capture

match icmp any any

capture

match icmp any any
ASA%# sh cap capin

18 packets captured

1:
2:
3:
4z
5:
B
7
i
9:
1@:

11:08:30.288391
11:98:38.289123
11:88:30.504566
11:88:30.584963
11:08:30.710992
11:98:38.711404
11:88:38.917112
11:88:30.917482
11:88:31.128243
11:98:31.128648

18 packets shown
ASA# sh cap tunnel

18 packets captured

1:
2:
3:
4:
5
B
rH
I H
q:
1@:

11:08:30.287964
11:08:30.289322
11:98:38.584585
11:08:30.585009
11:088:36.710961
11:08:30.711434
11:98:38.917066
11:88:38.917417
11:88:31.128197
11:88:31.128685

18 packets shown

asp type asp-drop all [Capturing - @ bytesl

180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195
180.163.255.195 > 18.18.10.181
18.18.1@.181 > 104.1083.255.195
180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195
180.163.255.195 > 18.18.10.181
18.18.1@.181 > 104.1083.255.195
180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195

180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195
180.1683.255.195 > 18.10.10.101
10.10.18.181 > 108.183.255.195
180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195
180.1683.255.195 > 18.10.10.101
10.10.18.181 > 108.183.255.195
180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195

capin type raw-data trace interface inside [Capturing - 13@@ bytes]

tunnel type raw-data trace interface vti-1 [Capturing - 1380 bytes]

reguest
reply
reqguest
reply
reguest
reply
reqguest
reply
reguest
reply

request
reply
regquest
reply
request
reply
regquest
reply
request
reply




BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



