Sk
Zlo

TR

2

=303 »1's}

142 h2UY —JL(CEDT)ICDWT

Bl
SATLTF—ZDRE

— S AT A

Y NJ— DR

REHEE
ATV TNARTY T IA—D AN —
JTI)AHALBEE
(72232 (Actions )]

ATV 71 PMT—FORE
Y RI—O M
F— AU
FNv T
7Sy N7 A—LEE
T 03> (Actions )

DNSIY O T v THE
NTY "+ TF ¥ ORE

Z2Y R ITA—LBIONTY DEYTFHY—)
NTYRRYTFYHNTTAI

Pingg% i

URLZZE R gE 14 D F8

RUS—FALDEE

HAR% ¥ 7'F v 5%

KDFEETE

FTHEHKIPERE

FHE K IP D EEAH

N7 A= ADH

I 03> (Actions )

—REL L TRT
EEEER7OVT b
i)
PHIOTET —TACANOT Y Z7O—R

[Z72< 32 (Actions )]

135 P
hSTNaA=F12T
EAQ




FL®IC

CORFIXVNTR, DATLLY ST —REREL., Cisco TACHR—KT—ALT Y7
O—REBDEHOCEDTICODWTHALET,

AR SR

C0OY—)LIE. MacOSEH & VU'WindowsTHEATEXRT, Y—ILZXIO—RLET,

ROEBICEIZHARNI BB N HEREIET,

« MacOS:Cisco Endpoint Diagnostics Tool(CEDT).appZ X 7 IOV Y VL TREBLE T,
+ Windows:CEDT.exeZX 7 )LV )Y O LTREBLET,
s TOTATI8A VR —%Y NER

. Cisco TACT —AIDE h—4 Y (RBEEET Y TO—RTDBEOHMBE)

SATLT—ZDOURE

COY—=IE, COZATALATF—REATIVRICINELET, WHABZIEBEEOBEAT—ZEF
YIFrvEnELA,

— NS AT LAEHR
Data mac0Ss Windows
085, hardware, CPU, RAM, system_profiler systeminfo ,E_H’MI classes
storage SPSoftwareDataType (Win32_OperatingSystem,
SPHardwareDataType Win32_ComputerSystem,
Win32_BI0S )

Kernel parameters sysctl -a MNSA


https://software.cisco.com/download/home/286332215/type/286344234/release/1.0.0
https://software.cisco.com/download/home/286332215/type/286344234/release/1.0.0
https://software.cisco.com/download/home/286332215/type/286344234/release/1.0.0

XY NI—URE

Data

Network interfaces & IP
addresses

Routing table
DNS configuration

Network services

WiFi profiles

Rm B

macQSs

ifeonfig -a

netstat -In

gcutil --dns

networksetup -

listallnetworkservices

N/A

Windows

ipconfig fall

netstat -In
(included in ipconfig /fall)

netsh intexface show
interface

netsh wlan show profiles



Data macO03 Windows

Cisco preferences/config files fLibrary/Preferences/ Registry exports
com.cisco.* ( HKLM\SOFTWARE\Cisco ,
ﬂEU\SﬂFTHﬂRE\EiEcD. acsock
service)

Installation directories 1s -laR fopt/cisco ¥ProgramFiles¥\Cisco ,
%ProgramFiles(x84)%\Cisco,
¥%ProgramData%\Cisco

Running Cisco processes ps aux \| grep -i cisco tasklist | findstr fi

cisco, WMI Win32_Process

Installed Cisco products mdfind for Cisco apps WMI Win32_Product (vendor
Cisco)
Application logs Cisco Secure Client log %¥ProgramData%\Cisco\Cisco
directories Secure Client\Logs
Event logs N/A Windows Event Log [ Cisco

Secure Client - Zero Trust
Access , Application provider

*Cisco* )

Crash reports ~fLibrary/Logs/ M/A
DiagnosticReports/ciscox

(last 7 days)

ATFYTNARTFY T I9—9 A —
D I)AHALEMHE

CEDTZ2E 895 &, FHEENRRENET, CcOVYV—IILOKEODHMEZ RLET,
« DATLARFYY : DATLZAF YL T, B & 1izCisco Secure AccessET 1 —)L
BIRLET,

s F7VT—23207 : 9FATFRNITRNIITEYS—ERA VT ZARTZIFVICELD
TEREN MO 774 T—RZ2RELET,

« DATLTF—B : YATLAT—ZORER., EF1T7THSKENTHEY, EF21T7T70¢



ADBHICOHKEELET,

sillisilis
cisco

J\/.

Welcome to the Client Endpoint Diagnostic Tool

Use this tool to collect diagnostic data, which helps the Cisco Support team
quickly identify and resolve your issues.

§0) System scanning Detected Cisco Secure Access modules

The following scans are run on your system's detected Secure o oo : " o
Select products 1o diagnoge, Cigcod only SCanning your system for Secure

Access modules.
Access related modules, Mot personal data of any Kind is captured

@ Application logs
Collects diagnostic log file data generated by client software and

the service infrastructure E] Zera Trust Access (ZTNA) - v5.1.14.3477

[ ] Remote Access VPN - v5.1.14.145

System data -
G) ¥ Common System Information

The collection of system data is secure, encrypted, and only
related to Secure Access diagnostics.

HRITE. ATLIZAVARN=)LENTWVWSCisco Secure AccessTEZ 1 — /LA BBMICKREE
nNET, REEhESES21—ILOFIVIRYIREFON—2aBEAERTEET,

- EORMZARMT I HEA(ZTNA)
« EF¥17Web7'— KT IA(SWG)
« UE—KT I tEAVPN(RAVPN)

« KB ATLRR (BICHATRE)
[792 32 (Actions ) ]

1. 2M T2 HMmEBRILGERBRLET,



2. Let'sStartZ2 7)Y L THRICED D, Helpe VY I L THMAZESRBLTLIEEL,

S

e
Cisco

Cancel

ATV 71

C DIEE T,

.I\/.

E OV, EFITTFIOEAREED 1 -LOTF-Z0HERELEXT, WA
BABBEOEATFT—REF Y TFrEhEtA,

Welcome to the Client Endpoint Diagnostic Tool

Use this tool to collect diagnostic data, which helps the Cisco Support team
quickly identify and resclve your issues.

System scanning

The following scans are run on your system’s detecled Secure
Access modules.

Application logs

Collects diagnostic log file data generated by client software and
thi servicd infrastrociung,

System data
The collection of system data i$ secure, encrypted, and only
related to Secure Access diagnostics.

- DT — X OUNE

Detected Cisco Secure Access modules
Select products to diagnose Cisco onl ¥ SCanning your system for Secura

Access related modules, Mot persenal data of any kind is captured,

Zero Trust Access (ZTHA) - v5.1.14.3417
Remote Access VPN - v5,1.14.145

Common System Information

EHIRDMTANET—RPREED 1 - Z2RRTERT,



ES

T

TREBETANEZBRL TS EET L

- DNS Lookup : ¥§E& Ni=RA NI L CDNSHRF AN ERITLET, X—S Y RLY Y

TYTRAODARRLDVILNIPEYR—KNLET, INXTOHERE, B&EltehEEI> 3
VXIWEREESEFEALT1ID2OH BT 7 A1 )L(dns/dns_lookups.ixt)ICEEE NE T,

NTYRF+7TFv BELEHBAORY ND—IONTYRNEFYTFYLET (EEEE
RABE)

« PingHosts : 8L LR ANICpingZRTL T, EHRZEEIELET,

« RUZ—FANOHED : ZAOAORIZ—FTARNIV RKRA VK

(policy.test.sse.cisco.com)Z AL T, EEENIZURLIZH T AR —DERAZTANL
£9, BHROOAVIXYPYKRAREHR—BF (HEKX10) ., BRIEEF. RUZ—FTANFE
TF—=2a HRICEHBNICEBE NEHARTF—XAFEENE T,

c XY RND—URETAN : DAODEETANIY RKRA 2 M(speed.test.sse.cisco.com)Z

MFBFTY7O-REVO—RBESITEZEZIELET. XU O—REE (6/\
ZLILARND—=L), PY7O—REE (3INFZLILARN)—L4L) ., pingBE/ZY & (10

ICMPH> 7)) ZIRELE T, BRI, JSSONEXETFANFI U —FEXDOEE TRE
ThET,

- URL Reachability:HTTP GETER#FAL T, EEEhI-URLICIIETER A ESHEF T

YIOULET, F7FI)IBTRE, HTTP (/R— K80 ) EHTTPS ( R— K443 ) Ol G & R—
NUET, EFEER— N FURLTIEE TE & ¥ (hitps://example.com:8443% &), FI YV Y
ZEICHRAR20MURL, URLZEIIZ30MW DR A AT T RURLZ EICIREET BT —RICIEF,
URL, EEFAREMAT—RA, HTTPAT—RAO—R, REKE (V). A7V
R, BRBEHKIPFRLA, TLSN—232, BLRERALARTHEENETET, BRI
reachability/reachability_results.json# & Treachability/reachability_summary.txtlC REFEE 1
9,

T—RE

NT7F—RVABROCERT —R2REITZIEI 1)L OFER :

« HAR Capture : 72 0H v 3 A SOHTTP7—hH4 7(HAR)TF—X2 28R L£3, &R

f£. Google ChromeD & ZEHR—KN (AY RLATSIH DO BEELIC& V) Chrome
DevTools ProtocolZfEA ) < DY =)Lk, AT AL LEDOChromed/ > AN—=)LZBEBHHICH&
HUET., BER/ T, Firefox&SafarildFR—hEhTVEHE A, HARDH BIFHAR
12(08FKICH->THY, B2BRYRNT—I ML —R (ISH N HTBXHR/fetchI—)L %
B )HNEEThTVET,


https://example.com:8443

- DART/Y> RJLYRER : Cisco Secure Clienth SDARTRZHI/N> RILZRELEFT., ChiZlE
. EAORNZARNT V1A (ZTA)OY (Windows® C:\ProgramData\Cisco\Cisco Secure
Client\ZTAllogs\®flowlog.dbx )2 EL TN THED 1 —)LOTHNEENET,

« Reserved IP : FHIEKXIPEMIF IV UVRRERITLET, WETNLEBHOTEEBVANID
WTE., RotE02a>rz8RBLTLSEETV,

TINY T

s FNVTTZTOEME : TV RRANOBEZRBMID DI, TVRRAKNTOT
IETAOHMEOTEZRELET, COAT> I, 12 EDCisco Secure AccessH
mARHE N, BRENATVRBEICOKERATEET,

TSV N7 A—LBEE

+ DebugView Capture(Windows):Windows Secure Endpoint Connector¢7/\Y J' O = &%
ICLET, COFTTa2E, Windows¥ATATHOIKEATEET,

@ @ Cisco Endpoint Diagnostics Tool (CEDT)

B Ready to start diagnostics

Cisco Clent Endpoint Diagnostic Tool
Step 1: Diagnostic Data Collection

Select from the options listed here to collect diagnastic data from your system.

Metwork Diagnostic Data Collection

Select which tests to run to collect system connectivity data. Select modules to collect performance and connectivity issues
DMS Lookup ﬂ HTTP Archive Capture

Packet Capture ﬂ Secure Client DART bundle collection

Ping Hosts Reserved IP Addresses

Policy Test Output Certificate Store Inventary

Metwork Speed Test Browser Detection

URL Reachability

Page Load Time
Connection Type Detection
Proxy [ PAC Configuration

Debug Page Load

Cancel Step 2: Add diagnostic details



(72232 (Actions) ]

1. REBEBRBMA TS 0F V77 E2GVERAET,
2. Step 2: Add diagnostic detailsZ 2 )Y I L THEITLE T,

3.BackZz 7)Y 2L TWelcomeBIEICE% A, Cancelz2Z )Y OLTHKRTLET,
ATY 72 ZEIOFEFHMOIED

COBEETE., BMEZHMTARZECRENDNTA—2ZRETEXRT. FIEBITAMCILET
ANDREDHKDNRRIENETT,

DNSILY OF Y 7THRE

"BRETBDHRAN T —1DOREDRARNEZAALET (AR ). fl:

cisco.com

1)V ILINIPL (Resolver IPs) (#7232 ) —HAXRLDNSUYVILNIPEALLET (B
XXV ). fll: 208.67.222.222, 208.67.220.220> AT LD T 7 AL NODNSU V)L
NEFERATBICE, ZOFRXRICLET, BETHE, FERARMBUVINICHL TRaE
N, B53DNSH—/\ETOLEBDNSHRERNfRHEIAET,

FTNXTOHODNSILY U F7 v THRIE, dns/dns_lookups.txte WH1DOHE I 7 7 A IILICHEEEhET
o COTTANIERE., BRANVYVINOEAEDEZ EICBELE NzTextFSMEY > 32X
PYXENFEENTVET,



Cigca Chent Endpaint Diagnostic Te

Step 2: Add diagnostic details

Hosts to lookup

WWW.CISCO.COm

Resolver IPs (optional)

208.67.222. 222

INTY RFYTFv¥DORE

* Interfaces : F YT F Y FRIRYRNT—IVAE—TIA RAZBRLET (FLE TAIL @
FRICLTHEEFRT ),

« TIXTL (Al) (EBE—R) ICRELILSHE

« macOS/Linux : Z MY —)Liktcpdump -DERITL T, EHAAREEINTOAL >
R—TIAAZHNEL R, BEPOA U Z—TIA A (ichiz4>2—7
IARERLS )V ZTANRIVILET, FITATRAVE—TIAANER
DA 5BVEEE., BilKanyf Y RX—T I ARICT#—=)ILNYIOLET, ¥+
TFyvE, " BIBDIXNTOAE—TIAATHEITLTETENET,

« Windows : BIRLEF ¥ 7FyNYITI REBEHATZINTONICOF ¥ 7' F
Y (RDEIIADOY=ILESR), 1 VF—TIAANMBRE A TVLAY
dumpcapZ A T2 L, REESNERIANIDDA U RX—T T4 AKX THREEIC
FYTFrYENET,

s WTYRNADUN  AVBR—TIAAZELFYTFYIBRINTY RO, T7#)LbB
: 100, &K : 10,000

« Duration (sec) - F ¥ 7F ¥+ DERAKRE (¥ ). F7 4B : macOS/LinuxTE20%.
Windows Tld5%, &K : 3008, N7 Y RADY NELERFIREBEOSSE, WFhHRW
FIZETDE, FYTFYRELELET,

TS5YRTA—=LBAONTY RFY¥TFvY—)L

S



JE:(Windows) : COY =)L Tk, EAAREARELZF Y SFYNYIOIY RFBEWIC
BIRENEF T, pktmonH#RE 1 ( Windows 10 v2004+(Z#B&IA K ) . dumpcapls 7 #
—J)LINY 2 LT (Wireshark 41 VARN—=ILEhTVRHE )., REODFEREL Tnetsh

trace N’ ERENET,
Platform Primary Tool Fallback 1 Fallback 2
macOS/Linux tepdump /A N/A
Windows pktmon (Packet dumpcap (Wireshark) netsh trace —
Monitor) — captures — captures to PCAP captures to ETL

to ETL, converts to
PCAPMNG

Packet Capture Settings

Interfaces (5

end [I5P) = la0 [Loopback]) = utun [VPH) =

Packet count (max 10,000) Duration [max 300 sec)

¥
¥

| 10000 | 500

NTYRFYTFYHEIT7T74)

BAVER—TIAADFY7F vk, EHA

tcpdump/{interface_name}_capture.pcap ( en0_capture.pcap. ethO_capture.pcap’s & ) ZfEAL
TEOT77AINELTREENET, XETF—EIXZTITANTT7AIL
(tcpdump/packet_capture_manifestixt) EEKE h, FHAENZD TSy NTx—A, NT Y N
HIE, ¥ Y 7F YN AVE—TIA A, BREFYTFYNYIIY RABREIET,

Ping&& &

* Host/s to ping:pingT 2 RARZAALET (AKX ), Bl : www.cisco.com


http://www.cisco.com

Ping Settings

Hostfs to ping [comma-separated)

WIWLCIS 0D, SOMm

URLEZE AT RE1E D ER TE

« TFIYYUFBURL) -TANTBURLEADLET (AR ), i :

https://github.com

- HTTPGETERZFAL T, FETWREEEZTANLET,

« F7F)KMKR—KN : 80(HTTP)/443(HTTPS), JEZE#ER— K
(ashttps://example.com:8443%% E)DURLIZCEFDR— RN ZEHET,

s FIV O EDHKRAR20DURL
« ZALT T URLZ &IZ308

« URLCEICEENBDF—X : URL, BEARMEAT—RA, HTTPAT—2AO—
R, BERKEB (VY ). DT YR, BRBEXIPTRLA, TLSN=232. &
KORALARYT,

o #&Rl&reachability/reachability_results.jsond & T
reachability/reachability_summary.txtiC R FEE NhE T,

URL Reachability Settings

URLS to check (comma-separated)

WWWL LS00, Com

RIS —TARNDRE

« "RARNURLY -RUZ—FTANADOKRARNZANLET (HXXEVY, {&K10), Bl

. www.cisco.com

c RUD—FTARNE, AOAORDZ—FTANIY RRA > M(policy.test.sse.cisco.com) TE
TENET,

« FERICE., BELLRV—FAMNOHEIE, TANFESF =23 RhIZEEBNICF Y S F ¥
ENFEHARTF—ZOWMAENFEENET,


https://github.com
https://example.com:8443
http://www.cisco.com

Policy Test Settings

Host URLs

[ YW IGO0 GO ]

HARF ¥ 7'F ¥ 3E

« T2—4"Y KNURL), —HARF ¥ 7F¥DURLEADLET (AR ), Hl:

https://www.cisco.com

}DtﬁyNWR#Vf?V@ﬁE&mmcmmmw&Eﬁﬁ—hbfviﬁo:@W—%H
. Chrome DevTools7'A b )L ( chromedp#EH ) ZEAL T, AY RL AChrometz ¥
aveEEHtL, XY RND—IOKRS T4V 0%ZFv7TF v LET, Google Chromeh”
SPATLALZAVARN=ILENTVR L ZRFELET, REER/ T, Firefox & Safarild
R—REhTLVERHA,

HAR Capture Settings

Target URLs

[ WAL CISLO. COMmy ]

KDF£%E

WAL O3 RhICERAEh32F—EHER TSI Z2BHLET, KDF7 5 &, Cisco
Secure ClientTEMICTZFNY I HTdV2&EHLET .
"KDFZ’UtEvY by - TF—BHEH, 7Y hEZBRLET,

- KDF HEX:16#%fEld. BIRL =7 UEY MIESVTBENICALEIhET, "THARXA
1 ZBRUESEEE. MEADI6GEREZADLET,


https://www.cisco.com/

Preset Hex Value
Module Default {none)
DNS/OpenDNS Bx20801FF
SWG Proxy+DNS B8xTACOLFF
ZTA (ZTNA) Bx400BEA152
Custom User-provided
KDF Settings
KDF preset

Description

No KDF override is applied.
The Cisco Secure Client's
built-in module defaults are
used, This preserves the
customer's current debug
settings.

Enables DNS resolution and
OpenDNS proxy debug flags
via acsocktool -sdf.

Enables SWG + DNS debug
flags via acsocktool -sdf.
Also sets
SWGConfigOverride.json with
"loglevel®: "1" for
enhanced SWG logging.

Enables ZTA debug flags via
acsocktool -sdf . Also sets
logconfig. json with
"global": "DBG_TRACE" for
maximum verbosity logging.
May trigaer a VPN agent
restart on Windows,

Allows entering a custom hex
value for advanced
troubleshooting.

Module Default (no override)

KDF HEX Extra args

[

aplional, e.q., -u -



KDF Settings

KDF preset
Module Default {no overrida) ~ JI
Module Default (no overrida) w

DHSOpenDMNS
SWG Proxy+DNS

ITh

Custom

F B M IPERE

« NSLookup URLs : #7°> 3> OHAX AnslookupRA KN ( AVXEXEIY ), HBRX10ED
URLZENDAZRLRARNGE, BESNEIXNTOVYVINICHL TREETNET,

« NL—AURL : #7°> 3> MOH AR Ltraceroute/tracerti R AN ( AV XLV ), HFA10ME
DURLZ Y —)LIE. macOS/LinuxT lktraceroute, Windows Tlktracert® B BRI ICEA L
9,

« UVILNIP:nslookupZ TURDAT a2 OAARXLVJIILNIP (HAVIEGY . H
1 208.67.222 ) o

« 222, 208.67.220.220)c HmASDODIPEEL I23BE. 3D2DHEHKAK I VILN (AT LT
7 # )L RDNS, 127.0.0.1, 208.67.222.222 ) IZMATAHRR LIV INFERAEIhET,

Reserved P Settings

MNELookup URLS

[proy el iR 556, CISC0,COM

Traceroute URLsS

proxy NEEpRee. Lo 550, cisco,com

Resalver IPS [optional)

! 20887 22222 I




F#E R IP O AR

FHBXRIPEMIEE, 7 FILRTROTF—RZRELET,

77 # )L N Otraceroute/tracert X —7'Y N ( NS TXTIZHL TEHBMICET) !

target B#Y
208.67.222.222 OpenDNS7'Z A4 XU ZR—LHY—NNANDJ)L— K
208.67.220.220 OpenDNStE AV A Z—LHY—1NADJ)L—K

CiscoSWGA 7 ZARNTZIOF¥IPADIIL—

146.112.255.50 K

swg-url-proxy-https-sse.sigproxy.qqg.op

SWG7'OFHKRARMBEBADIL—K
endns.com

« macOS/Linux:traceroute AY > R&EFEHR T3

« Windows:tracert AN > R&FEH T3

77 # )L N®ONSLookupZ I ( ChSINTICKH L TEBNICRETT) :

&nslookupZ—7"Y ME, DYILNJVARNAOEDVYINCHLTREEAET, F7FILKT
k., UYLNVANZE3IDDHEARAKZIVILNAEENRTVET,

Resolver Description

Systemn default DNS The OS-configured DNS resolver (no explicit
server argument)

127.8.8.1 Localhost [ local DNS proxy (e.g., Cisco Secure
Client's local resolver)

208,47.222.222 OpenDNS public resolver



AAZLDYVILNIP (208.67.222.22273. 8 ) AREET N TVREHEE, ThSRFUYVINUARC
EmEh, IXTOnslookupX—T7'Y REZNSICHLTRAERENET,

NSLookupZX—7*Y b~ :

Target Query Type Purpose

debug . opendns . com TXT { -type=stxt) OpenDNS debug record —
returns device identity,
organization ID, policy flags,

and server info

swg-url-proxy-https- A (default) SWG proxy hostname

s5e . 51igproxy.qq. opendns. com resolution — verifies DMNS is
correctly resolving the SWG
proxy endpoint

EARE, F7AILMDIDOVVILNFHBEE. 6DDnslookupZ LT (22DX—TY bx
3IDDUYVILIN ) PERENET, 1DOHARARXRLUYVILNIPZEMTSE, COUIT)IEF8DIC
BYET (22—=TY bx4aUVILIN),

A—YHHEEL N AZ LNSLookup URLIE, ENENRELUZEBZD VILINUAN (#BAiAK+N
AZLVJILN) CHLUTREEIEXT,

ITXNTOFERIE, B—0D 7 7 1 lreserved_ip/reserved_ip_diagnostics.txtiCfigd& nh, 9> 3>
(traceroute, nslookup)Z EIZTIIN—TbEnET, COT7AIICE. TRV EDER—TY
NEDYINERT, ABFROHIEROAYRT—NFEENET,

INT #—X A

SWG7'O#* < &Direct Internet Access(DIA)ZFERA L TR—OO— REF[ZHEBELET. XD
2DNDEFE—RFHYVET,

1 22T —R . FURLEBEO7OF D EEEOMATTARNE N, BRI ENTHEE N
£9, A7 3a>T, HHBEOWAHICHARZ 74 I Z2ERK L FT,



Performance Diagnostics

Compares page load times through SWG proxy vs Direct Internet Access (DIA). Each URL is tested both thraugh the current prosy and directly,
than results are compargd side-by-side, Optionally generates HAR files for detailed analysis

Diagnostic Made

Overall Diagnostic w

Default URLs (always tested)

hittpsJfamazon.com
hittpaabay. com

hitips bing. com
hittpaan, wikipadinorg
hiips Taceboak com

Additional URLs (optional, comma-saparated)

[ ]

D Generate HAR files (captures full network waterfall via headless browser)

Number of test runs per URL

E )

Results are averaged across runs, HAR mode uses a
single rumn.

21D2QOURLOZMIE—RBENOTOF>ZNL T, BLTEEOWAZNLTTANEND S
EOURLEZANTERT, TOR/REANTHEREIET, #7232 T, FHEIHMAL
HARZ 7 A )L &EKL ET,

Diagnostic Mode

[ One LRL Diagnostic - ]

URL to test

[ I

I:l Ganerate HAR files (capturés full network waterfall via haadless Browser)

Humber of test runs per URL

E

Results are aweraged across runs, HAR mode uses a

single rum



SEEAEANT DA R N)ER

s BRENLABAEARNTHASHBAEZIHELETT -
« AT L
- QU4
* Root
. T
« FRLUTVAEHE., HIRUNOAE. FETELVIHAZTZITEPEE

Certificate Store Inventory Settings

Certificate stores to scan [comma-separated, leave blank for all)

TNV IR—=DFEHIAHKDERE :

o BREMBELZTFT/NYJURLZO—RLET,
s FYTF v
« HBEANYH—
. BBEARX
- BALZUUIER
e SSLXAAXF—A&

Debug Page Load Settings

Loads i:l:‘iill..i_l_'ﬂ agnostic web pages and caplures rendered content and timing data

Debug page URLs (comma-separated)

hittpsJihenan, cisco, com

[72< 3> (Actions) ]

1. BB EICREZANTLEABLET,
2. Start DiagnosticsZ2 2 )Y 2 LT, ZMORTEBEBLET,

3.BackZ VYO LTATY IR A. CancelZ2V )Y O LTHRTLET



S
EREIS—053 74— RKRBARTENET. BDHEBABTBNC. Chok
BETBREFHYET,

—RELLEL THAT

BEBRNS TN 1 —F 4T ZINAFEZESWGRL—RABE)EECBRMOL V3> #E1T
9% &, Cisco Endpoint Diagnostic TooIA"R{TOERT—REILEL, HITI2FIICREZBRT
BDESICRKROIPAVE—DERTIDENFBYET,

ChICKY), FRBEOFINAVICBE>TVREICEHEZN ) A—T2BENEXAS N2 10
RN F—LRBLVERBZHT—REZZRELET,

« Diagnostics Paused™” 1 > RN RRE NS, BETIVT A 7RO MEE RIAY £—
TEBELET,
c NZTN21—F42 02T >TVHBEBZBEALET, 6l :
« VPNA Ok
« KBLTWAARBT7IT—>322REET
s IZ—DRREBDFIEZEBRLET
- MEOBRANTTLES, Continuez 7)Y VLET,

EZBRDSEBRBREV, TOR, COY-IIRBT7 7ML 2REL, BEOREZETTL. ZWT
—NA T ZEBLET,

E o —RELELTVWBRBET7Z77U =23 2LV T<EEVY, OF Tk, Continuez 7
DYy OULTETERTITRDETCTITATRBRELTT,

(AN RZ42)

WAL SY—ILZRITLTWRBERE., FATOTRY JAODKRDYICT 12 RUIC—KFLEX
YE—IARRENETT,

1LWRICRREND —BEFELEXY E—DZHmAKT,
2. HEZBHRLET,



3. WAICEREY) ., Enter¥F—%#HL THEITLET,
4. ETNTETITDDEEEET,

-. @ @ Cisco Endpoint Dlagnestics Teol (CEDT)

Diagnostics Paused

“ The following are now active: Start Packet Capture, Enable ZTNA
Debug Flags, Backup ZTHA Trace Config, Enable ZTMA Trace Logs,
Reload ZTHA KDF Driver, Please réproduce the igsue now, then click
Continue to stop all debugging and collect diagnastics,

Continue

EEEERTO7 N

Start Diagnostics2 7 U Y VL 1z&, FRENLT VAN BEZHEE ( Packet Capture X Debug
FlagsZ & ) ZAMICL25E . EEREERODADEROSNET,

AA4T7OTRY D ANBE, TAdministrator Privileges Requireds £ WS XA KL TERRENE
T

- EHEERZNSTZICIEYesZI VYOI LET, ChickY), JA4T147
macOS/WindowsZ L 7> ¥ )L7O 7 NNV H—EhET,

- HRE-—REIVVYILT, YARZRTRETCHETLET. BHEXRAI (NTYRFTT
Fyv. FNVITTZT)EAFYTENET,



« macOS: osascripth SZENDmacOSNAT—REATOAVERRTEERT, ZATLINA
J—REZEADL, OKEVUYOULET,

« Windows : 22 QUACEEO 7OV 7 M RRENET, FAT2EHEEEYes2IUY UL
x99,

Administrator Privileges Required

Some diagnostics (debug flag, packet capture) require administrator
privileges. Enable administrater privileges to run a full diagnostics of
YOUr system.

ﬂ Select Limited Mode to run diagnostics withowt administrator
privileges.

Limited mode Yes

B configure your disgnostic seitings below, then elick Start Diagnastics.

Cisco Clignt Endpoint Diagnestic Teal oy
Step 2: Add diagnostic details L.
Add details for thie listed diagnostic Semings 1o Tine tung
osascTipt
otascript wanls 10 make changes.
Enter your password to allow this. J:
e
[P‘asmr\d ]
Reserved IP Settings
e QD
MSLookup URLS

I oy N 5. 556, CIECO. COM l

oplicnal custom nilookup hafls (comma separaled)

Tracarputs URLS

[ priy-aei |5 556, SISC0.G0M ]

oplional custom fracercute hosts [comma-separated)

Resalver IPs (optional)
I 208.67.222.222 l

Comma-saparatod resohver IP9, Lesd @mply 10 uid systom delault

Cancel Back Start Diagnostics




BT L, BIRULLINTORBHMZRAINRITENINET,

EITRRAN—ICEBEDOETHARRENET (59% — Executing task 3/9: DNS Lookup’ &
) o

« LEERIC TDiagnostics in progress...; /N\F—ARRENET,

« BITHPE, IXTOBRE7 1 —ILRFBUHELFIL—KRRIZBENET,

« 7Y & —I_Diagnostics in progress/hR X > ( &% ) AFRT"Eh, V—IAEDS—THD &
FRENEKT,

PHARTIDETHEEEEV, P7UT—232VZALBVWTSEZL,

ﬂ Diagnostics in progress...

58% Executing task 3/10: DMS Logskup

Ciseo Client Endpaint Diagnastic Too
Step 2: Add diagnostic details

Add details for the listed diagnostic settings to fine tune your tests

Reserved IP Settings

MSLookup URLs
—

opbiandl Custom nslookup hosls (Comma Separated)

Traceroute URLs

Resolver IPs (optional)

Cancel



BWDZT - TACADT Y 7O—KR

IRNTOBMARTIDE, TETXATATHIRRENET,

Diagnostics 5T o TACT—RICT7 Z7AIILNET Y 7O—RLET,

FATATICROBHIRTENET,

* Archive : ERENLERBEI T —HAT D7 7 A4 )LE ( cisco_diagnostics.tar.gzx & ) .
s F77ANYAX . T—HATOHA X (7.72MBHEE ),
- SHA256 : BEMERIAETDLEODT—HAT77A4ILOFTY IH A,

TACT—ARILTY7O—RIBICEF. ROFIEZETLET,

1. 7 —AID(698746730%% E)ZE AN L E T,
2. h=U2ZEAALET (ZAOAYR—RHLSEM),

3.0pen TAC Casez Vv UL T, 7Yy7O—RZHBALET,

BBRTN—ICT Y 7O— RAT—RANEKTE NE T (Uploading... 85.0 %(6.56 MB / 7.72
MB)%% &),

TYy7O0—RZAFYTITBRICEF. ROFIEZEITLET,

- SkipEo v OLT, PY7O-REFICAATOVZBALUET, 7T—HA47774)L1F0O
—HIICREFEENEEFETT,



Diagnostics complete. Upload file to a TAC
case.

Archive: clsco_diagnostics.tar.gz
File size: 32.54 MB

SHAZES: deietereti et e R i S e Bty
A

Case 1D

[ e.9 70008180 ]

Token

| Lipload 1oken from cxd cisco.com ]

TYy7O0—RFFEITRE, ETNFT—HFROLSICEFHFEIET,
BT —HAA TN T—A[T—ADICEEICTY 7O—REhELL
BBERRN—IC100%EV V=TV TRTAT—RANRRENET,
[ 3> (Actions) ]

* RunAgainzZ )y LT, iLLBWMETEZRKRLET,
« Closez2 2 Uy OLT, P7UT5—23a> % &TLET,

H 145 T



U D OREFE

* macOS: ~ /Desktop/cisco_diagnostics/

* Windows: %USERPROFILE%\Desktop\cisco_diagnostics\

HHF—HAT 77 A ) (cisco_diagnostics.tar.gz)lZ &, INEE N EFTXTOBKT—ZHNBEL
ThEERTEEFNTVET,

NZTNZa1—F42T

Issue Resclution

Mo products detected Ensure Cisco Secure Client is installed and
running on your system.

Packet Capture greyed out Enable it in Step 1, and grant administrator

privileges when prompted.

Debug Flags greyed out At least one Cisco Secure Access product must
be detected and selected.

DebugView greyed out This option is only available on Windows.

Upload fails Verify your Case ID and Token are correct.

Check your internet connection.

“Administrator credentials could not be You cancelled the password prompt or entered
obtained" an incorrect password. Click Start Diagnostics

again to retry.

Limited mode warning Some privileged tasks were skipped. Re-run
with administrator privileges for a full
diagnostic.

FAQ

Q: COY—ITE, EOLRSIBTF—RNREETIhETH,

A: Z0OY—)LI&, Cisco Secure AccessEZ 1 —)L DK ICEET D AT ALEHR (0SS, /\—RD
I7, XRYRND—=O8BK)., 77U5—>3a>Ay, DAOZROBRESA VARN=IEXED
1—ILF—R, BRERY NT—OBMHT—2ZRNELET, FHBERRICOVTE, siotd
a0 "REENBIVATLT—R ) 2ZRLUTILKEETY, AATF—REERBEhELEA,



https://cisco-sbg.atlassian.net/wiki/spaces/CSST/pages/1413360053/CEDT+-+End+User+Guide#what-system-data-is-collected
https://cisco-sbg.atlassian.net/wiki/spaces/CSST/pages/1413360053/CEDT+-+End+User+Guide#what-system-data-is-collected
https://cisco-sbg.atlassian.net/wiki/spaces/CSST/pages/1413360053/CEDT+-+End+User+Guide#what-system-data-is-collected

Q: BBEFLErootO 7V RAERFHLETIT D,

- BEET VAR AT3a>Toh, #HREIhET, COONV REFALEVE, —E0
P (NTYRFYTFr, FNVITTZT)VNFAFRYTENES, COVY—I TR, 707
RARREN, BIRTEET,

Q: V- ZEBHEERITTERTH,
AV, RITFTT IR, [BRTZI7VYIOLTHLLVEHEY > 32 ZRKARTERT

o

Q: HHREZICREENETH,
A: BT —hA47&k. FAYKNY T Dcisco_diagnostics 7 # LA IZREENET,

QTACT —AIDABWHBERFEESTNERVTTH,

A:T7Y7O-—REFATOAITT "AFY T, B#OVYITEET, T—HA7774)&E0O—7H
LMCRTFENLEEETT, BTTACT—RICFEHTZY7O—-RLEY, Y R—NIVZZTE
HBELEYTEET,

Q: F—RREBLENTUETA,
A BUT—NA 7 EMtarg2)E n, BEF—KZE/NY F—SLORICEBHICBES hET

QHARF Y 7FrRREDTSIVHEHR—RNLTVETH,

A:HARF ¥ 7°F v &, H1EGoogle ChromeD & ZHR—KNLTVET, COY—IIEF. AY RL
A7 Z7H 0O BEELIZChrome DevTools Protocol 2L £, HARF Y S F ¥ ZRITTHHEIIC
. ChromeN" 1 ARN=)LEhTVWB L ZHRELET,

QR—AEEANRTENERA, AHBEETE ?

A:RBFLEZTSERRYERA, " RELEATY TR, 2FUAFACHLTHFERAOTF >V IHNEE
CEMENEBEIOHRTENET, TTUORITOTZ2HABLET. BEMLOFIEZ AF
Y7UEBE, VI —RKELETICHRTENET,

QRUNAAZY VL TWVWBLSTT, E5TNEFLVTL &S A,

A: Diagnostics PausedV 1 > RUZRLET, CcODIA 2 RIFMOT 1 RUDERICKRRE
NTVBHEEEN DY ET, Continuez V)Y UF5H, I RSA 2 TEnter¥F—Z2#HITET
BB AICBELEEA,

QBFL TVBA D EHEAN XY E—DCRBETATVET, ThREETRETT A ?

A:EV. COXYE=JIZR, YV=ILTTZY R7F—LCH/LTEMCEZ>TWAOF VT



Heaee . BRLULERWAT a2 FRRENET,

QR—AFIZTF7VZBHAUE L. SER?

AL O3> ZBRITL, TTETETIKEEV, O AVOFRXRIIBZ>TVRIHES
PO SBVEEE, YR—RNIVIPZTICERLTEREZTTSEEL,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



