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Licensing Certificates
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[C] Enable Passive Identity Service (i)

Enable pxGrid Cloud (1)

/4, pxGrid Cloud can be enabled only after registering your Cisco ISE to your
Cisco DNA Portal account.

ISE deployment name

ise-test

Description (optional)

4

Select a region where you want to register your device. Application should also be
available in the same region.

Region
us-west-2 ~

Check the checkboxes below to register this ISE if you concur with the statements.

I have read and acknowledge the Cisco Privacy Statement.

| agree that offers are governed by Cisco EULA and | am an authorized agent of my
company. Cisco's End User License Agreement.

Register
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Identity Services Engine

Administration / System
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Bookmarks Deployment Licensing

Dashboard

Context Visibility

Oparations

Policy

Administration

‘Work Centers

Interactive Help

Certificates Logging Maintenance

Enabla Profiling Service

Upgrade & Rollback Health Checks

: Enable Threat Cantric NAC Service

2 Enable SXP Service

Enable Device Admin Service

| Enable Passive ldentity Service

-:| o p;Grid

B Enabie puGrid Cloud

To enable pxGrid Cloud application, please go to the Integration Catalog.

Cisco DNA Portal account

ISE deployment name
Ise-test

Description

Status
[ Connected

Registered region
us-west-2

Mode
Active
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App configuration

Application status
& Inactive

Instance 0]

() Existing instances (8 New instance
Data scope

Select at least 1 data scope for this application to consume.

Adaptive Network Control (ANC) Configuration
Provides ANC configuration details such as policy name, action type, status, and
MAC address.

Echo Service
Provides a way for the app to check the health of the integration.

Mobile Device Management (MDM)
Provides endpoint details including model, manufacturer, type, compliance, and MAC
address.

Profiler Configuration
Provides ISE profiling policy device details such as ID and name.

RADIUS Authentication Failures
Provides RADIUS protocol failure details such as failure reason, username, NAS NAD
details, authentication details, framed IP address attributes, MAC address, and
calling station ID.

Session Directory
Provides details on session and user group objects which include authenticated user
context, wired and wireless connection type information, posture status, endpoint
profile device, Security Group Tag (SGT), and username.

TrustSec
Covers TrustSec, TrustSec Configuration, and TrustSec SXP topics which include
SGACL, SGT. and SGT bindina information.

Cisco Secure Access TERTD VXA LNAD—REIE—LET,



One-time Password
Generated

Log into your account on the App page and use
this one-time password to add an instance.
Authenticated with App account 7

One-time password
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Home . . .
Cisco integrations

Unlock the full potential of your cybersecurity ecosystem with easy-ta-u
streamline operations, and strengthen your overall security posture,
+ Al Defense

& Securs Access @ Identity Services Engine (ISE)

Metwork security

Plattorm services SE imtegration streamlines SGT deployment, enabling
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— Integrations » ISE integration

Identity Service Engine (ISE)

&> Organization
Organization -

>
amarara .
Qverview
ame dentity Service Engine enables endpoint access control and network device administration for enterprises.
How to setup integration Integration advantages Compatible products
¥ Al Defense Identity Service Engine
= (1SE) Configure the ISE device
[ Secure Access
Activate pxGrid Cloud
H This step requires credentials for ldentity Service Engine (I5E) and the DNA Portal.
as a commaon policy angine,
m Favorites > Log in to Identity Service Engine (ISE) > Administration > peGrid Services = Cllent Management = pxGrid Cloud
Connection, and click “Cennect”. To complete the connection an OTP is required. You need to register (SE as a new
@, Identity Intelligence b product in the DNA Portal to obtain an OTF.
l O platiorm Management > 1.1 Obtain the OTP:

a. Register ISE as a new product by logging into DNA Portal > Left-top menu > Products and Applications > and
click the "Preduct” buttan at the top of the page. In the Product registration drawer add a unique name for your
ISE device, select "ISE™ under type and click the "Reqgister” button.

b. An OTP token will be generated. Copy it and go back to the ISE dashboard, then paste the OTP to establish the
CoORNECtion

1.2 Enable pxGrid Cloud services to allow proper data flow:

@ Navigate 1o Client Management = paGrid Policy, and select the following pxGrid Services: Echo Service,
TrustSec SKP, MOM, TrustSec Configuration, TrustSee, Profile Configuration, ANC Configuration, Radius
Failure, User Defined netwerk, and Session Directory.

b. Go to Administration > Settings > Deployment and click on the configured ISE device. Ensure that pxGrid toggle
and the "Enable pxGrid Cloud™ checkbox are enabled.

Configure the ISE - Security Cloud Control Connector
a Activate Security Cloud in the DNA Portal

a. Log in 1o the DNA Partal and under "My applications® select "Cisco Security Cloud®, Click the "Add” button, then
click the link "Create a new ong” 10 generate an OTP,
b. Save the OTP to use it in the Step 3.
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B® Dashboard Configuration About this integration

I Context Visibility

Registration

4. Operations The integration of peGrid Cloud will take place through your Cisco DNA Portal account
where this 1SE is registered. Manage your ISE registration

i

' Poliay Cisco DMA Portal account Status
] © Registered

4. Administration v
Device name Registered region

Al Work Centers Ise-test us-wesl-2
Description

7 Interactive Help

App configuration
Application stalus
@ Inactive
Instance Q)

(8) Existing instances  (_) New instance

Select instance

150 - TSI

CHa-is0

B3 Adaptive Network Control [ANC) Configuration
Provides ANC conliguration details such as policy name, action type, status, and
MAC address.

10 Application StatusA*connectedIZ 7 V) &L 1=,



App configuration

Application status
& Connected

Instance (@
cea-ige

Data scope

Select at least 1 data scope for this application to consume,

Adaptive Network Control (ANC) Conflguration
Provides ANC configuration detalls such az palicy name, action type, status, and
MAC address,

Echo Service
Provides a way for the app to check the health of the integration.

Mobile Device Management (MDM)
Provides endpoint details including model, manufacturer, type, compliance, and MAC
address.

Prafiler Configuration
Provides |SE profiling policy device details such as 1D and name,

RADIUS Authentication Faillures

Provides RADIUS protocol fallure details such as failure reason, username, NAS NAD
detalls, authentication detalls, framed IP address attributes, MAC address, and
calling station 10.

Session Directory

Provides details on session and user group objects which include authenticated user
context, wired and wireless connection type information, pesture status, endpeint
profila device, Security Group Tag [SGT), and usernama.

TrusiSec
Cowers TrustSec, TrustSec Configuration, and TrusiSec SXP tepics which include
SGACL, SGT, and SGT binding information.

User Defined Networks (UDN)
Allows a user to define their network.

Administration / Integration Catalog
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5% Dashboard

Activated integrations
11 Context Visibility

Status = Logo Integration Type Reglon Provider
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Security Group Tags [SGT) specify the privileges of a traffic source within a trusted network. When you
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