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1. Cisco Secure Access DashboardlC 1/ A LET.

aleafn
cisco

Cisco Secure Access

Emall Address

5 3
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2. Connect > Users, Groups and Endpoint DevicesD JEICEBE L £7,

el Sacure Access

Connect X
a Essentials
Home MNetwork Connections
Users, Groups, and Endpoint
Devices
%

Cannect End User Connectivity

DNS Forwarders
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= Users, Groups, and Endpoint Devices

Provision and manage the authentication of users, oroups, and endpoint dovices, for 920055 Conirol pUTPoses. Help £

Users Groups and Organizational Units Endpoint Devices

BRERE

4. Integrate Directory2 7)Y J ULE T,

= Users and Groups

Configuration Management
Select how you want o connect users 1o Secure Access. Help of

Configurations  Adwvanced Settings  Behaviour analytics

Directories Add users, groups and endpoint devices to Secure Access through a supported IdP. Help 2

TALIKN)DKE

5. Provision Method Tldentity ProviderZz 7)Y 2 L X T,
e IdPT ¢ V2 F Y& : EntralD Integration,
* [Identity Provider: Entra ID (Formerly Azure)] % iBIRL £,
e [Next] ZOVUYOLET,

Integrate Directories

To add users to Secure Access, provision users through one of Secure Access's supported methods. Help o

Provisioning Method
Seloct a provisioning method 1o add users 1o Secure Access

Methods
E——

1] Identity provider(IdP) ® Manual Provisiening r; Active Directory & Google Workspace
Pravision U ups thousgh a suppested Co Sync Google Workspace ident

ties with Secure

Identity provider(1dP)

18P directory name

[ Entra ID Integration

Choose ldentity Provider

| Entra 1D tFormerty Azure) v ]
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= Users and Groups

Entra ID Integration e Fomerty Azure)

Follow the instructions below 1o provision identities 1o this directory. Help 3

Start Provisioning

Proviskoning token

A\, For security reasons, your token will enly be displayed once.
For future reference, copy this token and keep it in a safe place

Token

Provisioning URL

Configure your kP partal

Cancel

N—=02 DERK

Microsoft Entra IDT7 O 3 =Z> 0 %8B ETS

To provision users to Secure Access, you must authenticate 1o your identity provider (I0P). Generate a token and then use

y and save this authentication token. It is required when configuring your P,

7 Copy token

F Copy URL

t and the listed provisioning URL te provision users through your IdP. Help .3
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https://entra.microsoft.com/

Microsoft Entra admin center £ Search resources, services, and do

Home : Enterprise applications

ﬁ Home
zzz Enterprise applications | All applications

[=[=i=|
it = Mew application () Refresh

0 Agent ID (Preview) has been mowv

" Entra agents

W Favorites ~ Overview

O overview

@ EntralD ~ _
# Diagnose and solve problems

View, filter, and search applications in

Overview

Manage The list of applications that are maint:

Users

All applications

A Search by application name, appl

& U i )
Devices SErserings MName T,  ObjectID

o Groups £ Private Metwork connectors
e

B9 app launchers
le=]

Agent ID (Preview)

Custom authentication extensions

@ Enterprise apps *
Security
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. Entra App Gallery TCisco User Management for Secure AccessZ#RkL . CreateZ v ¥
LET,

Home Enterprise applications | All applications » Microsoft Entra + Enterprise applications | All applications Cisco User Management for Secure Access w

Browse Microsoft Entra App Gallery
A Got teedback?

t Create your own application | 5 Got feedback?
Logo (0 Name * (0}
The Microsaft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (350) and automated user provisioning. 'When deploying Ciseo User Mansgement for Secure Access
users mode securely to their apps. Browse of creste your own spplication bere. If you are wanting to publish an applcation you have developed into the Microsoft Entra App Gallery

i this article. Publisher (3 Provisicning ()
@ Cisco Systems, Inc. Automatic provisioning

A AE00 user management . Single Sign-on - All User Account Management : All Categaries : All Risk Score - All Security supponed
. . oni
D) Federated 350 (@ Provisionin
9 * . Single Sign-On Mode URL @
Linked Sign-on WNWCHCO.00M

Showing 25 of 25 results

Cisco's $5E solution offers cybersecurity protection which enables
IS0 Manager - admins to sutomatscally impornt users and groups to SSE, simplstying

Cisco User Management IST Management
i3 & 53 Manager the process for user provisioning and management.

for Secure Access ‘ 57 Mansgemrent Seriices

Cisco Systems, Inc
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Risk score not available Risk score not availabile Risk sgore not availabile [

1 Fisk score for this application is unavailable.
'GCS Risk Management Facts Management Fusion5 HR Management

GOS R Heret FusionS Australis
‘ i A

Risk Management

\

Risk score not available Risk score not available Risk score not available [
Score: N/A

My number management Money Management Brittan Management General Risk Factors
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4. Users and Groups > Add user/group® JEICEEIL £,

2a Cisco User Management for Secure Access | Users and groups

Enterprise Application

& -I— Add user/groupf§ ¢ ? Edit ass gnment i Remove assignment :E_'__ !
A

i Overview

Deployment Plan (i) The application will appear for assigned users within My Apps. Set 'visible to us

7 Diagnose and solve problems

Assign users and groups to app-reles for your application here. To create new z
Manage

Il Propertics 2 First 200 shown, search all users & groups

b Owners .
Display name

4. Roles and administrators

23 Users and groups Mo application assignments found
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5. Cisco Secure Accessic 77O a_—_> 923 1—Y/J)I—7"%%v) H T, Select,
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Home > Enterprise applications | All applications > Cisco User Managemer UserS and groups

Add Assignment

MSFT

(© Try changing or adding filters if you don't see what you're looking

A When you assign a group to an application, only users directly in the group will have
does not cascade to nested groups.
Search

|ﬁ I
2 results found

Users and groups
All Users Agent users Groups

2 groups selected.

Select a role

Name Type

IT-Cloud-Admins Group

v IT-Admins Group
o
@

= [e=m
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Home Enterprise applications | All applications

FH Cisco User Management for Secure Access | Overview

Enterprice Application

- a .
H overview Properties
m Deployment Plan = Name ()
-~ @
{ B
X Diagnose and solve problems cw [ Cisco User Management for.. [ |
- Application ID @
nage
[ dde3adib-bras-afcs-gaeb-.. [ |
Il Properties obiectip ©
e O]
& Owners [2d3144-3d65-4235-9bde-~.. b |

& Roles and administrators .
Getting Started
&k Users and groups

3 single sign-on

- 1. Assign users and groups @ 2. Set up single sign on g_') 3. Provision User Accounts
© Self-service Provide specific users and groups access Enable users to sign into their application Automatically create and delete user

te the applications using their Microsoft Entra credentials accounts in the application

rs and groups Get started Get started
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7. OverviewZ 7 U Y 2 L TH S, New ConfiguratonZ2 )Y I LET,

Home » Enterprise applications | All applications

v Cisco User Management for Secure Access |

& + Mew configuration > Start provisi

. Provision on demand (D) This is a new version of the provisioning
Manage Get started
HMRRE
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Home » Enterprise applications | Al applications » Cisco User Management for Secure Access | Overview o
@ Provisioning test connection

New provisioning configuration

Mlicrosodt Entra ID

A7 Got feedback?

(D) This is a new version of the provisioning user experience. You can peovide us feedback and Sugaestions on the new user
experience using the “Got feedback” button. (Eck heve 10 switc] he leaRdy SIRtritns,

Create a provisioning configura

n by completing the setup below. You can edit attnbute mappings, scoping rules, and
other settings later in the set e 2

Admin credentials

T Secure Adcess', A successhul test connection

Create automatic provisioning configuration for: ‘Cisco User Managemen
may be requined 10 proceed.

Tenant URL (0 *
hitps://apasse. ciscocomyidentity,/v2/scim

Secret token

Mext steps:

Adfter creating your configuration with default parameters, you will be taken to the configuration detasls page to manage

advanced settings.

Cancel

9. Overview > Start Provisioning® JEI- BB L £ 3

New provisioning configuration

Home  Enterprise applications | All applications * Cisco User Management for Secure Access | Ow

(i Cisco User Management for Secure Access | Overview

==s Start provisioning

ing ' Restart provisioning  [8] Delete configuration () Refresh A7 Got feedback?

tart provi

() This is a new versicn of the provisioning user experience. ¥ou can prowide us feedbaci and suggestions on the Pew user experience using the “Got feedback” buston. ¢ the keopcy experience,

Py Provision on demand

Manage Gat started Overview Proparties
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« Connect > Users, Groups and Endpoint DevicesD JEICEEL £ 9,

el Sacure Access

— Connect X
a Essentials
Home Network Connections
Users, Groups, and Endpoint
Devices
¥
Connect End User Connectivity

DMS Forwarders

CRAQI1—HETI—T

- [Users] 22 )Y OLET,
Users 1 Groups and Organizational Units 5 Endpoint Devices 2

Users

Manage your organization’s users and their devices connections and enroliments. To add users, go to Configuration management > Integrate directories

At any time, you can disconnect or unenroll a user’s device. Help (7

_—
Q. Ssearch Entra ID3) ~ Directory v ] [ Risk Alert ~ ] [ Trust Level v 2 results

Name Risk Alerts @ User Principal Name (UPN) Auth Property Source Directory Trust Level ®
Josue - Entra ID Entra ID -

Integration
Test User o Entra ID Entra ID -

Integration

CSATO 11— DR

 Groups and Organizational UnitsZ22 1Y J L &9,



Users 1 Groups and Organizational Units 5 Endpoint Devices 2

5 Groups om (0] Organizational Units

}e

Groups and Organizational Units

Manage your organization's groups and Organizational Units. To add new groups or OUs, go to Configuration management > Integrate ¢

[ Q. Search ] [ Type v ] [ Source v ] [ Entra ID Integration() ~~ ] 2 results
Name Type Source Directory
IT-Admins @ Groups Entra ID Entra ID Integration
IT-Cloud-Admins 2 Groups Entra ID Entra ID Integration

CATO I I —7T DrER

I NUIDOHERE

+ Enterprise AppsD JEICFE) L . Cisco User Management for Secure AccessZ 2 1) Y U L&
I,

a
v 3 MNew provisioning configuration @ Cisco User Management for Secure Acce
f Home . . .
=== Enterprise applications | All applications
& Entra agents WEE s
4 = MNew application O Refresh < Download
% Favorites N Overview
i o Agent ID (Preview) has been moved to the Agent |
D overview
& EntralD o~ )
#. Diagnose and solve problems
) View, filter, and search applications in your organizatic
@ Overview y
anage The list of applications that are maintained by your or
R users g2 All applications
. ] | ' cisco user management
A®  Groups £ Private Network connectors
1 application found
AF User settings
&1 Devices 9 Name
BH App launchers L
B AgentID (Preview) ) % Cisco User Management for Secure Access
! Custom authentication extensions

@ Enterprise apps *
Security



EntraT DR

* ProvisioningZ 2 )Y L&Y,

» v » » ¢ » Enterprise applications | All applications » Cisco User Management for Secure Access

ﬁ Home
gz Cisco User Management for Secure Access | Overview

& Entm agents I Enterprise Application

L

% Favorites e # Overview s Properties
Deployment Flan

2 EntralD ~ ) NaTne ©
#< Diagnose and solve problems | Cisco User Management for.. [ |

@ overview Application ID O
Manage

| 7ce5ac74-6f0f-4a69-8d54-a.. [ |
2 Users Il Properties Objectid @
A Groups 48 Owners | 6c110422-6083-4002-90b3-... I |
i & Roles and administrators .

& Devices Getting Started
&8 Users and groups

B Agent ID (Preview)

. ] Single sign-on
| @ Enterprise apps * & 1. Assign users and groups .
. . G Self-service Provide specific users and groups access
B App registrations to the applications
% Roles & admi Custom security attributes Assign users and groups
es & admins

I NUIDORER

s Overviewz 7 JUY O LET,



«++ > > » > New provisioning configuration > Cisco User Management for Secure Access | Overview » Enterprise applications | All applications

o Cisco User Management for Secure Access | Overview

Qverview

P Provision on demand

Manage

& Connectivity

#  Provisioning

[ Attribute mapping {Preview)
A& Users and groups

Expression builder
Monitor
M Provisioning logs

EH Audit logs

[> start provisioning |l Pause provisioning ¢ Restart provisioning li] Delete configuration () Refrest

@ This is a new version of the provisioning user experience. You can provide us feedback and suggestions on the new user

Get started Overview Properties

Basic information

Name Cisco User Management for Secure Access

Service principal object id

Job ID Iy
Last cycle completed time 3/18/2026, 10:27:27 AM

Current cycle status

@ Insights

Troubleshoot

8 New support request

Current cycle status: Incremental sync completed > Provisioning details

100% completed
GROUP USER
2 2

Entrach 7O a Z>J0mER

« Provisioning logsZz 2 )Y VL& T,

was 3 3 3 3 3 3 > o Appregistrations

> Enterprise applications | All applications

» Cisco User Management for Secure Access | Overview > App registrations * Enterprise applicat

& Cisco User Management for Secure Access | Provisioning logs

« L pownload v () Refresh 53 Manage view

£’ Got feedback?

0 overview
A, provision on demand A Search Identity ¥ Add filter
Manage Show dates as: Local Date range: Last 24 hours Action: All Status: All
& Connectivity
) Provisioning Date | Identity Action Source system
Attribute mapping (Preview) 3/18/26, 8:32:41 AM Display name IT-Admins Update Microsoft Entra ID
22 Users and groups
B Expression builder 3/18/26, 8:32:41 AM Display name IT-Cloud-Admins Update Microsoft Entra ID
Maonitor
g logs 3/18/26, 8:32:39 AM Displav name IT-Admins Create Microsoft Entra ID

E Auditlogs
@ insights 3/18/26, 8:32:39 AM Display name IT-Cloud-Admins Create Microsoft Entra ID
Troubleshoot

3/18/26, 8:32:37 AM Display name Test User Create Microsoft Entra ID
& New support request

3/18/26, 8:32:37 AM Display name Josue Create Microsoft Entra ID
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