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Endpoint Connection Methods

Specify the ways user endpoints can reach this resounce. Later, sccess rules will determine which users and devices can access the resource.

Branch Connections

low u:

red devices on the network, such as printers or idasks, to connect to this resource if alowed rules

B Zero-trust connections

Al endpoints 1o conng

e Trom cutsicl YOUF network withou

Help o

@D ceem-tased connoction

Allow ns from endpoints that have the Secure alled. Enable this option for maximum control aver endgeint security requirements
[Enforcemant points

Cleud-enty

Cloud ¢ Local [Univarsal Zars Trast Enforcement point for Remate and Local Users

Accass]

Remote uses
Local-caly
a Secure Access Private Resource
Cloud
User ina

trusted network

[o>!

(o) 2
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Secure Access ED T SAR—KNTOEA%Z, IZN—HIIZTARFEZHR 1—HICLDTIEALE
BRAXSICHRELET (T7ZFIEM ). HHICOVTERE, "TZSAXR=—KNTIEZIN—I, &5
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1. Secure > Access PolicyD JEIZBE L £7,

" ~ 3 a I
ecurity Cloud Control b ' 2) Jalicishan Yaday

Sec *
ecure I Rule Defaults and Global Settings

&> Organization Pollc

Access Policy o

Data Loss Prevention Policy

Cisco-jaiyadav 5

Platform menu

Secure Ac o ™ v Add Rule
Profiles
Endpaint Posture Profies
T Home
IPS Profiles @ Custemize view
& Experience Insights > .
Security Profiles : o . )
Access Action Sources Destinations Security Hits: Status
% Connoct 2 App Risk Prafiles .
=  Resources 3 low Private ) Allow Any A Users AD-Server 82 (]
Sattings
Threat Categories p
& Allow Any AD Usars ES0 -]
& Monitor » Hatification Pages
o Admin ) Do Not Decrynt Lists §-Allow Private @ Allow Any AD Usars InfernallHs @ o

Cedtilicates
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2. AddRuleZ® 2 1) Y 2 L. Private AccessZiEIRL £,
IL=ILOLEEBIZE, I—IOEREFAIAR—F NEHATIENNIRTRIENET,

Access Policy

Internet access rules apply to traffic to public internet sites from devices that are on your network or that your
organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal netwaork. Secure Access applies the first rule in the list that matches traffic. Help £

Q. Search by rule name

] [ =ment v ] [ = objects v | [ = settings ~ |

[ Rule Defaults and Global Settings ]

Add Rule -~

Private Access

Control and secure access to resources and

2 Rules
applications that cannot be accessed by the
general public.
D # O Rule name: Access Action Sources Destinations Securil
Internet Access
O 1 BlockPage-TEST Lol @ Block Any (2 @ Control and secure access to public
) destinations from within your network and
(] 2 RAVPN-Allow ot ©@ allow Any AD Users Any B | from managed devices
Rows per page | 100 ~ ] 1-20f 2 E]
— 7 . 7 7 ° ~ B
CFITTIOECRA TV EARIZ—DRE
Y
3. )—ILEDEM
Add AD-RDP-Allow
Create a rule to control and secure access to specified private applications and other
destinations on your network. For an end-to-end guide to completing prerequisites and
configuring a rule, see Help 3
(} Rule is enabled Logging is enabled Edit
Summary ~
Sources @ Destinations
Any Allow Any private destination
Rule name Rule order
(‘3o-rop-Aton G ]
o Specify Access
Specify which users and endpoints can access which resources, Help [
Action
@ Allow Block
Allow specified traffic if security requirements Block spacified traffic.
Ale st
Fram To
=) 1 ]
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Rule name Rule order

[ Ao-rOP-Atlow ][ ~]

o Specify Access

Specify which users and endpoints can access which resources. Help £

Action

@ Allow @ Block

Allow specified traffic if security requirements Block specified traffic.
Ace et
From Te
Spicify ong of Mork Sources. Specify ong of more destinations,
AD Users sAny AD Users % @ Private Resources « AD=Server X ®

tFIATTOERR : TORARIS—DRE
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Endpoint Requirements

For zero-trust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help 3

E] Zero-Trust Client-based Posture Profile  fuie Defauits
Requirements for end-user devices on which the Cisco Secure Client is installed.

Profile: Nonme | Requirements: None hd

Private Resources: AD-Server

For Branch connections:
=i Endpoint device posture is not evaluated for endpoints connecting to thesa resources from a branch network.

User Authentication Requirements

(D) Zero Trust Access: User Authentication Interval  Rule Defaults (D visabled

Frequency with which end users verify their identity, in order to connect to any private resource using client-based zero trust access.
When disabled, users are not prompted to re-authenticate to the network. Help

@ Configure Security

Configure security requirements that must be met before traffic is allowed. Help 3

Cancel | B
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(©) Specify Access

Specily which users and endpeints can access which resources. Help 3

a Configure Security

Configure sacurity requirements that must be met before traffic iz alliowed. Help [

Intrusion Prevention (IPS)  Rule Defaults {l Disabled

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help (§

Security Profile  Rule Dofaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access | File Inspection: Enabled | File Type Blocking: Disabled

Cancel m
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Access policy Ty

Internat beeess rules SpRly B LA bo pubbe intarmat 1ites 119M Geviced tht BTe o YOUP NATWEIK of that yeur
erganization mansges. Private sceass milss 3pply 16 usens a so8 SECOELInG Spplicalione ard othar resources o
o Intamal network. Secure Access appias tha first rula in the Est that matchas traffic. Help [

s ()
O #0  Rulename Access Action Sources Destinations Security Hits Status
O 1 AD-RDP-Allow Privase (=T Any AD Users AD-Server & . -1 ‘
O 2 BlockPage-TEST Intemer @ Bieck Any Genrative A & . -]
0 3 RAVPH-Allow Inteemet @ Ailow Any AD Users Ay 26 4927 -]
Rows por page WO— +ael3 € [3 »

Default Access Rules @

Bl namse Action Sources Destinatiens Security Pasture

For all private access @ ok Amy Ay private destination

For all inlerne? access & niow Ay Ay Internet destination
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i»

‘e
Experience
Insights

End User Connectivity

End user cannectivity lets you define how yeur cganization's traffic is stesred from
endpoints to Secure Access or 1o the intemet. m (L

Zera Trust Access Virtual Private Network Internet Security

Enroliment methods

Belore ugers can ecess resources using cliant-based Zore Trust Access, their endpoint devices must be enrclied.
Manage enrcliment methods for your crganization hare. Help 7

Windows and macOS devi ol uting: | 850

A uaing 550 ieation oly,

Zero Trust Access Profiles

Manage Zero Trust Access [ZTA) prafiles, which allow you to add usérs and groups 1o unique traffic stesring configuiations for client-based ZTA
#  Name Secure Private Access Securaintemet Access

l.&.clmwunlﬂul] [Hmmm v

—
+ ZTA Proff
[ —

. Help 2

Users & Groups Last Used

EXI1TTORR-ZTAZO774)

2. T TAR—KNUY—ADEM

i»

Expirisnce
Insights

L}

© End User Connesctivity

Create profile

For Zero Trust add ta which a se1 of users and groups can be steered, Help £
ZTA profile name Priority Traffic Steering Limits ©
[ ZTARrofile ] [ 1. Cusrrent peofile |

05 Sk Android 10k macOS/Windows 100k

Secure Private Access
o Secure Private Access
O Destinatizng Add the private destinatlons and private resources to which a set of users and groups can be stearnd, Help
2 Secure Internel Access Traffic Steering  Options

3  Users and Groups
e

Destinations & Private Resources

(Fomtion =)

Private Rescurce
Destinations  Modified

© “rpoasseciscotest

EXITTORARA-ZTAZ7O774)

Audd private hat are i
1 Feb 22,2023 for chient-based Zero Trust Access.

Add Destination

il that are not condigs
a5 private resources that user traffic can
access during Zero Trust Access,




Add private resources

Salact private ressurcas that are configured Tor cliant-based Zars Tresl ASCeds. You ¢an 309 Up 10 100 pivate ressurces 5 & time,

[Private Resource
x

O LAB-InsideNetwork (10.10:10.0/24, taciab com)

[ LAB Management [152.168.1.0/24)

[0 DMS-Mgma (192188120

O InternalDNS (10101020, 192.168:1.20)
B AD-Server (1010.10.20, ad.csalocal)

O Router1 (104090401, router] tacksb local)

[0 Rowter2 (101010402, router2 csaocal)

EXIATTORA-ZTAZO774)

3. A—H¥—&JI—7nEM

= “ End User Cannsctivity
Create profile
= For Zero Trust Accoss add the o which a set of users and groups can be stecred. Help 3
Home
ZTA prafile name Priarity Traffic Steering Limits.
r
e l ETAprafie ] [ 1. Gurment profie I05 Sk Android 10k macOSWindows 100k
Expatience
Insights
"
@ Users and Groups
2 Destinatieng Add a 5ot of users and groups that will be sieered to varous destinations added to this ZTA profile
- Secure Internet Accuss
= @ Users ©  Groups O
Resou et —

©) users and Groups |

0 e ] T

Hame Email Type Users




ZTA profile name [Priority

ZTAPrafile 1. Current prafile

Traffic Steering Limits ©

05 Sk Android 10k macOS/Windows 100k

@ Secure Private Access Usors and Groups
~ 2 Destinations

() Secure Internet Access

Add a set of users and groups that will be steered to vario

us destinations added to this ZTA profile

Users 1 Groups @
o Users and Groups
=+ Users and Groups
MHame Email Type Users
|y (jayi@csa.local) lay@gmail.com £ User

X1 TFTORA-ZTAZ7O0774)

S

Rows per page

o) E2
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%) Remote Desktop Connection = x

4| Remote Desktop
~>¢ Connection

Computer: ad.csalocal

Uszername: csa‘jay

You will be asked for credentials when you connect.

'&, Show Options Connect Help

== Windows Security

Enter your credentials

These credentials will be used to connect to ad.csa.local.

jay
Password

Passwaord

csaljay

Remember me
More choices

OK Cancel

FIAT7BTIOEA-PRTAL

IP7 RLAZEALTPRICTVEALET

9 Cisco Secure Client = *

Connect

Zero Trust Access:
Zero Trust Access is active,

Umbrella:

Umbrella is inactive,

Service Unavailable.

aalnaaln
cieco



¥} Remote Desktop Connection = 4

Remote Desktop
Connection

Computer: 10.10.10.20

Username: csa‘jay

You will be asked for credentials when you connect.

C, Showe Optio... Connect Help

@ Windows security w | 69 Cisco Secure Client = X

Enter your credentials Ready to connect.

These credentials will be used to connect to 10.10.10.20. |

jay
Password Zero Trust Access:
Zero Trust Access is active.
Password
csakjay

| | Remember me
::] Umbrella:

Umbrella is inactive.

Service Unavailable,

Mare choices

0K Cancel

& @ -l
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L) )
ACtIVIty Search =) = B LasT 24 HOURS
Schedule  Export CSV
Q, Search by domain, identity, or URL Advanced CLEAR Saved Searches - & Customize Columns ZTA Client-based ~
IPADDRESS ~ 10.10.10.20 X RESPONSE  Allowed X Restore to default layout

O Seaeth finars 3 Total &) Viewing activity from Jan 11, 2026 4:4% AM 10 Jan 12, 2026 4:49 AM Page: 1 ~ Resultsperpege: 50 = 1-30f3
Response Saloct Al Request Sauree Rule Identity @ Destination Destination IP Destination Port  Action ResourcefApplica %
B O Allowed
e Sot B Advanced L jay jay@esatocal) L jay (ay@csalocal) adesaloeal  101010.20:3389 3389 © Allowed  AD-Server

oCk
L jay ay@ecsalocall L jay ay@csalocall adcsalocal  101010.20:3389 3389 © Allowed  AD-Server

Identity Type Salect Al L joy llay@csalocall L jay ljay@csadocall adcsadocal  101010.20:3380 3389 ® Allowed  AD-Server
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Activity Search @ © M LasT 24 HoURS 7

Schedule  Export CSW

Q. Search by domain, identity, or URL Advanced CLEAR Saved Searches » @@ Customize Columns ZTA Client-based ~
P ADDRESS  10.10.10.20 X PORT 3389 X Restore to previous state ~
- 3Total () WViewing activity from Jan 11, 2026 4:53 AM 1o Jan 12, 2026 4:53 AM Event Details w
Page: 1 ~ Resuitsperpage: 50 - 1-30of3 Identity
Response Solect All
A jay (jay@csalocal)
O Allowed £ Advanced Requaost Source Action Dastination Dastination IP Dastination >
[] @ Blocked Wint
4 joy (ay@csalocal) @ Alowed  ad.csadocal  101010.20:3389 3389 s+ Rule Name
AD-RDP-Allow
Identity Type Select All ITA CLIENT-BASED L jay Gay@csalocal) @ Allowed adesalocal  101010.20:3389 3389
RessurcafApplieation
[ & AD Users L jay (ay@csalocal) @ Alowed ad.csalocal  101010.20:3389 3389 AD-Server
] as AD Groups
5 R0 0men ol
[ '@ SAML Users u e
Trusted Network
No Match
Enforced By Select All
Enforcement Point
Secure Actess Cloud Secure Access Cloud
O FD
Destination
] Umbrella Cloud ad.csa.local
Dastination IP
1010.10.20

Page: 1 ~  Results per page: 50 « 1-30f3
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.
Activity Search OO E—

Schedule  Export C5V

@, Search by domain, identity, or URL Advanced = CLEAR Saved Searches ~ BB Customize Columns ZTA Clhent-based ~
PADDRESS  10.10.10.20 X Restore to default layout =
@ Search fitters | 9 Total ) Wiowing activity from Jan 11, 2026 551 AM ta Jan 12, 2026 5:51 AM Page: 1 ~ FResutsperpage: 50 ~ 1-9o0f9
Response Sadect All Rogquest Source Astion Drestination Destination Destination Port  Resour f Zoro Trust oF ¥
) @ Allowed
et © Advanced EEENITETE L jayay@csalocal) @ Alowed 10101020 10101020:3288 3388 AD-Sarver Default ZTA Profile AD-ROP-Mllow L+ win
CEIEEED L jayleyBesalocal)  © Alowed 10101020 10010203388 3389 AD-Sarver Default 2TA Profile AD-ROP-Allew L win
Identity Type sencrsn (LTI L jayOoy@csadecal) @ Alowed  adesadocal  10001020:3388 3389 AD-Sarver Detault ZTA Profile AD-RDP-Allow b+ win
A AD Users EXTEET L jaylay@csadocal) @ Allowed 10000020 100010.20:3380 3380 AD-Server Cefault ZTA Prafile AD-RDP-Allow L+ win

0w AP Frrusne
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Activity Search

—
Schedule

Export G5V

B LasT 24 HOURS ™

FILTERS Q, Search by domain, identi URL Advanced = CLEAR Saved Searches BB Customize Columns ZTA Client-based -
1P ADDRESS: 10.10.10.20 = Restore to default layout =
a Searchf 8 Taotal &) Viewing activity from Jan 11, 2026 5:51 AM to Jan 12, 2026 551 AM  Page: 1~ Resultsperpage: S50 ~ 1 -9cof8 Event Details *
Response R 1 5 Act = = N Action
— hoquos Source
Select All @ Allowed
© Allowed © agvanced
s L joy (jay@esalocal) @ Alowed 10101020  101010.20:3389 3288 AD-Sarver Block Reason
@ Blocked _
A joy (oy@csalocal) @ Allowed 10107020  I0I000.20:3389 3386 AD-Sarver
Connection Mathod
Identity Type Select All A juy (sy@esalocal) @ Alowed  sd.esaloesl  101010.20:3389 3380 AD-Sarver s ZTA Client-based
4 AD Users EXEEETER L oy lay@csalocall @ Alowed 10101020 101000.20:3389 3388 AD-Sarver e Time
@ AD Groups Jan 12, 2026 5:51 AM
AD Dowicas L joy lay@esalocall @ Mowed  adecsalocal  101010.20:3389 3388 AD-Sarver
© SAML Users ZTA ELIENT-BASED L jay ljay@osalocal) @ Alowed  adcsalocal  101010.20:3389 3388 AD-Server ~.- MAecess details
AL jay lay@esalocall @ Alowed  ad.csalocal  101010.30:3389 3388 dentity
Enforced By Select Al L jay (jay@csalocal)
L jay (ay@csaiocal) @ Allowed  ad.csalocal  I01010.20:3389 3389 AD-Sarver
Secura Access Cloud Winl
FTD A oy ay@esalocal) @ Allowed  adicsalocal  1010U0.20:3389 3366 AD-Sarvar
Rule Name
Umbreta Cloud i
AD-RDP-Allow
Ros: I Appl
AD-Server
Zero Trust Accass Profile
Default ZTA Profile
Trusted Network
No Match
Enforcement Paint
Secure Access Cloud
Destination
10.1010.20
Destination IP
N 7An74 77 — —
EXITT7IORARA-TIVTAETARER
=+ ’r o~ I\ ﬁEE}J
3. FMC##t 1M R N DOHERR
Events Troutdeshooting
) * Destination Port [ ICMP Code 3380 +
wr % y L 7 events
Sourco Port]  Destinatisn .
Ti A [ il hon 1P A Il
me Event Type etion Reason Source Destination 1EMD Type Port [ IEMP... Web Application ccess Control Rule +N
> M026-01-12 00:51:24 4 Connaction Fastpath 100112.20.48 10.000.20 17674 | tep 3380/ tep *
3 2026-01-12 005120 4 Connaction Fastpath 10012.20.48 10.3010.20 47021/ tep 3380 tep ¢
3 2026-01-12 00:51:18 % Connection Fastpath 100112.20.48 10.10.10.20 &IN2 tep 3380/ tcp *
> 2026-01-12 00:d8:24 5 Connastion Fastpath 100122048 10.10.10,20 50756 | top 3369 ) top ¢
¥ 2026-01-12 00:42:34 5 Connection Fastpath 100127218 10.10:90.20 60548 | tcp 3388 | 1cp #
¥ 0Z6-01-12 0001521 4 Connaction Fastpath 10027206 10.0000.20 40660 | icp 3389/ tcp #
> 2026-01-12 0045 4 Connaction Fastpath 10027206 10.300.20 A4T62 1cp 3389/ tep &

FMCH##e 1 X2 b
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Secure Access

IPsec
Private/Cloud Apps
ZTA Client Inside
Remote User App Dat 10.10.10.1 _|
jay@csa.local a
router1.csa.local
10.10.10.101

AZN—HIZTA-TARNT—AO MRO>

FIE1: €F21TTIOEATOTSAR—RNIY—ADESR

V70 RZERALVLEEONZARNT I RAZTABREARTNAABHTT IV EATEDLSIC,
TZAR—RNIY—RAZRELET,

1. Resources > Destinations > Private Resources®D JEICEE L. +tAddZ 2 Y 2L ET,

aliaalis
I

Security Cloud Control ] 1 T A O @ 0 O Jaikishan Yaday - 533

= Resources

Oiganization ks, or subnets that your organization controls access to. You must configure a private resource if you plan 1o allow end users 1o connect to the resounce using zero-rust
il e i Sources and destinations
sco-jaiy

Internal Matworks.

rce Groups
+ Platfarm menu Metwadk Devices
SRELEE Registered Netwarks

Roaming Devices
P Last 24 Hours
Haoma Sarvice Account Exception .

»  Expevience Insights » Secwity Group Tags | W ~ | 5 Private Résources + Add

e t SDWAN Service VPN IDs
- onnec

Network and Service Objects 4 Private Resource Group ConnectionMethad  Connector Groups  Accessed by Rules Total Requests

pstinati . Clent-| - 0 2 0
) Secure 3 Destinations based ZTA

imernet and Saas Resources

4 Mondtor > )
Frivate Resource = - Chent-based ZTA 1 L] 2 <
>

Settings

N - o z o
AR Servers Clirl-Basad ZTA

DHE Servers
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2. T7Z24R=K DY=RZ, L, VIY—ADDAYRTVEBZASDLET, HAICDOWVT
&, VY—ADBRPVY —AFMBEDBRBZEDBTREZREIDCLZHBHOLET,

Add a Private Resource

3.7 EARATBTSARK—KNIY—ADFQDNEZADLET, £, T7SAIR—KJUY—AD
IP7PRLAZERTBDEETEET, HMICHOVTRE., "TZ7SAXR—RNYY—ZADEN, 25
BLTLEEL,

4. RXA 2 Z BRI DNEDNSY —/N—ZFRL KT

Private resource address

Define how the peivate resource will connect to appications through Secure Access.

Intermnally reachable address (FODN, Wildeard FODN, IPvd, IPvE, CIDR] © Protocol Part [ Ranges
L 1 Ary TCP 22 &
Remave
||||||||| )y reachable address (FODN, Wildcard FODN, [P, IPvE, CIDR) ocol Fart [ Range
v TCP " + Protocol & P
m. JFQD
Usa internal DNS sarver to resolve the demain rataON:
Internal DNS Server

PrivateDNS (100010.20)

5. T2 RRA 2 MEREHFEDRER

6. O—AIIBFIRA NELTFTDEZERLET,
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Endpoint Connection Methods

Specify the ways user endpeints can reach this resource. Later, sccess rules will dedarming which wsers and devices can access the nesournce.

Enforeement point for Remote User

Remote user Local Firewall Private Rescurce

Local-only vin Inbaenat
L o -
o

Enforcamant point for Local user

¥ in @ trusted Local Firgwall Private Resource

Internal remate addresses are visible on end-user devices. If you want an address 1o be hidden, use an extemal address.

Chang th remotely rachable sedresses

- = -

A EBRIDBEROZAT (IPTRLAFRERFEIPTRLA)ICHLUT, COEBEICKY)
PRAFTDICEBMICEEN TS, RUZ—OBAAN NI A —ETIET,

7. "RELEOVVYIOLET,
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Secure Access LD T TAR—KNTIOEA%Z, IZN—YIIZTARFEEZA I —HICLBDTIEAL
BBAESICERELET (F7ZIN), FHICOVWTR., "ZFAXR=—RNTIOEZIN—I), %5
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1. Secure > Access PolicyD JEIZBE L £,
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&>  Organization
Cisco-jaiyadav >

Platform menu

Data Loss Prevention Palicy

Secure Access

Profiles
Endpaint Pastine Profdes
2 Home .
IP3 Profiles
»  Experience insights »
- ¥ Security Profiles
& Connact * App Rigk Profiles
= Resources H
Santings
o Monitar » Notification Pages
P Do Mot Decrypt Lists
lo Admin » ¥RULE

Cedtificates

[ Rule Defaults and Glabal Settings

Add Rule

B Customize view

Access Action Sources Destinations Security Hits Status
low Private & Allow Ay AD Users AD-Server B2 ]
Peivate @ Allow Any AD Usars s L]
5-Allow Private @ Alow Any AD Users IntemalNs o

tF1TT7OER  TZ7AR=—NIY—-ADEE

2.AddRuleZz 2 1) Y 2 L. Private AccessZiZiRL £,

L=ILoLEEFCE. L—ILDFK

Access Policy

Internet access rules apply to traffic to public internet sites from devices that are on your netwaork or that your

organization manages. Private access rules apply to users and devices accessing applications and other resources on

BHRAVR—F NEFHATEIENIRRIENET,

[ Rule Dafaults and Global Settings ]

your internal network. Secure Access applies the first rule in the list that matches traffic. Help
r .
] = Inte 8 Add Ruls
Private Access
3 Rules CunEmI fand' secure access to resources and
applications that cannot be accessed by the
; general public.
_] [ 1] Rule name Acecess Action Sources Destinations Security
— Internet Access
| -RDP- )] - &
U 1 AD-RDP-Allow Private (=) Allow Any AD Usors AD=Server 1) Control and secure access 1o public
P _ destinations from within your network and
L ] 2 BlockPage-TEST Intarmnat @ Block Any Generative A... = from managed devices
[0 3 RAVPN-Allow Intermat @ alow Any AD Usars Any 4.2k (-]
Rows per page | 100 ~ 1-3of3 @
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Add Router1-SSH

Create a rule 1o conired and secure sccess to specified private applications and other
destinations on your network, For an d guide ta completing prerequisites and
configuing a rule, see Help 7

@D Rule is enabled Logging is enabled Edit

Summary -~

Sources @ Destinations
KD Users « Amy AD Users. Allow e Any private destination

Rube name (T Rule order

[ Routort-s51 ) b

o Specify Access
Specity which users and endpoints can access which resources. Help O
Action

@ Allow @ Block

Aligw specified tratfic if security reguirements are met. Block specified traffic.

tFIATTOERR : TORARIS —DRE

4 N—ILnBEERL, V-ALREZRRLKXT

Rule name {0 Rule order

[noumn-ssn-c ] [1 2 J

o Specify Access

Specify which users and endpoints can access which rescurces. Help O

Agtion

@ Allow ) Block

Abgw spacified iraffis if pecurity requirements ane mat Diock ipecified tralfic,
From Ta
Specify one or mor sources. Spacily ore or maca destinations.
AD Usors <Ay AD Users = @ Privat Resowces «Router] = &

tF1TTIOER  TOERARIS—DORE
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Endpeint Requirements

For zero-1rust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help C

[] Zero-Trust Client-based Posture Profile  Rule Defautts
Requiramants for and-user devices on which the Ciszo Secure Client is installed,
~  Praofils: Mona | Requiremants: Moo

Private Resources: Router-1

For Branch connections:
ﬂ Endipaint dendce posture is not evaluated for endpoints connecting to these resources from a branch network.

User Authentication Requirements

() Zero Trust Access: User Authentication Interval  Rule Defasits.

Frequency with which end users verily their identity, in order to connect to any private resource using client-based zero trust access,
When disabled, users are not prompted to re-authenticate 10 the netwerk, Help

C"mw|

@ Configure Security
Canfigirs SHCUrity FqUENTBNLS hAL Mt ba mat bafars raific i slowsd, Help

Cancel

tF1TTOER TIORARIZ—0

)lallll
Fit

6. ¥ 1T 1 DKE

(©) Specify Access

Spacily whith usérs and Endpeints can 50888 which resources. Help

Configure Security

Gonfigure sacurity requirements that must be met before traffic is aslowed. Help

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention systam. Help .7

Security Profile  Rule Defaults
The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel

tFXF1TTOER  TIORARIZ—0

)lallll
Fit

7.Savez V)Y OLZETY,

(I Dpisabled

Save



Access Policy

S —
FRube Defaults and Global Settings

() Lo Fule name Accoss Aetion Sources Dastinations Saocurity Hits. Status
[ 1 Boiter]-SSH Private @ Allgw Any AD Users Rouber t - [-] |
2 AD-RDP-Allow Privata @ Atow Any AD Usors A-Server @ : -]
3 BlockPage-TEST e @ Bisek Amy Cemerative A G 88k [ ]
[ a4 RAVPH-Allaw [ & Angw Any AD Users Ay il s a
Raws per page | 100 L 1-dcfd < E] »

tFIATTOER  TORARIS—DRE

ann
Xa

FE3:FTDTCOPROBEENR T BB LET

1. T8, > "RY MND—D#4E, > "FTDsy ICBELF T,

Connect

o> Crgamization e . affic to reach private resources on your network. Fos information about these options, see Help of
ssentialy

7o pom

WUsers, Groups, and Endpaint
Secure Access Devices

Cisca-jaiyadav 3

Platform menu

End User Connectivity

o 1
Forwardar
2 Home DNS Forwarders T - —
@ Experience Insights H]
™= Resources 1 newn fof eatablishing tunnel redendancy and high
3 within & MElWoTK tEnel Group to securely control
Il Secure > resources. Help o

o Moniter ? . tat w 2 Tunnel Groups m

tF1T7T7UEA-PRIRAL
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FMC_FTD

Network Connections
Manage tha connections that aliow user traffic 10 reach private rescurces on your Fay ".l
matwork, For 8 companson of natwork connactivity optians, ses H.b(: FI lomn‘
Connector Groups Network Tunnel Groups FTDs Duvice FODN P p—— ]
Auto deployment Tes
Vsymend L UZTA Configuration status

0 Synced  Last synced o 31 Dec 2025, 31 251 AMUTC

FTDs configured for Universal Zero Trust Access

An FTID acts a5 an on-premise proxy 1o Secure Access cloud for private access traffic, Configure FTDs a3 Secure Access proudes to enable Universal Zore Trust Access to Impeove end-us Assigned Trusted Network
exporience and ensure cansistent security controls for wsors independent of whene thay ane connecting from Heilp cf

[ Q0 Search by FTD name ] [ FMC Name v J [ Configuration s1atus v J 1£TDs Truriad nebwork Lot
LAN 1 DMS Servers
FTD Hame Version FMG UZTA Configuration status Assocls  [Delaut tnsted retwork]
ere s T () 4 e
Davice FGDM: £t¢ . local
Trusted network:
Associated Resources 1

RESOURCES ASSOCIATED BY STATUS

Status

@ Synced 1

memlmmﬂmlhlnm |

Associste Resources

X177 UEA -PRI&AE

Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network
LAN

[ Q. Search by resource name ] [ Configuration status v ] 1 Resources Associate Resources

Resource name Status

Router1 @ Synced

tF1T7T7UEA-PRIRAL
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Network Connections

see Help o

Connector Groups  Network Tunnel Groups  FTDs

1 Synced a

FTDs configured for Universal Zero Trust Access

T FT p 0 enable U
FTDs

FTD Name Version FMC UZTA Configuration status

FRMC_FTD vID00 FMC | © Symeed |

Device FQDM

Trusted network: LA

5. ENFIDIC7Y>1&dhizle&ERELET,

FTIDclilCAZ A4 L, LINAE—RIZBELET,

# show running-config object application

FMC_FTD

Firewall Datails

Device FODN
Ao deploymant

UZTA Configuration status

RERFEHEHIRETH

“  Assigned Trusted Network

Trusted network

Hetworks

LAN

ki i

Edit assignment | 4 Trusted network (5
Associated Resources

RESOURCES ASSOCIATED BY STATUS

Status
& Syneed 1

Wiew resources assockated to this FTD

Associate Resources

Y DNS Sarvers
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1. Connect > End User Connectivity > Zero Trust AccessDBIZBE L, 3DORY RNZEIUY Y

LTZTAZO7 74 ZwmELET

= End User Connectivity

End user cone

ity bete you deling how your organization's traffic i steened from

Gisco Secure mn:] [ Manage servers ~

. Andpoints 1o Secure ACCESS of 1o the intarmet. Help .
Homa Zero Trust Access  Virtual Private Network Internet Security
p Enroliment methods
Exparionce
Iighs Befare USers £an ACCRSS resoUrces Lsing cient-based Tero Trust Access, their endpoint devices must be enrolied.
Manage enrcllment methods fof your organization hene. Help 7
5
b Windows and macl§ devices enroll using: | 550 Authentlcation  Ceriificabes
Cennmet
Andioid and 05 duvices arvol using S50 Auhentication aoly.
=
[
Zero Trust Access Profiles & Manage Trusted Networks | [IESFIY 0
1
e Manage Zedo Trust Access (ZTAD profiles, which allow you to add users and groups to unique traffic steering configurations for chent-based ZTA connections. Help O
L] Hame Secure Private Access Secure Internet Access Users & Groups Last Used
a
Use ZTA for all destinations
Monitor 2 Dastinations 5 1 Usars.
1 APl 0 Exceptio Jan 25, 2026
XAt Trusted Networks Disabled e 0 Groups =
Trusted Networks Disabied
L+ 3
Initigate

tX¥1T7TORA-ZTAZO774)
2. 7ZAR—N)Y—ADEM

— & End User Connactivity

Create profile

For client-based Zero Trust Access connections, add the destinations to which a se1 of users and groups can be steored. Help I

ZTA profile name Priority Traffic Steering Limits ©
‘e 2TAProfile | | 1 cument prafite

- 0% Sk Android 10k macOSiWindows 100k
Experience
Insights

P

Secure Private Access
© ' Secure Private AcCass
e © Destinatiens Add the private destinations and private resources to which a set of users and groups can be steared, Help

= 2 Secure Internet Access

Traffic Stecring  Optians

Resources
3 Users and Groups

Seeiure

Destinations & Private Resources Destinations  Modified
a

[Fo

+ Destinations ~

Private Ressures

T @ “zpc.ssecisconest 1 Feb 72, 2023

Q

nvestigate

dp

Asimis,

EXATTORARA-ZTAZO774)

Al private rescurces 1hat are confliguied
for chient-based Zero Trust Access.

Add Destination

Add destinations that re not configured
BF private fresources that user traffic can
arcess during Zero Trust Access.




Add private resources

Saleet private rescurces that ase con figuned for cliont-based Zaro Trest AScess. You can sod up to 10 private resowses o1 & tima.

=)

LAB-InsideNetwork (10.10.10.0/24, tackab.com)
LAB Management (182 168,10/24)

DNS-MgmE (1621681.20)

IntemnalDNS (101001020, 192 168.1.20)
AD-Servar [101010.20, ad.csa.lccal)

Reuter-1 (V0.0,1010, routerl taclab. local)

Routar? (1010100102, reuter eea loeal)

EXIATTORA-ZTAZO774)

3. A—H¥—&JI—7nEM

= “ End User Cannsctivity
Create profile
= For Zero Trust Accoss add the o which a set of users and groups can be stecred. Help 3
Home
ZTA prafile name Priarity Traffic Steering Limits.
r
e l ETAprafie ] [ 1. Gurment profie I05 Sk Android 10k macOSWindows 100k
Expatience
Insights
"
@ Users and Groups
2 Destinatieng Add a 5ot of users and groups that will be sieered to varous destinations added to this ZTA profile
- Secure Internet Accuss
= @ Users ©  Groups O
Resou et

©) users and Groups |

0 e ] T

Hame Email Type Users

EXIATTORARA-ZTAZO7 740



ZTA profile name Prigrity Traffic Steering Limits

3 file STy file
ZTAPrafile 1. Current prafile 0S5 Sk Android 10k macOS/Windows 100k

P Users and Groups
;_.f/' Socure Private Access ¢
2 Destinat Add a set of users and groups that will be steered to various destinations added to this ZTA profile

£\

() Secureinternet Access
Users 1 Groups @
o Users and Groups
——
|t Users and Groups
Narme Emadl Type Users
lay (jay@csa.local) lay@gmall.com £ User

Rews per page [ 1g . |
|

ATYVTE: TZAR—RNIVY—ANDT VLA EHTETS

1. VE—RI—YHFTDFODNZFRTED L ZHALET

PS C:\Users\jay> ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time=1lms TTL=255
Reply from 192.168.1.12: bytes=32 time=1lms TTL=255

Ping statistics for 192.168.1.12:

Packets: Sent = 3, Received = 3, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = lms, Average = Oms
Control-C
PS C:\Users\jay> nslookup ftd.csa.local
Server: UnKnown
Address: 192.168.1.20

Name : ftd.csa.local
Addresses: 192.168.1.12
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FODNZERALTPRICZT VAL ET

& 8 Cisco Secure Client — *
Category:
-+ Session Basic options for your PUTTY session AnyConnect VPN:
T L.ogtlging Specify the destination you want to connect to Ready to connect.

= Termina

Ke o Hast Name (or IP address) Port
yboa Connect

Bell router1 .csa local 2
Features Connection type:

- Window O5SH  OSeral (OOther  Telnet v
ﬁppea.rance Zero Trust Access:
Behaviour Load, save or delete a stored session ) }
Tearkaiion i Zero Trust Access is active.

Saved Sessions
+- Selection

Colours

=I- Connection Default Settings Voad
Data
Praxy Save

#- S5H Umbrella:
Serial Delote Umbrella is inactive.
Telnet ] Profile is missing.
Rlogin
SUPDUP Close windaow on exit:
(O Mways (O Never ) Only on clean exit

Ahowt Heln Onen Cancel -




@ routerl.csalocal - PuTTY = (m] X

AnyConnect VPN:
Ready to connect.

S - Auto Select Nearest Loca tion I

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Usmbredla is inactive.
Profie is missing.

+ HO) = |

IP7 RLAZEALTPRIZTVEALET

ER PuTTY Configuration ? X
Category:
- Session Basic options for your PuTTY session % AnyConnect VPN
T L.ogtlging Specify the destination you want to connect to Ready to connect.
—|- Termina )
Hast Name (or IP address) Port
Keyboard - 5 - Auto Select Nearest Location ik Connect
Bell 10.10.10.107 22
Features Connection type:
- Vindow O5sSH  OSeial (OOther: Telnet ~
r-ppea.rance Zero Trust Access:
Behaviour Load, save or delete a stored session N
Tiarskalion Zero Trust Access is active.
Saved Sessions
+- Selection
Colours
= Cannection Default Settings Load
Data
Proxy Save
7 S5H Umbrella:
Serial Delste Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP C_Iose window on exit:
() AMways (O MNever ) Only on clean exit
B it Halm | Ninen I Canrs




Zero Trust Access:

Zero Trust Access is active.

Umbrella:
Umbrela is inactive.
Profile is missing.
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Activity Search =

eamlntal X RESPONST

8. 2T Prade
L] A Prafils
- 21 cumim-ansio J cralocall  mouterl.csalocal 'y 1 Detautt TTA Prafie

& A0 User EIETTETITI L jeyUsyDesatocall L joy Gayesalocal) T A Prafie Router1-55H

. My . : . ! = b Event Details X
= ed
ZTA CLENT-RASED L jay (jay@osatocal) L jay (jay@osaiocal]  routericsaioca 10.40.90.1 .. 2 Alkow ot Defauit ZTA Profile Routeri-55H
ZITA CLENT-QASED jay (lay@csatocal) 4 jay (jay@<saiocal) routerl.cea.loca 10001 2 2 Albor L= Default ITA Profile Router1-S5H
ZTA CLENT-BASED 4 Uay@<csatocal) 4 jay (ay@<satocal) rowterl.csa.loca 2 2 Alkow Fecat Default ZTA Profile Router]

yifosatocal]

routerl.cea locs Allw Roul [

2T Profile Routerl-S5H

0, 2026 5:55PM

Access details

L jay (jay@csa.local)

winl

Router-SSH

Router]

It ZTA Profile

Mo Match
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A jay (ay@esatocall L jay (ay@esatocsl) 104010001 101090900:22

4 jay fay@osatocall L jay jay@esalocal) 1030101001 wmiainamE:  x2

4 jay lay@esatocall L jay jay@ssadecall  rowterlesatecal  l0foioaciz 22

L oy layBesatocall L jay UayBesadocall 193010401 101010404:22 22
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Secure Access

IPsec
Private/Cloud Apps
o~ Tojnsfde
ZTA Client =~ .10, .
~ 1oy Inside

10.10.10.30 : a—
A -~ 10.10.10.1 .
Local User PP Daty .x
jay@csa.local

router2.csa.local
10.10.10.102

FIE1: €F1TTFIOEATOTSAR—RNIY—ADESR

V70 RZERALVLEEONZARNT I RAZTABRERTNAABHTT IV EATEDLSIC,
TZAR—RNIY—RAZRELET,

1. Resources > Destinations > Private Resources®D JEICEEL . +tAddZ 2 Y 2L ET,



Resources

o> Organization ks, of subnets that your organization controls access Lo. You must configure a private rescurce if you plan Lo allow end users 1o coNnect 1o this fesounce uting 2ero-trust
Sources and destinations

Cisco-jalyaday

Internal Matworks

rce Groups
Platfarm menu Netwaork Devices
Secure A Registered Hetworks
Roaming Devices
- Last 24 Hours
Homa Service Account Exception
& Exporencelnsights 3 Security Group Tags - i il

- ; SDWAN Service VRN IDs
& Connec

_ Network and Service Objects *  Private Resource Group Connection Method  Connector Groups  Accessedby  Rules Total Requests

Il secure 3 Destinations Clent-based ZTA ] 2 o
Internet any
5 Monitor
P Resource | % e — 1 o ) .
o Admin
Settings
AAA Servers . Cham-based ZTA - 0 2 [} .

5 Ser

2. "7AR=K: DY—=RZJIZ, VIY—ADODLYRTVHRBZADLET, HHALOVT
&, VY—ADOBNP VY —AFBENBNBZEDRRERUID L Z2HEBHOLET,

Add a Private Resource

sn. Malp [

Doscrigtion

Reistier2 PR for UZTHA testing

3.7V EARATBDTTAR—KNIY—ADFADNZAZLET, iz, TZ7AXR—KNJVY—AD
IPPRLAZERTIDCEETEET, FHICODVTR, "Z7ZAX—-KNVYV—RAQEM, 5
BLTSEZL,

4. RXA 2 2RI DAEMONSY —N—Z2RRLEXT

Private resource address

o the Erivate resosnct will connect 1 applcations trrough Secure Acoess.

Ininmally reachable addrass. (FODH, Wadcard FOON, IPv8, IPv8, CIDR) Protocel Pori [ Ranges

rouised.csalocal Aoy TCR v | [ 22 + Protoesl & Pert
Remave
Ininmally reachable addross. (DN, Wikicard EQON, IPva, 1PV, CIDH) Protocsd Port [ Ranges

WI0A002 Aoy TCR v | [ 22 + Protocel & Port

Remave  + IP Address/FGON

B Use internal DNS serves 1o sessive the Samain Priwaselaid {10.10.36 361

ietnrnal DHE Server

PrivaseONS 10:1000.20)


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources
https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources
https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources
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Endpoint Connection Methods

nnnnnnnnnnnnnn

[ Zove-trust connsetions
Allow SndpoIntE o CORMBCE 15 This Mseure From SuLslds your REtwork Wthout fsquiing & VEN connction. el 8
@) Glient-based connection
Enforcement pol ints
(== .
Enforcement point for Remote User
i Local Firewall
)
-
Local enforcement paints
o Enforcemant peint for Local r
ke from trusted ocal Firew: P R
network

A EBRIDBEROZAT (IPTRLAFRERFEIPTRLA)ICHLUT, COEBICKY)
PRAFTDICEBMICEEN TS, RUZ—OBAAN NI A —ETINKT,
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1. Secure > Access PolicyD JEIZBE L £,


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

#> Orgu
Cisco-jaiyadav

Platform menu
Secure Access
-

Home

@ Experience Insighis

& Connect

= Resources

a Moniter

o Admin

Secure

Polic;
v

Data Loss Prevention Policy

Profiles

Endpoint Pesture Profiles
IPS Prafiles

Security Profiles

App Risk Profiles

Settings

Threat Categories
Notification Pages
Do Not Decrypt Lists

Cartificates

Rule Defaults and Global Settings

Add Rule

Access Action Sources Destinations Security Hits Status
low Private =) Allow Aty AD Users AD-Server a2 [-]
Privat & Anow Aty AD Users ESXI i -]
S-Allow Frivate @ anow Aty AD Users InbemalGtes i L]

tFXFI1TTIOER  TORARIS—DORE

2.AddRuleZz 2 1) Y 2 L. Private AccessZiZiRL £,
IL=ILOLEERIZIE, IL—ILDE%

Access Policy

Internet access rules apply to traffic to public interet sites from devices that are on your network or that yeur

organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help CF

BHRAVR—F NEFHATEIENIRRIENET,

[ Rule Defauits and Global Settings ]

Se & name v g5 v] Add Rul
Private Access
4 Rules Control and secure access (o resources and
applications that cannot be accassed by tha
general public.
[_] [ X0] Rule name Access Action Sources Destinations Security
|
- | Internet Access
] 1 Router1-SSH Private @ Alow Any AD Usars Router] @ Control and secure access o public
~ _ | destinations from within your netweork and
O 2 AD-RDP-Allow Frivate @ Allow Any AD Users AD-Server & from managed devices
l_] 3 BlockPage-TEST Intermet @ Block Ay Generative A, & 698 -]
[_] 4 RAVPN-Allow Intermet & Allow Any AD Users Any B 4,2k (]
Rows per page [ 100 v | 14014
FTT7Y - ThH ), —(DEEF
CFATT7IORA : TOERARID—DKRE
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Add Router2-SSH-Allow

Craate a rule to control and secure access to specified private applications and other
destinations on your network. For an end-lo-end guide to completing prerequisites and
configuring a rute, see Help 7

@D Rule is enabled

-~ Summary

Sources @

AD Users = Any AD Users Allow
Rule nama (0 Rule ordar
[nwterz-SSH-ALIuw ] [ 1 . ]

@ specify Access
Specily which users and endpoints can access which resources, Help
Action

@ Allow @ Block
A apacified (ratfic if security requrements are Blaek spacified traffie.
L

tFIATTOERR : TOERARIS—DRE

4 N—ILnBEERL, V-ALREZRRLKXT

Rule name (D Rule order

[RoutelZ-SSH-Nlow J [ 1

o Specify Access

Specify which users and endpaints can access which rescurces. Help 3

Action
Allow @ Block
Allew specified wraffic i security requirements are Block specified 1raffic.
mat,
From To
Specify one of Mene SOUrtes Specify one or mare destinations
AD Users «Any AD Users: = @ Private Resources sRouterz =

tFIATTOERR : TOERARIS—DRE

5. I RIRA2 NEHDR

Destinations

Private Resources
» Rbiitard

Logging is enabled Edit



Endpoint Requirements
Far 2efo-trust connections, if endpeints do not mest the specified requinements, this rule will not mateh the waffic. Help

Q Zero-Trust Client-based Posture Profile  pule Defauite
Requirements for end-user devices on which the Clsco Secure Cllent s Installed,
~  Profile: None | Reguirements: None

Private Resowces: Router?

For Branch connections:
[h Endpsint daviee postur is net avaheated for andpoints Connecting 16 thase ieiowroes from & brarch nelwork

User Authentication Requirements

(5 Zero Trust Access: User ication Interval I visabled

Freguency with which end users verify their identity, in order to connect to any private resource using clieni-based zero trust access.
‘Whaen disabled, users are not prompted to re-authenticate to the network. Help ©'

Configure Security
Configure seeurily fequiemants that Must b mat batone wallic it alowsd. Holp

Cancel Back

tFXF1TTIOER  TOERARIS—DORE

6. ¥ 1T 1 DKE

(©) Specify Access

Spacily whith usérs and Endpeints can 50888 which resources. Help

Configure Security
Gonfigure sacurity requirements that must be met before traffic is aslowed. Help
Intrusion Prevention (IPS)  Rule Defaults (I Disabled

Traffic that matches this rule will not be inspected by the intrusion prevention systam. Help .7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled ~

Save

Cancel

tFXF1T7TIOER  TORARIS—DORE

7.Savez V)Y OLZETY,



Access Policy

Internet access rules apply to traffic
organization mar
your internal ni

ges. Private access rules apply
rk. Secure Access applies the first rule in the list that matches traffic. Help ©F

& public in

sites from devices Lhat 0@ on your network of that your
rs and devices acc

sing applications and other resources on

[ Rule Defaults and Global Settings l

Add Rule ~

J #O Rule name Access Action Sources Destinations Security Hits Status
I '— 1 Router2-S5H-Allow Private @ Allew Any AD Usars Routes2 & - [] I
2 Routerl-55H Private & Alow Any AD Users Routerl o
—
- 3 AD-RDP-Allow Privata @ allow Any AD Usars AD-Server 40 -]
L 4 BlockPage-TEST internat @ Block Any Gonarative A... & 6o -]
3 RAVPN-Allow internat @ Mow Any AD Users Any 4.2k (]

tFIATT7ORR : TUOERARIS —DRE

FE3:FTDTOPROBEN T BB LET

1. T > TRY RD—54E# > TFTDs, ICBEBLE T,

Rows per page | 100 ~

| 15018 (1]

&> Onganization
Cisco-jalyaday »

Platform menu

Secure Ac

Home

Experience Insights H

™ Resources »
Il secure »
% Monitor 3

tF1T7TOE

2. TFTDy #0VUv o> TZOFTDICEEN TS hEUY —ADERR,

Connect

Essentials

I

Wsars, Groups, and Endpaint
Devices

End User Connectivity

DNS Forwarders

A — PRi&AE

affic to reach private resources on your network, For information about these options, see Help

18l Groups

Warning 4 Connecied §

sework lor establishing tunmel redundancy and high
& within a network tunr up to securely control
resources. Help o

w 2 Tunnel Groups

BOVYOLEY,



FMC_FTD P

Network Connections
Manage the connections that allow user traffic 1o reach private resources on your rey etal
network. For a comparison of network connectivity options, see Help o Fi all Details -
Connector Groups Netwaork Tunnel Groups FTDs Device FOON frd.caa. local &
Auto doploymont o
1 synced e UZTA Configuration status -

© Synced  Last synced a1 12 Jan 2026, ai 6:20 AM UTC

FTDs configured for Universal Zero Trust Accass

An FTD acts as an an-premise proxy to Secure Access cloud for private access traffic. Configure FTDs as Secure Access proxies to enable Universal assmnod Trusted Network ~
toimprove end-user experience and ensure consistent security controls for users independent of whare they are connecting from Help

| 1 Search by FTD name ] [ FMC Mame - ] [ Configuration status ~ | 1FTDs Trusted natwork Networke
LAN 1 DNS Servers
FTD Name Wersion FMC UZTA Canfiguration status (Defautt trusted network)
Device FQDM: £t T
Trusted network: LA
Associated Resources 2 o~

RESOURCES ASSOCIATED BY STATUS

Status
@ Synced 2

I View resources associated to this FTD I

X177V EA-PRIRAL

Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network
LAN

Q. Search by resource name | | Configuration status ~ | 2 Resources Associate Resources
Resource name Status
Router1 @ Synced

Router2 & Synced
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4. AT —BAZHELET (R1ORMAZSR ), BEITD VY -—ALRERFRAPEHARETH

PHENBYET

Network Connections

Manage the connections that allow user traffic to reach private resources on your

metwork. For a comparison of network connectivity options, see Help

Connector Groups Network Tunnel Groups FTDs

1Synced -]

FTDs configured for Universal Zero Trust Access

An FTD acts as an on-premise proxy to Secure Access cloud for private access wraffic. Configure FTDs as Secure Access proxies 1o enable Universal
to improve end-user experience and ensure consistent security contrels for users independent of whare they are connecting from Help

!’ Y Search by FTD name ] | EMC Narme » ] 1FTDS
FTD Name: FMC UZTA Configuration status
FMC_FTD FMC | © Synced |
Device FQDMN: ftd.csa. local

Trusted network: LAN

tF1T7T7UEA-PRIRAL

5.ENFTDIC T voachik-c&Ea2BRELET,

FTDclilcAJ 4> L, LINAE—RIZBEBLE T,

# show running-config object application

FMC_FTD P

Firewall Details

Device FODN
Auto degloymant e

UZTA Configuration status

9 Synced Lastsynced at 12 Jan 2026, at 6:29 AM UTC

Assigned Trusted Network
Trusted network Metworks
LAN 1 DNS Servers

[Defautt trusted netwerk)
Edit assignment | 4 Trusted network ('

Associated Resources 2

RESOURCES ASSOCIATED BY STATUS

[Status

@ Synced 2

View resources associated to this FTD

Associate Resources
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Connect > End User Connectivity > Zero Trust Access > ZTA SettingsDJEIC#E) L, Trusted
Networks 2% E L £,

Edit Trusted Networks

Trunsed Heowork Kama

ATYTS5ZTAZO7 7FANANDTZAR—KNJY—ADIEM

1. Connect > End User Connectivity > Zero Trust AccessDEICEEL ., 3IDORY hZ2o UV Y
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I

End User Connectivity

End user you yous iEation's Waffie i stesned fom
& ondpoints 1o Secure Acciss of to the intamat. Help I
Hoemar

Zero Trust Access  Virtual Private Network Internet Security

Enroliment methods
Expariancs
Insighry Before users Can ACCEsE resources using cient-based Zero Trust Access, thelr endpoint devices must be ennolied.
Manage enrellment methods faf your aiganization hene. Help O
" ‘Windows and macCS devices enroll using: | S50 Authentication  Certificates
Connset
Andiold and K05 devices aniol uiing 550 Aushentication soly,
=
Resources
2o Trust coessProfles [ v
0
. Manage Zero Trust Access (ZTAD profiles, which allow you to add users and groups to unique traffic steering i hons for b ZTA ions. Help &'
e L] Hame Secure Private Access Secure internet Access Users & Groups Last Used
w
Use ZTA for ail destinations
Montor 2 Destinaticns ) 1 Usars.
1 ZTAProfile O Exceptions Jan 25, 2028
Trusted Metworks Disabled Trusted Ne Disat 0 Groups
Q & Edit
Irroatigata
O Delete

X1 TFTORA-ZTAZO774)

2. 7TAR—=KNDY—ADEM

 End User Connectivity

Create profile
® For Zero Trust add to which a set of users and groups can be stearsd, Help 5
Hame
ZTA profile name Priority Traffic Steering Limits ©
Lo -
b [ zmaprotie J [ curent pame | 08 Sk Androld 10k macOSWindows 100k
Experience
Insights
£
- Sect vate Access
o Securo Private Access re Pri
0 Destinations Acd the private destinations and private resources to which a set of users and groups can be steored, Help £F
= 2 Securs Imernel Access Traffic Steering  Options
Resources

3 Waers and Groups

v (Comemem )

Sesure
Privats Resourcs
= Destinations & Private Resources Destinations  Modified
gy - Add peivate that are g
= © “rpe.sseciscotest 1 Fab 22,2023 for chent-based Zero Trust Access.
Add Destination
Q
i that are not G
Immtigete a5 private resources that uses traffic can
access during Zero Trust Access,
L]
Admisy

EXI1TTORR-ZTAZO774)



Add private resources
Select private resources that are configured for client-based Zero Trust Access. You can add up 10 100 private rescurces at a time,
Private Resource

'-ID'WK Router-4 > Rewterd X @ A

O LAB-insideMatwark (10.30.10.0/24, taclab.com)
) LAB Management (192.1631.0/24)
DNS-Mgmt (192168120

IntemalDNS (1010.10.20, 192168120

Router-1 (101010101, reutari.taciat keal)

[m]
[m]
@ AD-Servar (10,0.10.20, ad.c3a kocad)
L]
L]

Router (100000902, rauter?. cialocal)

EFI1TTOERRA-ZTAZO774)

3. A—H—&JII—7mEh

4 End User Conneciivity

o Create profile
& For Zero Trust Access add the destinations 1o which a set of users and groups can be stetred. Help &
Home
ZTA profile name Priarity Traffic Steering Limits @
m
s | TTAFralile ] [1. Current profile i05 5k Android 10k macOS/Windows 100k
Experience
Insights
n‘ sers and Groups
@ Socure Private Access N and
ennect 2 Destinaticns #dd 2 sot of usars and groups that wil be steored te various destinations added to this ZTA prafile
- Secure lnternet Accass
= @ Users ©  Groups O
Resources _—

e Users and Groups: |

Name Email Type Users




ZTA profile name Priority Traffic Steering Limits ©

el [" Comant peafls i05 Sk Android 10k  macOS/Windows 100k

@ Socure Private Access Users and Graups

2 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile

Secure Internet Access

Users 1 Groups @
o Users and Groups |
MHame Email Type Users
lay (jay@csa.local) Jay@gmall.com 2 User - =

Rows per page

X1 TFTORA-ZTAZ7O0774)
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@ Cisco Secure Client

asco  Oecure Client

General

Status Overview

AnyConnect VPN

Zero Trust Access

Umbrella

| Collect diagnostic information for all
installed components,

Diagnostics

EFIATBRTIEA-PRTADL

Zero Trust Access

Statistics Advanced Configuration Message History

TCP Flows: 611
Allowed UDP Flows: 48
Allowed TCP Flows: 597
Blocked UDP Flows: 111
Blocked TCP Flows: 14
Authenticated UDP Flows: 0
Authenticated TCP Flows: 0
Proxy Configurations:
Secure Private Access Active
Secure Internet Access Active
Network Fingerprints:
LAN Matched

2. DFE—NI1—YAFTDFODNZFRTED CEZHRALET




C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [10.10.10.1] with 32 bytes of data:
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10 bytes=32 time=1ms TTL=255

o2
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1:

bytes=32 time=1ms TTL=255

Ping statistics for 10.10.10.1:

Packets: Sent = U, Received = U, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = lms, Average = lms

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 10.10.10.20

Name: ftd.csa.local
Addresses: 10.10.10.1

3. FTDA'FODNZ AL TTZAR—KNJY—RAICEETED L ZRALET,

4. T7TAR—=RKND)Y—=AANDSSHEHRZTANTS

FODNZERA L TPRICT VAL ET



g PuTTY Configuration

Category:
=] Session
Logging
=) Terminal
Keyboard
Bell
Features
Window
Pppearance
Behaviour
Translation
+- Selection
Colours
= Connection
Data
Praxy
- SSH
Serial
Telnet
Rlogin
SUPDUP

Ahout Heln

6y &

? X
Basic options for your PUTTY session AnyConnect VPN:
Specify the destination you want to connect to On a trusted network.
Host Name (or IP address) Port
router2 csa local| 22
Connection type:
©5SH (OSeiial (OOther: Telnet
Zero Trust Access:
Load, save or delete a stored session . i
Zero Trust Access is active.
Saved Sessions
| Default Settings - Load
Save
Umbrella:
Delete

Umbrella is inactive.
Profile is missing.

C!ose window on exit:
JAways (O Never O Only on clean exit

[ Onen | Cancel a @

@ Cisco Secure Client *

AnyConnect VPN:
On a trusted network.

(1314

Zero Trust Access:

Zero Trust Access is active.

Umbrella:
Umbredla is inactive.

Profile is missing.

IP7 RLAZEALTPRIZTVEALET




@ ® Cisco Secure Client b - X

Category
=] Session Basic options for your PuTTY session AnyConnect VPN:
- Loglging Specify the destination you want to connect to On 2 trusted network.
smina Host Name (or IP address) Port
Keyboard | | Connect
10.10.10.102 22
Bell
Features Connection type:
= | W
S O5SH (OSeial (OOther Telnet
HpposEnce Zero Trust Access:
Behaviour Load. save or delete a stored session —_
; Zero Trust Access is active.
Translation Saved Sessions
+- Selection
Colours
Connection Default Settings Load
Data
Proxy Save
4 SSH Umbrella:
Serial Delete Umbrella is inactive,
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit
() Always () Never © Only on clean exit
N0 £
YR [T Plran Pl s

% Cisco Secure Client - b 4

AnyConnect VPN:
On a trusted network.

) %

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive,
Profile ks missing.
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Secure Access

IPsec
Private/Cloud Apps

ZTA Client

Remote or Local User
jay@csa.local

Inside

10.10.10.1 -I

router3.csa.local
10.10.10.103

AZN—HIZTA-TARNT—AO MRO>

FIE1: EF1T7T7IOERBATOTZAR—KNIY—ADER

V7O RZERALVLEEONZARNT I EAZTABRERT/NAABHTT IV EATEDLSIC,
TZAR—KNIY—RAZRELET,

1. Resources > Destinations > Private Resources® JEICEE L. +tAddZ 2 Y 2L £T,

‘theh Security Cloud Control ) ! P h H @@ o O Jaikishan Yadav -~ 533

= Resources

Organization ks, of subnets thal yous organization conlrols access to. You must configure a privale resource if you plan Lo allow end users 1o connect to this fesource using zero-trust
* hicaak i Seurces and destinations
jaly

Intarnal Matworks
rca Groups
= Platform menu Hetwork Devices
Sacure Access Registered Networks
Roaming Devices Last 24 Hy
ast ours

-
Homa Service Account Exception

& Expordoncelnsights > Secuity Group Tags | M v | 5 Private Resources + Add
.

SDWAN Sarvice VPN IDs

& Connect

Netwark and Service Objects Private Resource Group Connection Methad  Connector Groups  Accessed by Rules Total Requests:

Destinations - Cllant-based ZTA . o 2 o

Imernet and Saas Resources

o Monitor » )
Private Resource AR Clent-based ZTA 1 0 2 o

o Admin 2
Settings
ARA Servers e — . o . .
= Caunritas DHS Servers

>:léilll
it
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2. T72AR=K DY=RFZJ L, VIY—RAODAYPTVEFEZADILET, HBPICDOVT
. VY—ADOBNP VY —AFBENRNBEDRRERUID L Z2HEBOLET,

+ Private Resources
Add a Private Resource

Private Resources are applications, networks, or subnets that your organization controls access to. You must configure private resources in order to choose them as destinations when creating access rules. Help O

General

Private Resource Hame

Router3 J

Description (optional)

Router 3 for uZTMA Testing

TYFIATT7IOVR: T75AR—=—KN)Y—ADEKE

3.70CATDTSANR—KNIY—ADFQDNZ AN LET, £k, T7TAR—KNJY—AD
IP7PRLAZERTDCEETEET, FHMICHOVWTR., TZ7FAXR—KUY—ZADEMN, %25
BLTLEEZL,

4. RXA 2 %2 RTBDNSH—/N—ZBRLET

Private resource address

Define how the private resource will eennect to applications through Secure Access.

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPvE, CIDR) @ Protocel Part [ Ranges
l router3.csalocal | | any TCP w | [ 22 + Protocol & Port
Remove
Internally reachable address (FQDN, Wildcard FQDN, IPvd, IPvE, CIDR) @ Protocol Port [ Ranges
1821681103 Any TCP v 22 J * Protocol & Port
Remove
Internally reachable address (FQDN, Wildcard FQDN, IPvd, IPvE, CIDR) @ Protocel Port [ Ranges
[ 101010.103 Ay TCP v | [ 22 + Protocol & Port

Remove + IP Address/FQDN

‘ Use internal DNS server to resolve the domain LabDNS (152.168.1.20, 1010.0.20)
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Endpoint Connection Methods

Specify the ways wser endpoints can reach this resource. Later, access rules will determine which users and devices can access the resource.

Branch Connections

Allow users and devices on the network, Such as printers or kKiosks, to connect Lo this resource il allowed by Sccess rules.

Zoro-1rust connections

Allgw endpaints 16 cannect to this resouce from oulside your network withoul requiring a VPN connection, Help

@) client-based connection
Allow connections from endpeints that have the Secure Client installed. Enable this option for maximum cenirel over endpoint security requirements (posture).

Enforcement paints

Cloug-only
Enforcement point for Remote User
Clowd or Local {Universal Zere Trust Remote user Secure Access Cloud Private Resource
Access)
wia Internet
Local enfareament polnts m -
HFMQ_F...X Search by FTD n, ]
| FMC_FTD (ftd.csalocal] ' .
WIT e TETTOTCET aT T SETCTeT TTEWaTS. Enforcement point for Local user

User in a trusted Local Firewall Frivate Resource
network

Loeal-only @

[
via local network
jo2] =

(o) (2

tF1TT7OER  TZ7AR=—NIY—ADEE

TZAR—=RNIJY—ANRCEBHTT IV ATBELZBERFRCEZREIRL, T7FAXR—KNJY—AH
Network Tunnel Group(IPsec Tunne)i @ TF7 VL AARELZZERFRZEANDERICLET,

Resource Connector Groups

Secure Access can forward Zero Trust Access Uraffic to this privale resource using resource conneclars, @
Faor more information, see Help (7

Resource Connector Groups (optional) @
RC-EEXI X ©.g. My Server Grauf w

Choose a connestor growp in the same data center, branch
office, or securily zane s the resource, ©
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Secure Access ED T TAR—=KNT7OvA%Z, IZN—HIZTAREZAI1—HICLDTIOEALE
BRAXSICHRELET (T7ZFIEN ). HHICOVTERE, "TZSAXR—KNTIEZIN—I, &5
BLTLSEEW

1. Secure > Access PolicyD JEICBE L £7,

‘i Security Cloud Control o 2 h H @@ C K3, Jaikishan Yadav

Secure ¥ Rule Defaults and Global Settings
Polic ! i e
v

EAATCON ST Data Lass Prevention Policy

Secire Access t A te Add Rule ~

Profiles

Endpoint Posture Profiles

4 Home
»  Experience Insights » " o
ecurity Profiles
L Access Action Sources Destinations Security Hits Status
&' Connect Agp Risk Profiles
™ Resources 3 low Private @ Anow Any AD Users AD=Server 1] 92 o
—
Threat Categories
i Private & Anow Asry AD Users. ESHI ca - a
a Monitor 3 Netification Pages
o Admin > Do Mot Decrypt Lists S-Allow Brivate @ anow Anry AD Users InbermaIONS 2 - []

Certificates

tFATT7OERR  TORARIS—DRE

2. AddRuleZ® 2 1) Y 2 L. Private AccessZiEIRL £,
L=ILOLEZIZE, L=ILOBREFAIAVR—F N Z2HATIENNIRRENET,

Access Pollcy [ Rule Defaults and Global Settings ]

55 rules apply to users and davices accessing applications

5 g har rescurces on
YOUF internal netwodk. Secure Access applies the first rule in the Est that matehes traffic. Help 2

7 Rules Control and secure access o resources and

applications that cannot be secessed by the
genaral public,
Lo Rule nam: Access Action Sources Destinations Security
Intornet Access
i AD-RDP- Allow Private & Amow Ay AD Users AD-Server

Control and secune access 1o public
destinations from within your netwaork and

H Routerl-SSH Private @ miow Any AD Users Houter-1 = from managed devices
a Router2-S5H-Allow Private @ Amow Any AD Users Houter? & 0
4 Cursar Infarmat @ Atow oy y@ees_ Cursor-tast Lo 587 e
5 AlBlock Intarnat @ Block oy (By@ess. Gonarative A... @ 5 -]
] Intarnet-Allow Internet @ amew Ay Ay b 1536k (-]
7 RAVPH-Allaw Internat & amow Any AD Users Amy <) 761 (]
Aiows per page | 100 ~ | 170r7 :TJ
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Add Router3-SSH-Allow

Create a rule to contral and secure access to specified private applications and other
destinations on your network. For an end 4 guide to completing isites and
configuring a rule, see Help (3

@D Rule is enabled

# Summary

Sources .
Any Allow o

Rule name @ Rule order

[ Routors-ssi-asom NE

° Specify Access

Spacify which users and andpaints can acoess which resources. Help CF
Actlon

@) Allow () Block

Alaw specifiod balic if sacurity requinements soe mael. Blatk spacified tralfic.

tFXFITTIOERR  TOERARIS —DORE

4. W= BZ&ERL, V-AEREZERLET

Rule name (O Rule order

[ Router3-ssH-Atow ] (8

@ specify Access
Spacify which users and endpoints can scoeis which resources. Help O
Mction

@ Allow @ Block

Alow specified traffic il security requinernis are met, Baock specified tradfic,

From To
Spacify one of mors 1ouces Spepcify e or mare destinations
AD Users «Any AD Users X @ [Private Resounces sRouterd
MD

tFXFI1TTIOERR  TORARIS —DORE
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Logging is enabled Edit

Destinations

Any private destination



Endpaint Requiremants
For zero-1rust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help C

] Zaro-Trust Cllent-based Posture Prafile  pue Defautts
Requirements for end-user devices on which the Cisce Secure Clant Is installed.
“  Profde: Nene | Requirements: None

Private Resowees: Routerd

Fit Beaneh connetions:
[2ly Endpoint device posture is nat evaluated for endpoints connecting to these resources from a branch netwark.

User Authentication Requirements

(5 Zero Trust Access: User Authentication interval  Fube Defauits D visabled

Frequency with which end users varify their identity, in erder to connect to any private resounce using client-based zero trust access,
When disabled, users are not prompled to re-authenticate to the netwark. Help I3

@ Configure Security

Conligune SECUTY NGSremEntS R4 MUS! be ma batons tratlie i slowed. Help O

Cancel

lt.!l
}
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() Specify Access

Specify which users and endpoints can access which resources. Help .

Configure Security
Configure sacurity requirements that must be met before traffic iz allowed. Help .

Intrusion Pravention (IPS)  Rule Defaults (I visabled

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help .7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule. Help .7

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled v

Cancel

tFX1T7TIOER  TORARIS —DORE
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Access Policy

Internaet access rules apply t
organization manages. Prival
your internal natwark, Secure ACcess ap

nternot sites from devices that ane on your network or that your
/ to users and devices aceecsing applications and olher resources on
ist that matches traffic. Help 0

[ Rule Defaults and Global Settings

L 80 Rule name Acoess Action Sources Destinations Security Hits Status
O 1 Router3-SSH-Allow Privats & Allow Any AD Usars Routerd - -] . |
() 2 AD-RDP-Allow Private & Allow Any AD Users AD-Sarver . -]
O 3 Router]-SSH Private © Allow Any AD Usars Routor-1 = ®
O 4 Router2-SSH=Allow Privato @ Alow Any AD Usars Routerz 20 -]
O 5 Cursor Eteersel = Allow iy Uap@ess... Curscr-tast 587 -]
O 8 Al Block Intemmet @ miock oy Gaygesa.. Genarativa A.. 5 &
L 7 Intarnet-Aliow Intermet & Alow Ay Any 1548k L]
O 8 RAVPH-Allow starret @ Aliow Any AD Usars Any 761 ©
Rows per page 0 - 8ol 8 E]
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1. T > TRY RND—54E# > TFTDs, ICBEBLET,

Connect

= . affic to reach private resources on your network, For information about these options, see Help
ssentials

I

Wsars, Groups, and Endpaint
Devices

Platform menu

Secure Access

End User Connectivity

o 1
DNS Forwarders
T Homeo " Warning i Connectsd ©
& Experfencelnsights 3
™ Resources » sework for establishing tunnel redundancy and high
5 within & metwaork tunnel group to securely control
Il secure » resources. Help o

= »
& Monitor w | 2 Tunnel Groups

X177 UEA-PRIRAL

2. TFTDy #2VUv o> TZOFTDICEEN TS hEUY —ADKRR,

BOVYOLEY,



=a. Local

Network Connections

Connector Groups  Network Tunnel Groups  FTDs

1 3yncing =

FTDs configured for Universal Zero Trust Access

) configuration changes are being processed

FTD Nama

FMC_FTD
Device FODN.
Trusted natwork:

5 Heélp

Version

viD.D.

0

FMC

FMC

UZTA Configuration status Associat

@ Syncing 3

FMC_FTD

Firewall Details

Dovics FGDH

Auto deployment

UZTA Configuration status

@ Syncing

Assigned Trusted Netwerk

Trusted network

Hetworks
LAN 1085 Domains 1 DNS Sarvers
Edit assignment | -+ Trusted network [T

Associated Resources

RESOURCES ASSOCIATED BY STATUS

Status

© Synced

Wiew resources associated (o this FTD

Associate Resources ]



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255

Ping statistics for 192.168.1.12:

Packets: Sent = U, Received = U, Lost = ® (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1lms, Average = Bms

C:\Users\jay>

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 192.168.1.20

Name : ftd.csa.local
Addresses: 192.168.1.12




Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network
LAN

(Q Search by resource name | | Configuration status v | 3 Resources Associate Resources
Resource name Status

Router-1 @ Synced

Router2 @ Synced

Router3 @® Synced

X177 UEA -PRI&AE
3. "TRAL%, Z2VUYIULET,
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FMC_FTD

Network Connections

Firewall Datails

00 Help ¢

Connector Groups MNetwork Tunnel Groups FTDs Davice FODN

Auto deployment

1 synced L] UZTA Configuration status

€ Synced  Last aynee
FTDs configured for Universal Zero Trust Access

el far C enable Unive

Assigned Trusted Network

Trusted network Networks

LAM 1DMS Domaine 1 DNS Servers

FTD Name Varslon FMc UZTA Configuration status. Assoclat

FMC_FTD vIDGO FMC | S Syneed | 3 [ Edit assignment | 4 Trusted network ¢
Device FQDN: ! £

Trusied naiwark

Associated Resources a

RESOURCES ASSOCIATED BY STATUS

Status

8 Synced 3

Visw rescurces asseciated to this FTD

Associate Resources

5.ENFTDIC T vy2achk-c & z2BRBLET,

FTDclilCOJ 4> L., LINAE—RICBEBLET,

# show running-config object application
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Connect > End User Connectivity > Zero Trust Access > ZTA SettingsD JEICBE L, Trusted
Networks 258 E L £,

w

napecs
- ® b

wa v
[
o st s OF o v
crscon [T —
- - Romaove Cradon
Criterue D45 Serveds

Brszevn Critaricn

ATYTS5ZTAZOA7 7AIINANDTSAR—KNI)Y—ADEM

1. Connect > End User Connectivity > Zero Trust AccessDJEICEE L, 3IDORY kZOUY Y
LTZTAZO7 74 ERELET

End User Connectivity [ = Glsco Securs Cllent ] [ Manage servars
End user connect atior's tra ed fror
Fy endpoints 1o Secu
Zero Trust Access  Virtual Private Network  Internet Security
Enroliment methods
Bot Trust Access, their endpoint devices must be enralied

elp CF

* g S50 Authentication  Ceriificates
Connact
-
Zero Trust Access Profiles & Manage Trusted Networks ] + ZTA Profile
Manage Zero Trust Access (ZTA) profiles, which allow you 1o add users and groups 1o uniqus traffic steering configurations far client- based ZTA connections. Help O
# Name Securs Private Access Socurs Internet Access Users & Groups Last Used
S Usa ZTA for all gostinations -
2 Destinatians Jrore
1 TAPalil 0 Exceptions Jan 25, 2028
SESTESS Trusted Natwarks Disabled 0 Grougs d

Trusted Matworks Dicabled




2. 7TAR—=KNDY—ADEM

 End User Connectivity

Create profile
w® For cii Zara Trust A add witich a 561 of usars and groups can ba stearsd. Help
Hame
ZTA profile name Priority Traffic Steering Limits ©
1 v
s [ ETAProfile ] [ 'L Crer prifile i0S Sk Android 10k macOS/Windows 100k
Expirience
Insights
L
- Secure Private Access
° Securo Private Access
O Destinations. Acd the private destinations and private resources to which a set of users and groups can be steored, Help £F
= 2 Secure Internel Access Traffic Steering  Options
Resmroes

3 Useds and Groups

v o

Sesure
Private Ressures
- Destinations & Private Resources Destinations  Modified
o] Add peivate are
[y ° *EPE. S8 CHEEO.1EEL 1 Feb 22, 2023 for chent-based Zeno Trust Access.
Add Destination
= Add that are not configs
L a5 private resources that uses traffic can
access during Zero Trust Access,
L]
Admiey

tFRITTORA-ZTAZO7 74

Add private resources
Select privale resouwrces that are configured for client-based Zero Trust Access. You can add up to 100 private resources at a time.

Private Resource
|-ID-M)= DNS-Mgmt *  Router2 =

O LAB-InsideNetwork {1010.10.0/24, taclab.com)
O InternaiDHS (10.10.10.20, 182.1681,20)
AD-Server (10.00.10.20, ad.csa.local)

LAB Management (1521661.0/24)

Router2 (101010102, router2.csa.local)

Router-1 (101010101, routerl.csa local)

a
(]
@ DNS-Mgmt (192.1681.20/32)
a
-]
-]

Router3 (101010103, 1921681103, router3.csa.local)

EXATTORA-ZTAZ’A774)
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# End User Conneciivity

Create profile

. For client-based Zero Trust Access connections, add the destinations to which a set of users and groups can be steered. Help
Homa
ZTA profile name Priority Traffie Steering Limits ©
@ TR | [+ cumemprotie - IDS Sk Android 10k macOS/Windows 100k
Exporienca
Insights
L Users and Groups
. @ Secure Private Access P
2 Destinaticns Add a 5ot of users and groups that will be steered to varius destinations added to this ZTA prafile
= @ Becure Internet Access
Users 0  Groups 0
Resouces

© viers ana croums |

. Er— =

Name Email Type

+ Usors and Groups

XA TFTIORA-ZTAZO774)

ZTA profile name Priority Traffic Steering Limits ©

| ZTAPrafile ] [ 1. Current prafile

0S5 Sk Android 10k macOS/Windows 100k

@ Secure Private Access Usors and Groups

2 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile

@ Secure Internet Access
Users 1 Groups @

e' Users and Groups

= ) (Gommie
MHame Email Type Users
Jay llay@csa.local) Jay@gmail.com 2 User

Rows per page

) 2
EFITFORA-ZTAZOT 74
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& Cisco Secure Client - X
dtlren]n, S C I t ®
aeeo Secure Clien
General Zero Trust Access

_ Statistics Advanced Configuration Message History
Status Overview
Y
AnyConnect VPN TCP Flows: 611
Allowed UDP Flows: 43
Zero Trust Access Allowed TCP Flows: 597
Blocked UDP Flows: 111
Umbrella Blocked TCP Flows: 14
Authenticated UDP Flows: 0
Authenticated TCP Flows: 0
Proxy Configurations: A~
Secure Private Access Active
Secure Internet Access Active
Network Fingerpnints: ~
LAN Matched
v
Collect diagnostic information for all
installed components.
Diagnostics

EtFIAT7BTIOEA-PRTADL
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C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [10.10.10.1] with 32 bytes of data:
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10 bytes=32 time=1ms TTL=255

o2
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1:

bytes=32 time=1ms TTL=255

Ping statistics for 10.10.10.1:

Packets: Sent = U, Received = U, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = lms, Average = lms

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 10.10.10.20

Name: ftd.csa.local
Addresses: 10.10.10.1

3. FTDA'FODNZ AL TTZAR—KNJY—RAICEETED L ZRALET,
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@ PuTTY Configuration

Category:

Session

Logging
= Terminal

Keyboard
Bell
Features

Window
Appearance
Behaviour
Translation

+- Selection
Colours

—- Connection

Data
Proxy

+- SSH
Senial
Telnet
Rlogin
SUPDUP

Aheudt Heln

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
router3 csa Jocall 22
Connection type:

©55H (O Sedal ()Other: Telnet

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:
) Aways () Never © Only on clean exit

Onen Cancsl

IP7 RLAZEALTPRIZTVEALET

AnyConnect VPN:

On a trusted network.

Zero Trust Access:

Zero Trust Access is active.

Connect

Umbrella:
Umbrella is inactive.
Profile is missing.

Cisco Secure Client

AnyConnect VPN

On a trusted network.

Connect

Zero Trust Access:

Zero Trust Access is active,

Umbrella:
Umbrella is inactive.

Profile is missing.




ﬁ PuTTY Configuration

Category:
Session
Logging
=1 Terminal
Keyboard
Bell
Features
Window
Appearance
Behaviour
Translation
+- Selection
Colours
Connection
Data
Prouxy
+- SSH
Serial
Telnet
Rlogin
SUPDUP

Alb-.a Ll

‘F’.‘J .-ltl %

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
10.10.10.103 22
Connection type:

©O5SH (O Serial (O Other Telnet

Load, save or delete a stored session [§

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:
() Always _) Never © Only on clean exit

[ . Fmmm

AnyConnect VPN:

On a trusted network.

Connect

Zero Trust Access:

Zero Trust Access is active.

Umbrella:
Umbrella is inactive.
Profile is missing.

@ Cisco Secure Client

AnyConnect VPN:

0On a trusted netwark.

i O
cisco

Zero Trust Access:

Zero Trust Access is active.

Umbrella:
Umbrella is inactive.

Profile is missing.
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(3 Cisco Secure Client - X

' I ' ] ' .
diea’ Secure Client

General Zero Trust Access

. Statistics Advanced Configuration Message History
Status Overview

AnyConnect VPN TCP Flows:

Allowed UDP Flows:
Zero Trust Access Allowed TCP Flows:
Blocked UDP Flows:
Blocked TCP Flows:
Authenticated UDP Flows:
Authenticated TCP Flows:

Umbrella

Proxy Configurations: ~
Secure Private Access Active
Secure Internet Access Active

Network Fin gerprints: ~
LAN Unmatched

Collect diagnostic information for all
installed components.

Diagnostics
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C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255

Ping statistics for 192.168.1.12:
Packets: Sent = U, Received = U, Lost = ® (0% loss),

Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = 1lms, Average = Bms

C:\Users\jay>
C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local

Address: 192.168.1.20

Name : ftd.csa.local
Addresses: 192.168.1.12
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@ PuTTY Configuration ? X
Category:
Session Basic options for your PuTTY session AnyConnect VPN:
. L.oglglng Specify the destination you want to connect to On a trusted network.
=- Teminal
| P

Keyboard Host Name (or IP address) ort
Bel router3.csa locall 22
Features Connection type:

W A - -

Window O5SH  (OSeidl (OOther Telnet
Appearance Zero Trust A

ero Trust Access:
Behaviour Load, save or delete a stored session Zero Trust A "
‘ero Trust Access is active.

Transj?t'on Saved Sessions

+- Selection
Colours

= Connection Default Settings Load

Data
Proxy Save

- SSH Del Umbrella:
Serial ke Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit:

() Aways () Never © Only on clean extt
Aheudt Heln Onen Cancel




@2 @ Cisco Secure Client — X

AnyConnect VPN

On a trusted network.

Connect

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.
Profile is missing.

IP7 RLAZEALTPRIZTVEALET

ﬁ 9 Cisco Secure Client — X
Category:
= Session Basic options for your PuTTY session AnyConnect VPN
T L.Dgllging Specify the destination you want to connect to On a trusted network.
=|- Termina
Haost Name (or IP address) Paort
Keyboard . | | Connect
152.168.1.103 22
Bell
Features Connection type:
= Wi - —
Windaw OSSH OSeid OOther Telnet v
Epﬁea_rance ) Zero Trust Access:
TB BT;'?‘UF Load, save or delete a stored session Zero Trust Access is active.
ransiation Sawved Sessions
+- Selection
Colours
= Connection Default Settings Load
Data
Prouey Save
H-55H Umbrella:
Serial Delete Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit:
O Mways (O MNever @ Only on clean exit
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AnyConnect VPN:

On a trusted network.

Zero Trust Access:

Zero Trust ACcess is active.

Umbrella:
Umnbrella i inactive.
Frofil is missing.
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> show allocate-core profile D JEIZEIRL £,

> show asp inspect-dp snort ( EL N> R)

> sh running-config universal-zero-trust ( S TE B WVEHEE )
> show interface ip briefA~¥ > K

> debug universal-zero-trust zproxy 7
Il TFAN—RNE—RIZBITLET

# tail -f /ngfw/var/log/messages

# show conn all

# show nat detail

# show asp table socket
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