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« Cisco Secure Access® HI%

+ Cisco Secure Access® ¥ > 1R—R/F7F b~

« Secure Firewall Threat Defense# & U'Firewall Management Center ® Xz
* IPSeclCB§9 % &

c BAFTIVIIN—FT 12T DOHHE

FAITAAR—FB

e 77100 —REEFTITHDEF1TT77A4ATIA4—=)

s VSIRBHOTT7ATIF—ILEBLEYRX—, BREFE—BRPEFEEFMCICEBEREE
-

 Cisco Secure Access® ¥ < 17R— R

CORFIXVNOEHRE, HEDFARRELCHZIT/NARACEIVWTERENIZENTT, C
DRFIXVKNTEATEIIXNTOTFNARAR, JUTB(FT7FILE ) RETEXRZRBL T
WET. F2EBFORY ND—U TR, FONVV RICL>TRID AN HIHEZ + R
LTLEEL,

INY 00502 RIgHER

Secure AccessD XY RDJ—2 N> Z)LIE. FEIZSecure Internet Access & Secure Private
AccessMD2DONDEMICERTEET,

EFIATBTSAR—KNTOEATE, EORNSARNTIEA(ZTA)X®VPN as a
Service(VPNaaS)ZSFAL T, I—HZ2RFT7 SV Tr—23 0 F—3E282—RBEODTTAX
—KNDY—RICERETEET, IPSechFILEF, I—HETTAR—KNIJY—-ABOXY K7D
—IORZ 74V 0 FL2IIBETRIET, COT—FTFIOF VY TEELRRIZRIELET,
chiZ&Y), BEREF—ANEETEBRVRYND—VZBRIZERE, BRT—EINfRESIL
RETHIFTENET, IPSech U RILZZTAF L IEVPNaaSLHETH T, HBEBRFELEF
AT AHIHETREMZHIFLEN S, AUV —ANDI—LALATREBT IV EAZRMT
2FT,

CORFIXVRNTR, EF21T7T AR IOELABICIPsecBATEFITIT7ATI#4—
LERXNEFTD)ZEALTEFIT TV EARAZRET S A ELCOVTHALET,

T, COHARTR, BGPEFEALEFAFIVIIL—TFTAJOREFRICOVTEHRAL
£9,

CORFIXNTR, EF21T7TFAR=—KNTIVEADLZOHDIPSech > RILDEREICDOWVWT
HBALETH, T7SAR=KNTIVT—=232ICT7O1EART S DZero Trust Access(ZTA)E
7=I&VPN as a Service(VPNaaS)O Y K7 Y 7 IC2W T, COHA RTREEY EFTVEEA
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axX ;e
X1 TTIOEADREKE
XY RND—=ORRINTIN—TDORE

1. Secure AccessDEB/NZRIICBELET,

s eurs Accass
thth SECure Access

Data Transfer (O [ Last 30 0ays ]
TOTAL USAGE
e 2.75 TB Total traffic 8 — emancn
2,74 TB ~" Increase (last 30 days)
B —e frowser-based ITA
e 1.70 TB Received @ —= Roaming chent
1.70 TB ~* increase {last 30 duys) I o Clienit-b m
p ~—= Client-based ZTA
1.05 TB Sent : 8 —s Ruven
= 1.05 TB " increste (last 30 dayz)
i S Il
CSAR Y 17R—R
2. XY RND—ORNRILITN—TZEMLET,
* Connect > Network Connections@ JEIC 2 )Y O L& T,
Network Tunnel Groups® T T, AddZ 2 U Y O LET,
’T Essentials nnel Groups FTDs
0 a
‘Warning ), Connect: od G
-
| .
. | 5 Tunnet Groups + Add
NTGO SR

= B —
3. —mBREDEIE o

o RVELIIN—TFTHE, V=3>, BREFS{ 284 TORE
- [Next] 22Uy OLET,


https://login.sse.cisco.com

@ General Settings

2 Tunnel ID and Passphrase

3  Routing

4  Data for Tunnel Setup

LEM =
TAXEX AE

4. b i IDENRTL—XERELET,

* NextZ 7Y ILET,

@ General Settings

@ Tunnel ID and Passphrase

3  Routing

4  Data for Tunnel Setup

ID& & TFPSK

| General Settings

Give your network tunnel group a good meaningful name, choose
type this tunnel group will use.

Tunnel Group Name

[ FTD ]

Region
[ Canada (Central) v
Device Type

FTD v

COIDEIFTDOFREICHELZLS, EETY

Tunnel ID and Passphrase

Configure the tunnel ID and pa

‘ Tunnel ID Format

(® Email IP Address

Tunnel ID

[ ftd1-ipsec

Passphrase

The passphrase must be between
special characters.

Confirm Passphrase

584 FIVIN—TAVTERELET,

YFATFTIORAN—FT 12T

FALFIYIIN—TFT 1427 (BGP)



s X 1T TV ELATBGPETZRETHELEIL, FIDOBGPEEIV AT AAS)BESZIEE
LET,
* Routing> Dynamicrouting®D IBEIC O Y DL FE T,
- DeviceASNumberZ 7 1) ¥ LT, FTDOBGP ASNZEML £,
- Block default route advertissmentF LY JRY D AILF IV ON—D&FTET
- [Save] 2V VY ULET,
@ Dynamic rm;ling ]

Use this option when you have a BGP peer for your on-premise router.

Device AS Number

| 64513

Advanced Settings

(] Muitihop BGP

Select this option to enable the ability for BGP peers to establish a connection {hap] when not
directly connected.

D Multi-region backhaul

Use Secure Access as the network backbone and prioritize regions based on origin.

Block default route advertisement
Select to block the advertisement of the default route.

CSABGPDEE

FEEFITTIORALCE DT RNZAXENZL—ME, TOASNAZAMML T,
TZARVRZIIWIC1Z, EAVEVRRILVC2ZEOERT, YILFU—23 2NNy
THR=NWNFTVAFYR—BPERTVERT, FHICOVTR, 27Uy 7L TLEEL

o

XY RND=URNIRILTIN-THREDRE
FIDDBRECHBEZE R XY NFYTF—8E24 T O-RLTRELET,

* DownloadCsvZ 7)Y OLET,
s Done® 7)Y UOLET,



) Data for Tunnel Setu
@ General Settings P
Review and save the following information for use when setling up your netwaork tunnel devices. This is the only time that your passphrase is displayed.

@ Tunnel I and Passphrase

Primary Tunnel ID: lid1-ipsec@
@ Routing Primary Data Center IP Address:

Secondary Tunnel 1D: ftdl-ipsec@
@ Data for Tunnel Setup Secondary Data Center IP Address:

Passphrase:

< =
NTGF—2%
Summary
€) Disconnected

Region Canada (Central) Routing Type Dynamic Routing (BGP)
Device Type FTD Device BGP AS 64513
Last Status Update Feb 18, 2026 3:58 PM Peer (Secure Access) BGP AS 64512

BGP Peer (Secure Access) IP Addresses  169.254.0.9, 169.254.0.5, 2a04:ed4cd:b:c7 230670000120
Multihop BGP Addresses —
Multihop TTL —

BGPMRE

S

7E:Network Tunnel GroupZz 7)Y V9% &, BGP ASESEBGPET DIPT RL AA &
RENET, CNSREFRTFTDAICEEENET,

TZAR=RKN)Y—ADEEK

7IAR—NUY—RG, F—BEYR—ELRTFA K=Y KRATHARE LB AH
FAUT—23Y, RYRD—U, FEEHTRYRTT, ThEOUY—AE—REABE
THST, BBOA Y TSANT VT ¥ OERTREE A TLET,

Secure AccessTT TAR—RNUY—RELTERTD LY, EORNZANTIEA
(ZTA)®VPN as a Service(VPNaaS)x ENY 1 —> 3> #BUTT7 VARG ERTEXT
o ChZKY), I—HR&K, VIY—REAEZ—ZY NIEELHTDICEREL, ID, FINL AR
AF¥, BROETIEARUS—ICETVTHTI AT AICZEICERTEET,

Resources > Private Resources® JEIZZIR L, addZ 7)Y VL ET,



= Network and Service Objects

Resources
Destinations
Internet and SaasS Resources

Private Resources

PR

s F54R—MUY—RH, ABIETLETFRKLA, 7ORIL, K—rERZRELET, RA—bhE&7’OK
JLzEEEL, EICISUTTFAR—=KNIJY—REEMT S

« REICHUT, grz (EOMNTANERYXVPNESRLZLE ) ZERLET

s [Save] 20U YILET,

Private Resource Name

| FTD Internal Server

Description (optional)

Private resource address

Define how the private resource will connect to applications through Secure Access.

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPv6, CIDR) ® Protocol Port / Ranges

| 172.18.15.55 I ITCF’- (HTTP/H... I | 8080

7SAR—NUY—2
TOEARDSD—=)L—ILDERK

TZAR=RNT I AL, —BRETIEATEBZVARBIY —ABIET TV T—3>
ICA—YHFRECERTIHEZERLET,

ChSsOIL—ILEFE. I—FID., FIN—TAXN=29T7, FINAADRAF ¥, HF, TOHD
RIS —RUBBEDERICEITVT, REDTFAR—KNIY—RICHAT IO EATEZ L 2
HIBDZET, EF1VT12RBULET, ChiZKVY, BEHEOSVAR ATLZ —RO/N
TIVYOTOEANSHERBELEN S, ZTAFRWEVPNaaSZE M L TRFAIE N1 —H 22 (CF
RATEXRY,



BEIL: wFa7>7042£Ky—

a Policy
Home Access Policy
Data Loss Prevention Policy
L0
Experience
Insights Profiles
Endpoint Posture Profiles
o IPS Profiles
Connect
Security Profiles
= App Risk Profiles
Resources
Settings
' Threat Categories
Secure

Notification Pages

ACP

s AddRueZ 7)Y OLZET,
- PrivateAccess® 7 )Y O LET,

Add Rule ~

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Private Access

Irity
Internet Access
Control and secure access 1o public
destinations from within your network and
a from managed devices
ACP®E 1N

e RueNameZ VY UL T, BEIZEELET

« ActionZ® 7)Y I L. Allowto permit thistrafficZ IBIR L £ 9,

onFromfromZz 2 JY LT, #ERZRNEEhDI—FZ2EELET
TozPUY oL, I—HYHNFZOIL—NLICESTVWTE DT IV EARAZEELET



s NextZ )Y OL, RONR—TTSaveZ V)Y OLET,

| FTD Psec Rule 1

o Specify Access

&) Allow

®

Block

1 Ugers « bosise Private Rescurces -FTD Intemal Server

El\ﬂpdiﬁl Rﬁqull'élﬂeﬂ‘ﬁ
.:_;-:. Configure Security

I m

ACPMEEE
tF AT T T7ATIF—ILERRIEFTD)DRE
BRERNRINAER—T I A ADERE

FIDDRB R RILA2Z—=T T A ANVTHE, IL—K~XR—=ADIPsec VPN R DREICEH
TNBHBELAVIAEZ—TILATT,

1. Devices> Device Management® EICFBEIL £ 9,



— Devices

Monitor
Device Management
237 Insights & Reports >
Template Management
#% Events & Logs >
Platform Settings
Manage FlexConfig
1) Policies > Certificates
e Objects

— Show less
am Davices

%' SecureConnections >

FTDF/NA A

o« FTIDF/N1 ADinterfaces®2 V)Y VL ET
- AddIntefaces® 7 1Y O UER T,
- Virtual Tunnd Interface® 7 Y O LE T,
C2ODRBRNVERINAVE—TIAADER (12 7ZA4XVEF21T7F7IOEANT
B, €512 ktA AV EF2T7F7I0EANTA)

Sync Interface ] [ Add Interfaces v ]

Sub Interface

ori..  Virtuall Redundant Interface
Global Bridge Group Interface
Virtual Tunnel Interface
Global
Loopback Interface
Global
VNI Interface
Global |
VTIDE N

RERNRINAVEZ—=T T (A1



« BHIZEADL, EnabeZ 7 UYILET,

c tFauF V- ERBEREFLGFENTS

. TunnellDE7U‘y7l/—c‘ {IEEJ:EEb*?o

o Tund Source® 7Y OL., NRINZHBITEIWANA O RX—T I A ARBELET
* IPSec Tumnel ModeZ 1) Y U L, sdectiPva

* IPAddress® 7)Y LT, VTIIOIPZP RLAZRELET

okEVIYILET,
Tunnel Type

Name:*

[ VTI-1 ]

Enabled
Description:

\

Security Zone:

’

zone_vti v

.

Priority:

0 (0 -00032/

\

Virtual Tunnel Interface Details

~ intar -~ Sl T A e e rTT T, " b 2 i ; intarf . wihar DA TTelal rarminatac =,
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates fol

the V1
Tunnel ID:*
1 (0 - 10413)

Tunnel Source:*

[ GigabitEthernet0/0 (outside) v J [ 192.168.0.20 v ]

VTI1.1



IPsec Tunnel Details

IPsec Tunnel Mode:*

@® 1pva O pve

IP Address:*

(® Configure IP [ 169.254.01/30 0

VTI.2

REBRNZRILAR—T T4A2:

« BHZEADL, EnabeZ VY ILET,

c FaUF VU ERBREFLFERNTS

« Tume DZEV Y OLT, BEZEELET

e Tume Source® I UYL, RURINZEBITIWANS VZ—TIA AZEELET
* IPSec Tunnel Mode® 7 1J Y U U, sdectiPva

© IPAddressZ® 7)Y LT, VTIIOIPZP RLAZRELET

s KZDVUYIULET,



Tunnel Type
o

Name:*

VTI-2

Enabled
Description:

Security Zone:

zone_vti v

Priority:
0 | (0 - 65535)

Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VTI.

Tunnel ID:*
2 (0 - 10413)

Tunnel Source:*

[ GigabitEthernet0/0 (outside) v ] [ 192.168.0.20 v ]

VTI2.1

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPv6 addresses accordingly.

IPsec Tunnel Mode:*

@ 1pva O pve

IP Address:*

(® Configure IP [ 169.254.0.5/30 ] [}

VTI2.2

[Save] 20U Y O LET,



Deploy ° 0 ® v

You have unsaved changes

VTIOZEORTEF

IPSech > XL DERE
cdFMCA Y > 2 R—RICBHLET,

* Secure Connection® 7 1J Y O U & I> 4 NEVPNS & T’SD-WAN

Secure Connections = X

Monitor
Site-to-Site VPN & SD-WAN w
Insights & Reports »
Remote Access VPN
% Events &Logs >
Dynamic Access Policy
Manage
1) Policies 3
= Objects
sm Devices 3

%  Secure Connections

S2S8

s onAddZ2 7Y OLET,
- RouteBased VPNZ U Y L E T,
- ET7Y—ET7REDIIYOLET,



Create VPN Topology ®

Topology name *

[ CsA ]

VPN Type

I New - N\ 7 \

O SD WAN Topology @ Route-Based VPN O Policy-Based VPN
S the Secures traffic dynamically S tweel

SASE Topology cannot
be selected because

Select VPN Topology Cisco U'['U'?f'a
Select VPN Topology Select VPN Topology @ Co.w'r.e\.mdr is not
conhigureqd.
@ O @ Hub and Spoke @ Prerequisites
@ e Peer to Peer @
Prerequisites C' Refresh
L. J \

VPN®DIE N

s EXATTIVEABREDATY TN S, 754X VBRTEAAVF—E2EZ—DO K
VFIIDEIPP RLAZEBLET
* onEndpoins®Z 7 )Y O L&Y,

- NodeAD T T, onDevice® V)Y VL T, extraet®iBIRL E T,

- DeviceNameZ 2 UYL T, BEIZEELET

- Enpoint IPAddresses® 7 1) ¥ 2 L, Secure AccessD 7T AXUIP7 RLAEEHAY)
IP7PRLAZANTRXYI2>TABLLET ( "Secure Accesss DT D "Save
Network Tunnel Group Configurationy #*5 )
aA>74Fa1L—>32)

- J—RBTENARZEDVUYOL, FIDFNA AZERLET

- Virtua Tunnel InterfaceZ® 7 1) Y L, BIOFIETERL ERADVTIA 2 R—T T4 A%&i&
RUET

- Send Local Identity toPeersF 7' 3 & V1) Y I LT, Emal DZEIEIRL., ( Secure Access
Configuration® T @ "Save Network Tunnel Group Configuration, [C&% ) 7’54 X
DRZIIDEASILET,

- AddBackupVTIZD Y IO LET,

- Virtua Tumnel Interface® 7 1) Y I L, BIOATY 7 THERL 2B OVTIA 2 X—T7 I/ A
ZERLET

- Send Local Identity to Peersoption® 27 1) ¥ 2 L, Email IDZIEIRL ., ( Secure Access
Configuration® T ® "Save Network Tunnel Group Configuration IC&% ) Eh A
DNZILIDEAADLET,

- [Save] 2V VY OLET,



Network Topology:

| Point to Point

IKE Version:* ] IKEV1 IKEv2

Endpoints IKE IPsec Advanced
Node A
Davice:*
[ Extranet b ]
Device Name*:
= |
Endpoint IP Addrass®.
[ Primary-1P,Secondary-1P l
FTD VTIDEXE

c KEZDVVYULZET
- IKEv2 Settings > PoliciesD JEIC 2 )Y O L& T,
- UmbrellaAESGCM-256 4 7' 3 ZBIRLE T

OKEQU ‘ygl./gs?o

Node B

Device:*

[ cdFTD-1 h }

Virtual Tunnel Interface:*®

[ VTI-1 (IP: 169.254.0.1) v ] +

Tunnel Source: oulside (IP: 192.168.0.20)Edit VT
(] Tunnel Source IP is Private

B send Local identity to Peers

Local Identity Configuration:*

[ Email ID ~ ]
[ ftd1-ipsec@ ]
Backup VTI Remove

Virtual Tunnel Inerface:*

[ VTI-2 (IP: 169.254.0.5) - -+

Tunnel Source: outside (IP: 192.168.0.20)Edik VTI
D Tunnel Source IP is Private

B send Local Identity 1o Peers

Local Identity Configuration:*
[ Email ID w ]

[ fid1-ipsec@ ]

Cancel m




IKEv2 Policy ®

Available IKEv2 Policy (> + Selected IKEv2 Policy

1 Search Umbrella-AES-GCM-256 In|

: AES-GCM-NULL-SHA
AES-GCM-NULL-SHA-LA...
AES-5SHA-SHA
AES-SHA-SHA-LATEST
DES-SHA-SHA

DES-SHA-SHA-LATEST

* Authentication TypeZ 27 1) ¥ %7 U T Pre Shared Manual KeyZ 23R L, Secure Access ( /NA7L—X
) CRRELEPSKEANLET

IKEV27R 1) 2 —

Endpoints IKE IPsec Advanced

Pre-shared Key Length:* | 24 Characters (Range 1-127)

IKEv2 Settings

L ,
Policies:™ | ) hrella-AES-GCM-256 &

Authentication Type:

Key:*

Confirm Key:*

IKE

* IPSEC

Pre-shared Manual Key

|:| Enforce hex-based pre-shared key only



> |KEv2 Proposals

- UmbrellaAES-GCM-256 % BIR L £ 7,
- okOVYOLET,

Endpoints IKE IPsec Advanced
Crypto Map Type: Static Dynamic
IKEv2Z Mode: Tunnel v

Transform Sets: IKEv1 IPsec Proposals , IKEv2 IPsec Proposals* 5

tunnel_aes256_sha Umbrella-AES-GCM-...

IPSec

IKEV2Z7°'OR—H ) DR7F
FTIDIL—FT 1 > T DERE
AAFZYv I I)—FT 4> BGP)
R—A—5—KoT470 ~NJJL(BGP)I&. ﬁfi:/lv_'A(AS)FaﬂG))l«—?"f VUBHmORBRER
B33V ION—FT42T07ORINTT, RAZTAYVIIL—NIHKETDIOTIEEL
BEERVI—ICEDVTTF—ERNTSTAVIICHERATEZIRANNAZRET S,

BGPIEF. I—hZEBNICEFESRVEMIACET, fiRtzmEtst, NABERZHZHELL,
VOOFERRYRND—VOEERICAB 7 I —IILF—/N—ZRHL KT,

cdFMCH Y > 1 R—RIZBBLET,

* Devices> Device ManagementD IEIC 1) Y O L E T,



Manitor
Device Management

Insights & Reports b
Template Management
#% Events &Logs >
Platform Settings
Manage FlexConfig
1) Policies > Certificates
¢ Objects

— Show less
s Devices

TFNAA

- FTIDZ2UY Y

D Name

|:| ~ Ungrouped (1)

@ cdFTD-1
N/A - Routed Snort 3

O

FTDF/N1M A

- Routing > BGP > IPv4 > Enable IPvAD JBEIC U Y O LE T

- Neighbor 2O )Y OLT, EF 17T IO EADIHDBGPEES AT AAS)EFTZ, X
AN—DIPFRLAEEEIZEELET
CO7OLAICEHETDINTORENFHMNERENATVD "EXF1T7TF7I0EAD
BEI DTNEEZSRBLTLSEZV,

- onsave® )Y OLET



Davice Interfaces Inline Sets Routing DHCP VTEP

Enabile IPva AS Mumber 64513

General Neighbor Add Aggregate Address Filtering Networks Redistribution Route Injection
Glok
firtual Router Properties + Add
CMP
BFD Address Remote AS Number Address Family Remote Private AS Humber Description
F 169.254.0.2 84512 Enabled
PFy
64512 Enabled

IPva

BGPx A /N—

N
SE:2025F 11 AL, HILKERENLEIXRNTOEF1T7T7IoAEBE. F7FIKT

ZXYRND—=O KRR ITIN—=TDOBGPET U JIZINT V)Y JASN 32644 % FERALET
o 2025F 1M AKX YEIICERIIE N -BEFDMEMIE. LAFTIESecure Access BGPE 7 RICF
HWENRTWETSAR—KNASN 64512 S| EHmEFERALET,

* Networks® 2 )Y O L, PRNZAAXTBDEZY NJ—%2 %Secure AccessliciBINL £

- [Save] 20 UYULET,
cdFTD-1 . " 1 chan mm

Manage Virtual Routers

Policies

ECMP

2y RI—2 DEM
TOEARDS —DORE

Cisco Firepower Threat Defense(FTD)TRZ 7 4 Y V&AL, 754X —KNUY—ANDT D
TAZEMITRICRE. RZTAVINRACTLZAINRITERENDT7AO> MO
—ILOVPEREZEBBTAHEN HYET,

TLT7ANRUDTE, KRVBRENFITONDEICREBE A, SO TERICEDELSICH
FEhTVET, BEEANBABAY R —BEE (REBEREREDIPTRLAER—NRE ) 2EH
LTRSS 74y &AL, NS 74v 02RBRICHFA, 7OY 9., FEENANALET,
DTS 714V 0&FATDE, TA—TNTYRNADARIZIAVRBEARI D= E,
KWWY —ABREICHEBITDAARID AV ERERTED LSO, EXF21 )T 1HHEMHISL
BHNFSNT =X AZELEEBDENTEXT,

Policies> Prefilter D JEIC BB L £ T,



Monitor
Insights & Reports »
7% Events &Logs >
Manage

[E] Policies

- Objects

TL71LAR

s TOERARVD—TEAENATVBRTLITALERIS—OREZIIYILET,

Policies

Security policies

Access Control

Intrusion

Identity

Decryption

Prefilter

Prefilter Palicy ‘ Darmain Last Modified
Default Prefilter Policy Global 2025-07-24 0B:2751
Detault Prefiter Policy with delault action 1o allow sl tunnels Modified by “admin®
-02-18 15:26:37
PraFilter - Josue Global 2026-02-18 15:26:3.

TL740LEZIVYOLET,

e AddTunne RueZ2 2 Y O L&ET,

Maodified by

- VPNaaSER VY RJ—IXZTAY T ZRY RASTSAR—KNIUVY—AANDKNT T4V

ZEML, FALET,
- onsae® )Y OLET

PreFilter - Josue

Rusdes

nnnnnn

L= OREF

uuuuu Destinatia )
Source Destination Source
""""" e b Natworks Networks Port
bjects Objects =
(Routed {2

CORRT, FIDOREANTT L THERBEN-S, BREHITTEERT, EAE, IPsech> R
EBGPRAN—EYZIVOEANERLCEBL, #REAAFTIVIIN—TAVINFBEFES

WICBELTVWA L ZRFELET,



&

FTDT DR

(XY

oy

FIDO M2 RIIAT—RA

ROZILODBREDAT—RA(TY TRERLRB IV REZZC)ERTTEXRT, chilkV)
. IPSech RN BYICHEIENATVR L ZBFTEERT,

« Secure Connections2 2 JUY O L£E T,
» Site-to-Site VPN & SD-WANZ 2 U Y O LE T,
« NARODBZIVVUYOLET,

Topology name VPN Type Network Topology Tunnel Status Distribution IKEV1 IKEv2
w CS5A Route Based {VTI) Point-to-Point 2- Tunnuts s
Node A Node B
Device VPN Interface VTlInterface Device VPN Interface VTlinterface
Extranet o0 cdFTD-1 outside (192.168.0.20) VTI-1 (169.254.00)
Extranet o ¢dFTD-1 outside (192168.0.20) VTI-2 (169.254.0.5)

FIDRRILAT—ZA
EFATTIOEADR D RILAT—RA

ROZRILDBEDAT—RAERTTERT, AT—RAICK, EGEFER, BE, RLEEREOD
BENEENET, ChIlKY), IPSech U RIABYICEALENTVWD L ZHBEBTEEXRT,

« Connect > Network ConnectionsDJEICOZ Y O LET
+ Network Tunnel GroupsZz 2 U Y L& T,

nnel Groups FTDs

NTG D FERR

 Network Tunnel GroupZz V7)Y O L&



Summary

& connected
Region Canada (Central) Routing Type Static Routing
Device Type FTD IP Address Range 1721615.0/24

Last Status Update Feb 18, 2026 3:34 PM

Primary Hub See Logs Secondary Hub
& HubUp @ HubUp
1 1
Active Tunnels Active Tunnels
Tunnel Group ID fid1-ipsec@ Tunnel Group ID

CSARVERILAT—RRA
TXIATTIOEADANR N

RRILEBGPOARY hZERRL T, IPSech Y RILDAT—ZRANT Y TRETEREL TV
PHESH, BRUBGPEYZIVAMIUETNTVWRIAESH ZHRBTEXRT,

Monitor > Network Connectivity® IEIC V) Y I L& T,

= Manitor »
w® Reports
Hosme Remote Access Logs
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Action
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FTD IPsec Rule (2386307)

Enforced By

4 Josue

Source IP

Destination
http:/172.16.15.55: 8080 favicon.ico

ecurity Group Tag (SGT)

172.16.15.55
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