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« Cisco Secure Access® 155

+ Cisco Secure Access® ¥ > 1R—R/F7F b~

« Secure Firewall Threat Defense# & U'Firewall Management Center ® Xz
* IPSeclCB§9 % &

- Policy Based Routing ( PBR ; RUS—R—ZAIN—FT 12T ) OHH

FAITAAR—FB

e 77100 —REEFTITHDEF1TT77A4ATIA4—=)

s VSIRBHOTT7ATIF—ILEBLEYRX—, BREFE—BRPEFEEFMCICEBEREE
-

 Cisco Secure Access® ¥ < 17R— R

CORFIXVNORHRE, HEDFARRELCLHZIT/NARACEITVWTERENIZENTT, C
DRFIXNTEATEIIXNTOTFNARAR, JUTB(FT7FILDN ) RETERZRBL T
WET. F2EEFORY ND—U TR, FBOVV RICK>TRID AN HIHEZ + R
LTLEEW,

INY DT 202 RIGH

Secure AccessD XY N —2 N> FJLIE. EIZSecure Internet Access & Secure Private
AccessD2DONDEMICERTEET,

EFIATBTSAR—KNTIOEATREK, EORNTARNTIEA(ZTA)®VPN as a
Service(VPNaaS)ZSFAL T, I—HZ2RFT7 SV T5—23 0 F—382—RBEODTTA4X
—NIUY—RICEHETEET, IPSech 2RI, I—HETFAR—=—KNIJY—ABOZY K7D
—IORZ 74V 0 2RIl TRIET, COT—FFIOF VY TEELRRIEZRIELET,
chiZ&Y), BEREF—INEETEBRVRYND—VZBRIZIERE, BRTF—INFRES QI
RETHIFTENET, IPSech > RIWLZZTAE LI VPNaaSEHRAE TR L T, HBEBREZEF
AT AHIHETRMEZHIFLAEN S, AUV —ANDS—LALATREBT IV EAZRMT
2FT,

CORFIXIRNTR, EF21T7TSAR—KNT7 IV AAICIPsecBHATEF 1T I 7AT I A4 —
ILEBRNRFTD)ZEAL TEF 1T T IOEARAERRET D HEICOVWTHALET,
T, COHARTR, RV—R—=—ZAN—F 12V JPBR)DFREFIEICOVTERBALET,

CORFIXNTR, EF21T7TFAR=—KNTIVEADLZOHDIPSech > RILDEREICDOWVWT
HBALETH, T7SAR=KNTIVT—=232ICT7O1EART S DZero Trust Access(ZTA)E
7=I&VPN as a Service(VPNaaS)O Y K7 Y 7 IC2W T, COHA RTREEY EFTVEEA

o
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AX XE
X1 TTIOEADRE
XY RND—=ORRILTINL—TDORE

1. Secure AccessNEEBNZIICBEHLET,

‘teih Secure Access

Data Transfer @ [ Last 30 0ays ]
TOTAL USAGE

- \ T

b
2.75 TB Total traffic [ —
2.74 TB ~" increase (last 20 days) o B ZTA

—=s Browser-based Z
s 1.70 TB Received B —= Roaring client

170 TB ~* increase (last 30 days)

- B —= Client-based ZTh
1.05 TB Sent B —s mwen

- 1.05 TB ~" increate (last 30 dayz)

Ll Select Al

2.XYND—=ORERILTIN—TZEBMLET,

* Connect > Network Connections@ JEIC 2 )Y O L E T,
Network Tunnel Groups® N T, AddZ Y JLET,

s
Essentials nnel Groups  FTDs
m Network Connections |
oint
o 4
Warning i Connecied @
*
-

5 Tumnel Groups + Add

3. —®BREDEIE

o KRyRILIIN—TE, Vv—ar, BREFAL224 T0BE
- [Next] 20Uy OLET,


https://login.sse.cisco.com

@ General Settings |

2 = Tunnel ID and Passphrase
3  Routing

4  Data for Tunnel Setup

—RRERE

4 hoz)LIDENATL—XZRELET,

General Settings

Give your network tunnel group a good meaningful name, choose
type this tunnel group will use.

Tunnel Group Name

[ FTD ]

Region
[ Canada (Central) v
Device Type

FTD v

« +tyinIDENRTL-—RXERELE T, COIDKFTIDOREICHERLSO, EETT

c NetZI VY IOLET,
@ General Settings

@ Tunnel ID and Passphrase
3  Routing

4  Data for Tunnel Setup

ID# & TPSK
5 ABZT AV IN—TFT4VIT=HRELET,

YFATFTIORAN—FT 12T

Tunnel ID and Passphrase

Configure the tunnel ID and pa

‘ Tunnel ID Format

(® Email IP Address

Tunnel ID

[ ftd1-ipsec

Passphrase

The passphrase must be between
special characters.

Confirm Passphrase




RS —R—RA)—F 425

)E—NI—HZTAXVPNaaSRBRHTT IV ELATEDLKSICTBFIDICK > TREE XY
RDO—2o%&EIML, Savez 7Y O LZET,

* Routing> StaticroutingD IEIC O Y DL ET,
- XY RND—UTRERELEIPPRLABEELERANZEML, TORNT 71V 0%
EFXFATTOEARBETEEFL T, [BMEsUYysLET
- onsave® V)Y IOLET

Internet Protocol Version Setting for Routing

General Setti .
@ s i (7] Enable IPvE Reuting in addition o IPv4

IPva is enabled by default
2 Tunnel 1D and Passphrase

Routing option
@ Routing (®) Static routing
Use this option 1o man add IP address ranges for this tunnel group.
4 Datafor Tunnel Setup IP Address Ran

Add all public and private address ranges used internal

1721818.0/24 X
Dynamic routing

Use this oplion when you have a BGP peer for your on-pramise routar.

Advanced Settings

|
- =) 3

CSARZRTAYIN—F14>2Y
XY RND—=O R ZILNTIN—TBREORTE
FIDODREICHERZ N ZILEY NTYTF—2240O0—-RULTHRELET,

* DownloadCsvZ 7)Y O LET,
s DoneZ V)Y IOLET,

Data for Tunnel Setu
@ General Settings 3
Review and save the following information for use when setting up your netwark tunnel devices. This is the only time that your passphrase is displayed.

@ Tunmel 1D and Passphrase

Primary Tunnel ID: fid1-ipsee@
@ Routing Primary Data Center IP Address:

Secondary Tunnel ID: fidl-ipsec@
@ Data for Tunnel Setup Secondary Data Center P Address:

Passphrase:

Download CSV

NTGF—=&
TT5AR—=RKNIY—ZADERK

TZAR=NIY =R, F—REVE—FLRTFAR—NIZTVRRETRANE DN
T7Vr—>3>, XY RND—0, FEEHTRYRTT, chsOUY—ARR—RIZAFEEHh



THEST, B0V TZARTIFTOERTREEIATVLET,

Secure Access T/ TAR—RNIY—AELTEETD LKV, FORSAKNTIER
(ZTA)®VPN as a Service(VPNaaS)Zx &NV ) 1 -3 ZBUTT 7 AGIHZEZRRTEXRT
o chIZKY), A=Y, VDIY—REAZ—ZY NMIEELHTDIZERL, ID, FINL AR
AF¥, BRETIEARVD—ICETVWTHRB I AT AICZSICERTEET,

Resources > Private Resources® JBIZBIRL ., AddZ VU Y OLET,

= Network and Service Objects

Resources

Destinations

Internet and 5aaS Resources

Private Resources

PR

¢ FIAN—RUY—RE, WBIETETKLA, 7ORIL, £—rNERZEELET, A—bhE&70OK
JILEEBEL, BEICWKUTTZFAR—RNIVY—RAEEMTS

« RE(CIHUT, grrz (EORMNTANERXVPNESRLZ L ) ZBRLET

- [Save] 20U YOLET,

Private Resource Name

FTD Internal Server

Description (optional)

Private resource address

Define how the private resource will connect to applications through Secure Access.

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPv6, CIDR} @ Protocol Port f Ranges

172.16.15.55 I ITCF’- (HTTR/H... I | 8080

TZAR=NJY—A



TOERARYSD == OHERK

TZAR=RNT I AL, —BRETIEATEBZVARBIY —ABIET TV T—3>
- RECERTIHEZERLET,

ChSsOIL—ILEFE. I—FID, FIN—TAXN=29T, FINAADRAF ¥, Hf, TOHD
RIS —RUBBEDERICEIVT, REDTFAR—KNIY—RICHAT IO ELATEZ L ZH
HIBDZET, EF1VT1Z2RBULET, ChiZKY, BEHEOSVAR ATLZ —RO/N
TIVYOTIEANSHERBELEN S, ZTAFWEVPNaaSZE M L TRFAE N1 —H R (CF
RATEXRY,

BEIL : wFa7>7242£Yv—

Poalicy
Home Access Policy
Data Loss Prevention Policy
O]
Experience
Insights Profiles
Endpoint Posture Profiles
o IPS Profiles
Connect
Security Profiles
= App Risk Profiles
Resources
Settings
‘ Threat Categories
Secure

Motification Pages

ACP

e AddRUeZZ Y OLET,
- PrivateAccess® 7 )Y I LET,



Add Rule ~

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Private Access

Irity

Internet Access

Control and secure access to public
destinations from within your network and
from managed devices

ACP®MIE N

* RueNameZ V7)Y UL T, BEIZEELET

s Acion2 Vv U L. Allowto permitthistraffic%igﬁl/ x£¥9,

« onFromfromZz 2V Y VLT, #RENEETNDI—HYZEELET

s ToZE VUV OL, I—HYHNZOIL—ILICESTVWTE DT IV ERAZEELET
e NetZ7 Y OL, ROR—T TSavez V7)Y ILET,

Rule name () Rule order

[ FTD IPsec Rule ] [ ! J

o Specify Access

----- Help O3
Actio

@- Allow @ Black

Alboy 1 Block specilied ralfic

From To

AD Users » Josiee Private Resources «FTD Internal Server
Endpaoint Requirements

tha VPN pasture profile, Requirements ke ewaluated 31 the e 1o andpoint device 0Crs 10 the retwork VPN Pesture Profiles [
@ Configure Security
F e G T A— swed. Halp

ACPDRE

X 1T T7ATOF—ILBHEFNKFTD)DERE
RENRINABE—TITAADKE

FIDORBRRILAZRZ—=T T A ANVTHIF., L—hR—ANDIPsec VPN RILDOREICEA



ENDMEBLAVIAMR—TILATY,

1. Devices> Device Management®D EICFBEIL £ 9,

— Devices

Monitor
Device Management
23 Insights & Reports >
Template Management
#% Events & Logs >
Platform Settings
Manage FlexConfig
1) Policies > Certificates
- Objects

— Show less
. Devices

%  Secure Connections >

FTDF/NA A

o« FTIDF/N1 ADinterfaces® V)Y VL E T,
- AddInterfaces® 7 )Y I LK T,
- Virtua Tunnd Interface® 7 )Y O LE T,
C2DDRBRNVRILAVE—TIAADER (127 ZA4XVEX1T7T7IOEANT
A, €512 ktA AV EF21T7F7I0EANTA)

Sync Interface ] [ Add Interfaces v ]

Sub Interface

ori..  Virtuall Redundant Interface
Global Bridge Group Interface
Virtual Tunnel Interface
Global
Loopback Interface
Global
VNI Interface
Global |

VTIDIE N



BREBRNRILA2 =T T 4R

« BEIZADL., EnableZB YO LET,

s xaUF V-V EBREFLGFERTS

s Tund IDED V)Y OLT, [EZIBELET,

e Tund Source® 7 Y OL., NRINZBITEIWANA > R—T I A AREBELET
* IPSec Tunnel ModeZ 1) Y I L, sdectiPva

* IPAddress® 7)Y LT, VTIIOIPZP RLAZRELET

e KZDVUYIULET,

Tunnel Type

Name:*

[ VTI-1 ]

Enabled
Description:

| |

Security Zone:

[ zone_vti v ]

Priority:

Virtual Tunnel Interface Details

Tunnel ID:*
1 ._‘ - _.'-_L_j_'_—.

Tunnel Source:*

[ GigabitEthernet0/0 (outside) v ] [ 192.168.0.20 v ]

VTI1.1



IPsec Tunnel Details

IPsec Tunnel Mode:*

® ipva O pve

IP Address:*

(® Configure IP 169.254.0.1/30 i

VTI.2

RENRINAVE—T T (A2

« BEIZADL., EnableZ VYO LET,

s x1UF V-V ERBREFLFERTS

s Tumed IDZD V)Y OLT, BEZEELET

o Tunnd Source® 7 Y OL., NRINZBITEIWANS > RX—T I A AREBELET
* IPSec Tunnel ModeZ 7 1) Y T L, sdectipv4

* IPAddress® 7)Y O LT, VTIIOIPZP RLAZRELET

e KZDVUYIOLET,



Tunnel Type
o

Name:*

VTI-2

Enabled
Description:

Security Zone:

zone_vti v

Priority:
0 | (0 - 65535)

Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VTI.

Tunnel ID:*
2 (0 - 10413)

Tunnel Source:*

[ GigabitEthernet0/0 (outside) v ] [ 192.168.0.20 v ]

VTI2.1

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPv6 addresses accordingly.

IPsec Tunnel Mode:*

@ 1pva O pve

IP Address:*

(® Configure IP [ 169.254.0.5/30 ] [}

VTI2.2

c [Savel 20 Y ULET,



Deploy ° 0 ® v

You have unsaved changes

VTIOZENRE
IPSec > X I DERE
cdFMCA Y > 2 R—RICBEBLE T,

* Secure Connection® 7 1) Y U E 9> 41 NEVPNS & T'SD-WAN

Secure Connections = x

Monitor
Site-to-Site VPN & SD-WAN w
2 Insights & Reports >
Remote Access VPN
% Events & Logs >
Dynamic Access Policy
Manage
1| Policies >
= Objects
am Devices >

&  Secure Connections

S2S8

s onAddZ 7)Y OLET,
- RouteBasedVPNZ T )Y L E T,
- ETPY—kTEIUYILET,



Create VPN Topology ®

Topology name *

[ CsA ]

VPN Type

I New - N\ 7 \

O SD WAN Topology @ Route-Based VPN O Policy-Based VPN
S the Secures traffic dynamically S tweel

SASE Topology cannot
be selected because

Select VPN Topology Cisco U'['U'?f'a
Select VPN Topology Select VPN Topology @ Co.w'r.e\.mdr is not
conhigureqd.
@ O @ Hub and Spoke @ Prerequisites
@ e Peer to Peer @
Prerequisites C' Refresh
L. J \

VPN®DIE N

s EXATTIVEABREDATY TN S, 754X VBRTEAAVF—E2EZ—DO K
VFIIDEIPP RLAZEBLET
* onEndpoins®Z 7 )Y O L&Y,

- NodeAD T T, onDevice® V)Y VL T, extraet®iBIRL E T,

- DeviceNameZ 2 UYL T, BEIZEELET

- Enpoint IPAddresses® 7 1) ¥ 2 L, Secure AccessD 7T AXUIP7 RLAEEHAY)
IP7PRLAZANTRXYI2>TABLLET ( "Secure Accesss DT D "Save
Network Tunnel Group Configurationy #*5 )
aA>74Fa1L—>32)

- J—RBTENARZEDVUYOL, FIDFNA AZERLET

- Virtua Tunnel InterfaceZ® 7 1) Y L, BIOFIETERL ERADVTIA 2 R—T T4 A%&i&
RUET

- Send Local Identity toPeersF 7' 3 & V1) Y I LT, Emal DZEIEIRL., ( Secure Access
Configuration® T @ "Save Network Tunnel Group Configuration, [C&% ) 7’54 X
DRZIIDEASILET,

- AddBackupVTIZD Y IO LET,

- Virtua Tumnel Interface® 7 1) Y I L, BIOATY 7 THERL 2B OVTIA 2 X—T7 I/ A
ZERLET

- Send Local Identity to Peersoption® 27 1) ¥ 2 L, Email IDZIEIRL ., ( Secure Access
Configuration® T ® "Save Network Tunnel Group Configuration IC&% ) Eh A
DNZILIDEAADLET,

- [Save] 2V VY OLET,



Network Topology:

| Point to Point

IKE Version:* ] IKEV1 IKEv2

Endpoints IKE IPsec Advanced

Node A Node B
Davice:* Device:*

[ Extranet b ] [ cdFTD-1 ~ }

Davice Name®: Virtual Tunnel Interface:*®

[ CSA l [ VTI-1 (IP: 169.254.0.1) ~ ] +

Endpoint IP Address®: Tunnel Source: oulside (IP: 192.168.0.20 Edit VT
(] Tunnel Source IP is Private

[ Primary-1P,Secondary-1P l

B send Local identity to Peers

Local Identity Configuration:*
[ Email ID ~

S

[ ftd1-ipsec@ ]

Backup VTI Remove

Virtual Tunnel Inerface:*

[ VTI-2 (IP: 169.254.0.5) - -+

Tunnel Source: outside (IP: 192.168.0.20)Edik VTI
D Tunnel Source IP is Private

B send Local Identity 1o Peers

Local Identity Configuration:*
[ Email ID w ]

[ fid1-ipsec@ ]

Cancel m

E

&

FTD VTI®

s onkeZ )Y ILET
- IKEv2 Settings > PoliciesD JEIC 2 )Y O L& T,
- UmbrdlaAES-GeM-256F 7> 2 ZBIRLE T
- okEDVIYILERT,



IKEv2 Policy ®

Available IKEvZ Policy -+ Selected IKEvZ Policy

Q, Search Umbrella-AES-GCM-256 I

' AES-GCM-NULL-SHA
AES-GCM-NULL-SHA-LA..
AES-SHA-SHA
AES-SHA-SHA-LATEST
DES-SHA-SHA

DES-SHA-SHA-LATEST

Cancel m

IKEV27R 1) 2 —

* Authentication TypeZ 27 1) ¥ 27 U T Pre Shared Manual KeyZ 123R L, Secure Access ( /NA7L—X
) CRRELEPSKEANLET

Endpoints IKE IPsec Advanced
Pre-shared Key Length:* | 24 Characters (Range 1-127)
IKEv2 Settings
Policies:* | |&

Umbrella-AES-GCM-256

Authentication Type: | Pre-shared Manual Key o

Key:*

Confirm Key:*

|:| Enforce hex-based pre-shared key only

IKE

* IPSEC
> |KEv2 Proposals
- UmbrellaAES-GCM-256 % IBIR L £ T,
- oKZDVIUYOLET,



Endpoints IKE IPsec Advanced

Crypto Map Type: Static Dynamic
IKEvZ Mode: | Tunnel .

Transform Sets: IKEv1 IPsec Proposals 4 IKEv2 IPsec Proposals* 4

tunnel_aes256_sha Umbrella-AES-GCM-...

IPSec

Cancel n

IKEV2Z7'OR—HIL D &RE
FTDIL—FT 1 T DORE

RS —R—2ZN—F 4V YPBRIZFEHTDE, BEIPFRLAEITITAL, REICEITVT
NST74vVEEEFETEES, PBRIE, L—FT 120577 INEFICHKETIRDYIC, &
Bx, 77V—>3a>, 7O, A=K, FEEZTOMHOERZFA RV —ICEITVTH
5749 0B\N—FT1A2ITEEXT,

chllkY, HBREBEORS 714V IVFRLRGRELEEMNOEVNS 714 v 0 RBED DV (BF
HE) > OXERA X=XV KNI OBE)ICBELTHEEL, N7 —NXAZHKEILLT
IRXKTORT 714V VZVPNR D RILBHATEF IS B, BRLUET7VT—>3 %
ZEIZEMTEET,

RIS—=R=AN—TFT1>27

« A7V NBH
C TFORRVARED VY OLET,
- ExtendedZ 7)Y O LET,
- Add Extended AccessLis® 7 Y I LE T,



Extended

Mheniter ' Actass List

. Extended
2  Insights & Reports
Service Access
& Events & Logs » Standard
» Adgress Pools
e Apglication Filters
1] Policies > A5 Fath

BFD Templste
| .

Cighar Suite Lisy

Vabud

ROZILENLU TEEENBFTD(172.16.15.024 5 E)NC K > TIREET TV BEET
ZXYRND—=DE—HIBLRT VLA MA—-ILJAMACL)ZHERLET, L
ICE, ZTATEAET D RY KD —7 (CGNATEH ) £VPNaaSTHEAE D XY
J—2%&BIUL E T ( Virtual Private Network IP Poollic F I v IR — 0 &2 HET

)o

Name

[ CSA_ACL ]

Entries (1)

Sequence Action  Source

Source Port Destination Destination Port

1 Allow Subnet-17216.15.0

ACL

s Devices

- Devices® 7)Y U ULKXRT> /N1 2E®
Monitor
Insights & Reports »
% Events &Logs >
Manage
1| Policies »
= Objects

CSA-Management
Any CSA-VPNaaS Any
CSA-ZTA

Device Management

Template Management

Platform Settings

FlexConfig

Certificates

— Show less



TINAA

« FTDZO VYD
- onRouting® 7 JY O LERT
- Policy Based Routing® 7 Y J L& T,
. Add’a_"7')‘77l/¥3'o

., Device  Interfaces  Inline Sats  Rout ing  DHCP  VTEP
§ Insights & Reparts sy
£ Evenistlogs ¥ Pollcy Based Houtlng
Manage Virtual Routers Specify ingress interfaces, mateh ciileria and egress iMeraces 1o foute tralfic accordingly. Traffic can be routed across Egress interlaces sccondingly
Global Configurs Interface Priceity m
Manage _
7 Polides N Virtual Router Pros portios Ingress Interfaces Match criteria and forward action
ECMP There are no PER policies defined yet. Start by defining the first one.
Objoct -
- OSPF
e Devices 3
O5PFY3
nnnnnnnnnnnnn -
A integrations > Rap
Policy Basod Routing
s
PBR®MIE 1N

o Ingressinterface® 7 )Y O LT, RWERY RDT—IOHSORTTAYVYINADAIDAEZ—TI
A AZERLET
« Match Criteria and Egress Interface TaddZ 2 )Y VL& T,

Add Policy Based Route ®

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface *

[ inside W ]
Match Criteria and Egress Interface
Specify forward action for chosen match criteria. m

ABABE=TITARA

e MachACLZ DU Y UL, FICERU LILRACLZEIRLET

e SendToZ V)Y U U T, IPAddressEBRLET,

c IPUFRLRZEDZIYOL, XRVARNEYZTELT, FIDTUBIRREETS N EVTIA 2 Z2—T7 T4
AT Ry N (169.254.0.28 £ T'169.254.0.6 ) ADIPF7 RL AZRRELEFT

« [Save] 2V Y IOLET,

Match ACL: * CSA_ACL v +

Send To: * IP Address v

IPv4 Addresses: 169.254.0.2,169.254.0.6




R —R—ADKE

PBRMD{R1F

2 sendTo > IPAddressF 7' 3 &IBIRL TS EE WV, Egesinterfaced 772 3V IFIBIRLBEVWTL
=L\,

TOEARISD —DORE

Cisco Firepower Threat Defense(FTD)TRZ 7 1 Y U ZFAIL, T7FAXR—KNUY—ZANDT Y
ERAZBEMITRICE. NZTAVINFRALCTL7 LRI TEREND T oA MO
— I OMHBBREEZEBRBTIHENHYET,

TL74MRIDTE, KURVBRENFTHhhZEIICAEEh, SO TERICEDIDICH
FFENTVERT, EXANBABAY S —EE (EFRTEREDIPT RLALR—IEE ) Z2FEH
LTRZ 74y DAL, NZT74vO0ZBRICHFT, 7O0Y 0., FLEENANALET, C
DERETKRZ 714V OEHAATIE, TFA—TNTYRAARTZIAVRREARID—BE,

KDY —RAZREBICHEITDAVARI DAV EZERTED LS, EXF1UT 1 FIHZMHIFL
BASNTA—RAZBLEEERZENTERT,

* policies> Prefilter D JEICEE L £ T,

Policies T+ X

Monitor
Security policies
Insights & Reports »
Access Control
#% Events & Logs >
Intrusion
Manage Identity
@ Policies Decryption
. Objects Prefilter v

T7L7 1A



s TORBARIVY—THEAEATVBRTLITALNRRIS—OREEZIIY ILET,

Prefilter Policy Domain Last Modified

TL74LNBZEIIYILET,

s AddTunne RueZ 7 Y O LET,
- VPNaaSE Y RDID—IURZTAY T XRY KD ST FAR=—KNIY—=ZANDRNZ T 1YY
ZEML, FFALET,
- onsave® )Y OLET

PreFilter - Josue

" Hame Rulo Type

L= ORF

COBRT, FIDDRENTTLTHEREAES, BEREHKRITTEET, EAR, IPsech>XI
FEEICHEIEN, T75AR=—KNI)Y—ANOEF 1T RBEHRNBILT N TVR I ENERE L
x99,

i3

FTDTORESR

ayn
51

FIDO M2 RIILAT—RA

RORILDBEDAT—RA(TY TREF LAV NREEZEL)ERTITEETRT, CnllkY)
. IPSech RN BYICHEIETNATVWEDREZERTEEXT,

« Secure ConnectionsZ 2 JUY O L£E T,
» Site-to-Site VPN & SD-WANZ 2 U Y O LE T,
« NAROPRZIVVUYOULET,



Tunnel Status Distribution

IKEw1 IKEv2

Topology name VPN Type Network Topology
~ CSA Route Based (VTI) Point-to-Paint '
Node A Node B
Device VPN Interface VTlinterface Device VPN Interface VTlinterface
Extranet eio. <dFTD-1 outside (192168.0.20) VT (169.254.0)
Extranet . cdFTD-1 outside (192.168.0.20) VTI-2 (169.254.0.5)

FIDRRILAT—ZRA
YF*FIAT7T IO ATOHER

TFATTIOEREADR D RINAT—RA

RRILDBEDAT —RAZRTTERT, AT—RAIKK,

E#lR, BE. RLEERO

BENBENET, ChiZ&LVY, IPSech VRN BEICHUEATVWD L ZRETEERT,

« Connect > Network ConnectionsDJEIC )Y VL ET
+ Network Tunnel GroupsZz 2 U Y L &E T,

Essentials nnel Groups  FTDs
Home Network Connsetions —
Users, Groups, and Endpoint
@ Davices
=i~ End User Connectivity 0 4
DS Forwarders Warming & Connected ©
L
Connect
= amawork for establishing tunnel redundancy and high
[ 15 within 3 neAwenk tunnel Group &6 stcurely centrol
air resources. Halg o
J fat I 5 Tunnel Groups
NTG D HEER
L7V

 Network Tunnel GroupZz 7)Y L&

Summary
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Region Canada (Central) Routing Type Static Routing
Device Type FTD IP Address Range 172.16.15.0/24
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Search Text: FTD X

Blvast 24 howrs ~ | 2 Refresh 120 results

Reset All

Hetwork tunnel

group Data center IP address Hub type Region Alerts Service Device type Details Time (UTC)

L dary contral-1 @ Info 0GP FTD BGP poar up Feb 18, 2026 4:07 PM
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Event Details

Action

Allowed

Time
Febk 18, 2026 3:30 PM

Rule Name
FTD IPsec Rule (2386307)

Enforced By

Source

4 Josue

source P

Destination
http://17216.15.55:8080/favicon.ico

Security Group Tag (SGT)

Destination IP
172.168.15.55
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