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Key Scope 4 selected Remove All
Select the appropriate access scopes to define what this APl key can do. .
Scope
Admin 7> Deployments / Identities Read [ Write V X
r . 23 .
8 Depioyments 23 > Deployments / Metwork Tunnel Group Read [ Write ~ X
Investigate 2 ) —
: 9 Deployments / Tunnels Read [ Write ' hd
Policies 25 > : ) <
Deployments / Regions Read-Only v ped

(J Reports 17 >
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Metwork Restrictions

Optionally, add up to 10 networks from which this key can perform
authentications. Add networks using a comma separated list of public IP
addresses or CIDRs.

IP Addresses
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CANCEL CREATE KEY
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Settings

Monitor - .
a Settlngs / External Services
2, - ' a Cloud Credentials

Configuration Cisco Account ~

Ci i istrati e
LS ] Cloud Provider Credentials Umbrella DNS Certificate

Analytics License Reporting

Configure Cisco Umbrella, Zscaler, and Cisco Secure Access credentials to enable Cisco Catalyst

e PnP Connect Sync SD-WAN Manager to create automatic SIG tunnels to Cisco Umbrella or Zscaler endpaints.

Workflows
Data Collection & Statistics C‘ Umbrella
X Cloud Services B zscaler
Toels
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Statistics Database Configuration [ ]
Q
Maintenance External Services v req
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Configuration Groups | so-wan v ]

Configuration Groups 2 System Profile & Transport & Management

| Q1 Search ] | L
Mame Type Profiles
SPA-AUTO &

Typi: Singhe Router
System Profile

|' SPA-ALTO - ]| 2 |

Palicy Profile [optional)

|Default_Pl:llr'cg,r_Dhiecl:_Frofile v] & O

CLI Add-on Profile (optional)
[SP#“Aum_Haum-mnps v] & 0

e XIZ. GlobalA 7> a> %##m&EL T, Domain ResolutionZ 7> a > FEMICE>TVWB

EEMRELET

Global
SPA-AUTO e
Mame
Device solution  Updated by Last updated Shared
SD-WAN admin Fab 06, 2026 12:29:48 AM 1 Group Global \
Deseription (optiona \_
-_ G Serch ) Global Description \
e
Profile Features © Services S NATG4 O BG! @ Authentication © 55H Version © Ether Ct
ARA Banner
[ ™ 1 & [ P HTTP Server HTTPS Server
BFD Glabal
BFD & [ cacbat FTP Passive Domain Lookup
(-] @
Mustti-Raglon Fabric NTP

MRF lea TP 1o ARP Proxy RSH/RCP
| |

RUS—=TIN—-TDOFRE
Configuration > Policy GroupsD JEIZBE L £,

* Secure Internet Gateway / Secure Service Edge™Add Secure Private Access® V)Y O LET,



Policy Groups

Policy Group 5 Application Priority & SLA 6 NGFW 0 Secure Internet Gateway / Secure Service Edge 4

Secure Internet Gateway / Secure Service Edge 4 /
Q Search Table l
Add Secure Internet Gateway (SIG) Add Secure Internet Access Add Secure Private Application Access
Mame Description Solution

« BHIZEREL T, Creae® V)Y O LET,

Secure Private Application Access

Mame

SPA-AUTO

Description (optional)

XDERETIE, Catalyst SD-WANLY D ICREZRFBALERICN O RILZERTEERT,

Configuration

Segment (VPN)

| @ - | [CDFDGTETE_UEEF J

Cisco Secure Access Region

[ @ v ] lEumpe{Germany} v ‘

e OY74F2L—>3>
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Tunnel Configuration® N T, +AddTunndZ 7 1) Y O L& T,
Tunnel Configuration

+ Add Tunnel

Tunnel

BASIC SETTINGS

Interface Name(1..255) Description

[ @ v ] [ipsec‘l()‘l ]l [@ v ] <system default>

Tunnel Source Interface Tunnel Route-Via Interface

Data Center

® v \ (® Primary () Secondary
Advanced Settings A
GENERAL
Shutdown TCP MSS
(5] (o
IPMTU DPD Interval
[@ v]‘1mo ] [@ v]

* Tunnel ( bR

- InterfaceNamel N> XL B EEBELET. HFLWRAYIILFBMERZ EFCHBNICEFEhET,

C RUERLBERAVR—TIA R COREELEETBHBEEHYERA. AN ERICTDE, IL—TN
VIOALB—TIAANBINA TEHEBWICERENET,

- RvZ)RouteViaf > 82— 7I( A CDBREZERTHIHERFHVELA, TF7HIBNTE.
TYvDIIN—ZOKIONATERYEWANS >V RX—T I ANFERAEhETTHN, BED
WANA VB —T I A AN DEBBERFEETEXRT

- Pt a—BBIISUT, T7ZAXVEEFEH R VEBRLES, 754X UK
VRILHNTTICHREECNTVSEHEE, SecondaryZiBIRLE T, BENDFUATR
CADORFRILETZSARIVELT, BIOM R EEAVRVELTRETEERT
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IPMTU: 1390 % {& FH
TcPMss: 1350 % £ A

~
i EBORN O XRILEERL TECMPZERICL, RORILBEZBRIHEEF. IL—2
CEWBRKRKIOCBOTOT 4 7N0OBONY VT Y TR RILNERETEET, chlikly)
. NTGH V) T K10 x 4 GhpsH iRt hE T,

Interface Name Description Tunnel Source Interface  Tunnel Route-Viainterface Data Center Action
@ ipseciOn @ @ Auto @ Auto @ Primary & 0
ipsec102 @ @ Auto @ Auto @ Secondary & 0
@ ipsecl03 @ @ Auto @ Auto @ Primary s 0o
ipsec104 @ @ Auto @ Auto @ Secondary o a
@ ipsecl0s @ @ Auto @ Auto @ Primary 2 0
@ ipsecl0s @ Auto ® Auto @ Secondary o o
@ ipsec10? @ @ Auto @ Auto @ Primary & o
@ ipsecioB [=] @ Auto @ Auto @ Secondary o @
ipsec109 2 @ Auto @ Auto @ Primary o o MAXIMUM OF 10 TUNNELS PER HUB
@ ipsecli0 @ & Auto @ Auto @ Secondary o o
ipseci @ @ Auto @ Auto @ Primary & @ 10 ¥ 1 Secondar
@ ipsec2 @ @ Auto @ Auto @ Secondary 2 0
ipsecl13 Auto @ Auto @ Primary s @
@ ipsecl4 (=] @ Auto @ Auto @ Secondary e 0
@ ipsecls @ @ Aute @ Auto @ Primary & 0
@ ipsecllG (=] @ Auto @ Auto @ Secondary & 0
@ ipsecii? @ @ Auto @ Auto @ Primary & 0
ipseclls @ @ Auto @ Auto @ Secondary & a
@ ipsecla @ @ Auto @ Auto @ Primary & o
ipsec120 @ Auto @ Auto @ Secondary & a
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BGP Routing

BGP ASN ©

In Route Policy
® v | | sPAAuto-In |

Out Route Policy

@ ~ | SPA_Auto-Out |

* BGPV—TFT 14245

- BGPASN:SD-WAN/\7 DASE S ZIEEL £ T, AS64512EF 2177V ARAICFHN
ThTWVWBY, BFHTEERA. BGPOFMICOVWTR., ZBLTLSEETL,

=R RUS—mII—T AT OBEEER<SEHIC, DATALAFRBHN Cdeya AT—R
XN EFERALTZOBEIL—NMNRU—ZERLET, BYIBIIL—NZFA/HEST
BICE, ciPrkAYFo 7L 2FEALTFEHTEEITDHLEN BV ET,

C REL—RNRUS——F AT ORBEEER TR LD, VAT LARdnydl XEFRAL TZOREIL—
RRUS—ZHERLET, BUBKIL—FNEFUEBTITBICE., cL7RAVFVTL—NE
FRALULTFECHRETIXENF HYUET,

EE2025F 11 AR, HFILKERENEIXNTOEF1T7T7IOLABBTE., XY RD
— O RNZILITIN—=TDOBGPET U JIZF7 2L NTINT U Y JASN 326440 EA &
NET, 2025F1MAKV) BICRIET N EBRFOMEBIE. LLATESecure Access BGPE7
BICFHENTVWETSARX—RNASN64512% 8| EfREFERALET. 77T4RXR—KNASE
64512 FKY RD—DJ LOFNARIZEIN ETShTVWBEE, E7 (X177 0¢
A)BGPASG4512AICRREETSNERY ND—O RN RILITIN—=TEET VT TEFRE
Ao

KUS—IN—7ICFHLWVWRDS —ZEAlLEE, EBGPRA/N—ICH U TIROBGPH & Uroute maps&
ENFEBNICERENET,

route-map SPA_Auto-In deny 65534
description Default Deny Configured from Secure Private Application Access feature
route-map SPA_Auto-Out deny 65534
description Default Deny Configured from Secure Private Application Access feature

R104#sh run | s r b
router bgp 65000

bgp log-neighbor-changes

|

address-family ipv4 vrf 10



neighbor 169.254.0.3 remote-as 64512

neighbor 169.254.0.3 activate

neighbor 169.254.0.3 send-community both
neighbor 169.254.0.3 route-map SPA_Auto-In 1in
neighbor 169.254.0.3 route-map SPA_Auto-Out out

maximum-paths 32
exit-address-family

TDE, saeZ VUYL, RUS—DBAZBFEITLTR ORI ZREBILET,

* Configuration > Policy Groups@D JEICZ U Y O L& T,

* Policy > Secure Service Edge > Secure Private Application Access® JIE(Z 2R L, SPARIC/ER L E=&F 07" 0O
774N &0 )Y ILEY,

s DeployZ V)Y IOLTETLET

Pelicy Groups
Palicy Group & Application Priority 8SLA 8 NGFW 0 Socure Internat Gateway | Secuns Service Edge 4 DNS Sacurity o
+ Add Policy Group  Export  Impert
Hame Cescription Sohution Humber of Policies Number of Davices Devices Up to Date Bowrce
EPA-Auto
Policy Group Hame Description (opbonal Device Solution:
Pa-uta
e i
Applicstion Priarity HGEW Depboyrment
Assoclate o & 1device
— & 0w |
Sacure Service Edge
Fecure Intermet Access [ Secane Intermet Gateway Fecure Private Application Access
SIA-AUTO SPA-Autd
SPA-Auto o
SIA_5IG - sy SPA-AUTO-Wiest —
Site-102 S1A Manual + SPA Manusl ey User

inSecure Access® FERR T D ICIE. ROFIEZETLET,
* Connect> Network Connections@ EIC 2 ) Y O LE T,

N> RILOFEL

eu-central-1

Summary -
o MAY 20 TUNNELS PER DEVICE CONMNECTED TO THE NETWORK TUNNEL GROUP
— y
Drerary Wi Secondary Hib
O Ly O e
10 10
s T &0 -
Rt 0 e




Configure > Configuration Groups® JEIC BB L £,

« BEIN—TEIVYIL, cu7kA>7O7 AL EERMRELET,

Configuration Groups = so-wan

Configuration Groups 3 System Profile 5 Transport & Management Profile 8 Policy Profile 1 Service Profile 4 CLI Add=on Profile 3 UC Voice Profile o Other Profile 1

GCreate Configuration Group Export | Import

Mame Type Profiles IPrOVISIONing StatUsin Sys: Devices | AusocistedBrvices SOUITE Updated By Last Updated On -
SPA-AUTD & Sourced from User Updiated by admin Updated Feb 11, 2026, 9:05:14 AM
ype: Singhe Router Deployment

System Profile Transport & Management Profile
Associated 2 1dovics

SPA-AUTO & SPA-SIA-AUto_WAN
Provisioning  f& 1out of sync

Palicy Profils (cptiona! Service Profile (opt o

Default_Policy_Object_Prafile 4 SPA-SIA-Auta_LAN

GLI Add-on Profile
[ moute moss gE

# Add Profile

BGPJL— I\ﬁ_.é?ﬁ&EtFE.r?% il = 3% $ﬁﬂ:§§i L %in RoutePoIicyt Out RoutePoIicy’E’ﬁFﬁ LEI, cLF7k
A —RBEODEENBHZENLTVET, COTUTL—NEIHRIELZDZEDT, KEIC
WSUTHAEI A AT RDRBENHYET,

ip bgp-community new-format
ip prefix-1ist ALL-ROUTES seq 5 permit 0.0.0.0/0 Te 32

route-map SPA_Auto-In permit 10

match ip address prefix-Tist ALL-ROUTES

route-map SPA_Auto-In deny 65534

description Default Deny Configured from Secure Private Application Access feature

route-map SPA_Auto-Out permit 10

match ip address prefix-Tist ALL-ROUTES

description Default Deny Configured from Secure Private Application Access feature
route-map SPA_Auto-Out deny 65534

description Default Deny Configured from Secure Private Application Access feature

router bgp 65000
bgp log-neighbor-changes
|

address-family ipv4 vrf 10
network 172.16.104.0 mask 255.255.255.0

A
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* Connect> Network Connections > Network Tunnel Groups@D EIC 21 Y I LT, NTGRZ2RL £ T

W—FT 127 DO

Secure Access

Primary Huk
B mbup

&
o Network Tunnels
- Foview this network Qrop Help
1 Tunnel Poer D Poer Davice [P Add:
: rimary 1 13130 178.43.28004
v2 3
] Primary 131 8 1
Primary 4 13147 178.43.24814
aaaaa ary § 13M28
||||||| y6 131126
........ L 1127 8.

T COBITRE,
'tz7\L_

BIN—TFT A2 THARICENET,

Secondary Hup  33HEDISNZ
8 s up
IKE
10
Active Turwass &
Tl Grsup B ESTABLISHED 141464 soc
Carta Center
® Acddress Encryption Alg
AES-CBC-256 ECP-384
380124982478302E048
Routing
Data
1 BGP
3420

Primary 1(131130)

J4D0ETZO0E

aqza | 1FRIEI04G/24

2120 1000128823132, 2401.0.42/32, 2400.0045/32, 100122 44.10/32, 100,96 2.16/28, 2401.0.44/32,
0.00.0/0, 3595175 7RI3T. 100.96.3.16/28, 100.96.4.16/28, 1001224412032, =10, 240.1.0.43/32,
100.96.1.16/28, 100.96.2.0/26, 100.96.3.0/26, 100.96.4.0/28, 100122 44.11/32, 100.122.44.4/32,

3920 19ZIGBI0Z.0/24, 192 168102.0/24, 192.168.102.0/24, 192 168.102.0/24, 100.96.1.0/28,
44,240,251.165/32, 100122 4406/32, 100122.40.5/32, 10011 2.86.29/32, 172.16.104.0/24,

VTZABAOAD/24 o7 meore

a0

Downio:

3120

3120

ad Routin

I —HHT XY N72.16.104.0/247 .
RNZRAXENTVWET, CThiZ&kt), Catalyst SD-WANE SSERE D R TE YD

g Table

FIA114B67451IM5563

HMAC-5HAZ-156

BGPENLIztEF1T7T7 Y

Catalyst SD-WAN/\7 OEIFTOWANI Y P ICRAURV S —%BATED O, FIOT 1T KRN

G20, AZNA DR RIILF20EIZBNET, RRILDE

AT, BRIVDICRES

NTVBBIC &> TEEYET, MAOEFITTIEANT (NT1ENT2) CEEEhEIL
— 2. BYENETRTORYRILTECMPRTEFRLET.

& 2, Catalyst SD-WAN Edge 112100 k> LA & V), Catalyst SD-WAN Edge 212100 k
DRI BBIEE. EFXF1TTIORAR20DT VT4 7B RN RIIVICH 22> TECMPZEERL &

T, BUBENFEHHUSSENTICE

Network Tunnel Groups

A network tunnel group provides a framework for establishing tuning
availibility. Connect tunnels to the hubs within a network tunnel group to securely control
user access o the Internet and private resources. Help ©F

[ eu-central-1 ]

| redundancy and high

Network Tunnel Group Status Region

1 Tunnel Group

Primary Hub Data Center

BAEAET,

Primary Tunnels

Secondary Hub Data Center

Secondary Tunnels

eu-central-1 © Connected Europe (Germany)
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NZ 7 14 Y I hCisco Secure AccessZBIBL TWS A L

-—

SHEHE

Search & 7= [ Network-wide Path InspectingiC BEIL, R RILIDTT7 1RV ITLET,

YF¥I1TT7IORA-TIOT1ET1BRE

Monitor=>Activity Search :

Activity Search

=3

Q, Search by domain, identity, or URL

Advanced =

CLEAR

IPADDRESS  172.16.104.11 X IDENTITY  Algjandro Ruiz Sanchez (alejars) (slejarui@eisco.com) X
q 4 Total ) Viewing o 16, 2026 11:27 AM
5
Response Regquast Sourcs
@ Allowed £ A
el [ Fw ] 1 Alejandro Ruiz Sanchez (alejarui) (alejarui@cisco.com)
@ Blocked
[ rw ] A Alejandro Ruiz Sanchez (alejarul) (alejarui@eisco.com)
Warn Page Behavior Saloe [ Fw ] 4 Alejandro Rulz Sanchex (alejarui) (alejaruigicisce.com)
Narned A Alejandro Rulz Sanchez (alejarui) (alejaruigcisco.com)

0 Accessed Aver \Warn

EFATBTIOEA ARV

Monitor>EventsD JEICBEIL £ 9,

triggered by access requests made by your organization’s sources. Find ot
RIS a8 going ansd how your rules iMpact their access to requested
destinations. Help [

5292, Eventsor Activity

Saved Searches »

Page: 1

Pula Identity @ Dastination Destination P

L Alejandre Ruiz Sancher (alejarui) (alejarvi@cisco.com) 17216.104.11:3389
L Alejandre Ruiz Sanchez (alejarui) (alefsrui@eisco.com) 17216.104.11:3389
4 Algjandro Rulz Sanchez (aiejarui) (aiejarui@eisco.com) W216104.01:3389
4 Atejandro Ruiz Sanchez (alejarui) (alejarui@cisco.com)  PC-site-104  17216104.11:3389

Restore to

- Ris

Dastination Pt

33E0

33E0

o e (D)

Evaonts tewl
D3 o Wb o Firawall o IF5 o ITA Clantiess L ITA Client-based o Decryption o
Status 1 Last 24 howrs ~
R (e
Event Type: ITA Chentiess OR DNS % Raset all
[Event Type Status Eventio @ Source Destination Reason Code Rule Name Time @
W ZTACHentiess O ancwed cEEZelu5dl 2achic Alejandro Ruiz Sanchez..,  PC-site-104 SITE-104-ROP Fab 18, 2026 10:26 AM
il i 11 T 1 A il
=} - = : )
8 Sowee & Connection © Endpoim Posture: © Desiination
AD Usars: Alejandro uir Sancher_ Type: ZTA Stavus: @ Lo FODH: PC-aie-104 [3
Souren B- Posture profile: System pravided (Drew. ResourcslApplication Mame: PC-site-104
Location: Destingtion IP: 172161041

Browser: Firafox 1470
Oparating system: Mac 06 X 1015

E OFINBM(T7FILNTREEN ) CB2TVSRT

EaBFELTSEEL,

Destination Port: 3369
Application Category: Private Resource
Appiication Pratecot:. RDP-TCP
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Catalyst SD-WAN Manager - &Y RO —92EONAA YA K

Catalyst SD-WAN Managerlc B8 L £7,

* Tools> Network-Wide Path Insights® 7 1) Y I L& T,
s NewTraceZ 7Y OLET,

SITE 104 TTOES -
Source Addross/Profiz Destination Address [Prefix
172161
@ Appli Application Grou
o o
Pleas: m applicati

Advanced Filters

ho—2&: (F7232 ) NL—ARBZEELET
s HA4Kh: TTAR=RKNIVY—=ANH2H A N EBIRLET

c VAN TTAR—=RNDVY—=ANHDVPNIDEIBIRLET
« REFBETRLR (AT 232 )IPEALTRA, ZHOFRICLT, YA KRB KLY
VPNchoosenlCETWVWTT7 AN RV TENEITRNTORNT T4V 0 BF Y TFYLET

NL—ADEK
RZ74v 90 70—%4RL. InsightsBlCHBViews I UV ILET

Applications  ActiveFlows  Complated Plows
] ° 1,0 L] 3
+ Upda: w10 Insights * Deat Peat Pretosal DECP Upstream/Downstieam Application App Group Demain ART CND(ma)/END(ma) *  User  UserGrowp  Security G4
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Overview Routing Insight Path Visualization Flow Trend

Trace: SPA (ID: 192), Flow ID: 143 (Application:ms-wbt)

Upstream (From 15645 to 172.16.104.11:3389)

Hop 0 - Edge Name: R104

IP Lookup on VPN 10 Routing Candidate Paths: 1 Path Decided By: Final Path:

SERVICE LAN | SERVICE LAN
Local Interface: GigabitEthernet3 9 Local Intertace: GigabitEthernet3

Destination Addr:
172.16.104.11
Match Route:

172.16.104.11/32
—

Route Info
Source: adjacent
Distance: 0
Metric: 0

Downstream (From 172.16.104.11:3389 to 15645)

Hop 0 - Edge Name: R104

IP Lookup on VPN 10 Routing Candidate Paths: 10 Path Decided By: Final Path:

Destination Addr: SERVICE LAN MNAT DIA
Local Interface: Tunnel17000111 ‘l Local Color: BIZ_INTERNET
Match Route: l Local Interface: GigabitEthernet1

f32

—_— 3
SERVICE LAN

Local Interface: Tunnel17000109 MWAT Translate Source
Pre-MAT
Addr:192.168.4.111
Port:4500

Post-NAT

Addr:192 168.0.105
Port:5079

Route Info

Source: bgp (external)

Distance: 20 SERVICE LAN

Metric: 0 Local Interface: Tunnel17000103

Received From:
Peer: 169.254.0.41
Uptime: 1d07h SERVICE LAN
Peer: 169.254.0.35 Local Interface: Tunnel1 7000101
Uptime: 1d07h
Peer: 169.254.0.31 -
Uptime: 1d07h
Peer: 169.254.0.27
Uptime: 1d07h
Peer: 169.254.0.23
Uptime: 1d07h
Peer: 169.254.0.21
Uptime: 1d07h
Peer: 169.254.0.15
Uptime: 1d07h
Peer: 169.254.0.13
Uptime: 1d07h
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https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
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https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html
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https://www.cisco.com/c/ja_jp/support/docs/security/secure-access/225416-configure-secure-access-with-sd-wan.html
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
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https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
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