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COREPTERAIZT—FTIOFYERIIRLET, CBEOKLSIC, IVZI—REF20HWE
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SREENERTTAVIEREETEDELSICEYET,
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CORFIXVNOERE. REOFRARELHATNARACETVWTEREhELEZ, DR
FAXKNTEATDIRNTOTFNA AR, JUTBE(T7#IN)E E’Cﬂfiféﬁﬁﬁéb’(b\i
T XEAPORY RD—UTR, FONVRICK>TEZH AN H2HEE T HHERL
<EZEW,
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axX ;&
X1 TTOEADRKE
APID¥ERK

X177 O ERAZERALTABN R ZERTSICREK,. ROFIEZHEELET,

Secure Access DashboardICBEIL £,

e Admin>AP KeysDEICO VY L ET,
c AddZD VY IOLET,
s ROAT7 a2V EBIRLET,
BR/ZY ND— '7r~>?)L7)L 7 A /EEIAHK
R SNINZ Y - &HX&U/E%SJA&
- BE/U—Tay Bk EVYER
- BB/D : Gt ELY) /BEIAK
> Expiry Date : ?@f\lﬁsﬂﬁﬂ

Key Scope 4 selected Remaowve All
Select the appropriate access scopes to define what this APl key can do.
Scope
) Admin 17 > Deployments / Identities Read / Write v X
& Deployments 23 2 Deployments / Network Tunnel Group Read [ Write ~ X
() Investigate 2 2 8
Deployments | Tunnels Read [ Write A X
O policies 25 > ) )
‘ Deployments / Regions Read-Only N )4
() Reports 17 >
Metwork Restrictions
Optionally, add up to 10 networks from which this key can perform
authentications. Add networks using a comma separated list of public IP
addresses or CIDRs.
IP Addresses
| X ADD
CANCEL CREATE KEY

S


https://login.sse.cisco.com/

E o ATTIADT, COF—HDNRAZERTTCEDIRY ND)—IZ10BETEMNMTEEXT
o NTUYIOIP7RLAELEECIDROAVIXYIYUARNEZFALTRY ND—0%IB
mLET,

« CREATEKEYZ 7)Y I L T, APKeyEKey SecretDERZEIR T L E T,

API Key Key Secret
397766cdb29f4 3008ddee3bld8c04eds r'r‘] bfce729cd3e243e281df7271ach12208

EE  OE—LTh SaccerTaNDcLosEZ 7 Uy O LTLEE W, 500V E, BEE
KL T, ABE—&hGB A 2O —%2HIRTBIBEN B ET,

JRIZ. AccepTANDCLOSEZ U Y O LTETLET,

SD-WAN®DEEE

APIDESE

Catalyst SD-WAN Managerl_ B8 L £ 7,

» Administration > Settings > Cloud Credentials@D EIC )Y O L& T,
e JRIZ. Cloud Provider Credentials 2 ') ¥ 27 U Tcisco SSEZBRMICL . APIEEBOEREZANLE
El



Settings

Monitor - .
a Settlngs / External Services
2, - ' a Cloud Credentials

Configuration Cisco Account ~

Ci i istrati e
LS ] Cloud Provider Credentials Umbrella DNS Certificate

Analytics License Reporting

Configure Cisco Umbrella, Zscaler, and Cisco Secure Access credentials to enable Cisco Catalyst

e PnP Connect Sync SD-WAN Manager to create automatic SIG tunnels to Cisco Umbrella or Zscaler endpaints.

Workflows
Data Collection & Statistics C‘ Umbrella
X Cloud Services B zscaler
Toels
Data Stream
& @ ciscosse
) Network Statistics Configuration & CollgEtior
Reports S—
Organization Id
Statistics Database Configuration [ ]
Q
Maintenance External Services v req
3 Alarm Notifications Api Key Secret
o p . -
Administration
e Threat Grid API

-] UTD Snort Subscriber Signafure

‘) Context Sharing

Explore
Cisco DNA Portal

Managed Cellular Actiyation - eSIM

ldentity Provider Seflings

| Cloud Credentials |

« ##®ID:SSEA ¥ 2 1 7R— RMURL(https://dashboard.sse.cisco.com/org/xxxxx)h S T& £
CP

e ApF—EFITFTOEABREOFIEASOAE—LET,

c wE:EFITT IO EARENOFIEASOIE—-LET,

TR, saelRZ2 &)Y ILET,

S

E OROFIEICEDHIIC, SD-WAN Manager & Catalyst SD-WANTI ¥ < IZDNSER & A
/5‘ RYRNTIVEAN BB L EBRRBITIHLEN HYET,

DNSILY O T Y THEMCHE>TWVWRIAESHEERTDICIE., ROBFAICBEHLET,

Configuration > Configuration Groups®JEIC V)Y I L& T,
s TVSFNAARAQOTATT7ANZEODYILT, DATAZTA77AILERELET,



Configuration Groups | so-wan v ]

<« Configuration Groups 3 System Profile 4 Transpor
[ Q Search ] [ Las
Name Type Profiles

SIA Secure Internet Access R1 + R2 074

Type: Single Router

System Profile

[ SIA_Basic v ]

Service Profile (optional)

[SIA_LAN v] o O

4+ Add Profile

« RIZ. GlobalA 7> 3> %4#w&EL T, Domain ResolutionZ 7> a > AFEMICE>TVWSB
EEERELET



Name
SIA_Basic e =
Description; SIA Basic Profile Description (optiona
Device solution  Updated by  Last updated Shared [ Global Description
SO-WAN admin Mov 05, 2025 03:37:00 PM 1 Group
® Services ® NATSA ® BGP
i O Seanct
HTTP Server
Profile Features
ARA B
r et FTP Passive
| Aan | | Bannes | @
BFD Global
[ &0 P [ Gional ARP Proxy
Multi-Region Fatsric NTP
MRF 2o | NTP

RIS =T IN—TDRE

|2 Cisco Discovery Protocol (CDP)
g

Configuration > Policy Groups®D JBEIZ#BE L £,

® Authentication

® SSH Version

HTTPE Server

Domain Lookup

(¢ @

REHIRCP

Line Virtual Teletype (Configure O
—

* Secure Internet Gateway / Secure Service Edge > Add Secure Internet Access®D JBICOUY DOLET

Policy Group 4

Application Priority & SLA 3

NGFW 0

Secure Internet Gateway / Secure Service Edge 3

Secure Internet Gateway / Secure Service Edge 3

[ Q Search Table

/

Add Secure Internet Gateway (SIG)

S

E:2018K WHID ) U —ATI, COF7< 3>/ IkAdd Secure Service Edge(SSE) & FEIE

;- -

Add Secure Internet Access

NTVET

- BEl&YV1->32%

REL, create2 7Y ILET,

Add Secure Private Application Access




Secure Internet Access

Name

[ SIA

Solution

l sdwan &
Description (optional)

IRDEXETIE, Catalyst SD-WANI Y DICEREZRBULBICN R ZERTEET,

SSE Provider

(@) Cisco SSE

Context Sharing

@ VPN @D scT

Tracker

Source IP address
(o IR {{ Monitoring B}

e ssE7’O/N4 4 —:SSE
o OvFxANtE  Z—AIICISLU TVPNE X SGT % i#1R
s KNSV AhH—
- RETIPFRLA : FNAABEZBRLET (kY , FNAAZEICEETE,
EABRERTOEAGZHETERT ).

#eFIET. FRILZEYRNTYTLET,

Configuration

+ Add Tunnel



Single Hub HA Scenario ECMP Scenario with HA

Max one tunnel per hub
Tunnel Type f
Tunnel Type
Interface Name(1..255) Tunnel Source Interface*
- " GigabitEthernetl Interface Name(1,.255) Tunnel Source Interface®
gabitEtharne o ~ sapback]
Inneiboua Teackee Tunnal Route Via Tracker O
[\:‘_' w @~ B GigabitEthernet E

Data Center \ © Frimary ) Secondary Data Center © Frimary

By default, for the tunnel route, the system will select the
first NAT-enabled interface it finds. If there is more than
one, you should select your desired WAN interface.

c YyIMnTHADYF YR CDIFTUATR, 1DONTGZET VT 147&L T, BIONTGZE/N
YIJELTERAL, NTGHEYWEBKIGbpsDAIL—TY NTNATRAZED) T4 %K%
ETEFXRT

* HARERLEECMPOSFUA : CODIFUATIR, NTZEILRBREODDRN U RILERETE.
NTGZ EICEBEHTHRARI6DON RN EYR—NLET, COREICKY, NOXILBEDOA
L= "NAEELET

Y
E I RYRND=DAR—=—TIAADAIL—T"Y NH"1 GbpsZE X, ILRMEN VEXIF
B IN="TNVIDA BT IA RAZFEATEIHVENHYNET., ThUADFEE.
TFNAATEESA DV EZ—T I/ ARAZFEHATEET, chik, EF1T7T7I0EREHLS
ECMPZA Z—T7IIICTRDLHTT,

HECMPYFUARADIN—TNY DAV BZ—TIAAZERETDHERF. &AL, I
_gtﬁﬁﬁ?éﬂ'l)/ D [T, Configuration Groups > Transport & ManagementProflIe_C)L TINNY D
AVEB—TIAAZERETIHBENFHYET,

* onAddTumndZ I Y O LET



Edit Tunnel

Tunnel Type
Interface Name(1..255) Tunnel Source Interface*
@ @ v I Loopback1
Tunnel Route Via Tracker @
l @ v GigabitEthernet1
Data Center © Primary (O secondary

« fvHa—7IT4R%ipsecl, ipsec2, ipsec3’x &

© NUEARERA2—TIAR IN—TNYVIA U BZ—TIAAZERTSDH., NORIZRIL
TREMASBENAVR—TIA AZERLET

* Tunnd RouteViaZLOOpbaCkEJ\lg?Rl/f:i%é\ NZT74Y0DON—FT12TnOYBELAR—T
I/ ARBIRTDIHVENHVET, LoopbackZBIRL WSS, COAT>a>v@FIL—
KREREN, DATALATREENERIONATHRRA >V EZ—T7IA AZFERALET. E¥HS
BEE. BRHOWANA >V Z—T I/ AZBRIBDULENfHYVET

s TFT—AREUR—:hik. t51T7T72€20EDNTLEBERTITINEEKL T

ROZIIBREDROEA T, SAOAHNREITIRANT ST A AEFERAL TR RILE
LET,

kg
it

v Advanced Options

General
Shutdown Track this interface
TCP MSS P MTU

H

@ v 1350 @ v 1390

H

DPD Interval DPD Retries

IKE Diffie-Hellman Group

(o] s

Vs

&




* TcPMSS:1350
e IPMTU:1390
* |KE DiffieHdIman JL—7":20

ETO®R, EHH T2 2 — 2B T AR RN RILERETIXLENHYET,
SUUILNNTHAOS F ) F
Configuration
+ Add Tunnel
Interface Name Description Shutdown Tcr Mss FMTU Action
@ ipsect @ false @ 1350 @ 1380 &0
@ ipsecz @ false @ 1350 @ 1390 ¢ 0
chid, BEO>FUAEAZFEALLSEORKERTT,
HATDOECMPO > 1) 7
Interface Name Description Shutdown TCP MSS IPMTU
@ ipsecl © false @ 1350 @ 1390
& ipsec? © false @ 1350 @@ 1390
@ ipsec3 PRIMARY HUB @ false @ 1350 @ 1390
@ ipsecs © false @ 13s0 @ 1390
@ ipsecs © false @ 1350 & 1390
@ ipsecll © false @ 1350 @ 1390
@ ipseci2 @ false @ 1350 @ 1390
@ ipsec13 | SECONDARY HUB @ false © 1350 @ 1390
@@ ipsecld @ false @ 1350 @ 1390
@ ipsecls @ false & 1350 & 1390

RZ, EFATAVE—FYRRIUS—TNATRAZTEUT 1%

High Availability

+ Add Interface Pair

Add Interface Pairg 7 1)Y 2 LE£ 9,

RETILENHYET,



Monitor [«

Crverviw wevices  Applications  Secwrity MWt i Tunesls |

PRIMARY
X
Edit Interface Pair

Active Interface Active Interface Weight

[ & - J l pseci y ] [.’._‘.,. - J 1

Backup Interface Backup Interface Weight

& v [ psecll Y | T 1
Tunnel Type Tunnel Type
Interface Narme(1..255) Tunnel Source Imerface* Interface Name(1..255) Tunnel Source Interface®
_] & ~ b
Tunnel Route Via Tracker © Tunnel Route Via Tracker @
GigabliEinarnet] @ - W - GigabitEthernetl | @~

Data Center Se fary Data Center Primary o

ks

COFETE., EYRNTYTIBRDRNRIRTCEILTZARVBLTEA TN X)L %
ETRIUENHYVET, chldk, ERNFIICHHBONY OTYTHNHBDEZERLET,
NSO R, BRICZOBHNOLEHICTZAIVBRTFEAZVELTHEREATVS
CEICFEELTLEEL,
" 7o74742058—71421 BT TARVRNZRILZEEL., "hvorvrqva—7zq421 BEHVE
DXL ZELET,

« POFATAYR—TIAR: TTAXV)
« NYOTYTAYER—TIAR AR

BLS COFEZAFYTIRE, FORIFBIENT, L—EA5EF1T7T70F
ANQERIBIEZhTEA,

R ZLCNATRASEUTAERETDE, ROBDKS CRENFRRENET. ZOHA
KTEATBSROBITE, 500 N RLFHALERENTVET., ABELHU TR RLO
BERRTEET,



High Availability

<+ Add Interface Pair

Active Interface Active Interface Weight Backup Interface Backup Interface Weight Action
B ipsect B 1 & ipseci! B 1 & U
B ipsec2 B B ipseci2 31 ¢ 0O
B ipseca 21 @ ipseci3 &1 ¢ O
& ipsecd @1 & ipsectd & 1 & 0O
T ipsecs B 1 & ipsects B 1 & U
Cancel @

7£:SD-WAN Catalyst vManage Tld, BASDD RNV RIART (16D FI : 754X
UX8&EtEAUAIIXE) BERETEE T, Cisco Secure Accesslid, BR10D k> xR
TaEYR—KNLET,

s [Save] 20 UYIOLET,

CNDE, IXNTHNELLKEREE NS E, SD-WAN Managerd & U Secure AccessT k> RILH
UPERTRENET,

SD-WANTHRTBICIE, ROFIRZREBLFT,

* Monitor > TunnelsDJEIC O )Y D LET
o RIZonSIG/SSE Tunnes® 2 U Y O LE T,

Monitor

Overview Devices Applications Security Multicloud Tunnels Logs Energy Management Advisories

SD-WAN Tunnels SIG/SSE Tunnels

Cisco Secure AccesslcHEI NI R RILHAUPICHE 2 TVBAAESH EHERTEET,



Nstwaii Tusnel Groun Tunnel Mame st o heMame 4 Tusnel Group I Trssagan Typa Tursel Type A P it Conter seal)
-y SITEMN
CES PAYG-580-5028 SOLScAETE 15000001 RIM-1 SITEI1 BEIE0101S IPSEC activiy Cisco Secure ACCHES 31204523 up up
CER-PAYTS SD5EISCEETY n16000002  RMOI-1 SITEMN B61691015 IPSEC active Cisco Secure Access 31204523 up up
CEN-PAYG-S SPSSORSCEETS Tunnel1S000003 BEISHI01S IPSEC coccess  actve Cisco Secure Access 31204573 up up
CEN-PAYG-560-5028-4db0-bE2e-! Tunned1 5000004 RWI-1 SITEMN SEIEHNS IPSEC c access active Clsco Secure ACcoss 204523 up up
CEN-PAYG-500-5028-40b0-b62e-9bSSOLSCE8TY  TunnellS00000S  RI0T-1 SITEN SB16H1015 IFSEC coccess  active Cisco Secure Access up up
CEN-PAYG-600-8h20- 4db0-bE2e-ObSSObSCEETd  TunnellGOOD0OE  RIOT-1 SITEMN EB1601018 IPSEC SSE-Publc access actve Cisen Secure Access up up
WGy~ 580- 5020 Sdbd-bbde- S0 5Eb 60T i GOOD0T Ribli-1 SATEM BE1681015 IPSEC i B0Cess agthe Cisco Secure Access 11204523 Up Up
CHK: PAY G 560+ 5028 - 4db0-bh 2e- 0580056870 41 6000008 R01=1 SITEN1 661681015 IPSEC SSE-Pubiic access A v Cisto Secure Ao 31204523 Up Lp
CE-PAYG- 5805528 - 20601y IB5EILELEET REM-1 SITEMM BE1EHI0I5 IPSEC SSE-Pubbe pecess Btk Cisen Seoul ALLELE 1815894574 Up Up
CER-PAYG-560-5628 -SEEILSCEETd RID1-1 BEIE01015 IPSEC SSE-Publc becess backup Cisco Securs Access 1815814574 Up up
CER-PAYGS SD5EISCEETY SITEMN 661691015 IPSEC SSE-Pubbc § backup Cico Secure ACCss 1815614574 up up
CE-PAYG-560-5028-40b0-b620-Ob5S0RSC687d  TUnnedlS00001E  RIOT-1 SITEIN BEISHI01S IPSEC SSE-Pubbc DECESS Backup Cisco Secure Access 1215514574 up up
CE¥-PAYG-560-5028-40b0- b6 20-SDSSO0SCEETD Tunne1 5000015 R SITEMN EE1EH1015 IPSEC SSE-Publc access [ ) Cisco Secure Access 1215614574 up up
R PAYG Tunned1 6000016 SB16H1015 IFSED coccess  backup Cisco Secure Acoess 1818614574 up up
CENPAYG- ObSSOESCEATd  TunnellGO0OGIT  RMOA-1 SITEIN EE1601018 IPSEC caccess hasckup Cioeo Secure Access 1818614674 up up
i Py 500- 5028~ 4dbd-bhde- S0 SE0bEcbTd e GOO0E Rigi-1 SITE M BEIEBI0IE IPSEC S5E-Pubiic access backup Cisco Secune Access 1BA5E145.74 Up Up
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e+1770LACRATRICE. ROFIEERALET
YV — Y S YV o
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. DELCIVYDILET
Connect = Network Connections e P4
Network Tunnel Groups
A network wnnel group provides a f for tunnel y and high
availibiity. Connect tunnels to the hulbs within a networ tunnel group to secuntly control
user aceess 1o 1he Intemat and private resources. Help o
r +
([  sv28-sab0-b62e-00saanscesza || < | 1 Tunnel Group
Hetwark Tunnel Group Slatus Region Primary Hub Data Center Primary Tunnels Secondary Hub Data Center Secondary Tunnels
CEBK-PAYG-560-5628-4db0- & Connested Eurape (Germany] k3 sse-gue-1-1-0 B
bEZe-2b589b5cEETI
Caalyst SOWAN

HEE 1T, NURILOBESY

DY OL& Y,

= PRIMARY SR SECONDARY
e —

e el

Matwerk Tunnals

Pt e e b Qo DL e, |4l

Tunsaln PaariD Fuar Dovice B Aeddrens Diats Caries Hams Dt Cankar @ Addrana. Shainn Laxi Sisben peiatn
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Frimary T s T e 8 Commatind Dec 11,7005 1058 P
Frimary 3 nmse ez [t L Dec 11,7035 1098 P
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Primary & WAz . 802 LI

Frimay & e aszsr [t 802 LY Do 11, 2028 1088 P
Primary 7 ns 803 D commaciea Do 1 2008 16158 Pl
Frimary B LT HRANI B Commniton paah 150 P
Seconary | w51 e haased Y — a8 g0 P
Secondary 7 8580 Sre 10 803 D omeciea Do 1, 2028 1100 P
om— w53 azasen Loy Py — (o 110 P
Beconary 4 w5 a3 TRARIOT O Conmacind P 1100 P
Betimdary 4 w533z LT 110 TRARIT 1 Conmacind Do 11,2935 1100 P
Ridary 4 s 110 LYTEE 1 Conmecind
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SD-WANTDAHARLNA/NAFQDNE LT 7V T5—>3a>oER (723>
)

T7Vr—>a> 0 NANARE, W—FT AT RIVS—IZBRHTE BDFQDNE L IEIPZER T B &4
ENH35ENEERGNFHYET,

SD-WAN ManageriR—ZJ)LICBEL T,

* Configuration > Application Catalog > Applications® JEICOUY DOLET

Application Catalog

Overview Applications 1553 Application Source Settings Cloud Sourced Applications Discovers: d Application @ Application Lists Conflicts

Applications 1553 tion Aftritut ’ Custom Application L Export B

p B2 R2015&KWEION—232ZRITLTVWRIHEERE., RUS—UARNTHRELTT
Vr—>32ERTERT

FE T7VT—23>Ah200 LT 0EATBICE. SD-AVCEZEMCTRIRBEN HY) &
ER

s NAZLTZVr—2a>eUYIOLET,

Applications 153

| Create Application List Dafine Prabe Endpaint Ag of: Dec 23, 2025 05:00:05 PM O°

CDERETIE., BRI % Secure Client - Umbrella®> 12 —J)LSWG FQDNZ#ERAL TEEL
9,

7 8 % ¥ SecureAccess



Name of the

Custom APP

Custom Application

Application Name @

Server Names @

[ ProxySecureAccess ]

[ swg-url-proxy-https-sse.sigproxy.qq.opendi ]

Application Name: ProxySecurefccess-Custom

Application Family

Application Group

[ Select Application Family ~ ] [ Select Application Group v ]
Traffic Class Business Relevance

[ Select Traffic Class w ] l Select Business Relevance “ ]
o L3/L4 Attributes

IPv4 Address @

Ports @

L4 Protocol @

FQDN

[ 10.X.X.X, 20.0.0.0/24 separated by ] [ Space separated ports or range or ] [ Enter L4 Protocol

q

Saa$ probe endpoint type

(O P address () Fabn () URL

SaaS probe endpoint value

Cancel

* severName : /NA/NATBHFQDNZEAL KT ( ZDOHITIE, SWGHOFQDNAREEZNTVER

9 )o

- swg-url-proxy-https-sse.sigproxy.qqg.op endns.com
- swg-url-proxy-https-ORGID.sseproxy.qq.op endns.com
* [Save] 2V YOLET,

S

£ : ORGIDZSSEMBESICEEL TS EE,

RIZ, BERWBBRANMER S hFET, CDIFS, Umbrella DNSH—/NFIRD XD IZHZVY ET,

‘BIEDNS



Custom Application X

Name of the Application Name © Server Names @
Custom App [ UmbrellaDNS ] [ Enter Server Names J
k DNS
Application Family Application Group
[ Select Application Family ' J [ Select Application Group ' ]
Traffic Class Business Relevance
[ Select Traffic Class v ] [ Select Business Relevance ~ ]
o L3/L4 Attributes
IPva Address @ Ports @ L4 Protocol ©
— Configure IP addresses to exclude
L 208.67.220.220,208.67.222.222 ] [ Space separated ports or range or ] [ Enter L4 Protocol v ]
L | »
SaaS probe endpoint type

(O P Address () FQDN () URL

SaaS probe endpoint value

Cancel
ST, W=TAVTRI—ORECEECENTERTY,
RST74voDIN—F4>2%

CDF|ETIE, Cisco Secure AccessiIFHTRET D LEHIC, RRILZNALTAI U EX—FY NN
ST7A4V0BIN—FTAVITIRIBENHYNEST, COT—ATR, BEDNZT 71y 0&2NAN
ATEDERRBIN—FT 14RO —%2EALT, EF1T7T7I0ABHTARERRNT 714V D
FEEEIABEVRSICLEY, BENBEZEEBLAEYLETD,

F£9., FATEZ2ODIIN—FT 1T FREEELET,

* Configuration > Configuration Groups > Service Profile > Service Route . CDRHETE., EF1T7H8TIOLAILC
N—TFTAVTTEXRTHN, XBHUENFBYEEA,

* Configuration > Policy Groups > Application Priority & SLA : — D XTIk, SD-WANHA TS K £ —
TAVIATZAVAREBEIET, o, REEEBRKEL T, REODRNT 71y It
FATTIECRARAZNLTEBENBVRSIZ, TEORTTAVIENANARTDENTE
9,

REMERANT ST A RAEDBEHZRRTDZED, 77ur—saoBrEesaNREZFA
LE9,

* Configuration > Policy Groups > Application Priority & SLADJEIC 7)Y JLET

o JRIZ. Application Priority & SLA Policy’Z 7 1) Y O LE T,



Policy Groups

Policy Group 4 Application Priority & SLA 4 NGFW 0 Secure Internet Gateway / Secure Service Edge 3 DNS Security 0

Application Priority $¢SLA Policy 4
Q Search Table /

IAppIication Priority & SLA Pol icyl

Name Description References Upd:

e R —F%KEL., Creae® V)Y ILET,

Application Priority & SLA Policy

Policy Name

[ SIA-ROUTE

Description (optional) \

« BESLATINOBERIL
e thST1vHRUI—nENEIIYILET,

Policles, » Application Prority & SLA

SIA-ROUTE & & Additional Settings Advanced Layout @9

SLA Class QoS Queue

| ¥y Change made in advanced view won't save to simple view.

Mo SLA Class added, add your first SLA
+ Add Traffic Policy Class in Traffic Palicy



Add Traffic Policy List

Policy Name

[ SSE ]

VPN(s)

[ Corporate_Users ]

Direction

[ From Service v ]

Default action

@ Accept O Drop

* PolicyName: cDRNT T AV IRV —I)ANODEWICEDE TN EARITZEHE
cVeNE I NTT7 AV IODOIIN—TFT 4T RI1—FOH—EAVPNZEIRLET,

« x| Y—EANS

- BEORE: ZITAN

TR, K74V IRV —DERERBTERT,

In this way, you are bypassing the routing of specific traffic to Secure Access

A
VPN: Corporate_Users  Direction: From Service  Default Action: Accept
Q Searct
NAME MATCH ACTIOM
LocalNetwor Destination Ip - 172.16.200.0/24 h
g1 K Base action - accept ]
Source Ip - 101.101.101.0/24 .
" BypassSSEP . : ' hd
i 2 roxy App List - SecureAccessProxy Base action - accept a9
mbrellaDN N
£ 3 Urabralla App List - UmbrellaDNS :
S Base action - accept a8 &
SIA AUTO F Base action - accept  Sse Secure Service Edge - true e
i 4  ULL TRAFFI Source Ip - 101.101101.0/24 o]
C Sse Secure Service Edge Instance - Cisco-Secure-Access

l

In this way, you are sending specific traffic to Secure Access to be protected

1. 0-HAlLxY NT—2RUS— (A7 a>) : EEIT101.101.101.0/24, 3EBHE172.16.200.0/24, <D
IL—=HKIC&KY, TYRNT—=ORNZFT 1Y THCisco Secure AccessiciEfEE i<V &
T, BE. AFIL—FT 12T EFESD-WANRBHTEF1 ANJEI—>3a 2 )Ll—XRICKk>2TR
Hehdkd, BERENETVEEA, CORETE., >FTUATHRELAESHIZEL?



i

g

T. ShsOY7ZY RNEORFBRS 714V I EF2T7T7ORACIL—F 120V
EBICLET (AT>3ar, RYRND—IREICK>TEARVYET)

. BypassSSEProxy (# 7va> ) : < MR > —I&, Secure Clientd & T'SWGH E %% Cisco

Umbrella®> 1 =L Z2H DRBIE1I—2A ., 7OFZKFT4 VT2 7T RICERL
BYCEEBEET, TOFT NS TAYIRISVRIBL-FAOITHIER. RA
NTSOT1ARAERRBENREEA,

. UmbrellaDNS ( RAR 7S5 9F4R) : CORD I —E, A1 2Z—FY NEBTODNSYVITUN KM X

IBERTEBENDOZHEERT. b RILZEHTUmMbrellal) VIL/N
(208.67.222.222,208.67.220.220)ICDNST T U ZXET D R HEREhF LR A,

. SIAAUTOFULL TRAFFIC : DR —IC&kV), iXET101.101.101.0/24Hh 5D ITXTDHO KT 7

1Yk, FREEKUESSEN R EZRALTA 2 R—FY KNCIL—FT12T0&h, C
DRZT74YIRITIRTREENET,

(XY

N2 7 4 v 2 Cisco Secure AccessBRTI TIC 7Y TAILTVWR L ESHERIETSIC
&, axvh, FOFETFRR, REERY RD—0260/ 21034 NCBBL, RORILIDTT 1)L
2VTLET,

tF¥IATT7IORAR-TIOTAETARR

Monitor > Activity Search® JEIC BB L £ 9,

win & 8
Activity Search _ B LasT 22 HOURS ™
=3
DENTITY  CEX-PAYG-0f3-dded-deal-boBl-calfed 12216 X [ Save Search =)
(Sl
a Event Details *
espon vy @
© Allowed
LT )
L] )
| wes ] Il Internat aceess (2100958)
[ wes ]
m VPN-10 (vieN-10)
Glata [ wes ] . CHK-PAYG-(3-ddcl-deald
calBedTI22i5
o «
[ wes 101101.101.20

CEFATBTIOEA ARV

Monitor > Events® JEICEBEIL £,



¥ Fitewall Discannget O nllowad DdceaddsBsacdble CBK-PAYG-0f3-ddo... 110.234.18.177:443 = SD-WAN-Allaw-We... Dec 28, 2025 617 AM

> Firgwall Discenneet ® Allowed BZbeldbbdealds1de CBK-PAYG-560-5b... 8.8.8.8:53 - For all Internet acce.. Dec 28, 2025 617 AM
> Fitewall Conmect Allowed 204246075701 2847 CBK-PAYG-560-5b.. agas - For all Internet acce... Dec 28, 2025 617 AM
¥ Firewall Casconnect @ Allowed Bzbedbbdealds1de CBK-PAYG-560-5b... 888853 - For all Internet acce.. Dec 28, 2025 617 AM
» Firewall Désconnect O Allawad Sdcea396B5acdbic CBK-PAYG-0f3-dde... 110.234.18.177:443 - SD-WAN-Allaw-We... Dec 28, 2025 6:17 AM
¥ Firewall Casconnect ® Allawed eachif315cdde2 B2 CBK-PAYG-0f3-dde... 110.234.18.177:443 - SD-WAN-Allow-We... Dec 28, 2025 6:17 AM
> Firewall Désconnect O sllowad each39315cdde2B2 CBH-PAYG-DI3-dde... 110.234.18.177-443 - SD-WAN-Allaw-We... Dec 28, 2025 617 AM
b Firewall Disconnact G allowed acdBic CBK-PAYG-DI3-dde... 110.234.18.177-443 - SD-WAN-Allaw-We.. Dec 28, 2025 6:17 AM

o & s
& Connection & Security Conrols & Destination

Ntwark Tunnets: CK-PAYG-OF Type: Network Tunnel r— FQON: -
Viptala VPH: VP10 (VPH-10). P — ResourcalAppication Nama: -
Source 1P 10110110120 Dastination 1P 110.234.18.177
Source port: 55240 Action: Allow Daestination Port: 443

Egress IP: - Destination List: -

Egross Type: - Protocok: TCP

Sevsion Dytes Received: 180
Session Bytes Sen: 362
Application Category:
Apglication Pratocal: -

Datscenter: Europe (Garmany)

Mo Fi coringl svant Tound

Content Category:

X OFVINBR(F7AILITREREN ) CEI>TVWRFTFILNRIS—HFHB
EEBRELTSEEL,

Catalyst SD-WAN Manager - &Y RO —92EONAA YA K

Catalyst SD-WAN Managerlc BE L £9,

* Tools > Network-Wide Path InsightsD JBEIZ 2 V)Y I LE
s NewTrace® 7 UY O LET,



[ New Auto-on Task ]

(] Enable DNS Domain Zfiscovery®
Trace Name Trace Duration(minutes)

[ e.g trace_[site Iy/ J ‘ 60

[ Traces & Tasks ] |

Filters

VPN*
— || EIBES v

Destination Address/Prefix

|1

@ Application O Application Group
® ®

{ 101.101.101.20

s Ste(VA4h) : RTTAVIONFRELTVWADY A NERBIRLET,

c VPN RTT7AVIONRKELTWVWA YT XY NOVPNIDEBIRLET

o REZHA LB RTVPNDBIRT T AN RV TENTEIRNTORNT T4V 0RTAINLEZ)Y
g9, IPEERETAH. ZHICLET,

InsightsTlk, NRILZBBITDRNT 74V ITTVvTFa400&, EFATTIOEARICES NS
RST74VIODRAT2HRBTEET,

+» INSIGHTS Selected trace: trace_80 (Trace Id: 80}

Applications Active Flows. Completed Flows
)
Search by Domain, Application, Readout, etc.™ * Readout Legend: @- Error, @- Warning, @- Information, @= Synthetic Traffic, @-PCAP Replay.

[n

tal R 10 e

1 Start- Update Time Flaw I Insights * WPN .. Source P Sre Port Destination IP Dest Part Protocsl DSCP Up Dawnstrea m App Group Demain

7:26:05 AM-7:34:05 AM 50 View @ 10 10110110120 54688 172.211123.249 443 TGP DEFAULT T / DEFAULT & ms-services ms-cloud-g,.. NiA I

Direction Hopindex  Local Edge Remate Edge Lacal Color Bemate Calor LocalDrop{%] Wanloss{%) RemoteDrop(%) Jitter{ms}® Latencyims)® ART CHD{ms)/SHD{ms) *
BIZ_INTERNET (SIG)  N/A Q.00 MNIA MiA
wwnstream 0O SIG (Tuennel1G000003IR101-2  N/A BIZ_INTERNET (SIG) NiA MNiA 0.00

7:35:23 AM-T:35:23 AM 563 View @ 10 10110110120 56408 172211123 248 443 TCP DEFAULT T / DEFALLT 4 ms-services ms-cloud-g... NfA i

) 73735 AM-TI735AM BBR View & 10 10110110120 53175 8888 53 UDPIDNS)  DEFAULT + / DEFAULT & dns ather MAA I

7:3738 AM-T-3T:38 AM 573 View @ 10 10110110120 56560 3.74.137.87 443 TCP DEFAULT + / DEFALULT 4 ProxySecureA... other MfA I



BYIE R

SARAQT I ALY R—PERX D O—R

« Cisco Secure AccessAIL 7t > Z—

+ Cisco SASEE&ETH A R

« Cisco Catalyst SD-WANtF*1UF 147 4Fa2 L —>3>2FH 4 KR, CiscolOS XE
Catalyst SD-WAN IJ —R&17.x

« Cisco SASEYV ) 1 —=,3 > : Cisco Secure Access & &S & i #=Cisco Catalyst SD-WAN

At-a-Glance



https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
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