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Welcome to the Cisco Security Cloud
Delivered through Security Cloud Control (SCC)

Staying on top of security is easier than ever. Security Cloud Control helps
you consistently manage policies across your Cisco security products. It is a
cloud-based application that cuts through complexity to save time and keep
your organization protected against the latest threats.

SCC complements FMC by allowing you to:
» Drive consistent policy through shared object management with FMCs
+ Enable Zero-Touch Provisioning of FTDs
+ View events in the cloud
» Get a centralized view of inventory across FMCs
+ Leverage cloud CSDAC and Cloud Delivered FMC
* and more

To continue with cloud registration of your FMC, you will need a Cisco
Security Cloud Sign On (SSO) user account.

If you don't already have a Cisco SSO account, please proceed below and
Sign Up for free. Note that you will need to restart the cloud registration from
your FMC after your new SSO account is created.

If you already have a Cisco SSO account, please proceed below to choose or
create a free SCC account to register your FMC.

Let's get started!

1 2

Sign Up/Sign In with Cisco SSO Register FMC with a SCC Tenant

Continue to Cisco SSO
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Welcome to Security Cloud Control

ﬁ To proceed with the registration of your FMC, please select a
SCC tenant or enterprise to register with the FMC and verify
the code displayed below matches the user code from your
FMC.

@ Select Tenant C' Create Tenant

([searcn Tenants ]

[ cisco-jaiyadav

cisco-ngfw-us-sspt
cisco-vibobrov

default_enterprise

Grant Application Access

Compare the code below to the authorization code shown in the FMC tab. If
the codes match, authorize the FMC to complete the registration.
If the codes do not match, cancel registration.

8ABA15B5

FMC would like access to your SCC tenant cisco-jaiyadav.
« Users: All internal users in FMC will have read-only access to this
SCC tenant.
» Data: FMC will be able to collect data using SCC APls.

The FMC wilphetegisteraclwith tapant cisco-jaiyadav
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* Connect > End User Connectivity > Zero Trust AccessQ JEIC O )Y DL ET

s ManageZ V7)Y UL EY,

ik’ Secure Access

End User Connectivity & Cisoa Securs client | | Manage servers

1ol Help 3

Zaro Trust Access Virtual Private Network Internat Sacurity

rrelment methods
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i Secure Access

4 Zero Trust Access

Enroliment methods

Windows and macOS devices

Use S50 Authentication

Enroliment requires user action.

o Secure Cli

Use Certificates

1 Encoliment OCEUrs wWithout user aclion,

1. Upload a CA Certificate if necessary

Ab least one uploaded root certificate or certificate chain must be able to validate identity certificates on endpoint devices during zero trust enrollment and renewal

CA Certificates

Mo CA certificates o & Uplead & CA Certificale |

2. Downdoad the enroliment configuration file

| & Download
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. Services (Local)
Cisco Secure Client - Zero Trust Mame - Description Status
Access Agent %Capabilityhccess Manager Service Provides fac... Running
Start the service ‘g& CaptureSer'.rice_'I 1al1bf Enables opt?...
&k CaptureService_86240d Enables opti...
EEJ;CEIIuIarTime This service ...
Dgscription: ] ‘f:!; Certificate Propagation Copies user... Running
i;:stsseec:ir:;hent Zero Trust Access ‘f;!; Cisco Secure Client - AnyConnect VPN Agent Cisco Secur..  Running
&k Cisco Secure Client - ThousandEyes Endpoint Agent ThousandE..  Running
%Cisco Secure Client - Umnbrella Agent Cisco Secur..  Running
%Cisco Secure Client - Umnbrella SWG Agent Cisco Secur.,
1.‘2! Cisco Secure Client - Zero Trust Acd Cisco Secur...
'-fz&(:lient License Service (ChpSVC) start Provides inf...
%CIipboard User Service_11a11bf Sl This userse..  Running
%CIipboard User Service_86240d Pause This user se..  Running
'-fz&(:loud Backup and Restore Service_ Resume Manitaors th..
k‘:&(loud Backup and Restore Service t Restart Manitaors th..
'-.‘:!;CNG Key Isolation The CMG ke.. Running
iC), COM+ Event System All Tasks » Supports Sy..  Running
%CGM+ Systern Application Refresh Manages th...
&k Connected Devices Platform Service This service ..  Running
'-f;:& Connected Devices Platform User 5 Properties This userse..  Running
%Connected Devices Platform User 5 This user se..  Running
'-.‘z!;(:onnected User Experiences and Te Help The Connec... Running
Fxtended 4 Standard £

Windowst—E A
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€8 Cisco Secure Client & Cisco Secure Client

AnyConnect VPN
Ready to connect.

alrer]ns :
aseo Secure Client

- Auto Select Mearest Location JES

General Zero Trust Access

Statistics Advanced Configuration  Message History

Status Overview
Zero Trust Access:

Zero Trust Acoess is active,

Zero Trust Access Enrollments:

To unregister from the Zero Trust Access service, dick the Unenred button, This will initiate the
process of unregistering your account and remaoving any assodated configuration from the

Zero Trust Access service.

AnyConnect VPN

Umbrella Unenro This setting is managed by your administrator.

Colect diagnostic infarmation for al
instaled components,

Diagnastes
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show allocate-core profile
show running-config universal-zero-trust
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