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Overview

The Ovenview dashbaard displays status, usage, and health metrics for your organization. Lise this information 1o address security threats and monitor system usage. Help of
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Network Connections

Manage the connections that allow user traffic 1o reach private resources on your network. For information about these options, see Help o

Connector Groups Network Tunnel Groups FTDs

Metwork Tunnel Groups ; 1.

0 ] 2
isconnpcted Waming ik Connecied
MNetwork Tunnel Groups

A network tunnal group provides a framewark for establishing unnel redendancy and high
availibility. Connect tunnets 1o the hubs within a netwerk wanel group 1o secusely contrel
uLes BECELS 1o the Internet and private resources. Help o7

2 Tunnal Groups

MHetwork Tunnel Group Status Region Primary Hub Data Center Primary Tunnels Secondary Hub Data Center Secondary Tunnels

AZURE @ Connected U (Pacific s5@-usw-2-1-1 1 sse-usw-2-1-0 1
HNorthwesty

LAB-BGP @ conmected US (Pacific ssg-usw-2-1-1 1 sse-usw-2-1-0 i
Northwest)
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& Metwork Tunnel Groups

Add a Network Tunnel Group

Add a netwerk tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization's available network
devices to establish this network tunnel group connection. Help 5

@ General Seltings

@ Tunnel ID and Passphrase

3

4

Routing

Data for Tunnel Setup

| General Settings

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access, and
choose the device type this tunnel group will use,

Tunnel Group Name

[ SonicWall-NTG ]

Region
[US (Pacific Northwest) w -]

Device Type
[ Other w ]
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& Network Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internat and private resources. Select one of your organization's available network

devices to establish this network tunnel group connection. Help 0

@ General Setlings

@ Tunnel ID and Passphrase

3

4

Reuting

Data for Tunnel Setup

Tunnel ID and Passphrase

Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel ID Format

® Email IP Address

Tunnel ID

| SonicWall-VPN @<org><hub>.sse.cisco.com

Passphrase

|. L] Show

The passphrase must be between 16 and 84 characters long. It mustinclude at least one upper case letter, one lower case letter, one number, and cannot include any
special characters

Confirm Passphrase

0000000000000 00000000000 Show ]

Cancel [ :Ba:l: m
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« [Add| 2OV VY OLET,

« [Save] 2V UV IULET,

Routing options and network overlaps
@ General Settings g opt P
Configure routing options for this tunnel group.
@ Tunnel ID and Passphrase Network subnet overlap
@ ("] Enable HAT | Qutbound only
Routin
& Select if the IP address space of the subnet behind this lunnel group overlaps with other IP address spaces in your nétwork, When selected, privale applications

bBehind these tunnels are not accessible.
4  Datafor Tunnel Setup
Routing optien
@ Static routing
Use this option to manually add IP address ranges for this tunnel group.
IP Address Ranges

Add all public and private address ranges used internally by your organization. For example, 12B.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16 197

I 1010J0.0/24 X I

Use this option when you have a BGP peer 0r wour on-pramise router,

[ Advanced Settings W

" =3 ]

1T T7ORA-NIRLWIN=T - V=T TFT> 3>

SaveZz Vv U732, FURICHTIDIBHARTENET, ROREFIED - IZZ DFER
EREFLTLSEZV

+ Network Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization’s available network
devices to establish this network tunnel group connection. Help 7

@ General Settings Data for Tunnel Setup

Review and save the fol lowing information for use when setting up your network tunnel devices. This is the on ly time that your passphrase is

displayed,
@ Tunnel ID and Passphrase

Primary Tunnel 1D: SonicWall-VPNE: 5SE.CISCO.c0m
@ Routing .

Primary Data Center IP Address: 44228138150

g SonicWall-VPNI .cisco. o

@ Data for Tunnel Setup Secondary Tunnel ID onicWal @ sse.cisco.com

Secondary Data Center IP Address: 523520156 (7

Passphrase: a
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* Network > IPsec VPN > Rules and Settings
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s NAME # GATEWAY
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Sonicwall - IPSec VPN - JL— )L £ &R E

DESTINATIONS

CRYPTO SUITE EMABLE

ESP: IDESMHMAC SHAL KE]

b
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« VPN Policy® T~ T, Secure AccessH' 5 M b 2 &)L 7 — X & supported-ipsec-parameters |

EJ<KVPNREICADLET,

VPN Policy

General Proposals Advanced
SECURITY POLICY
Policy Type
Authentication Method
Name

IPsec Primary Gateway Mame or Address

IKE AUTHENTICATION
Shared Secret
Mask Shared Secret
Confirm Shared Secret
Local IKE ID

Peer IKE ID

Tunnel Interface
IKE Using Preshared Secret
SonicWall-CSA

44.228.138.150

D

eeescensesescensncee
E-mail Address

IPv4 Address

v @

A 4
v SonicWall-VPN@E
A 4 44.228.138.150


https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

VPN Policy

General Proposals

IKE (PHASE 1) PROPOSAL

IPSEC (PHASE 2) PROPOSAL

Advanced
Exchange IKEv2 Mode

DH Group Group 14
Encryption AES-256

Authentication SHAZ256

Life Time (seconds) 28800 @
Protocol ESP

Encryption AESGCM16-256

Authentication Mone

Enable Perfect Forward Secrecy

DH Group

Life Time [seconds)

«©

Group 14

28800 @



VPN Policy

Proposals Advanced

ADVANCED SETTINGS

Enable Keep Alive O @ Display Suite B Compliant s
Algorithms Only
Disable IPsec Anti-Replay [ ) @ -
e Apply NAT Policies [ )
Allow Advanced Routing |;: ]

Enable Windows Networking
(NetBIOS) Broadcast

Enable Multicast ()

MANAGEMENT WIA THIS SA
HTTRPS [ ) SNMP ()
ssH ()
USER LOGIN VIA THIS SA

e () HTTPS ()

VPN Policy bound to Interface X1 v

IKEV2Z SETTINGS

Do not send trigger packet during IKE SA negotiation () @
Accept Hash & URL Certificate Type ()

Accept Hash & URL Certificate Type Send Hash & URL Certificate |
Type

anee J ﬁ

s [Save] 20U YOLET,
VPNRRINA 2 Z—=T T4 ADIEM

Sonicwall Dashboard (C#B& L £ 7,

* Network > System > Interface
« +Add Interfacez 7)Y JLET,
« VPNRZRILA2VR—T7 T4 ADER

SONICWALL

Interface Settings

Pud
MAME TOHE GROUP 1P ADDRESS SUBNET MASK 1P ASSHGHMENT STATUS
X0 L
X1 N

Sonicwall : 1 > X—T7 I A4 A




Add VPN Tunnel Interface

General Advanced

INTERFACE SETTINGS

Zone VPN
VPN Policy SonicWall-CSA v

Name CSA_Tunnell
Mode / IP Assignment Static IP Mode
IP Address 169.254 .06

Subnet Mask 255.255.255.252
Interface MTU  Configured automatically via VPN policy

Comment Tunnel 1 interface - With CSA Primary DC

Domain Name @
MANAGEMENT USER LOGIN

HTTPS ) HTTP O

Pina [ ) HTTPS [ )

« [OKlZ22UYOLET,

A - 4 o b = " Vo
SONICWALL o
@ DO4D103DASCY / Metwork Contiguration () Non-Config
Interface Settings
IPvd
d Interf: ) Refres|
HAME LONE GROUP P ADDRESS SUBNET MASK 1P ASSIGNMENT STATUS EMABLED COMMENT
X0 LAN MR 1010201 255.255.255.0 Static IP 10 Gops Ful ouplex. (D) Detault LAN
%1 WAN Default LB Group 192.168.1.70 2 Static 1P 10 Ghps Full Duplex Default WAN
x2 T Q009 Q9 10 Gbps Full Duplex ': D A
A m 0000 0000 waobps Ful Duplex () M
X4 0,000 0000 10 Gbps Full Duplex II) A
x5 0,000 0000 10 Gbps Full Duplex 'C_D A
X6 NIA 0000 000.0 10 Gbps Full Cuplex () NiA
X7 Unassigned A 0.0.000 0000 10 Gops Full uplex (D) A
Tunnel 1 interface -
VPN NA 169.254.0.6 255.255.255.252 Static IP nterface Up ‘With C5A Premary
DC

Sonicwall - 4 X —T7 I A A-VPNNRILA 2V EZ—TIARA
XY RND—=OFTITORNETI—TDEN

Sonicwall DashboardiZ B8 L £,



* Object > Match Objects >Addresses
« PRLAATZ UK
- tEMEVVYIOLET

Address Objects

View: All v  IPMEIPE ¥ Elr: te () % Purge () Ref 5

ORIECT MAME DETALS TYPE 1P VERSION TOME REFEREMCES CLASS
=B 160, b pred ¥
[+-s] 163, network pd VPN Defauit
(7] 197 h P N

Sonicwall - A7 T UK - T RLAFAT DTV K

Address Object Settings {

Name LAN @
Zone Assignment LAM v
Type MNetwork v

Network 10.10.10.0

MNetmask / Prefix Length 2552552550

« [Save] 20U Y ULET,



Address Object Settings

Name CgMNAT @
Zone Assignment VPN v
Type Network v

Network 100.64.0.0

Netmask / Prefix Length 25519200

I Cancel
« [Save] 2V YUV LET,
Address Object Settings
Name RAVPMNUser-Pool @
Zone Assignment VPN v
Type Network A 4

Network 10.10.50.0

Netmask / Prefix Length 2h5 2552550

'
C I

s [Save] 20U YOLET,

« TRLAIIL—T 0K
« +tAddZ VU Y I LET,
« PTRLAFATD O RZERL, PRLATIL-TICEBMLET



SONICWALL ‘ .

Address Groups

Views: All -

GROUP MAME

Sonicwall - A7 I OKN T RLAIIL—T

Add Address Groups

Name
SHOW AVAILABLE
All (136) Hosts (37) Ranges (0)
Notin Group 134 items
Q, RAV
No Data

* [Save] 20UV ILET,
JL— KN DIE

Sonicwall Dashboard IC#B& L £ 7,

IPV EIPVE w

DETAILS

TYPE P VERSION

Group ip

CSA-Subnets

Metworks (32) MAC (0)

In Group
Q,
CgMNAT[NW]

| RAVPNUser-Pool[NW]

©
Q.

+ Policy > Rules and Policies > Routing Rules

- tEMEIVYILET,

ZOME CLASS

FQDN (0)

REFERENCES

Groups (67)

2 items Po.d



SONICWALL

[ 0040103DASCS

Q, Defaultt & Custom w IPvd - Active & Inactive - Used & Unused -
GENERAL LOOKUP NEXT HOP
PR # HITS NAME SOURCE DESTINATION SERVICE APP INTERFACE GATEWAY M_ TYPE PATH |

Route 255,256,255, - Standa

4 2 0 Policy_5 Any 255132 Any Any X0 0.0.0.0 20 e
Route X1 Default Standa

Al A Ay X 0.0, F.

’ 2 % poliey.7 m Gateway " ny ! nooo 0

Route CSA_Tunnell Standa
4 Al A Amy Ti !

[ 3 0 Policy_26 ny Subnet ny ny CSA_Tunnell  0.0.0.0 0 nd
Route N Standa

|4 7 i} Policy_4 Any X0 Subnet Any Any X 0.0.0.0 20 o
Route Standa

4.9% Al X t A Ay X .0.0. 2

] 8 - 24.9 Policy§ ny 1 Subnet wy ny 1 0.0.0.0 20 -~

Route & Standa
4 X11P Any A Ay fault Ga

] 9 3.4k Policy.8 1 ny ny ny ®1 %1 Default Gateway 20 i
Route 5 A Standa

[ d 10 21k Policy_9 Any 0.0.0,0/0 Ay Any X1 192.168.1.1 20 rd

T Delete All (® Live Counters

Sonicwall : JL—F 1 T I)L—)L
e W—FT12TI—ILDEM
Adding Rule €

IPv4 () IPvE

MName LAN-CSA Type

Tags ac

Description provide a short description of

Lookup Next Hop Advanced Probe
Source LAN v /70
Destination CSA-Subnets v /0
@) Service
App
Service Any v /70

Show Diagram O Cancel -



Adding Rule ¢

Name LAN-CSA Type (@) IPv4 IPv6
Tags
Description
Lookup Next Hop Advanced Probe

@) Standard Route
Multi-Path Route

SD-WAN Rule

Interface CSA_Tunnell hdd
Gateway @

Metric 5

- +tEMEIVYILET,

SONICWALL

Default & Custom  w 1P

GEMERAL LOOKUP HEXT HOP PROBE  OPERATION

FR # HITS HAME SOURCE DESTIMATION  SERVICE PR INTERFACE GATEWAY M TYPE FATH PROFILE PROBE CLASS

Turnell 0000

Sonicwall : JL—F 1 T I)L—)L
TOEAIL—ILOEN

Sonicwall Dashboard IZ# &L £ 9,

» Policy > Rules and Policies > Access Rules
- +EMZEIIYILET,



SONICWALL e ] =R

Default & Custom  w 1P -

Active & Inactive Used & Unused W ¥ Reset Ful [
GEMERAL ZOME ADORESS SERVICE USER SCHEDULE
Me WS NAME ACTION  SOURCE DESTIMATION SOURCE DESTIMATION DESTIMATION P. USER MCL USER EXCL SCHEDULE
Defau » ) i . ANXD )
M) AN LA Any " Al fone T—
i o Rule_2 [+] LAN AN ¥ Management IP Fing Hone Fhwmy
XD
'] [- LAN LAN A S5H Management Al Nong
D ! Management IP a
M) '] [+ LAN LAN Any Hies Al Nene
Y] AN LA A Al Jone
d [+] L ik Ay Management IP : Hons
o o LAN LAN Ay Ay Any Al Homw
20,03
M) o [+ LAM Ve L In1020.0 Any Al Home
o [+ WAN WAN Ay Ping Al Homw Abways
M . WAN A A1 . A " Ay
o [+ ] WA Ay Management IP snagement Al Mone Ahwrayz
10 S N Anx1 HTTPS : . o
M - 114 [+ VAN Anvy e Al Nt Alvrays
11 HTTP
o [ Any Al Honwe
™) o d Manger e
12 .
2 WAN *11P An IKE Al Nene Abways
(A1 ":3 'y
2 0 [+ WAN Ay XLIP IKE Al Heew
14
o Any A Am Al Nene Abwrays
[13] Ride_22 a e d
H Delete  «}+ Move (&) Live Counters Displaying 42 of 69 rules

Sonicwall : 77t AIL—IL

Adding Rule ¢

Mame CSA-Inbound-Allow Action

Type (@) IPvd () IPv6
Access rule to allow CSA subnets (RAVPM and CgNAT) to access -

the internal network/s

Priority Manual hd 1
Description
Schedule Always - SO
Enable (1)
Source / Destination User & TCFUDP Traffic Sha Logging Optional Settings
SOURCE DESTINATION
Zone/lnterface VPN v Zone/Interface LAM b
Address CSA-Subnets v /@ Address LAN v /0O
Port/Services Any v /70 Port/Services Any v /@

Show Diagram f:j

« +tAddZz VU Y I LET,

Default & Custom ¥ Py - ne Active & Inactive ¥ Used & Unused ¥

GEMERAL TONE ADDRESS SERVICE USER SCHEDULE
Pl #  HTS NAME ACTION  SOURCE DESTINATION SOURCE DESTINATION DESTINATION P USER INCL USER EXCL SCHEDULE
PoLM [ E\SM"]";:"d o wPN LAN CEA Subnets LAN Ay A None Abways

Sonicwall : 72t AIL—IL
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© Matwork Tunnel Groups
SonicWall-NTG ~»

Review and edit this network tunned group. Detalls for each IPsec tunnel added to this group are listed including which tunnel hub it is a member of. Halp

Summary Last Status Update  Jul 06, 2025 473 PM

A\ ‘Warring Primary and secondary hubs mismatch in number of tunnels.

Reglon US [Pacific Northwest) Routing Type Static Rowting
Device Type  Oher 1P Address Range  10.0:10.0/24
Primary Hub Secondary Hub

€ HubUp 10 Hub Down

1 ]

Active Tunnals & Active Tunrsis
Tumnel Group ID SoncWall- VPR Tunmed Group ID SonicWall-VP NG
Data Contor $80-usw-2-1+1 Dt Camrter she-upw-2-1-0
1P Ardiness 44728138150 P Addvess 52.35.201.56

Network Tunnels

Review thit petwork LARS! group's IPLec Iunnelz. Help ©F

Tunnels PeerID Peer Device IP Address Data Center Name Data Center IP Address Status Last Status Update

Primary 1 131073 763959128 Sse-usw=2-1-1 44228138150 & Connected Jul 06, 2025 411 PM

EF1T7TIORR-FYRNT—=ORIRILITIN—T -VPNAT—R A

s« Sonicwall 7 7A T OA—=ILOKRZRILAT—FA

SONICWALL

IPd
3, Q
CREATED MAME LE-CAL REMOTE GATEWAY COMMENT
1 OT/OE/Z025 DEA42:48 SonicWall-C5A 0u0.0.0 - 255.255.255.255 0000 - 255.25 44.228.138.150

e Firewall
s volP
) DHS

4] SDOWAN

Sonicwall:IPSec VPNAT—2 A

EU 7 O0tAT, Secure Access Secondary7— X > & — & SonicwallD N RILERETE
=7

ST, NRILAFEFITT U EAESonicwallT7 Y TIREICE 22D T, RAVPN, 757
PR—ADZTA, LB ITAT Y MR—ADZTAZN L ETZAR=—RNIY—=ANODT 71 A
DEFITTFIERAFTYZIR-RTOREZHRITTERY
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LNFFIVIENTVWBREEZEIELET,

« RAVPN/ZTNA—H #"Private Resource Network ( PRN ; 775 A X—KUJY—AXY KD —

k=)

TVYCTIEATERLSICTIVEARID—AREENATVT, DI —ILABEENT
NZ74v0270Y0LTVEBVEVSIEEICBE>TVREZBALET,
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TOELATHD e z2BRBLET,

B

IPSech RN TYTLTVWBRAESHZHRBLET (IKEBKUIPSec SA )
DZAFTRNL—RMDFBIICT RNRAXE D &2BRELET,
RAVPN/ZTNAL—HA 5 Sonicwall D BERBICH D T TAR—KNIY—ABTDORT T4V Y
DEETH. SoniewallTNT Y RF Y TS Fy2RITITD k), NOXRILEHRT
Sonicwall 77 A 77— )LICEIEL TVWB & ZHRERLET,

« NSTAVIHNTTAR—RNIUY—RAICEEL, RAVPNZINAD ZA T NZISET D H

ESNEBRLET, FRATEDZHERK. TNSO/NT Y M Sonicall XO(LAN)A > Z—7
IAAICEELTWVWR L EZRBLET,

« SonicwallA'IPSec b > X)L H TSecure Accessic )V Z—2 NS T74 v O &EELTWVWSD C

EETERLET,

BYIE 5 ¥
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