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Q) Authentication for Machine
o Certificate
....... DN Serve
"""" @ Traffic Steering [Split Tunnel) s
11 MyDNS (182.166.1.20, 1010.10.20) . + Add
- Excopt
View more
@ Cisco Secure Cllent
Configuration P Poots @
L| Edit assig
Tunnel Pratacol
TLS [ DTLS
IPSec (IKEvZ)
(-]
. Cllent Bypass Protacol @
Includa protacal

3. NextZ#2 Uy OLET,

ATYT2-RIAAEDFEE

VORI RILBGEIVRI-FICHRLTEBNT, I—YHAVPNEY S I Z2HBETIEEHHN
CPiENET, COM RN EZI—YOBRERZLTERTDICE. SIAER—ANTILZFEH
LET,

1. VARNND SCAGIEEE%EIRT S A, Upload CA Certificates® 1) Y IV LET,



2. nJ-.EHHi/\ Xa)wunIE7’f_)I/ h&lgﬁbi?o
IR ZZRLUTLSEZ L,

H¥I%Ht:jkl\-t‘vj:\ rnIEHﬁi/\ Xa)wunIE7’f_

+ End User Connectivity
Machine tunnel

Help

Authentication for Machine Certificate
) General o ) - )
CA Certificates
0 for Mach
Certificate View 1 CA certificate ©f & Upload CA Certificate

Primary field to authenticate
Common Mame

Secondary fiedd to authenticate

L Email

3. NextzZ2 Uy OLET,

ATYT3: NZTAVYIDARTT

DT (RAZTVYRRRI)

RZTAYORTTIVI (RTIUYRRIZRIL) DFE, EF1TT7IVEANOTEB RN X

NEGEHEZETDIRDICYI N RILEERETEH,
XN EGEEFEALTNS 714 Y 0 ZVPNRRHATEHEETDLDICER

FERBEBFEICOKARTIY NN
ETEET, FMICOVWTE,

"REKRDRINDNTTAVOATTIT ) #5RUTLSEE L,

1. Tunnel ModeZiE#IRL £ 9,

2. b x

3. DNS ModeZiE#IRL £ 9,

LE—ROER ( RVZLE—ROFT ALK ) L& TR, FIAOERMATETT,



https://docs.sse.cisco.com/sse-user-guide/docs/manage-machine-tunnels#tunnel-auth
https://docs.sse.cisco.com/sse-user-guide/docs/manage-machine-tunnels#tunnel-auth
https://docs.sse.cisco.com/sse-user-guide/docs/manage-machine-tunnels#tunnel-auth
https://docs.sse.cisco.com/sse-user-guide/docs/manage-machine-tunnels#tunnel-auth
https://docs.sse.cisco.com/sse-user-guide/docs/manage-machine-tunnels#tunnel-auth
https://docs.sse.cisco.com/sse-user-guide/docs/manage-machine-tunnels#tunnel-auth
https://docs.sse.cisco.com/sse-user-guide/docs/manage-machine-tunnels#step-3--traffic-steering-split-tunnel

Machine tunnel

. nat signed
« systern. Help 3
s
I .
() General settings Turel Mode
Connect 1o Secure Access
r — '
L -\»_:)_ Auithentication for Maching Al traffic is steered through the tunnel,
Connect Certificate :]
=
- e Traffic Steering (Spiit Tunnel) fﬁ oo O )
o . socore @
- Add Exceptions + Add
Destinations Exclucde Destinations Actions

4. Nextz V)Y OLET,

AT Y 7'4:Cisco Secure ClientD % E

BEDVPNYS R ZILOZ—XICEDWT, Cisco Secure ClientsR ENH 7Y N2 ZET
EET, FHICOVWTR, "EFXF21T7I9TAT7RDORERE) Z2SBLTLIEETL,

1. BRXMEEIZY MMTU), 2KV, 759X F—232BLTYPNR Y RILTERETESD/N
TYNOBRY A XZHELET,



https://docs.sse.cisco.com/sse-user-guide/docs/manage-machine-tunnels#vpn-secure-client
https://docs.sse.cisco.com/sse-user-guide/docs/manage-machine-tunnels#vpn-secure-client
https://docs.sse.cisco.com/sse-user-guide/docs/manage-machine-tunnels#vpn-secure-client

+ End User Connectivity
Machine tunneal

S A machine turnel estabishes

stam. Help £

Cisco Secure Client Configuration
Configure how the Cisco Secure Clent operates for i

@
- Session Sl!“|ﬂg!: 1 Client Settings 10 Client Certificats Sett ngs 8
b (%) Authentication for Machin e —— & Download XML
Connect T Certificate
= () Teaffic Stoering (Spht Tunnel) Maimun Trieeaui thon Unht ©
& i e
p @ cisco secure Chiont Configuration

e < Cancel Back m

DZAT2RRE. FHICOVWTR, "XV RINIFGATUDDORES ZZRLUTLKE

) General settings

easion Setlings 1 Cliem Seltings 90 Chent Certificate Setlings 5
—_— s Dowriload XML

~ | duthentication for Machine Local LAN Access
Ceriificate
Disaa Captive Portal Detection
) Tratfic Stearing (Spiit Tunmel) ”
Suspend Secure Client during suspended standby

) Ciseo Secuns Chont Configuration
- Captive Fortal Remediation Browses Failower
Al local proxy connections

B Automatic VPN Policy (Windows: and macDS cnly)

Trusted Network Policy

Disconnect

Unirusted Metwork Policy

Connect

Trusted DHE Domains

s bocal

Trusted DNS Servers

0.201921681.20

B [VTAT > NIHEDORE|T, BEICKHLUTATZ a2V ZEBRLET,

a. Windows Certificate Store Override: ¥ # &, Secure ClientT, WindowsY>> ( A—7
WOATAL) DIAFREARNTILHDFABREZ IV ZA T NOEAERIAICEATEE T,

b. BBFIAZIER : EF 177 MUV I A TEROAASTANRES N TVWIER,

1)

CREABEZ2Y . FNAARERATRI OIS UM URILTIY VAEABE L TERAE


https://docs.sse.cisco.com/sse-user-guide/docs/manage-machine-tunnels#step-4--cisco-secure-client-configuration
https://docs.sse.cisco.com/sse-user-guide/docs/manage-machine-tunnels#step-4--cisco-secure-client-configuration
https://docs.sse.cisco.com/sse-user-guide/docs/manage-machine-tunnels#step-4--cisco-secure-client-configuration

N BCAGLERE,

d.SIFERE  IHERSEENTEET N TV VIES, Cisco Secure ClientldiEFHERE
L= &ZBERHLET,

i. F—OEAE: Digital_Signature

i. WERF—CERE : VF4 T2 KFR

it

e. BAB RUANARBIZA T NIAZTZERIZED, T2 —HEEDLODHE
BEON)ZHEELEXY, BEHOHEBBON)ZEMITZE, FAEABHNIXNTOI MNIJIEHLTTF
IvoEh, INTH—BIILENHYNEXT,

End User Connectivity
Machine tunnel

General settings
fau ! Client Settings 10 Client Certificate Settings &
& Download XML

Certificate Operating System

) " " "
=) Auths v
\x) deshamtication for bischin Windows cortificate storg overide

)
Certificate
() Tratfic Stoering (Split Tunnel) ERsnEENEicate Stovs
' " Windows Mac 08 Livux

I o Cisco Secure Client Configuration

Certificate
Use Certificate Pinning

Certificate Matching ©
Ky Usage

Extended Key Usage

Distinguished Name ©

Name Pattern Wildcard Operator Match Case Actions

4. A—FVPN7O7 7AW R TOT7AIINEEVET, Savez Vv 03dE,
A—HVPN7OT77AIINEBRT DA TSIV HNFRRENKT,




Include Machine Tunnel

This machine tunnel has been seccessfully configured. Select the VPN profiles
that will include it

[) Select an existing VPN profiles
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1. Connect > Users,Groups, and Endpoint Devices > UsersDJEICBE L £,

= Users, Groups, and Endpoint Devices @ Configuration managemsent
Provision and manage the authentication of users, greups, and endpoint devices, for access control purpeses. Help £
~
Heme Users 10 Groups and Organizational Units 3 Endpoint Devices 4
@
Experience Users
Ingights
Manage your organization’s users and their devices connections and enroliments. To add users, go to Configuration management » Integrate directories
¥
L ALany time, you can disconnect o unenroll a user's device. Help CF
Connact . “
machine | l W Dirgctory w 1 resuits
=
Rt Hame User Principal Name (UPN) Auth Property Source Directory @ ZTNA) Associated Rules
machine machine@sse. com machine@sse.com manual Manual Profile 1] 1] - o

s e
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afFENDF>Z4>CSR Generatory 7 NI TP £ zldopenss| CLIZEATEE T,

openssIE 3R — newkey rsa:2048 -nodes -keyout cert.key -out cert.csr

root@ftdl: /home/admin# openss] req -newkey rsa:2048 -nodes -keyout cert.key -out cert.csr
Generating a RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

what you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can Teave some blank

For some Tields there will be a default value,

If you enter '.', the field will be Tleft blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:North Carolina

Locality Name (eg, city) []:RTP

organization Name (eg, company) [Internet Widgits Pty Ltd]:TAC
Organizational Unit Name (eg, section) []:CiscoTAC

Common Name (e.g. server FQDN or YOUR name) []:machine@sse.com

Email Address []:machine@sse.com

Please enter the following ‘extra' attributes

to be sent with your certificate request
A challenge password []:[}

2.CSRzOE—L., Y VAHEZERL T T,
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p Certificate

General petails Certification Path

l : a Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

Issued to: machine @sse.com

Issued by: csa-AD-CA

valid from 7/1/2025 to 7/1/2027

Install Certificate...  Issuer Statement




p Certificate

General Details Certification Path

Show: | <All> v
Field Value A
E [ssuer csa-AD-CA, csa, local
| )|valid from Tuesday, July 1, 2025 10:23:...
= Valid to Thursday, July 1, 2027 10:33:...
Subject machine @sse.com, machine@. .,
|-~ | Public key RSA (2048 Bits)
|~ |Public key parameters 0500
Subject Key Identifier f89bc7557ef7a0 1e08a43a3ea...
Jic| 81 itharity Kew Tdantifier KeulN=drfrdaRQe52150a5h5a 7
E = machine@sse.com
CN = machine @sse.com
OU =TAC
O = Cisco
L =RTP
S = North Carolina
C=US
Edit Properties... Copy to File...
OK

BHIDATYT (ATYTIEARTYT2) TERLEF—EAHEEHALT, XD VIAIHAEZ

PKCS12EERICZTNhTNEBL KT,



openssl pkcs12 -export -out Machine.p12 -in machine.crt -inkey cert.key

root@ftdl: /home/admin# openss] pkcsl2 -export -out Machine.pl2 -in machine.crt -inkey cert.key
Enter Export Password:

verifying - Enter Export Password:

root@ftdl: /home/admin#

ATYTT : TARNIDUADIY D VEEHAEBDO A VR— K~
1. O—ANARNTRIEEIZZVANTICPKCS12N S VAIAEZ A 2V R— ML &E T,

3 ;onimg Root lssued To . lssued By Expiration Date  Intended Purposes Friendly Name
v G C .ert;ﬂcates [(LOC al Computer) 221127.0.0.1 127.0.0.1 7/1/2028 Server Authenticati.. duo-endpointhe
v || Persona ﬁmachine@sﬁe.com csa-AD-CA 71172027 Client Authentication <Mone>

| Certificates — . :
- h
~v || Trusted Root Certification Authorities a Certificate X S Chent fAathamticatinn: <Nomes

| Certificates
| Enterprise Trust General Detais Certification Path
_ Intermediate Certification Authonties

_ Trusted Publishers
~| Untrusted Certificates fi Certificate Information

| Third-Party Root Certification Authoriti

Trusted People

| Client Authentication lssuers

"~ Preview Build Roots

| Test Roots

~| eSIM Certification Authorities

| OEM eSIM Certification Authorities

~| Passpoint Trusted Roots

| Remote Desktop Issued to: machine@sse.com
7| Certificate Enrollment Requests
| Smart Card Trusted Roots Issued by: csa-AD-CA
| Trusted Packaged App Installation Auth
| Trusted Devices
| Windows Live ID Token Issuer Valid from 7/1/2025 to 7/1/2027

| WindowsServerUpdateServices ¥ vouhave a private key that corresponds to this certificate.

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

WM W W W W W W W W W W W W W W W W W
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® Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | @ Cisco Secure Client

@ Please enter your username and password. AnyConnect VPN:

Please enter your username and password.
Username: jay@csa.local ' a

Password: | RAVPN-ISE - TLS - Auto Select Ne Connect

oK — m Zero Trust Access:

G [J > -+ CiscoSecureClient > VPN > Profile > MgmtTun Search MgmtTun Q
T Sort - = View - (T Details
Name Date modified Type Size
D AnyConnectProfilexsd 6/6/2025 3:15 PM XSD File 100 KB
e VpnMgmtTunProfile 7/1/2025 12:00 PM Micresoft Edge H... 4KB
9 Cisco Secure Client - X

m iR ]
p Connected to RAVPN-ISE - TLS - Auto Select Nearest

Location.

RAVPN-ISE - TLS - Auto Select Ne Disconnect

00:01:15 (3 Hours 58 Minutes Remaining) Pva4

2. X2 M RIVER O



€9 Cisco Secure Client (release) —_ X

TInlr .
delst Secure Client

General Virtual Private Network (VPN)
: Preferences Statistics Route Details Firewall Message History
Status Overview
AnyConnect VPN Connection Information »
State: Disconnected
Zero Trust Access Tunnel Mode (TPv4): Mot Available
Tunnel Mode (IPv6): Mot Available
Umbrella Dynamic Tunnel Exdusion: Mot Available
Dynamic Tunnel Indusion: Not Available
Duration: 00:00:00
N .
Management Connection State: Connected (en .55€, CiSC0.C0m) I
Address Information ~
Client (IPv4): Mot Available
Client (IPve): Mot Available
Server: Not Available
Bytes -
Collect diagnostic information for al p )rt _
installed components.
Diagnostics Reset Export Stats
Remote Access Log W st 20 nouns *
a
MACHINE TUNNEL  Machine_Tumnel_Profle X
CONNECTION EVENT
1 Evens Event Details *
Connecied
Desconneciad Drate & Time
Falled Unes Dévics Namse  Conmection Event  Event Datals  Public Intornal I VPN Prafila > Jult, 2025 758 P
v.lam"-g A machine (mach Negise com) @ Connected 10.00.50127, rfa Machine_Tunnel_Profile  +es Riaglon
uE-west-2
MACHINE TUNNEL Page: 1 ~ Resumsperpage: 50~ 1-10of1 User
3 Machine_Tunnel_Profie 4 machine {(machine@sse.com)

O3 TYPES AND VERSIONS
Windows 10.0.26100

SECURE CLIENT VERSIONS

5.1.10.233

FE2: IV RRAVMEHEZEAL TN VMRV ERET S

Z M/ EPrimary Field to Authenticate Tld, F/NA AZ (AE1—XF ) ZE8TAHET 1 —
JLRZEIRLET, Secure Accessld, Y N RILIDELTFNA AR EFERALET, O
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F)E5:Cisco Secure AccessTLY RIRA 2V NEZAVR—RNTBDEHOADIZRI R

DERTE

IOV T, TOn-Perm Active Directory Integration; ZZBL T &L\,

Users, Groups, and Endpoint Devices

& configuration managemant

Provision and manage the authentication of users, groups, and endpoint devices, for access control purposes. Help CF
Usars 8 Groups and Organizational Units 3 Endpoint Devicas 2
Endpoint Devices
Managae your endpoint davice and AD device ts. To add new AD devices, go to Configuration manageme ies. Help 7
2 results
Name Device Type Auth Property Directory Assotiated Rules
ISE csa.local - AD Device ise.csalocal Active Directory Profile 1]
winl.caa bocal -l AD Davice Winl.csa.local Active Directary Profile 1]
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