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Secure Access

Connectivity | s 24 Hous
= Metwork tunnel groups s 1. Resource connec tor groups 1ao
Home
2 Disconnocted o 2 connscted L] 1 connected [
& Data Transfer @ |1
TOTAL USAGE
soure 146.70 MB Total traffic
88,76 MB ~" increase (last 24 hours)
i
e 17.60 MB Receaive
12,05 MB * Decrease (last 24 hours)
129.10 MB sent
100,81 MB 7 increase (last 24 hours)
-]
\ .
o 1) Y % Connect > Network Connections

‘Dede’ Secure Access

— Connect

P

Home

Users, Groups, and Endpoint
o Devices

Experience

_ End User Connectivity
Insights

DNS Forwarders
»

Connect

I Network Tunnel Groups. T, +Add

Selact Al




Network Connections

Manage the connections that allow user traffic to reach private rescurces on your network, For information about these options, see Help o

Connector Groups I Metwork Tunnel Groups
|

Network Tunmel Groups 5 0
2 1]
Disconnected @ Warning

Network Tunnel Groups

A network tunnel group provises a framework for establishing tunnel redundancy and high
avaiibility. Conmect Iunnels 1o the hubs within & netwark wanel group 1o securely eontral
WSS BLLESS Lo Uhe INtednat and peivate resaurces. Help O

W t 3 ~ 4 Tunnel Graups
HNeotwork Tunnel Group Status Region Primary Hub Data Center Primary Tunneis Secondary Hub Data Center Secondary Tunneis
DMZLABBYPASSS Q) Disconnected Eurspe [Germany) sge-gue-1+1-0 v sgg-gue-1-1=1 o
EmmansalFTD i Disconnected Europe [Germany) ] ss-euc-1-1-1 o

* Tunnel Group Name, Region® % XE Device Type

* [ﬁ'ﬁ-( Next

General Settings
@ General Settings | 9

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access, and choose

the device type this tunnel group will use.
2 Tunnel ID and Passphrase

Tunnel Group Name

3 Routing [ MERAKI

Region

4 Data for Tunnel Setup
[ Europe (Germany) wr J

Device Type
Meraki MX ~

£ Cancel

e Tumne IDFormat 1N > R& Passphrase
o [fRTF ( Next

@ General Settings Tunnel ID and Passphrase
Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.
@ Tunnel 1D and Passphrase | Tunnel ID
[ MerakiShadow @< org=<frub> 558.cisco.com
3 Routing
Passphrase
4 Data for Tunnel Setup [ wrrsn J

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case letter, one number, and
cannot include any special characters.,

Confirm Passphrase

R ]

e XY RND—UILRRELEIPZ RLAEHELFIKRANEZREL, NZT71v0&EF21TT
DEABBATEEL., EF21T7T70E2ANLSMeraki MXAD Y BR—2 RS T7 4V O %HA
BMerakiER 7 O—TIP 1020232 2H 3 &2 BRALET,



* [ﬁ'ﬁ- ( save

@ General Settings

@ Tunnel 1D and Passphrase

@ Routing

4 Data for Tunnel Setup

Meraki MX Probe IP

Routing options and network overlaps

Configure routing options for this tunnel group.

Metwork subnet overlap

("] Enable MAT / Qutbound only
Select if the IP address space of the subnet behind this tunnel group overlaps with other |P address spaces in your
behind these tunnels are not accessible.

Routing optien

(@ static routing
Use this option to manually add IP address ranges for this tunnel group.

IP Address Ranges

Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24

~—— y

‘mzn.z.s.raz % I 192168.50.0/24 x
YRAMIE fouting

Use this option when you have a BGP peer for your on-pramise router.

k. When

 private

[ Advanced Settings

Cancel
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Data for Tunnel Setup

@ General Settings

Review and save the following information for use when setting up your network tunnel devices.
@ Tunnel 1D and Passphrase

Primary Tunnel 1D: MerakiShadow@_ o
@ Routing Primary Data Center IP Address: 1815614574 3

Secandary Tunnel ID: MerakiShadow@_ 5
@ Data for Tunnel Setup Secondary Data Center IP Address: 31204523 O

Download CSV
.

Meraki MXT DOVPN®DEEE

Meraki MXIZFBEIL T, security& SDWANZE T )Y UL E T, StetosteVPN

® Hub (Mesh)

o' Assurance

Monitor Configure
. Appliance Status Addressing & VLANs
| Security & SD-WAN
sgcurity Center Wireless Settings
il Insight VPN StaMw DHCP
o Rogue APs Firewall
®  Organization
Route Table Site-to-site VPN v
Dynamic Protocol Status Routing
Q Find in Menu _
Client VPN

Active Directory
SD-WAN & Traffic Shaping
Threat Protection

Content Filtering

Y4 NE VPN
ETR Hub.



Site-to-site VPN

Type © O off
Do not participate in site-to-site VPN.

@® Hub (Mesh)

Establish VPN tunnels with all hubs and dependent spokes.

O Sspoke
Establish VPN tunnels with selected hubs.

VPNDERE

RZ74v 02X 1T7T7 IO RACEBIREHICERLEZRYND—VZERLET,

VPN settings

Local networks Name VPN mode Subnet Uplink
Default Disabled ~ ) 192168.0.0/24  Any
SSE-MERAKI Enabled ~ | € 192168.50.0/24  Any
LAB NETWORK Disabled ~ ) 192.16810.0/24

LABNETWORK-30  Disabled v ) 192.168.30.0/24

FMC Disabled ~ & 100.64.0.0/10

NAT Traversal CIEIR

NAT traversal @ Automatic
Connections to remote peers are arranged by the Meraki cloud.

O Manual: Port forwarding
Remote peers contact the WAN appliance using a public IP and port that you specify.
Use this if your WAN appliance is behind another NAT and "Automatic" traversal does not work.

MerakiZAZLDOVPNE 7
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21) Y 2 configure Health Checks

e 21)Y % +Add health Check

Health check Endpoint

[ ] http:// Cancel

Health check name
can't be blank.

* HedlthCheck : TARDBBZRELEXT
* Endpoint:Secure AccessHHERTHENDEFEAL TS EE WV,  http:/iservicesigumbrellacom

FE I CORXAZE, EF2T7T7 VA Z@EUmbrellaZEAL YA RE N RILE


http://service.sig.umbrella.com

HTT7I7EAENIEBEICORBELET, ChSORIRILARELSOT IV EART

FRELET,

K2, Tponey Z2EIVVJYOLTETLET,

Configure health checks

Configure your health checks to use for tunnel health. Health check will use this IP for
probing when the MX is in passthrough mode. Only one health check per tunnel can be
used.

Health check Endpoint

[ =+ Add health check ]

[ SSE ] [ http:/fservice.sig.umbrella.com

] Cancel | Done
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o 1)Y % +Add apeer

Name Remote ID ()
SSE-MERAKI Primar ] .
[ Y Optional
IKE version
Shared secret
[ sssssssssssssenssnte Show ]
IKEv2 is required to support backup tunnels and failover
features Rcuting
@ static
Static routing is required to support backup tunnels and
Peers ~ i B g

failover features

Public IP or Hostname Private subnets

[ 18.156.145.74 ]

0.0.0.0/0

Local ID

Rows per page | 10 v

Availability ()

[ All networks < ® ~ ]

Tunnel monitoring

Health check

[SSE ®VJ

Failover directly to internet ()

@D Enable failover

IPsec policy ~
Preset

[ Umbrella v ]

« VPNET7 D&

- Name : PO A% RETD-ODODVPNOEBHIZRELET,

- IKE version:IKEV2%ZiZIRL £
- T



- NTVYIIPERLFARARNE X177V ZAVPNREDOFIET, 17701
7\—C:.|: E & N I=primary Datacenter IPZEERTEL E£T .

- O—ANLD: ATV THXATFTF7OHLAVPNORE, OEF1TF7T7 IV ELATEES
hTCPrimaryTunnellDEEQEbgf?o

- JUE—HNID: Z4EL

- HEWZ FIE "EFX1TFTFIOLAVPNOERE OEF1T7T7IOATIEEEAE T
Passphrase Eggngi'l/¥§

=TT AZT 1Y U RER

T TAR=RNYTRIRN A VBR—ZRYRNTIRARETSAR—RNTIOLAOEEF %
RETDHESIE, FEEEL ToooonZFERALET. TOVPNRNRILICHLTT A
R=KRTIVELADHKZRETHHESE., /AR Y MT—2 & L Tremote Access VPN 1P
Pool & CGNAT & B 100640010 EEL £ 9

- AT AM%:MerakiT/N A ANM1EDHDIFEF. AlNeworksZBIRTEER T, BHOTFT/NA
ANBBBEEE. MR ZRETRDHEEDMerakixY NT—U DHhZBIRL T2
=L,

s NRILEZZVUT

c ANNLAFIYVYD BBICERELVLIEALAFIVIOZFEALT, ORI OTAMEZE
B"BLET

cAVE—FXY MNOEETI-INA—N— COATaEALAZ—TIIZLT,
Tunnel 1&ETunnel 2OMEEDAIILAF IV VICKBULUEBE, 1V 2—XXYRNT7 Ot
ADBREBH<SEHICRT TAYIHAWANA 2V R—T IALARAICVRZALIRNENET

o




ALAFTY JHEETunnel INERENATVT, TOALATFIY INFKRML LI5S,
RZ74Y ORBEIICTunnel 27 T—)LFA—/N—LET, Tunnel 2TERBENKEL
. Falover directly toIntemet 7 7' I A BRIICHE 2 TVWBDHEE., RZ 7 1Y U EMerakiT/N A
ADWANA >V Z—T IAABRHATIL—FT120EnE T,

« IPSec R > —
- 7)Y N ER umbrela
RIZ, saeZ )Y OLET,
THORAURNZRILDRE
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ame version  policies  Hosthame  Co0'° D subnets  check  secret

Availability/Metwork

Primary

e 21)Y % +Add Secondary peer

Primary

/> Edit primary peer
= Move to

]ﬂl Delete primary peer

Secondary

Add secondary peer




o 1) Jnherit primary peer configurations

Add Secondary VPN Peer

| Inherit primary peer configurations l ®

Name

[ SSE Secondary ]

IKE version
IKEv2

TOE, —HOT7 A —/LRFABBHNICADENET, ChoZ2HEL. LEBEEZITV., &Y
EFETRETLET,



Peers s

Public IP or Hosthame

Local ID

Nt

[ Optional . .
Tunnel monitoring

Remote ID (D

Health check

[ Optional ] [

SSE ® v]

Shared secret

[ coscessesssecssanese ShowJ

Routing
Static

Private subnets @
0.0.0.0/0

 NTVYOIPEIERARARNE  EF1T7T7 UV AVPNREDFIET, X177 01
ATHETEE N /= secondary Datacenter IPZFXTE L F T o

- A—=ALD: ATY 7 TEXATFTFIOEAVPNOFRE OEF1TF T I EATEES
hiz Secondary Tunnel ID%& Eﬁi LET,

- DE—BMID: &HBL

 HEWE  FIE "X 1T T IOELAVPNORE OEFITTFIEATEEEAL T
Passphrase | EE“ZEL/$§

s RRILEZRVUVY

CANLAFIVY  BRICRELVLEALAFIVIOZERALT, NORIILOAARZE

BUET

TDR, saeZ V)YV ITBDE, RDTS—RIHFRRENET,

The settings you requested require confirmation, Please review the following list,

* The VLAM subnets 192.168.0.0/24 and 192 168.50.0/24 overlap with remote VPN subnets on non-Merakl peers 35E-MERAKI Primary (000.0.0/0) and 55E-MERAKI Primary Secondary (0.0.0.0/0). IP traffic will be routed to the smallest
subnet that contains the IP address.

= In the non-Meraki VPN peers configuration, potential overlaps might occur between the subnets on SSE-MERAKI Primary (0.0.0.0/0), SSE-MERAKI Primary Secondary (0.0.0.0/0), and SSE (1.1.1.1/32). Please note that in this case, IP
traffic will be routed to the most specific subnat.

* In the non-Maraki VPN peers configuration, potential conflicts might occur batween the subnats on SSE-MERAKI Primary (0.0.0.0/0) and SSE-MERAKI Primary Secondary (0.0.0.0/0). Bafore confirming your changes, please raview the
network tags under the Availability column for each of these non-Meraki VPM peers and ensure that there are no Security Appliances within your Organization that are tagged across different non-Meraki VPN peers with conflicting
subnets. Please note that in the event that a single Security Appliance is configured with the same private subnets for more than one non-Meraki VBN peer, the routing behavior of your IP traffic will be undefined,

= To learn more, please refer to the Peer Avallability section of the Site-to-site VPN Settings knowledge base article (accessible through the non-Meraki VPN peers tooltip).

Confirm Changes | Cancel

Vv O9BEFTTEESV) T A confirm Changes.
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CDHEETIE, SD-WANNANARETRAAVRERIPPRLAZERT S LT, bR
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¢ Security & SD-WANICTBEIL £ 9,  SD-WAN & Traffic Shaping

S P Tlhmrm mem e aemlimls mrmafmaramana Fae [
' Security & SD-WAN Monitor Configure
Appliance Status Addressing & VLANs
il Insight
Security Center Wireless Settings
®  Organization Status DHCP
Firewall

Q FindinM Site-to-site VPN
Ina in enu

Dynamic Proto Routing
Client VPN

Active Directory

SD-WAN & Traffic
Shaping

Threat Protection
Content Filtering
Access Control
Splash Page

Wireless Concentrator

. rLocalInternetBreakoutJ t'?*DEI‘/ﬁ‘CZ'?EI—)LSl"J‘/b‘C Add+



Local internet breakout

VPN exclusion rules Add <+

RUZ . custom Expressions3E 7= [EMajor Applicationsie E I WT/NA NAZERL £T

Custom Expressions - Protocol

Custom expressions

Custom expressions
Major applications Protocol

TCP v

Destination @ Dst port @

8.8.8.8 v | [443

Add expression

Custom Expressions- DNS



Custom expressions

Major applications

Major Applications

Custom expressions

Major applications

Custom expressions
Protocol

| DNS

Destination @

Dst port @

[ facebook.com

'r] 443

Add expression

AWS

Box

Office 365 Sharepoint
Office 365 Suite
Oracle

Salesforce

SAP

Skype & Teams

Webex

Tnnm

FHCOVTE., TVPNERAIL—I DFRE (IP/R—K/IONS/F7)T—>32 ) ; 288BLTL

2EW,

RORILATYTLTVWRAESHEHBTBICKE. AOFATAT—RXAZHRIELET,

« Meraki® ¥ 2 1 7R — R T sSecurity & SD-WAN > VPN Status® 7 U Y O LE T,
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' Security & SD-WAN Monitor

Appliance Status

il Insight
Security Center
®  Organization VPN Status Vs
Rogue APs
o J1)Y % Non-Meraki peers:
Status a4 Name Public IP Subnets +
@] SSE-MERAKI Primary 18.156.145.74 0.0.0.0/0
O SSE-MERAKI Primary Secondary  3.120.45.23 0.0.0.0/0

2 total

T5A4IVEEAA)DOHEEDVPNAT—EZANREBTRRENTVWEEEE., NORILHNT
YTRETTITATTHBDEEZERLET,

Meraki VPN Status Codes

Status Indicator Color Meaning
€ Primary/Secondary Green Phase 1and phase
Up 2 are up
Partial Connectivity Amber Phase 1is up but

phase 2 is down

Phase 1 and phase 2
Red
€ Tunnel Down e Feinie it
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VPNOMerakiNLAF T Y VN ELKHEEL TVRAESH Z2HIETHICE. ROBAICBHL
x9,

« Z291)Y 9 LET Asuranceo Event Log

Event log

Client: Any

Before: 04/18/2025 06:15 (PDT)

Event type include: All

Event type ignore: None

Search Reset filters

Event Typel nclude C ;)’to) L 3‘ hhz igﬁ L&, NonMerski VPN Healthcheck



Event log

Client: Any

Before: 04/18/2025 06:15 (PDT)

Event type include: All

Event type ignore: None

Search Reset filters

Client: Any

Before: 04/18/2025 06:15 (PDT)

Event type include: | | Non-Meraki VPN Healthcheck = x

Event type ignore: None

Search Reset filters

Cisco Secure Access\ND T TZAI ) N RIDNTIOTF4TBEE, EHO AV NI ZEHL
TRETZINTYRE, " BLEL—FTA4VINAZ#HEFITZLEHICROYTENET,

EAVEVRZILEAZNAREDERTHY . ANAFIVIAXNZAXALICK D TRESE
nizedHY), Merakifiln 5, LB EFITTI9EAROVWTIATTSAY )N RILTESE
FRELIZBECOAERAEIET,

Event log
Client: Any Before: 04/18/2025 06:15 (PDT)
Event type include:| Non-Meraki VPN Healthcheck x Event type ignore: None

Search = Reset filters

Download as ~ «newer older»
Time (POT) * Client Category Event type Details
Apr15 22:16:30 Mon-Meraki VPN Non-Meraki VPN Healthcheck group: 1, peer: 711568741124546470, peer_name: [SSE-MERAKI Primary Secondary, status: downl
Apr15 22:16:22 Mon-Meraki VPN Non-Meraki VPN Healthcheck group: 1, peer: 711568741124546440, peer_name:|SSE-MERAKI Primary, status: up

2 total
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