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IPsec Feature Template

Interface Name: It can be any of your choice

IPv4 Address: 169.254.0.0/24

IPsec Source Interface: YPNO Loopback Interface

Tunnel Route-via Interface: VPNO Internet Circuit

IPsec Destination: SSE Primary Tunnel Public IP

TCP MSS: 1350
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35.171.214.188T 9

TCP MSS:1350(Z 5 : https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-

parameters)
5] : DC1-HE1A' 5 SSE Virginia Primary HubA

A3 —T7I4AHA : ipsec201
FH  CATOANDIPSECR > RILDIL—=TNY &
IPva7 RL A : 169.254.0.x/30

IPseci:fEt A > 2 —7 I A4 A : Loopback201


https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters
https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

K> %)L DRoute-viaq€ > Z—7 T 4 X : GigabitEthernet1
IPsec3BEIP7 R L A/FQDN: 35.XXX.XXX.XXX
TCP MSS:1350

B12:IPsec#BET> 7L — b : IKE IPSEC

|IPsec Feature Template

DPD Interval: Keep this default

IKE Version: 2

IKE Rekey Interval: 28800

IKE Cipher: Default which is AES-256-CBC-SHA1
IKE DH Group: 14 2048-bit Modulus

Preshared Key: Passphrase

IKE ID for local End Point: Tunnel Group ID

3 ]
# 1 a
5

3

§ =

“ ¥ ) 4

£ :

S

i 3

2

£

ﬂ |

IKE ID for Remote End Point: Primary Hub IP Address
IPsec Cipher Suite: AES 256 GCM

Perfect Forward Secrecy: None

© 2024 Cisco andfor its affliates. All rights reserved. Cisco Public

IPsec#égeT>7'L— b : IKE IPSEC

DPDEM : 2077 # )L b Z&REF

IKEN—232: 2

IKEF—BEKER : 28800

IKE Cipher : 77 # )L b [ZAES-256-CBC-SHA1
IKEDHZ IL—7": 142048EY R EZ 1T A
BRHAF—  NAT7L-X
O—AILIYRRLZRNDIKEID : 2RI IL—TID

K7:Secure Access Network Tunnel Group US (/N—2 Z7M ) Z2RBL TS EE VY, ChiF
mn03lab1+201@8167900-638880310-sse.cisco.comT 9§,

~ ECOEHIZE, ERRILVIC—ZBEOIY RRA MNNYETT, +loopbacklDs %ZFEH
LT<L<EEV, fl : mn03lab1+202@8167900-638880310-sse.cisco.com,
mn03lab1+203@8167900-638880310-sse.cisco.com’& &,

JE—RNRIVRKRAKDIKEID : 754X VNTIPFRLA
IPseclE & A4 — N : AES 256 GCM




TEEEMR  BL

22 : https://docs.sse.cisco.com/sse-user-guide/docs/configure-tunnels-with-catalyst-
sdwan#define-the-feature-template

B -

IKEN—232 12

IKE+—FB4EmKER : 28800

IKERE S : AES-256-CBC-SHA1

IKEDHY JL—7":142048EY REZ 215 R
FAHBF—

0 FE:TRYRNIT—=O RN TN—=T D&M DATYT6

O—AILI> RKRA > MOIKE ID:mn03lab1@8167900-638880310-sse.cisco.com
J)E—KRI RKRA 2 NDIKE ID:35.171.XXX.XXX

IPsechE& A1 — K : AES 256 GCM

TEEERSR B L

FIEZEVERLT, T7ZAIVEENAVFVORFEOEF 1T T I CANT CHERRN Y RIL%E
RELET. 2QDORETEE., G420 RILZEBLET,

« DC1-HE1A S 7 ZAXVEF21TT7IORANTAD2OO N X)L
« DC1-HE1A' 5t H > & USecure Access/\7TAND2Do2D K> X)L

NTTU7L—hrrEREN, RBICRI T —ERAOVITT 7L —RERE 1, R14(C
REITO-NIVFCERENIZL—TNY VN ERENET,

[ 13:Catalyst SD-WAN Manager : AY RIT> RVPN1F> 7L —h2x2


https://docs.sse.cisco.com/sse-user-guide/docs/configure-tunnels-with-catalyst-sdwan#define-the-feature-template
https://docs.sse.cisco.com/sse-user-guide/docs/configure-tunnels-with-catalyst-sdwan#define-the-feature-template
https://docs.sse.cisco.com/sse-user-guide/docs/add-network-tunnel-group#configure-network-tunnel
https://docs.sse.cisco.com/sse-user-guide/docs/add-network-tunnel-group#configure-network-tunnel
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Catalyst Manager: Head end VPN1 Template

Additional Cisco VPN Templates

© 2024 Cisco and/or its affliates. All rights reserved. Cisco Public

ATFY72: JO—=NIVRFTIL—TNY I EEET D

4'0—/V)LVRF(Virtual Routing and Forwarding) T —7 LTI —FTNY VAL R —T I 4 A&HRE
LET, CcOIL—TNY T, RATYT1THERL EIPSech > RILDEFERA >V EZ—T T4 ARE
LTHBELET,

ATYTITESRENDIXNTOIIN—TNY O, JO—NIVRFTEERTDHLENHYET,
IP7 RL A, FEDRFC1918EIH TERTEEX T,

RI14:Catalyst SD-WAN Manager:VPNOJL—7"/Y ¥



Catalyst Manager: VPNO Loopback

= Cisco SD-WAN o Configuration - Templates

pursion Qroupa. | | Fabtars Prafies Feahws Tossplbes
Transport & Management VPN
Clrco VPNO * ClEy_VPRO_V -

Additional Cisco VPN 0 Templates

interface Loopback201
description SSE SD-WAN Loopback Interface
ip address 172.16.100.201 255.255.255.255
end

ates. All rights reserved. Clsco Public

Catalyst Manager:VPNOJL—7"/\v &

FE 3.BGPERA/N—Y TOERE

BGP#gET > 7L —hZFEAL T, IXTORZRINAEZ—T I A ADBGPRA/N—V T %
E&HLET. BGPEZRET BIC(E. Cisco Secure Access PortalDFNEFNDOZRY ND—O K>
ZINTIN—7BGPEREZSRBL TS EE L\,

R15: EF 2177 I0RARY ND—=ORRILTIL=TUS (N=2ZTM)



Secure Access Network Tunnel Group US (Virginia)

‘G Secure Access ¥ @ 2 amedaugustin

Network Tunnels

Ruviaw this matwerk tunmel group's IPse

Tunnels T Poer Device IP Address o Data Conter I Address

© 2024 Cisco and/or its affliates. All rights reserved. Cisco Public

Secure Access Network Tunnel Group US ( N\—2 Z7 M)

COBITIE., B15(RY IR OFHREFEAL T, BET> 7L —MZ2ERAL TBGPEZERL
£9,

K16:Catalyst SD-WAN Manager BGPX& 1 /\—

© 2024 Cisco andlor its affliates. All rights resorved. Cisco Public

Catalyst SD-WAN Manager BGPX& 1 /\—



WEET 7L — b AL TERES NERRE !

router bgp 998

bgp Tog-neighbor-changes

|

address-family ipv4 vrf 1
network 10.10.128.1 mask 255.255.255.255
neighbor 169.254. remote-as 64512
neighbor 169.254. description SSE Neighborl
neighbor 169.254. ebgp-multihop 5
neighbor 169.254. activate
neighbor 169.254. send-community both
neighbor 169.254. next-hop-self
neighbor 169.254. remote-as 64512
neighbor 169.254. description SSE Neighbor2
neighbor 169.254. ebgp-multihop 5
neighbor 169.254. activate
neighbor 169.254. send-community both
neighbor 169.254. next-hop-self
neighbor 169.254.0.105 remote-as 64512
neighbor 169.254.0.105 description SSE Neighbor3
neighbor 169.254.0.105 ebgp-multihop 5
neighbor 169.254.0.105 activate
neighbor 169.254.0.105 send-community both
neighbor 169.254.0.105 next-hop-self
neighbor 169.254.0.109 remote-as 64512
neighbor 169.254.0.109 description SSE Neighbor4
neighbor 169.254.0.109 ebgp-multihop 5
neighbor 169.254.0.109 activate
neighbor 169.254.0.109 send-community both
neighbor 169.254.0.109 next-hop-self
neighbor 172.16.128.2 remote-as 65510
neighbor 172.16.128.2 activate
neighbor 172.16.128.2 send-community both
neighbor 172.16.128.2 route-map sse-routes-in 1in
neighbor 172.16.128.2 route-map sse-routes-out out

4
2

[{o 2o RN RuUo RuVe REV, RNV, RNV, RV, RNV, BNV,

[eNeNeNeNoNeoNoNoNololoNoloNoNololcNoNo oo NoNa]
[(e]

maximum-paths eibgp

distance bgp 20 200
exit-address-family
DC1-HE1#

S

DC1-HEl#show ip route vrf 1 bgp | begin Gateway
Gateway of Tast resort is not set

35.0.0.0/32 is subnetted, 1 subnets

B 35.95.175.78 [20/0] via 169.254.0.9, 3d0lh

[20/0] via 169.254.0.5, 3d01h

44.0.0.0/32 1is subnetted, 1 subnets

B 44.240.251.165 [20/0] via 169.254.0.9, 3d0lh

[20/0] via 169.254.0.5, 3d01h

100.0.0.0/8 1is variably subnetted, 17 subnets, 2 masks
B 100.81.0.58/32 [20/0] via 169.254.0.9, 3d0lh



[20/0] via 169.254.0.5, 3d0lh
B 100.81.0.59/32 [20/0] via 169.254.0.9, 3dO1lh
[20/0] via 169.254.0.5, 3d0lh
B 100.81.0.60/32 [20/0] via 169.254.0.9, 3dO1lh
[20/0] via 169.254.0.5, 3d0lh
B 100.81.0.61/32 [20/0] via 169.254.0.9, 3dO1lh
[20/0] via 169.254.0.5, 3d0lh
B 100.81.0.62/32 [20/0] via 169.254.0.9, 3dO1lh
[20/0] via 169.254.0.5, 3d0lh
B 100.81.0.63/32 [20/0] via 169.254.0.9, 3dO1lh
[20/0] via 169.254.0.5, 3d0lh
B 100.81.0.64/32 [20/0] via 169.254.0.9, 3dO1lh
[20/0] via 169.254.0.5, 3d0lh
B 100.81.0.65/32 [20/0] via 169.254.0.9, 3dO1lh
[20/0] via 169.254.0.5, 3d0lh

DC1-HEl#show ip bgp vpnv4 all summary
BGP router identifier 172.16.100.232, local AS number 998

Neighbor V AS MsgRcvd MsgSent Th1Ver InQ OutQ Up/Down State/PfxRcd
169.254.0.5 4 64512 12787 13939 3891 0 0 4d10h 18

169.254.0.9 4 64512 66124 64564 3891 0 O 3d01lh 18

169.254.0.13 4 64512 12786 13933 3891 0 0 4d10h 18

169.254.0.17 4 64512 12786 13927 3891 0 O 4d10h 18

172.16.128.2 4 65510 83956 84247 3891 0 0 7w3d 1

DC1-HEl#show ip interface brief | include Tunnnel
Tunnell 192.168.128.202 YES TFTP up up

Tunnel4 198.18.128.11 YES TFTP up up
Tunne1100022 172.16.100.22 YES TFTP up up
Tunne1100023 172.16.100.23 YES TFTP up up
Tunne1100201 169.254.0.6 YES other up up
Tunne1100202 169.254.0.10 YES other up up
Tunne1100301 169.254.0.14 YES other up up
Tunne1100302 169.254.0.18 YES other up up

TO9TFATITOT47TRETIE., MEDOSD-WANAY RIV RICEZEENATVWBARIATAALY FH
SOINFNANFFELET,

R17:BGPRAN—DOTF IV TATITOT 172+ IF



DCl-Core-Switch#show ip bgp

BGP table version is 62893, local router ID is 172.16.128.6

Status codes: s suppressed, d damped, h history, * walid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
X best-external, a additional-path, c¢ RIB-compressed,
t secondary path,

Network Next Hop Metric LocPrf Weight Path

*m DAL 32 172.16.128. 65535 998
*> 172.16.128. 65535 998
il Sl 172.16.128. 65535 998
*> 172.16.128. B5535 998
o 172.16.128. 65535 998
172.16.128. 65535 998

TOT4ATIT7OT4147TBGPERA/IN—

Active/StanbyRE Tk, ASPLZUARY R (RAN—ADOIIL—MI VYT ZFEALTEIT) ICKY)
AT ALY FHSESSD-WANAY RIY RAONANIDTIOFATICREYET,

K18:BGPRAN—D T IT A TIAZNAZF ) F

DCl-Core-Switch#show ip bgp

BGP table wversion is 62893, local router ID is 172.16.128.6

Status codes: s suppressed, d damped, h history, * walid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
X best-external, a additional-path, c RIB-compressed,
t secondary path,

Network Next Hop Metric LocPrf Weight Path

ik 1.1.1.1/32 172.16.128. 65535 998 9987

*> 172.16.128. 65535 998 ?

X 172.16.128. (Gl 998 9987
*> 172.16.128. 65535 998 ?

* T 172.16.128. 65535 998 9987
*> 172.16.128. BISESS 998 ?
<snip%

TIOTATIAZNABGPEXA IN\—
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



