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» Firepower Management Center 7.2

* Firepower Threat Defense(FTD)7.2

s EFATBTIOEA

« Cisco Secure Client:VPN ( N>R E—R)
« Cisco Secure 7 74 T~ b —=ZTNA

« V74T MLAZTNA
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CORFIXY MOERE, KON—RITITILEI<ENTT,

» Firepower Management Center 7.2

» Firepower Threat Defense(FTD)7.2

s EF1TBTIOERA
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« Cisco SecureZ7 74 7>~ —ZTNA
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Secure Firewall
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AR, TZAR—KTPTVT—=232 (FAVTLIARETTZTRR—-ADMEE ) ZREL.
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Internet Access Traffic — INTERFACE P
Private Apps Traffic ——
PrimaryWAN 192.168.30.5
PrimaryVTI 169.254.2.1
SecondaryWAN | 192.168.0.202
LAN SecondaryVTI 169.254.3.1
192.168.10.0/24
RA-VPN Pool

' SecondaryVTI

RA-VP N

—

ZTA

——

T

axX AE

X 1T7T7IOEATHOVPNOERE

DEBNZILICBBLET,

X1 T7BTIOER.

192.168.50.0/24

ZTA Network
\moeaooﬂo

52 Overview Overview
Thee Crverview dashboard displiys S181us, usage, and health metrics for your orgarization. Use this indormation 10 sodress secuity thieats and monilor system
&
L Data Transfer
' Secune TOTAL USAGE
o e 69.52 MB Total traffic
725,98 MB " Dacrasse (lust 7 days)
o Ad
16.45 MB Received
CA " 35,39 MB “u Decrense (st 7 days)
53.07 MB sent
£00.50 M9 2 Bucnuss et ) . I

usage. Help .

a
.
-
H
3

e 1) % Connect > Network Connections

*  TNetwork Tunnel Groupss T. +Add


https://login.sse.cisco.com/
https://login.sse.cisco.com/
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B2 Overview Network Connections

Manage connections between your data centers and SSE

Experience Insights Connector Groups 3 Metwork Tunnel Groups

“ 1 2 Essentials

Network Connections

$:.  Resources 0 0
Waming £4 Connected @
1 Secure Users and Groups
k*  Monitar s
End User Connectivity
55 3 franework or establishing tunnel redund. and high
@ Admin the hubs within a network tunnel group o secwrely control
1 private resources. Help
A workflows
“ Q@ Search ” R w ] 11 Tunnel Groups 4
Hetwork Tunnel Primary Hub Data Primary Secondary Hub Data Secondary
Group S Region Center Tunnels Center Tunnels

* Tunnel Group Name, Region® % E Device Type

* [ﬁ'ﬁ-( Next

@ Bersrsd Satiings | General Settings
Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure

Access, and choose the device type this tunnel group will use.
@ Tunnel ID and Passphrase

Tunnel Group Name

@ Routing [ Secure Firewall ]
Region
@ Data for Tunnel Setup
l Europe (Germany) w ]
Device Type
[ FTD w ]

< Cancel m

* Tunnel ID Format—] ¥ 2/ R & Passphrase
¢ [ﬁ'ﬁ- ( Next

) Tunnel ID and Passphrase
@ General Settings
Caonfigure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

@ Tunnel ID and Passphrase | Tunnel ID Format

@ Email IP Address
@ Routing

Tunnel ID

@ Data for Tunnel Setup [ securefirewall @ | @<org><hub>.sse.cisco.com

Passphrase

=

[ srsssssensansansnans Show

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case letter, one
number, and cannot include any special characters.

Confirm Passphrase

[ sessssssnsasssnsnans Show & ]

« RYKND—ULTRELLEIPT RLAEBEHIREFEFRANZREL, NFT74Y0%EF27




TOEABRBATERAEES
o [fRTF ( save

Routing option
@ Static routing
Use this option to manually add IP address ranges for this tunnel group.

IP Address Ranges
Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

192.168.0.0/24 X 192.168.10.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router.

RORIWICETRDBERIRTRENDsaeZ VY I LR, ROFIEOLEHICEOEREREFLT
<EEL, Configurethetunnel on Secure Firewall.

KZxILEYRNTYTOF—24Z

. Data for Tunnel Setup
@ General Settings
Review and save the following information for use when setting up your network tunnel devices. This is the only time that

your passphrase is displayed.

Primary Tunnel ID: securef irewall_sse.cisco.co m

@ Tunnel ID and Passphrase

@ Routing .
Primary Data Center IP Address: 18.156.145.74 O

@ RN R — Secondary Tunnel ID: securefirewall_sse.cisco.corn n]
Secondary Data Center IP Address: 31204523 O

Download CSV
<

EFITFI77ATIOF—ILTORRIDEE
RRIWADZ—=T I A4 ADKE
COYFUATR, COBBEERTBLDI, FITI7AFIA—LTREN Y RIA >

B—T7IAANVTN)EREEZFEALET. COBITE, ISPA2DFEEL. WThHDISPTEENF
£ LUEBEICHANBETY,



A123=TIAA ®E

754 < 'JWAN TN A 2 Z—FY NWAN

tH> R JWAN TEHARIA2 2 —%Y RWAN

Principal Internet WANZSTU T RS 7 AV OB EX AT T IO RAICEETD K

= |
774UV ST EnET,

Secondary Internet WANZISTLU TR T 71V 0 EF 1T T7 IV EAICEETS

~, A
BN 2IVT £3CUYIENET,

F AMRAON RN ZEETE D KSIZT BIZIE Primary or Secondary Datacenter 1P, b AR T
AV IIN—PFEZEMELEREEIVITHHENHYET,




E2 A2 —T7 I A4 ABTECMPEEREL TLWSIHE . Primary or Secondary Datacenter 1P\ 0 A
BTA4YIIN—RZEBRLTHEORN RIILZEMIIIZIHEEHY) EE A,

FD)AICEITVT, PrimayWANE SecondaryWANZEFERALE T, chslE, VIIM O Z—T7 I( A%
ERTDLEHICHERATIVLEN BV KT,

Firepower Management Center > Devicesle BB L K T,

- FIDZZBRLET

° ETR Interfaces

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
» DiagnosticOyo diagnostic Physical

# GigabitEthernat0/0 SacondaryWAN Physical SecondaryWAN 192.168.0.20 4 Static)

» GigabitEthernetf1 LaMN Physical LAN 192.168.10.

[ Static)

# GigabitEtherne10/2 PrimaryWAN Physical PimaryWAN

192.168,30.5/24(Static)

* 7 )y 7 Add Interfaces > Virtual Tunnel Interface



Add Interfaces ¥

Sub Interface

Redundant Interface

Bridge Group Interface

Virtual Tunnel Interface
VNI Interface

s ROBHBRICEODVWTA UV E—TIARAERELET




Add Virtual Tunnel Interface Edit Virtual Tunnel Interface

General

Tunnel Ty

Name:*

»f Enabl

Description:

Security Zone:

Priority:

o

Tunnel 1D:

Tunnel Source:*

Select |

IPsec Tun

e |Pyd

I Path Monitoring General Path Monitoring

pe Tunnel Type
s Static
Name:*®
Primany\/TI
ed % Enabled

Description:

Security Zone:
SIG
Priority:

o

- Tunnel ID:*

Tunnel Source:™

G itE =00/ aryWAN) 192.168.30.
nterface GigabitEthernet0/2 (PrimaryWAN ) 92.168.30.5

s o
nel Mode:* IPsec Tunnel Mode:

IPvE * IPvd IPvE

<Valid IPv4 address=/<Mask=>

Name : 1 VR —T I A RAZZSRITDBBIZ PrimaryWAN interface

Security Zone Bl M security zoneZ BRI TE £ I 4. Secure AccesshZ7 14 Y JRICHL<SE
RIBAENFBEYTT

Tune 1D ; R ZXIIDOBESZEBMLET

Tunnel Source :PrimaryWAN interface® BIRL, 1 VB —T I A ADT TAR—=—KNELEGENT VYD
IPZEIRLET

IPsec Tunnel Mode :IPvAZ IBIRL, XY RO =PV RO —FT 1 T FEEIPEX AV 0OTHRELET

o



AVTIARA—TIAAICR, =T 1 TFUELBIPEFERTIMBEN HYET, k&
ZE, 2DDOVTIA R —T T A AN BHBDIHE. PrimarywTIIC1E169.254.2.1/30% ,
SecondaryVTI I (£169.254.3.1/30 2 EFITE £ 9,

TN, SecondaryWANinterfacele DWTERBLU Z EBITOIMBEN HY), VTIINATRAZE)T1H
ICITXNTAREESNTVR =, XROFERNIBSNET,

Interface Logical Name Type Security o5 i s tive/Standby)
» DiagnosticO/0 diagnostic Physical
» GigabitEthernat0/0 SecondaryWAN Phiysical SecondaryWaN

Tunnal2 SecondaryVTl VTl SIG

# GigabitEthermetlf1 LAN Physical LAN

# GigabitEthernet0/2 PrimaryWAN TSIG PimaryWAN

Tunnedl PrimaryVvTl 51G

COTFIATRE., ROIPAEREIAET,



VTl IPDERE
WER IP &
TZA VT 169.254.2.1/30 169.254.2.1-169.254.2.2
LA AUVTI 169.254.3.1/30 169.254.3.1-169.254.3.2

EHHVA BT IAADAZTAY J)—RNERETS

SecondaryWAN interface D N Z 7 4 ¥ 2 H" Secondary Datacenter IPAddresslC I ZETE D K SICTBICIEFE, F—2X&
TR —IPADART AV IIN—RNERETIVEN HYET, L—FT 1277 IOEXEIC
EmMIdICE, XMUYIITHRELET, £, FAMELTIPEEELET,

AE ChiE, WANF Y RILEICECMPZREL TOWEVEEICOHAMBETT,



ECMPZEREL TVWREBEEEK, XOATYTICELENTEXT,

BE 5'6 . Device > Device Management

s FIDFNARZVIJYILET,
« 1) Y % Routing

° lgﬁ Static Route > + Add Route



Edit Static Route Configuration

Type:

Interface* Choose the SecondaryWAN interface

SecondaryWAN v
(Interface starting with this icon | @signifies it is available for route leak)

Available Network + Selected Network

Q_ Search SecureAccessTunnel

192.168.0.150
L e Choose the Secondary Datacenter IP
any-ipv4

ASA_GW

CSA_Primary

GWVT1

Ensure that egress virtualrouter has route to that destination

Gateway

Outside_GW v | + Choose the SecondaryWAN Gateway

Metric:

1

(1 - 254)

Tunneled: (Used only for default Route)

Route Tracking:

v |+

Interface : THAVFVWANA > Z—7 T 4 ADIEIR

Gateway . TAVAUWANT —R DI A ZBRLET,

SdectedNetwork : ZAV RV F—RE Z—IPERANELTEMLET, cOEHKEE, &F
ATFTORAARTY T TR ORI EYRTYTOTF—R ) TRUORIILEZRETHDEEICKRR
ThBBEHRH)SHERTEEXT,




s Metric: 12
c saveokZ VUYL TIEHRZEREL., BEALE T,

PrimanyWaN

VTIIE—RTT7 IV ERAZREIT D EHDVPNDERE
VPNESRETRICE., 77A4F7I94=)LICBEBLET,

o 1) % Devices> Siteto Site
o J1)Y % +SitetoSite VPN

I RKRAY NDRE

IVRRAVNOFIEZRETDICE. FIE "M RIEYRTYTOF—=R, TRHEhDE
HBeFERIILENBHYET,

Create New VPN Topology

Topology Name:*

SecureAccess

Policy Based (Crypto Map) e Route Based (VTI)

Network Topology:

Hub and Spoke
IKE Version:* IKEvl § IKEv2
Endpoints IKE IPsec Advanced

Node A

Device:* Device:*

FTD_HOME Extranet

Virtual Tunnel Interface:* Device Name*:

PrimaryVTI (IP: 169.254.2.1) SecureAccess

Endpoint IP Address*:
Tunnel Source IP is Private

18.156.145.74,3.120.45.23
& Send Local Identity to Peers

Local Identity Configuration:*

Email ID v

jairohome@8195126-615626006-

s NROPR X 17T IO AKEICEETZIRAMEERLET,
+ 1ZIR Routed Based (VTI)



* ﬁﬁ Point to Point
e |KEVersion: IKEV2ZIBIRL E T,

EIKEVIRE, EF1T7T7 IV EAEDHETRYR—RENRTVERE A,

NodeAD T T, RDNTFX—BERETIHLENHYET,



Device:*

F1D_HOME

Virtual Tunnel Interface:*

PrimaryVTI (IP: 169.254.2.1)

Tunnel Source: PrimaryWAN (IP: 192.168.30.5)Edit VTI
Tunnel Source IP is Private

w Send Local Identity to Peers

Local ldentity Configuration:™

Email ID

jairohome@

II. ::'_I!:I tll I:. |I-Ii L_'I- |I._.II

s Device FTDT /N1 AZBIRLET

* Virtual Tunné Interface:PrimaryWAN Interfacelc BSIE T D VTIZEIRL £ 9,

s FIVIRY DAZFIZT B SendLocal Identity to Peers

* Local Identity Configuration : 8+ X —JLIDZIEIRL., FIE "r o XILOEY R T Y TIC
ZJ @Eﬁfﬁf*gfﬁ L TCPrimary Tunnel IDLCE'D“ UT'%*EE Kj] L 353'0

PrimaryVTI T'ﬁ%*ﬁ’é%ﬁi LS, +Ad Backup VTI 2OV)YDOLEY,




Virtual Tunnel Interface:™

SecondaryVTI (IP: 169.254.3.1) » | +

source. SecondaryWAN (IF: T92.168.0.

Tunnel Source IP is Private
w Send Local ldentity to Peers

Local Identity Configuration:™

Email ID

jairchome@

* Virtual Tunné Interface:PrimaryWAN Interfacel— B3 D VTIZEIRL £ 9,
s FIVIRY DAZFANZT B SendLocal Identity to Peers
* Local Identity Configuration : B F X —)LIDZIEIRL, FIE "~r o XILOEY RNTYFICETET—

_ZJ @EQE_C"?EELTCSecondaryTunnel IDL__E'.)“ UT'%*E’E lj] L i?o

NodeBD T T, RDNTFX—BZRETDILEN HV) XTI,



Device:*

Extranet

Device Name*:

SecureAccess

Endpoint IP Address*:

18.156.145.74,3.120.45.23

s Devick TOARTERY K

* DeviceName : EF AT T IV ELAERBAL L TRBITHLEOOBERIRLET,

* Endpoint IP Address 7°3 ARVEED 79‘ 1) @EQEU:7°3 A < 1) Datacenter IP,Secondary Datacenter Pl
TRRENBYNET, COBRWEE. ATV "ThORIWNEYRTYTOTF—2, THRIETE
9,

T NE. EndpointsDERENTTLEDT, ATY T TIKEDORE, ICEOCZENTEEXRT,
IKE DEXTE

IKENNSX—ZERETDICIE. kKeBIUYILET,



Endpoints IKE IPsec Advanced

RIKE, DINTA—RERETILENBHNET,

Endpoints IKE IPsec Advanced

IKEv2 Settings

Policies:* |Umbrella-AES-GCM-256

Authentication Type: Pre-shared Manual Key
Key:*
Confirm Key:*

Enforce hex-based pre-shared key only

* policies : 77 # )L N ®Umbrellai% Eumbrela-AESGCcM-2562 T2 Z & €, supported IKEV2 and
|PSEC Parameters

* Authentication Type : Eﬁﬁ#\ﬁiﬁ#——
* KeyConfirm Key:Passphrase@'%*ﬁ(i\ ATV 7° r h)*)b%ﬁi‘:ﬁ?éﬁ'_gJ Zdht) 79,

TN%E., KEDERENRTLENDT, ATY 7 TIPSECHOERE, ICELENTEET,
IPSec MEEE

IPSECNTX—ZZRETDICIE, IPSECZIVYILET,

Endpoints IKE I[Psec Advanced



https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters
https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

RipsEC, DINTX—R ZRETDLENHET,

Crypto Map Type:

Transform Sets: IKEv1 IPsec Proposals IKEvZ IPsec Proposals® #

Un‘ﬂ:’uh—ﬁEE—EEH—EEE

Enable Security Association (SA) Strength Enforcement

Enable Perfect Forward Secrecy

Lifetime Duration®: 28BOD

Lifetime Size: 4508000

* Policies : 7= 7 # )L M ®Umbrellai% Eumbrela-AESGCM-256Z EFI T2 C & .  Supported IKEv2 and
|PSEC Parameters


https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters
https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

EIPSECTE. chUNBFHEDBY)FTHEA,

TDE, IPSECORENTTLEDT, BEBREDATY SICELENTEEXT,
BERRTE

FHNZA—BZRETRICE, [FHIZIVYILET,

Endpoints |IKE I[IPsec Advanced

Radvanced, DINTA—RZRETIHEN HYET,



E ISAKMP Settings

IPsEs KE Keepalive:

Tin:] Thrashsokd: Seconds

r-!|:1r:.l IrrheErval; 7 Seooinds

Idertty Sent o Peers: n e T

Peer ldentity Validation: O not check

Enable MNofhcation on Tunned Disconnect

IKEv2 Security Association (SA) Settings

Cookie Challengs, CLREE e

* |KE Keepalive:Enable

* Threshold:10

* Retry Interval:2

* Identity Sent to Peers. autoOrDN

* Peer Identity Validation : F I ¥ 2 L&)

TNE., sae® KVDeployZ V)Y O TEET,



A CBOERC, MAEO/—RICFMUTVPNABILE M- EANRRENET,

Topeology Name

Device
EXTRANET Extranet

EXTRANET Extranet

FD#. VPN toSecureAccessin VTI Mode®

£9,

VPN Type
Route Based (VTI)
Node A

VPN Interface VTl Interface

3.120.4... (3.120.45.23)

18.15... (18.156.145.74)

Network Topalogy Tunnel Status Distribution

Point to Point =
2- Tunnels

Node B
Device VPN Interface VTl Interface
FiD FTD_HOME Secon... (192.168.0.202) Seconda... (169.254.3.1)

FiD  FTD_HOME Primary... (192.168.30.5) Primary¥Tl (169.254.2.1)

BRENTTLEDT, AT Y 7 configure Policy Base Routing e 1 o



BE  EFATT7IOEANDORNT 74V 0, MADRYRIIABAUENATVIESIC
T7Z2ARVRNZLVCOREEEhET, T7TAXIUNFILIESRRE. EF1T7
TEALKY NS T4V O ZENAVRI NV RIIBEHATEIATEERT,



A EFATTIOERASANOTI—I)LFA—N—F. Y R—KENTWBIPSecfEm T1
—HHA Ry CREETNTVBDPDEICEITVWTVET,

TORARIDS—OREZFTVH

ERENBDTIEARID ==, ROFZFHICEIVWTVET,

Interface

» GigabitEthernet0/0

# Tunnel2

# GigabitEthernet0/1

@ GigabitEthernet0/2

® Tunnell

Logical Name

SecondaryWAN

SecondaryVT|

LAN

PrimaryWAN

PrimaryVTI

Type

Physical

Al

Physical

Physical

VTI

Security Zones MAC Address (Active/Standby)  IP Address

SecondaryWAN 192.168.0.202/24(Static)

SIG 169.254.3.1/30(Static)

LAN 192.168.10.1/24(Static)

PimaryWAN 192.168.30.5/24(Static)

SIG 169.254.2.1/30(Static)
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\I

12— (A J—

7ZAXVIVTI SIG(ZTZF¥v)

tH A UVTI SIG(¥9=F %)

LAN LAN

A=Y NTFTIELADFIF

RI)—=R=AN=—FTAVITRETIINTOVY—RALA 2V EZ—FY NADOT IV AZRHE
TRR. FTOERAL-IINEEFIATTIOEAORIS —ERETIHBENHYVET. DT
DATRITIDFEICODVTHALET,

MName Internet Access - SIG Action @ Allow | w B Logging ON IFy Time Range
Insert  into Mandatory “ W Intrusion Policy | v

O\ Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags

Showing 4 out of 4 Selected Sources: 1 Selected Destinations and Applications: 1

i LAN

32 PimaryWAN v ~ 1 object

it: SecondaryWAN

COIL=IE, A2F—FY MDD TLany NOTIVEAZREHL, COBEEARX—FY R
Py BBV ET,

RA-VPN> 31 7

RA-VPNI—HYASOT7OEAZRBHTBICE., RA-VPNI =)L TEIY S TLEESEBRICEIWVWTTY
TAZRETDIHEN HYET,



7E:RA-VPNaaS/R > —%{ET DI (&, Manage Virtual Private NetworksZE R L £

o

VPNaaSOIPT—LEBRT B2}k, £E5FThELLVTTA,
LEITFTOERAY Y AR—RICBBLET

e 1) Y % Connect > End User Connectivity
e 1) Y % virtual Private Network
* ManagelP Pools® T (2 & % Manage


https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks
https://dashboard.sse.cisco.com/

End User Connectivity

End user connectivity lets you define how your organization's traffic is steered from
endpoints to Secure Access or to the internet. Help 7

Zero Trust Virtual Private Network

Global FQDN

fb57.vpn.sse.cisco.com [P Copy

s TET—IABYET

Internet Security

Endpoint | P Pools

& Cisco Secure Client

Manage IP Pools

2 Regions mapped

Manage DNS Servers (2)

Manage

EUROPE 1 N
Displa Management IP
Pop Name play Endpoint IP Pools 9 DNS Servers
Name Pools
192.168.50.0/24 192.168.60.0/24
Europe RA VPN 1 256 user 256 user House 7.4 [i'
(Germany) i i
connections connections

s SIGCCNEHZHFNITEIMLENHYEITHN, PBRTHREITDACLTEHBAZEMTHIHE

FHYNET,
TOEAN—ILDOHRE

TZAR=KNTTIVT—=23 2DV —RCT IV CATRHETEFITTIOEAZERATEILS
TORBAN=NLERDESICE)ET,

RELTWARETOISEE.

Mame  Private APP

Insert  into Mandatory w

0 Networks

Networks Geolocations
192.168.0.150
192.168.10.153

o5 any

any-ipv4

any-ipve

Action @ Allow

H Logging ON

W Intrusion Policy | |~

Applications Users

Showing 27 out of 27

192.168.0.150
192.168.10.153
0.0.0.0/0,::/0
0.0.0.0/0

=0

Dynamic Attributes VLAN Tags

elected Sources: 2
1

~ 1 object

~ 1 object

Iy Time Range

Selected Destinations and Applications: 1

ZDI—)F. RA-VPN7—)L192.168.50.0/24h SLANND KRS 71 v O ZHFALET, BEIC
JIBLUT, €5ICZLKDRTTA1YVIZBETEET,

ACLMDERE



SIGASLANANDI—TFT A VIR T4V ORBFATDICE. NZT714YvOZACLOTICEML
T. PBROTTCHEEES B D MEN BV ET,

CLAP-BAP ZTNAL A>FU#

DSAT U MR—ADZTAD—HEEFTSIHR—AOZTAD—HFHLS8ZRY ND—DILT o+
ATEDELSIZ, CGNATEIFE100.64.0.0/10ICETVTERY RD— VU EBETIHUREN HYET

TOEAN—-ILDORE

TZAR=KNTTIVT—23 2 D)V—RICT IV EATRHETEFITTIOEAZERATEILS
CRELTVWRETOBRE, TIVEAL—LBRDELSIZBIET,

B Logging OM G Time Range |

| , B Flle Policy

Applications Uisers URLs Dynamic Attributes VLAN Tags
Showing 27 out of 27 Selected Sources: 2
Networks Geolocations

192.168.0.150 192.168.0.150 1 object

=~ 1 abject

192.168.30.1

15.15! 5.74

169.254.2.2

CO—J)LIE. ZTNA CGNAT#[100.64.0.0/10A SLANAD RS 7 4 Y U ZHALE T,
ACLDERE

CGNATZEA T BSIGH SLANNDIIL—FT AT RZ T4V D ZFATBICE. ACLOTICEM
LT. PBRTHEETD RS ICTRIXRENHYET,



Name

ACL

Entries (2)

RID—=R=AN—T 1 2T DRE
EFITTIERZBLUTABI Y —REAVE—ZY MOT I ERAERHET IR, KU

—R=ZAN—TFT 12U PBR)ZNL T, RERANSHENDRNT TV IDIN—TFT1T%85
CTBIN—RNZERTILEN HYET,

* *55175'6 Devices > Device M anagement

c L—hNEHERTBFTIDTNA AZERLET

Version

~» Ungrouped (1)

o FTD_HOME | Snort 3
192.168.0.201 - Routed

FTDv for VMware

« 1) %Y % Routing
- EIR Policy Base Routing

s [fRTF ( Add

Policy Based Routing

Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

Configure Interface Priority Add

CDIFIATE, RZT74v0%EwF1T7T7IO0RALCILN—TFT142T0FDEERTELT, £EiF
RA-ZVPNZFER L EEF 1770 AANO I —HRIAZRMIDZEETELT, FLEERXRY KD
—IORIBIVY—=AANDITAT I RMR=ARAEER T TIOER—ADZTAT VA ZRETHEE
TELTHERATRIINTDAS U RX—T I/ AZBIRLET,

« Ingress Interface® T T, Secure AccessiEHTRT 7 A Y VZIEFTAIINTDA X —
J7IAAZBRLET,



Edit Policy Based Route

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

« Match Criteria and Egress Interface TIXD/NTF X —RZE&RT D IZIE. Add:

Match Criteria and Egress Interface
Specify forward action for chosen match criteria.

Add Forwarding Actions Internal Sources

IP Address ) IP Address

169.254.2.2,169.254.3.2

e MatchACL : CDACLTI, EF 21770 ACIL—TFTATTRINTOENEZERELET

o

Traffic to the destination 208.67.222.222
or 208.67.220.220 over DNS using TCP
or UDP will not be routed to Secure
Access

¥ REJECT

Name

SSPT_FTD_ACL

Entries (2)

Traffic from the source
192.168.10.0/24 will be
1 Block 7 - oot : routed to Secure Access

Sequence  Action Source Source Port Dastination Port

2 © Allow  192.168.10.0/24

Depends how you play with the ACL, you
can define how the traffic must be routed + ACCEPT

to Secure Access

* sendTo: IP7 RL AMiI&EIR
* IPv4Addresses : MADVTITEREENTVWABIYAT30NDTT, XOIPEFERTIHENHVY)E



T, cOATY 7O "VTlInterface Config

122—=TI(AA IP GW
74 IVTI 169.254.2.1/30 169.254.2.2
tAhE VT 169.254.3.1/30 169.254.3.2

169.254.2.2,169.254.3.2
I

CHORISICRETDE, ROBRHIBSN, "sawves OVIYVICHBENTEXRT,

ACL

IP Address

169.254.2.2,169.254.3.2

Default Interface

IPv6 settings

Peer Address

Verify Availability

ZTNE, BEREITILE N aedh V), ROFETHRELE T,



A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Match Criteria and Egress Interface

Specify forward action for chosen match criteria.

Match ACL Forwarding Action

169.254.2.2 Send the traffic to the PrimaryVTI

169.254.3.2

If PrimaryVTI fail it will send
the traffic to the SecondaryVTI

0%, BATDE. ACLTREENERI VDRSS 7Y IR 1T T I LALL—T 4
JENTWBZENFDAYET,

FMC® "conexionEventsy H'S :

Action X Initiator IP X Responder IP X Application Risk X Access Control Policy X Ingress Interface X Egress Interface X
Allow 192.168.10.40 .8.8.8 Medium HOUSE LAN PrimaryVTI
Allow 192.168.10.40 8.8.8. Medium HOUSE LAN PrimaryVTI
Allow 192.168.10.40 .8.8. Medium HOUSE LAN Primary\/TI
Allow 192.168.10.40 Medium HOUSE LAN PrimaryVTI

Allow 192.168.10.40 Medium HOUSE LAN PrimaryVTI

Allow 182.168.10.40 Medium HOUSE LAN PrimaryVTI

tFATTIOEAD "acivitySearchs H*S



40,678 Total ) Viewing activity from Mar 13, 2024 12:30 AM to Mar 14, 2024 12:30 AM Page: 1 Results per pag

HomeFTD HomeFTD 8.8.8.8 192.168.10.40 @ Allc d U eqg e
HomeFTD HomeFTD @ Allowed Uncateg ed
HomeFTD HomeFTD 8888 192.168.10.40 @ Alic d Uncateg e
HomeFTD HomeFTD ® Allowed | jorized
HomeFTD HomeFTD 8.6.8.8 192.168.10.40 @ Allowec 1 Zed
HomeFTD HomeFTD @ Allowed red
HomeFTD HomeFTD @ Allowed ad

E:FT7ALRNTRE, FIALRNOEFITFIERARIS—TAVE—ZY RADK
STAYIRFAENET, TTAR—RFTUT—SaVADT I HAERBT B
. 7SAR—RUY—REERL, ThEETSAR—NUY—RATILRAAOTY
BRRUS—ICBMT BAEN B ET,



EFITTILATOA Y R—%Y NP O ERARY S —DBE

A=Y NTOIECADT I EAZRETRAICE, EXI1T7TFIOEAZ Y AR—RTRISD
—ZERTIBENHYVET,

o 1) Y secure> Access Policy

| ' Secure | Policy

Access Policy

Create rules to control and secure
access to private and internet
destinations

I Monitor

o Admin ' '
Data Loss Prevention Policy
Prevent data loss/leakage with
g Workflows policy rules

e 271)Y % AddRule> Internet Access


https://dashboard.sse.cisco.com/

e

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Internet Access

Control and secure access to public

destinations from within your network and
from managed devices

ROZRINDEETELTEERTZRETE, BEICK, RUS—TREITHIHRBICISUTEED
EDEIBIRTEET, TFSecure Access User Guides ZHEFEL TLEE L,

E

X3

ZINAB KORAVPND 7S AR—KNJY—ATIAD

TSAR—RKNUY—AANDT I EARERETSICIE. HASecure Access Dashboard T!J) Y —
AEERTHDHBEN HYET,

2 1) Y 27 Resources > Private Resour ces

H Resources Sources and destinations Destinations
Registered Networks Internet and SaaS Resources
' Secure Point your networks to our servers Define destinations for internet

access rules

) Internal Networks
k2 Monitor Define internal network segments Private Resources
to use as sources in access rules Define internal applications and

other resources for use in access
Roaming Devices rules

Mac and Windows

o Admin



https://docs.sse.cisco.com/sse-user-guide/docs/add-an-internet-access-rule
https://dashboard.sse.cisco.com/

« JRIZ, ADD

BREOTIC, XD
Connection Methodse

— ¥

Et 2238 V) x£9, General, Communication with Secure Access Cloud and Endpoint

ks

General

Prival Resource Narme

SplunkFTD

Description (oplional)

* PrivaeResourceName © XY ND—IADEF 1T T7 IV LRAZBUTT IV EAZREHTE )Y —
ADZBZEERLET,

I RARAY NOERFE

Zero-trust connections

Allow endpoints to connect to this resource from outside your network without requiring a VPN connection. Help

@D client-based connection

Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control over endpoint security requirements (posture).

Remotely Reachable Address (FQDN, Wildcard FQDN, IP Address) @

182.168.10.2

+ FQDN or IP Address

‘3 Browser-based connection

Allow browser-based connections from endpoints that do not have the Secure Client installed, Enable this option when devices that your arganization does not manage must
cannect to this resource. Fewer endpoint security checks are possible.

Public URL for this resource @

https:f | splunk2 -B195126.2tna.s5e.cisco.io
Protocol Server Name Indication (SNI) (optional) @
HTTPS ~

D Validate Application Certificate ©




Zero Trust Connections : FI Y DIRY DAZAICLET,

Client-based connection : — NZEBXIZ TS &, Secure Client - Zero Trust Module(SGT)Z EH L
T, 94T MR—RAE—RICKDTIVELRAZBMICTRENTEFT,

Remote Reachable Address (FQDN, Wildcard FQDN, IP Address) : 'J Y —ADIPE = IFFQDNZEREL £
- FODNZRETHHE. B ZBRATDLHICDNSEEMTIHLEN HVET,
Browser-based connection : BRIC T B E, TZIHENLTIY—AILTFT IV EATEERT
(HTTPE = EHTTPSEEEHEAL TUY —ABBML T &)

Public URL for thisresource | 7 2 I WA SERTB/NT VY JURLEZRZRELE T, EFX2 7770
TARZDVY—AZREBELET,

protocol : 7O R (HTTPEAEZWEHTTPS ) ZiBIRLE T,

VPN connections

Allow e

ndpoints to connect to this resource when connected to the network using VPN,

VPN Connection : FI Y IRY DRA%ZFIZL T, RA-VPNaaSBHDT7 IV EAZEMICLET,

TR, "swes ZVVVOTBRE, TEDOVY—A%Z AccesPolicys ICEBMTEEXRT,

TORARISD —DRE

VY —REERTREER., ROVWThAOEFITTFIOEARI—IZVY—RZEVHTS
VEFHYNET,

1) Y 2 secure> Access Policy

| ' Secure Policy
_ Access Policy
I/i Monitor Create rules to control and secure
access to private and internet
destinations
o Admin _ )
Data Loss Prevention Policy
Prevent data loss/leakage with
g Workflows policy rules

[1%4'-7- ( Add > Private Resour ce



Add Rule ~

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Internet Access

Control and secure access to public
destinations from within your network and
from managed devices

COTSAR—RTFIEAL—LTE, UY—RANOT I LRERHETET7 1)L MEEBREL
TT, RUS—BEORMICOVTE, T1=HAA ks #BBLTEEL,

o Specify Access
Specify which users and endpoints can accass which re

Action

Allow specified traffic if security
requirements are met,

@ Allow | Block

From To
Specify one or more sources. &

wpn user (vpnuseri@ciscosspt.es) - =) SplunkFTD =

nformation about sources, including selecting multiple sources. Help (3 Infarmation about destinations, including selecting multiple destinations. Help y

o Action : UY—AANQOT VLA ZHFATHICE, "y 2BRLET,
e From : DY—AANOOTAVIERATED I —HYZHEELET,
s To EFATTIOERENLTTVEATENY—AEZBIRLET,


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

Endpoint Requirements

fic. Help (7

] Zero-Trust Client-based Posture Profile Rule Defaults

System provided (Client-based)

;. SplunkFTD

Zero Trust Browser-based Posture Profile Rule Defaults

System provided (Browser-based)

;. SplunkFTD

® Zero-Trust Client-based Posture Profile : 7547\/ I\’\—7\77't’.7\®5'7 71')[/ |\7°|:| 77 ’f)l/’&i%
RUET,

* Zero-Trust Browser-based PostureProfile : 7 7 A ND AT 7 ANT SO OR—AT IO A% &
RUFT




ERAF YRV —OFRICOVTR, EF21770ACETS T1—HHA Ry
ZZRBLTLKEZL,

FDH., Nt EVPsae ERERZIVYITDE, RAVPNB RV ISA T MRR—AZTNAE 1= (F
TZIOER=AZINAZN LTIV —AANDT I AZRTTEET,

NSTLTI—RK

X AT IT7ATOA=NEeFATT7IOLABOBBEICEOVWTINS TN 1 —F 120 0%17
352k, F/V 1 AR TPhasel(IKEv2) & Phase2(IPSEC) A FIEAR < M ENTWB A ESH % FE
B CEET,

7 T —X1(IKEv2) D RESR

Phase1Z2®#53%(C(E. FIDOCLITANIARY REZRTIIHBENHYET,

show crypto isakmp sa

COBE. EXLVWEAHE, EF1T7T7I9EAODTF—E2E2—IPIZX L THRIENEZ2DOD T
IKEv2sasy ChVY ., BEELWAT—RAIFREADY T T,

There are no IKEvl SAs
IKEv2 SAs:
Session-id:3, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
52346451 192.168.0.202/4500 3.120.45.23/4500
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/4009 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: Oxfb34754c/0xc27fd2ba

IKEv2 SAs:
Session-id:2, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
52442403 192.168.30.5/4500 18.156.145.74/4500
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/3891 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x4af761fd/0Oxfbca3343


https://docs.sse.cisco.com/sse-user-guide/docs/zta-posture-profiles

7 T —X2(IPSEC)DRER

Phase2 58921k, FIDOCLITRODIAN Y REZRITIBDHBEN BV ET,

interface: PrimaryVTI
Crypto map tag: __vti-crypto-map-Tunnell-0-1, seq num: 65280, local addr: 192.168.30.5

Protected vrf (ivrf): Global
Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: 18.156.145.74

#pkts encaps: 71965, #pkts encrypt: 71965, #pkts digest: 71965

#pkts decaps: 91325, #pkts decrypt: 91325, #pkts verify: 91325

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 71965, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O

#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 192.168.30.5/4500, remote crypto endpt.: 18.156.145.74/4500
path mtu 1500, ipsec overhead 63(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: FBCA3343

current inbound spi : 4AF761FD

inbound esp sas:
spi: Ox4AF761FD (1257726461)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 2, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (3916242/27571)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
OXFFFFFFFF OXFFFFFFFF
outbound esp sas:
spi: OxFBCA3343 (4224332611)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 2, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4239174/27571)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

interface: SecondaryVTI
Crypto map tag: __vti-crypto-map-Tunnel2-0-2, seq num: 65280, Tlocal addr: 192.168.0.202

Protected vrf (ivrf): Global
Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)



current_peer: 3.120.45.23

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0O

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0O

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O

#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 192.168.0.202/4500, remote crypto endpt.: 3.120.45.23/4500
path mtu 1500, ipsec overhead 63(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: C27FD2BA

current inbound spi : FB34754C

inbound esp sas:
spi: OxFB34754C (4214519116)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 20, crypto-map: __vti-crypto-map-Tunnel2-0-2
sa timing: remaining key lifetime (kB/sec): (4101120/27412)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: OxC27FD2BA (3263156922)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 20, crypto-map: __vti-crypto-map-Tunnel2-0-2
sa timing: remaining key lifetime (kB/sec): (4239360/27412)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

BREOHNITIE, MAORRIINBIAIEhEENERTEERT, EXLLEVERE., N7
Y Nencaps® & Wdecaps® XD H T,

encaps: 71965, #ipkts encrypt: 71965, #pkts digest:

decaps: @, #pkts decrypt: @, #pkts verify: @

compressed: #pkts decompressed: ©

not compressed: 71965, #pkts comp failed: #pkts decomp failed: @
re-frag successes: @, #pre-frag failures: ©, #fragments created: ©

MTUs sent: @, #PMTUs rcvd: 8, #decapsulated frgs needing reassembly: ©
#TFC rcvd: @, #TFC sent: @
#Valid ICMP Errors rcvd: @, #Invalid ICMP Errors rcvd: @
#send errors: ©, #recv errors: ©

COFIANBHBHEE. TACTT—REHF—TLET,



NATRAZEUT 1 Hee

IO RANDTF—E 22— BETRIEFITTIVELRAE/BAL N I OBERLT VT 17
INY2TTF, 2EY, DCAORTFEFN RS T4V U ZEITBEHICHAINET, DC20D

R7E. RRILESIFFT T IBETHALUSNET,

Normal Behavior

WAN2/VTI2

DC 1 VIP Secure Access default behavior
WAN1/VTIN N\
\ » DC2 is passive when DC1 is
\ ( active
j \E Region + Data Centers operating in High
\ pc1)| | Cisco Availability (HA) mode ensure
\ 41 hub i Secure that only one tunnel receives
\ i Access traffic at a time. The other tunnel
» i | DC2 | remains on standby and will drop
FTD b J any packets sent through it while
L R in standby mode.
[ ] \
% \
DC 2
WANZ2/VTI2
HA Behavior
DC 1 VIP Secure Access HA Behavior
WANT/VTIT kY
+ DC2 is Active when DC1or
y o WANT1 peer is Down
\ | \\E Region Ci « High availability is implemented
NMbc1) | isco to address failures in the WAN1
N T e AP | | Secure channel on the Firewall, ensuring
N L e . Access operational continuity in the
A | |pc2| | region and mitigating potential
FTD b issues in DC1
— NS
o \
.
Y DC 2



YXIATBTIOECAANDORNT 74V O —FT 1420 DR
COBITIR, REXET7ATIA—LZY NI—0 LD ELTHERLET,

* Source:192.168.10.40
o BB : 146.112.25540 (X177 O EAEZZV > JIP)

LTICHZETRT,

Emulation of the connection via TCP protocol from
the IP 192.168.2.234 from the source PORT 32344
tothe IP 72.163.4.185 to the PORT 443, which
emulates the access to a webpage published on
the port 443 from a user on the inside network.

¥
Direction must be the
interface that has clients
trying to access to internet

packet-tracer input LAN tcp 192.168.10.40 3422 146.112.255.40 80

B

Phase: 1

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

ETapsed time: 14010 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 2

Type: PBR-LOOKUP

Subtype: policy-route

Result: ALLOW

ETapsed time: 21482 ns

Config:

route-map FMC_GENERATED_PBR_1707686032813 permit 5
match ip address ACL
set ip next-hop 169.254.2.2 169.254.3.2

Additional Information:

Matched route-map FMC_GENERATED_PBR_1707686032813, sequence 5, permit
Found next-hop 169.254.2.2 using egress ifc PrimaryVTI



Phase: 3

Type: OBJECT_GROUP_SEARCH
Subtype:

Result: ALLOW

ETapsed time: 0 ns

Config:

Additional Information:
Source Object Group Match Count:
Destination Object Group Match Count: O
Object Group Search: 0

o

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
ETapsed time: 233 ns
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any ifc PrimaryVTI any rule-id 268434435
access-1list CSM_FW_ACL_ remark rule-id 268434435: ACCESS POLICY: HOUSE - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268434435: L7 RULE: New-Rule-#3-ALLOW
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS
Subtype:
Result: ALLOW
ETapsed time: 233 ns
Config:
class-map class_map_Any
match access-list Any
policy-map policy_map_LAN
class class_map_Any
set connection decrement-tt]
service-policy policy_map_LAN interface LAN
Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 233 ns
Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 233 ns
Config:

Additional Information:

Phase: 8

Type: VPN

Subtype: encrypt
Result: ALLOW

ETapsed time: 18680 ns
Config:

Additional Information:



Phase: 9

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

ETapsed time: 25218 ns
Config:

Additional Information:

Phase: 10

Type: NAT

Subtype: per-session
Result: ALLOW

Elapsed time: 14944 ns
Config:

Additional Information:

Phase: 11

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 0 ns
Config:

Additional Information:

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETapsed time: 19614 ns

Config:

Additional Information:

New flow created with id 23811, packet dispatched to next module

Phase: 13

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 27086 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 14

Type: SNORT

Subtype: appid

Result: ALLOW

ETapsed time: 28820 ns

Config:

Additional Information:

service: (0), client: (0), payload: (0), misc: (0)

Phase: 15

Type: SNORT

Subtype: firewall

ResuTlt: ALLOW

ETapsed time: 450193 ns

Config:

Network 0, Inspection 0, Detection 0, Rule ID 268434435

Additional Information:

Starting rule matching, zone 1 -> 3, geo 0 -> 0, vlan 0, src sgt: 0, src sgt type: unknown, dst sgt: O,
Matched rule ids 268434435 - Allow



Result:

input-interface: LAN(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: PrimaryVTI(vrfid:0)
output-status: up

output-line-status: up

Action: allow

Time Taken: 620979 ns

CCT, BEICETZOAVTHFAMNZEML, PBREREEOD T TINTHELLITHOATVS A
ESHEERLT, NS 71490 EF1T7T7I0RAICELLIL—F12TFT2HEIIDODVT,
ZLOBBRIBEFEEATVET,

Phase: 2
Type:| PBR-LOOKUP
Subtype: policy-route
Result: ALLOW
Elapsed time: 21482 ns
Config:
route-map FMC_GENERATED_PBR_1707686032813 permit 5
match ip address ACL
set ip next-hop 169.254.2.2 169.254.3.2
Additional Information:
Matched route-map FMC GENERATED PBR 1707686032813, seguence 5, permit
Found next-hop 169.254.2.2 using egress ifc PrimaryVTI

7I—=R2F. RZT74Y IHPimaywTi AV B—T I AICEEENhTVWAREZRLET, C
DIFIFOREICEISE, AVE—FXYRNRNZTAVIRVTIZNLTEFITT IV EALE
EEhBDBENHD1-H, ChBFELWTT,



Phase: 8

Type: VPN

Result: ALLOW

Elapsed time: 18680 ns
Config:

Additional Information:

Phase: 9

Type: VPN

Result: ALLOW

Elapsed time: 25218 ns
Config:

Additional Information:
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