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vpnusenfciscossples

1. User click Conneet bulton 1o connect with CSA

3. Browser relay SAML request to DUO 2. CSA redinect SAML request to the browser

4
Identify § Authenticate the user

5. DUD generate SAML Assersion and sends i back (o browser 6. Browser relays SAML Assorstion back lo G54

-

7. i user ts authenticated, CSA send seeurity context to browser

8. Request resource from CSA

9, CHA angwr with requested resource to Secure Client and the
user gt Authemicatsd The Identity Exist an
Secure Access?

Qv

YES

_ No J
Authorization Rejected 10, Radius request with the usemame

RADIUS Access-Accept
11. 5236 Authorize-Only succeeded
11.1 CSA-Unknown-Compliant
11.2 Redirect URL Send
11.3 dACL Send

rFy

5232 DACL Download Succeeded
CSA-Unknown-Compliance

AY) e Ry o
Qe Q=_

12. Pasture Status complim:e. answer send 1o 15E 13. Evaluating Autharization Palicy

14, Selected Authorization Profile - CSA-Compliant
5232 DACL Download Succeeded 14.1. Added the dACL specified in the Authorization Profile
CSA-Compliance

14.2 CoA send to Secure Access

15. Machine on Compliance Full Access to
Resources

Duo SAML & Cisco Identity Services Engine(ISE)DFEEIC & V), RIE7O AN ELEh, A
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| CUSTOMER INFRASTRUCTURE SECURE ACCESS INFRASTRUCTUR

192.168.10.0/24 Management IP Pool: 192.168.60.0/24

DNS Endpoint IP Pools: 192.168.50.0/24
IP:192.168.10.153 '

Firewall'

Secure‘
Access

\
N\

ISE ASWN
IP:192.168.10.206
'Hostname: ISE.ciscosspt.es RA-VPN
Secure Client Users
(Outside Network)
)

AxX &



FCRETOERAZRBIZAEIC., "EFXFITFTFIOLRALISEREORYOFIE 27T
TRILENHYET,

DuUoi& i€
RA-VPNZ 77U —>a &R ETDICE. ROFIBEICRHRVET,

DuoEENZILICBEL XTI,

- BEE Applications > Protect an Application
3R Generic SAML Service Provider

21)Y %9 Protect


https://admin.duosecurity.com/
https://admin.duosecurity.com/
https://admin.duosecurity.com/

Protect an Application

7

Generic SAML Service Provider

Application Protection Type

2FA with SSO hosted by Duo
(Single Sign-0n)

Generic SAML Service Provider

Documentation .7 Protect

F7OTr—2 3V FEHEICRTIENTVRIRENHYET, VPNREDT 7V T —2 3V BEEATHEVWTLSEZL,

° Successfully added Generic SAML Service Provider - Single Sign-On to protected applications.
Add anocther.

Dashboard > Apgplications » Ganeric SAML Service Provider - Single Sign-On

Generic SAML Service Provider - Single Sign-On

See the Generic 550 documentation O to integrate Duo into your SAML-enabled service provider,

Metadata

Entity ID hifps#sso-5edlall8 sso.duosecuriy com/sami2spN9818G01ZNKKSLILRT Z/metadata = Copy
Single Sign-On URL hitps:eso-5ed0alss sso. duosecurnty. comysaml 2 sp/DN98 1 8GOTZNKKELILR T Ziss0 Copy
Single Log-Out URL hitps Asso-5ed0a3ls. sso. duosecunty. comisami2/spNa818G01ZNKKSLILRT 2 slo Copy
Metadata URL hitps#sso-Sed0a388 sso. duosecurity. com/sami2sn/DN9818G0TZNKKELILRT Z/metadata = Copy

Certificate Fingerprints

SHA-1 Fingerprint 05 76:95:68:E1.7CFTD1:T912:2C:23:B6:1A:63:58:32:01:88:81 Gopy

SHA-256 Fingerprint GF.CB25:7C:41.00:81:49.E5:83:48:79:EA 68:45:C.9F 4A:9A:21:A8.72:32:03:C1.7F.86:4 Copy

ZDPITIE, Generic SAML Service Provider.

EFITTOERADRERE

IP7— )L TORADIUSH L —T DERE

RadiusZ A L TVPNZ’'O7 7AIILERETDICIE, ROFIEICEAKAET,

Secure Access DashboardiZ BEI L £ .

21) ¥ % Connect > Enduser Connectivity > Virtual Private Network

7°'—JLE&E(Manage | P Pools) . Manage

I P Pool Region

Authentication Log | [&] Remove Application


https://dashboard.sse.cisco.com/

Manage IP Pools

2 Hageans mapped

o N R%EZEIRL. RadiusServer

EUROPE 1
Pop Name Display Name Endpoint IF Pools Management |P Pools DNS Servers RADIUS Groups
192.168.50.0/24 192.168.60.0/24
Europe (Germany) RAVPN 1 House &

256 user connections

256 user connections

. WMEIDIMEEVIVILET




ZZ T, IPPoolt Y2 3> Mconfiguration RAY 7'AJ> T, Radius Group (Optional)

21) v % Add RADIUS Group

RADIUS Groups (optional)

Associate one RADIUS group per AAA method to this IP pool.

F Al

Mo RADIUS groups created

‘ [ Add RADIUS Group J




« Edit RADIUS Group X

Add group of RADIUS servers, which will be used to control access to your VPN
profiles

Change of authorization (CoA) mode (D
CoA Port: 1700

Accounting
Port

[ 1813 ® ]

Accounting mode

@® single

Simultaneous

Accounting update
Interim accounting update

Update interval

[ 1 hour(s) J
e >
- ™)
Settings A
h, A
RADIUS Servers
You can add up to 8 servers in each group
Assign servers
[ ISE_CSA x v ] + Add

# Server Name IP Address

1 ISE_CSA 192.168.10.206 g ©



LET,

- AAA method

- Authentication:Authentication DF I Y JRY Y A%ZF L, R—RhEBRLET, F7FI)LNK1812T
?O

. FREE TMicrosoft Challenge Handshake Authentication Protocol Version 2 (MCHAPV2) ' R B BA Ik, F
IVIORYIOREFAVIZLET

« Authorization:Authorization® F T Y VRY D AZF L, R—RhEBRLET. F74I)MKE1812T
S

- ISEA S ORATF v £ EFE ZFFH ¥ B Authorization mode Only Change of Authorization (CoA)
mode FIY JRY JAEFIZLET,

«  Accounting:Authorization®F T ¥ JRY JREAICL, R—REBRULET, 74 NE1813TT

o

Single or Simultaneous
o EEBRLEIECVIILE—RTR, THOOTA VI F—RF1AOY—NEFILEEEQET
o ARE—RTE, JIL—TRHAOIXRTOF—NANOTHIFT 1 TF—5)

+  RADIUSI nterim-accounting-updateX ¥ £ —> O EHIN R ERZBMICTBIZE.  Accounting
update DF T Y IRY DREAVIZLET,



ER:Authentication& Authorization DA D FEZIBIRTZ2HEE,. BUR—NEERAITIMBENHET,

RADIUS Servers

o FTM#%, EU> 3> RADIUSServers:

e JUVYY+Add



RADIUS Servers
You can add up to 8 servers in each group

Assign servers

[

e

# Server Name IP Address

I, ROFAT2a>w2BELET,

Add RADIUS Server

Server name

|

IP Address
| |
Password type

Secret Key

| =3
Password

| =

Cancel



o Server NamelSEH—/NZBAIT 2O NDBEZRELET,
o« IPAddress: ¥ 177U EAZNL TEEMAESCisco ISET/NA ADIPERELE T,
+  Secret Key: RADIUSKSEZE F — D ERE

o Password: RADIUS/Y AT — R?ME%

o ZU1)v%USave L, AssignServerDF# 7S 3> TRadiusH—/NZE|V) H T, ISEH—/NEBIRLET,

RADIUS Servers

You can add up to 8 servers in each group

Assign servers

ISE_CSA

e ETULEIXRTOBREEZRFTBICE. SaveZE5—EVUYILET



« Edit RADIUS Group X

Add group of RADIUS servers, which will be used to control access to your VPN
profiles

Change of authorization (CoA) mode (D
CoA Port: 1700

Accounting
Port

[ 1813 ® ]

Accounting mode

@® single

Simultaneous

Accounting update
Interim accounting update

Update interval

[ 1 hour(s) J
e >
- ™)
Settings A
h, A
RADIUS Servers
You can add up to 8 servers in each group
Assign servers
[ ISE_CSA x v ] + Add

# Server Name IP Address

1 ISE_CSA 192.168.10.206 g ©


https://dashboard.sse.cisco.com/
https://dashboard.sse.cisco.com/

Protocols;i#3iR SAML

e 21)vy % Download Service Provider XML file

o FJE "Duo Configurations TEREL T 7UI—>3a > 0EREBEHRRIET,

Service Provider

Matadata Discavery None (manual input) -

Entity iD * 4.| hiips LECO, comisamls
P r— Assertion Consumer hittp:
. 'P'T; POST" Service (ACS) URL *

saml/sp/acstgname=ISE_CSA_SAMLE />

E
4>

Single Logout URL

o TOBEH/ERELLES, DB ZE, FRLTVRHESICEELEEDICEELET

Settings

Type Generic SAML Service Provider - Single Sign-On

Name ISE - SAML

Duo Push users will see this when approving transactions.

+ DuwTT77U7Save—>3>eoUYILET,

o SaveZVUYOLES, REVEVUY I LTSAML Matadata Z2X > O— RFTZ2HLEHN H ') £F Download XML



ISE - SAML

See the Generic SSO documentation [7 to integrate Duo into your SAML-enabled service provider.

Metadata

Entity ID https://sso-5ed0a388.sso.duosecurity.com/saml2/sp/DIGNTFGK2GWEMVKFB45F/metadat| Copy
Single Sign-On URL | hitps.//sso-5ed0a388.sso.duosecunty.com/sami2/sp/DIGNTFGK2GW6MVKFB45F/sso Copy
Single Log-Out URL | https://sso-5ed0a388.sso.duosecurity.com/sami2/sp/DIGNTFGK2GWEMVKFB45F/slo Copy
Metadata URL ‘ https://sso-5ed0a388.ss0.ducsecurity. com/sami2/sp/DIGNTFGK2GWEMVKFB45F/metadat) Copy

Certificate Fingerprints

SHA-1 Fingerprint 53.0E:25:4F:29:3A.B5.DF.09:A2.0D:BB.08.C7.F6.E8.D9.DB.DE.6B Copy
SHA-256 Fingerprint C5:6F:35:44:F8:FC:74:C6:E6:2B:C1:8F:92:9C:E2:80:91:B1:61:C9: 75.'08_'FQ.'CS_'4B_'81'_'BB_'Fi Copy
Downloads

Certificate 4 Download certificate [l Copy certificate Expires: 01-19-2038

SAML Metadata Download XML

« A7 32 OTIZSAML Metadata on Secure AccessZ 7 ¥ 7'0— R 3. Upload 1dP security metadata XML file L, Next



VPN Profile name
ISE_CSA_SAML

() Authenticate with CA certificates .
. rifi (] hii rofile.

Ge i suttings Select to use CA certificates to authenticate this VPN profile.

Default Domain: ciscosspt.es | DNS Server: House

(192.168.10.153) | Protocol: TLS / DTLS, IPSec (IKEv2)

SAML Configuration
Authentication, Authorization, and Accounting
SAML (®) SAML Metadata XML Configuration A
Traffic Steering (Split Tunnel) % 1.Download Service Provider XML file

1 ! ; . ; . .
Connect 1o Secure Access | 1 Exceptions This XML file contains metadata required to configure your |dP.

© 0 0 ©

Cisco Secure Client Configuration [ Download service provider XML file ]

{0} 2.Generate IdP Security Metadata XML File
a. Upload the Service Provider XML file to your IdP.
b. From your IdP, create and download an IdP Security Metadata XML file.

T, 3.Upload IdP security metadata XML file

© File ISE - SAML - IDP Metadata.xml’ uploaded. . Replace [@ Delete

(©) Manual Configuration v

< Cancel

FHFACERERT,
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FESAMLTRRELIZERET D E, ISEZN LU TERANRBAENET, DFV) ., Secure Accesslc & 2 TEEE NBDRADIUS/Y
TYRNIRI—HYEOINEENETT, CCTRNAD—R71—)LREFEELEFEA.



@ . Authentication, Authorization, and Accounting
General settings

Default Domain: ciscosspt.es | DNS Server: House Choose a configuration method to complete the SAML authentication process
(192.168.10,153) | Protocol: TLS f DTLS, IKEv2 for this VPN profil? Help 7

o Authentication, Authorization, and L . N
: Authentication | Authorization| Accounting
Accounting

RADIUS

Enable Radius Authorization

@ Traffic Steering (Split Tunnel) Use defaults or customize groups to map to regions
Connect to Secure Access | 2 Exceptions

Select one group for all regions
@ Cisco Secure Client Configuration

[ISEJCSA U]
Region Management IP Groups
pools
RA
ISE_CSA v
VPN 2 192.168.80.0/24
RA 192.168.60.0/24 ISE_CSA (default) v
VPN 1

e« Authorization

Enable Radius Authorization : F I Y JRY VA& AL T, RADIUSSREEZBRIICLE T,

e FTNTDY—2arvEWULTIZ2DITNV—TEERTSE . FIVIRVIREAICTDE, IRXNTOUE—K
TFORBA-N=F¥ILTTZAR=ZY NT—TRA-VPN) 7= LICH L T1DDHEEDORADIUSH —/N—HNFFERE
nNET, Tk, 7= EICERICERLET

e 1)Y % Next

FNXTDAuthorization TPREFREL =%, AccountinglZ & E T,
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@ ) Authentication, Authorization, and Accounting
General settings

Default Domain: ciscosspt.es | DNS Server: House Choose a configuration method to complete the SAML authentication process

(192.168.10.153) | Protocol: TLS / DTLS, IKEv2 for this VPN profile.HeIp =

o Authentication, Authorization, and o L .
Authentication  Authorization  Accounting

Accounting
RADIUS
Enable Radius Accounting =
@ Traffic Steering (Split Tunnel) Use defaults or customize groups to map to regions
Connect to Secure Access | 2 Exceptions
Select one group for all regions
@ Cisco Secure Client Configuration
ISE_CSA ~
Region Management IP Groups
pools
-“" 192.168.80.0/24 ISE_CSA v
VPN 2
RA 192.168.60.0/24 | ISE_CSA (default .
VPN 1
< Cancel

¢ Accounting

Map Authorization groupstoregions: J—> 32 %Zi&{R L. RadiusGroups

e 1YY Next

After you have done configured the Authentication, Authorization and Accounting #5417 U T < # & W Traffic Steering.

NZ74v0FE

RSZTAYORTTIVIDTT, EF1T7T I ERAEZNLEBREORATERETILEN B ET,



Tunnel Mode Tunnel Mode

Connect to Secure Access v ] [ Bypass Secure Access

All traffic is steered through the tunnel. All traffic is steered outside the tunnel.

e
A 00 G0 -

Tunnel o VPN
Secure @

Access

Internet

e Connect to Secure AccessZiIBIRT D &, IRNTHDA U EZ—FXY NNF T 1Y T1F Secure Access

[ Connect to Secure Access v ]

All traffic is steered through the tunnel.

d o QB
VPN e Secure ‘@

Access

Add Exceptions
Destinations specified here will be steered OUTSIDE the tunnel.

Destinations Exclude Destinations

+ Add

Actions

proxy-

8195126.zpc.sse.cisco.com,
ztna.sse.cisco.com,acme.sse.
cisco.com,devices.api.umbrell
a.com,sseposture-routing-
commercial.k8s.5¢10.0rg,sse
posture-routing- -
commercial.posture.duosecuri
ty.com,data.eb.thousandeyes.

Cancel

AVE—FY N RXAVEERIPOBRAZENTZHEE. +AddREZEZIUY UL, NextZI VY ILET,



+  BypassSecure AccessZiBIRU E3BE. INTOAVE—FKY MNRT T 1Y JldSecure Access (1 2 —F Y NMRER
L) TREL, 12—y N7ONA X —%ZBBLET

Tunnel Mode

Bypass Secure Access v

All traffic is steered outside the tunnel.

-

VPN Internet

Add Exceptions + Add
Destinations specified here will be steered INSIDE the tunnel.

Destinations Exclude Destinations Actions

No matches found




¥:Bypass Secure Access% EIR 9 D BRI, ISEARAF ¥ (Cenroll.cisco.com ZEBIL T &V,

COFIETE, VPNERTT IV ERATRINTOTFAR—KZY RD—=U VY —-RZBRLET, ChZEFTSICE, "T+Add,
Z2OUYOL, INTOUY—ARZEBMLES "Next ;s ZVUYILET,

Cisco Secure ClientD 58 &



Cisco Secure Client Configuration

@ General settings Select various settings to configure how Cisco Secure Client operates.Help .7
Default Domain: cisco.com | DNS Server: -
Protocol: TLS / DTLS, IKEv2

Session Settings 3 Client Settings 13 Client Certificate Settings iy Download XML
@ Authentication, Authorization, and —_—
Accounting

RADIUS
Banner Message

Require user to accept a banner message post authentication

@ Traffic Steering (Split Tunnel) a

Bypass Secure Access | 1 Exceptions

o Cisco Secure Client Configuration . .
Session Timeout

7 days

Session Timeout Alert

30 minutes before

Maximum Transmission Unit ()

1240

COATYT TR, IRXTEF7ALMDODERICLT MTSave, 29UV I TBEETEXRTN, REZSSICHAEINAAXT
%BAE. FCisco Secure ClientBEEEH A Ry ZREEL T EE L,

Muwthentioation; Traffic Secure Client

Name General Authorization & . . . Profile URL
. Steering Configuration
Accounting
ciscosspt.es Connect to
ISE_CSA_SAML TLS, IPSec SAML  RADIUS Secure Access 13 Settings vpn.sse.cisco.com/ISE_CSA_SAML
(IKEv2) 1 Exception(s)
ISEDFRE

FYRND—=OFNAAD) AN DERE

Cisco ISERRH TR ZRET B ICIE. CiscoISEICH LTI I BRITTEDHATNAARAERETIHEN BV ET,

o BE)% Administration > Network Devices

e v Y +Add


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true

> CSA

Network Devices

Description

IP Address : 192.168.60.0

Device Profile  H Cisco

~  RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS
Shared Secret

[ ] Use Second Shared Secret

Second Shared
Secret

CoA Port




« Name: BaiZFERALTEF1T7T7 IV EAERBRTS
o IP Address: A7 ¥ 7 MManagement Interface, |IPZ7— )L i8I ZRELE T,

e DeviceProfile: & A0 %&iE{R

Radius Authentication Settings

. Shared Secret : AT Y 7 TRELEDERUAERBEREL TITEBFX).

e COAPOt: F7AKRDERICLTHEERT, EFI1TT7IVEATREIT0EFEAENE T,

TDE, SaveZ VY ILT, MENELKHETZINESHZRBLTH S, MERMAOO—NIILI—VOERICEXET,

TIN—T DRE

A—ALI1-HYTHERATZIIN-—TEZ2RETHICE. ROFIEZRTLET,

« 1Y %9 Adminigtration > Groups
e« J1)v %Y Usa Identity Groups
e JUYY +Add

I —7" ONameZER L. Submit



aO—xAl

MEzeBRIZLSCO—NNI—TZRETZICE. ROFIEERTLETS,

Administration

System
Deployment
Licensing
Certificates
Logging
Maintenance

Upgrade

I—H¥0ORE

Network Resources
Metwork Devices
Network Device Groups
Network Device Profiles
External RADIUS Servers

RADIUS Server Sequences

NAC Managers

User Identity Groups

Identity Groups

Identity Management
Identities

Groups

External Identity So
Identity Source Seq

Settings

er ldentity Group

Identity Group

BB % Administration > | dentities

21)v 9 Add +

CSA-ISE

=Q

Endpoint Identity Groups

User Identity Groups

User Identity Groups




Network Access User

* Username

Status ¥ Enabled

Account Name Alias

Email

Passwords

Password Type: Internal Users

Password Lifetime:
(O With Expiration

Never Expires

Password Re-Enter Password

* Login

Passwaord

Enable

Passwaord

Vv User Groups

CSA-ISE

e Usgrname: ¥ 2177V ATHAOUPN O a2 #EALTI—YEEBRELET, chnid. FIE TEE
3

Status T o717

Password Lifetime : 8% 9 % With Expiration /', Never ExpiresZ AL E T

Login Password : 1—H®O/NAD—REERLE T,

User Groups: AT7TY 7 TIN—TOFE TERLETIL—TEERLET,




FEUPNICEDSFREIR. EF 1770 ADSEON—I AV TEEENR RS ICREENTVET,

T 0%, FESave 21T\, ConfigurePolicy SetO FIBICEAF T,

RUZ—ty NORE

&

RV —tEY NOT T, RABRTRABFICISENRTIRTFIIaVERELET, COTVFUATR, I—FT7 IO AEREM
TRHERRI)S—2RETDEAFERLET, B, ISEERADIUSEIENEETZHRAL., 7IOEREZEBHT B LI
ISE1—HF—ZR—RAICIDNIBEETEIHAESH EBRLET

CORV—ZRETHICIF, CiscolSEX Y 2 1R—RIZBELET,



« 21y Policy > Policy Sets

e FLLWRUD—tY hZBMIZICE, +ZIUYILET,

Policy Sets

Status Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

Policy Sets

Status  Polidy Set Name Description Conditions Allowed Prgtocols | Server Sequence Hits Actions View

T

COBER., F7FLMORID—EY NTEETZIOTRELS, HILLARUD—EY NEERLET, RIZ, TORUZ—EY
NCESOTRIAELRTERELE T, [FEENERVI—E, "RYRT—IFNARAODVADOEE, OFIETERE NizX
YRD—=IFNAANDT VEAZFAL, Zhs DRBFEACSA Network Device ListA SEEL 2 & ZHFEBL TH S,
Conditions& UL TRV —IZEET B LSICLET, KIS, Default Network AccessD &S 2, FFAE N3 7ORINTT,

RU—t Y NMZ—BF Scondition ZHERTBICIE, ROFIEICERET,

. UYL+
Condition Studio
e THEATWELBERIROLEBYTT,

Conditions Studio

Library Editor

Equals

itch_Local _Web_Authentic

o RMHEERTBICIE, Click to add an attribute
e 7RZNetwork Device> &2 JYOLET,

o BRIZHBAT3aOTT. "Network Access- Network Device Nameoptions Z9 Y O L&E T,



«  Equas77>a>®TIZ, FIEConfigure Network Devices List®® ™ ®Network Device DEZ BRI ZEEIAKE T

e VY 7Y Save

Editor

Equals

Network Acc etworkDeviceName

Equals

Network Access NetworkDeviceName

Radius el NetworkDeviceName

ZORIS—F, RUT—E Y MZE TV TCSAAuthentication 3 & TXAuthorization SREZ#ITIT DO DEERTHN SDHDERE T
AFRL, HAEAL7ONILIEHLT CSAISELESWTHTE h7" 0 k3L Default Network Access 43 L £ 7,

EBRENLERID—OBRBROLSICBYET,

Policy Sets Click here to do visibility setup
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CSA-ISE

o Default Network Access Protocols A'SFRf e N TWB & ZERTBICIE. XOFIEICEXRET,

21) v I Policy > Results

e 21)vy % Allowed Protocols

e 21)v % Default Network Access



Policy [ Dictionaries Con

Policy Sets Policy Elements

Profiling Dictionaries Authentication

Posture Conditions
Allowed Protocols
Client Provisioning Results

Allowed Protocols Services Authorization

For Policy Export go to
Profiling
| Duplicate
Posture

Service Name Description

Default Allowed Protocol Service Client Prowsmnlng

o RIZ, HFHUENTVRIXNTOZORNIDNNRRE ET Default Network Access

RUD—tY FNFAORE

Policy Set® T IZ7RAuthorization U2 —ZERTBICIE, ROFIEICEAKET,

. UYL >

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

o FTM#E, RERENDKR—Authorization FRRENET,



— CSA-ISE Click here to do visibility setup

Status Policy Set Name Deascription Conditions Allowed Protocols [ Server Sequence Hits

Q

-] CSA-ISE B Network Access-NetworkDeviceName

» Authentication Policy(2)
» Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

> Authorization Policy(7)

RID—F RUS—tY NOREOATY T TERLERUZ—ERFLUTT,
BAIRY Y —

RWARVS—RBERETEBFETRETEER T, COBE. "JIL—TORE, OFETERLEIN—TAOI—HE T ZRR
LET, RBARVI—Z2RETHICEF. ROFlZSRLTILEEW,

~Authorization Policy(2)
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Status Rule Name Conditions Profiles Security Groups
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0 Authorization Rule 1

Status Rule Na Conditions Profiles Security Groups

Q

InternalUser:ldentityGroup
] Authorization Secure Access A User Identity PermitAccess

Groups:CSA-ISE

21) v 2 Authorization Policy

ZOVYIOLT, ROFLSBREAORI—EERLET,

“Authorization Policy(2)

Results

Status Rule Name Conditions Profiles Security Groups

Q

Q Authorization Rule 1




e ROFIETIE, Rule NameConditions & & T Profiles

o RARV—EEBRICEBTEDXSICEFTERName ET 254
Condition

. ZERETDICK., +

Condition Studio

c OTI, ROBHAIHYIET,

Conditions Studio

Library Editor

REC Lot Eaual
quals

Web_Authentic

o FMHZEMERTSICE. Click toadd an attribute

«  RZldentity Group &IV Y I LET,

o BRIZHD AT 32 Tinternal User - IdentityGroup optionZ 7 Y Y LET

o FA7EquasaroOToOROY 7RI EERAL T, FIE "ConfigureaGroups TRRFEDHAGroup BEXERDHTET
e 1Y 7T Save

e Y Use

Editor

InternalUser IdentityGroup

Inte tyGroup
Equals User Identity Groups:CSA=ISE =

Equals

Editor
InternalUser-lde ¥ Ip

Equals User ldentity Groug

Identity group




TNDHE T, Profiles, which help approve user access under the authorization policy once the user authentication matches the group selected on
the palicy.

« T Authorization Policys @ FICHB ROAY THIVRE> =1V LT, Profiles

- HHOKER

o &R PermitAccess

e DY Save

InternalUser-ldentityGroup
R User Identity
Groups:CSA-ISE

InternalUser:IdentityGroup
K[ User Identity permit

Groups:CSA-ISE
Profiles

PermitAccess

PermitAccess >

T M#%. 7R Authorization V> —Z2E&RLELE, I—YIFRABLEKEBERTINES D, BREEFI1T7T7IoRALISEOOT 2R
RCEDDNESHZHERITDEHICERIELET,

VPNICEHET DI, X177 O9ARATHERENETO7 74N E2ERAL, ISEO77A4LEZEALTEFITISA4T N

BETERLET,

o BRBEINEFEINBL. t%2aT772t2TATREDESLRRINEFTh,

- EFATFTFOERAZY S AR—RICBELET



https://dashboard.sse.cisco.com/

1) ¥ 2 Monitor > Remote Access Log

28 Events

User Connection Event Event Details
A vpn user (vpnuser@ciscosspt.es) @ Connected

o FEINEBEINB L. OJEEDELS CISELERREh F T h,

(C®ELEJ, CiscolSE Dashboard

« 21)Y 7 Operations> LivelLogs

Status Details Identity Authentication Policy

Identity Authentication Policy

FEEHFEBENBZ L, DTSR EDES CRRENFTH,

o DuoAdminPane ICBEIL £,

e 21)Y 7Y Reports> Authentication L og

Internal IP Address Public IP Address VPN Profile

192.168.50.2 151.248.21152 ISE_CSA

Authorization Policy

Authorization Paolicy

>SA-ISE >> Authorization CSA

CSA-ISE >> Authorization CSA

Authorization Profiles

Authorization Profiles

PermitAccess

PermitAccess


https://admin.duosecurity.com/

Timestamp Risk-Based Paolicy

(UTC) ~ Result User Application Assessment Access Device Authentication Method

10:02:34 + Granted vpnuser |ISE - N/A v i0s 17.4.1 %~ Duo Push

14 DE ABR. DE i SAML

2024 approved AnyConnect  5.0.05207 Apple iPhone 15 Pro
Flash Not installed

Max
Java Not insta DPFK7TERVMXGJTHTTMD3

krakow, 12, Poland
83,29.26.111

Krakow, 12, Poland
83.29.26.111

Endpaoint trust is unknown becausa thare are no active

Trusted Endpeoints Configurations,

RADIUSAO—7AJL & fz Ik Active Directory 11— M

gl?ll
it

ISERAF ¥ DERE

COTFIVATR, REVY—AANOT IV EAZFARLBERERTRHIC. IVRRARNOAVTSA T AZHRBIIREE
ERLET,

CNERETDICIE, XROFIEICHEARAET,

RAF © S4E DR

c ISEAYZAIR—RICBELET
e U1)vY %2 Work Center > Policy Elements > Conditions

o 1YY Anti-Malware



ETFNAAORAF v Z28EBL. ARV —CESTVWTELVHEZTS OO 0FT2 IV FHUET,

Anti-Malware Conditions



Conditions v

Anti-Malware
Anti-Spyware
Anti-Virus
Application
Compound
Dictionary Compound
Dictionary Simple
Disk Encryption
External DataSource
File

Firewall



1. Agent Resources . . o ~
g Secure Client Web Provisioning/\Y 77—,

2. Compliznce Module Cisco ISEIAY 754 PV AEY1—)L

ZBBIRLUET, Agent Profile SO a=vS 7077 1)L O,

IT—IRN7O77A4IMETI -T2 MUY =R
EALTZOEE a9 R—2)2E%KEL. 7
A>3z 09 1—-I)L2E&LET,

ZIBIRLET, Agent Configuration

SeplTI—2 I RNJY—AOA T O—RETFTYZTO—R

e FLLWI—2IDRNUY—RZEMTBRICE, ZAODFIO-RR=Z)ICBEL., WebRBENY T2 500
—RLET. WebBR 7 7ML pkgle X THBIBENH Y E T,

Cisco Secure Client Headend Deployment Package (Linux 64-bit) 06-Feb-2024 58.06 MB oy .
cisco-secure-client-linux64-5.1.2.42-webdeploy-k9.pka
Advisories [

Cisco Secure Client Headend Deployment Package (Windows) 06-Feb-2024 111.59 MB oS .
cisco-secure-client-win-5.1.2.42-webdeploy-k9.pkg
Advisories [

Cisco Secure Client Headend Deployment Package (Mac OS) - 06-Feb-2024 118.88 MB + .
Administrator rights or managed device required for install or

upgrade. See Administrator Guide and Release Notes for details.

cisco-secure-client-macos-5.1.2.42-webdeploy-k9.pkg

Advisories [

« &)Y+ Add> Agentresourcesfromlocal disk L, Ny —2 %7y 7O—RLET,


https://software.cisco.com/download/home/286330811/type/282364313/release/

Agent resources from Cisco site

Agent resources from local disk

MNative Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

Step 2 AV T AT AEZ1-)IoA o> O0—KR

e J1)vY %9 + Add > Agent resources from Cisco Site




Agent resources from Cisco site

Agent resources from local disk

Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

s BEBIXNTCOAVTZFATVAED1-IINOFIVIRY VAEZFVICLT, Save




Download Remote Resources

Name

AnyConnectComplianceModuleLinux64 4.3.3064.0

AnyConnectComplianceModuleLinux64 4.3.3104.0

AnyConnectComplianceModuleOSX 4.3.3432.6400

AnyConnectComplianceModuleOSX 4.3.3472.6400

AnyConnectComplianceModuleWindows 4.3.3940.8192

AnyConnectComplianceModuleWindows 4.3.3980.8192

AnyConnectComplianceModuleWindowsARM64 4.3.3940....

AnyConnectComplianceModuleWindowsARM64 4.3.3980....

For Agent software, please download from |
resource from local disk" add option, to import into ISE

Step3T—T I RO 7A4ILDE

e«  21)vY Y +Add> Agent Posture Profile

Name

Description

Cisco Secure Client Linux Compliance Module 4.

Cisco Secure Client Linux Compliance Module 4.

Cisco Secure Client OSX Compliance Module 4.3

Cisco Secure Client OSX Compliance Module 4.3

Cisco Secure Client Windows Compliance Modul

Cisco Secure Client Windows Compliance Modul

Cisco Secure Client WindowsARM64 Compliance

Cisco Secure Client WindowsARM64 Compliance

. Use the " Agent




Agent resources from Cisco site

Agent resources from local disk

Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

«  H® PostureProfile




Agent Posture Profile

Name

Description:

*HEEE, TOSaveBICOVYILET

Pasture Pratocol

Parameter

PRA retransmission time
Retransmission Delay

Retransmission Limit

Discowery host
Discovery Backup Server List

Server name rules
Call Home List

Back=-off Timer

Step4d I—J I NORE

21) v 2 + Add > Agent Config

Deseription

This is the agent retry peried if there is a Passive Reassessment communication failure
Time (in seconds) to wait before retrying.

Number of ratries allowed for a message.

Enter any |IP address or FODN that is routed through a NAD. The NAD detects and redirects
that http traffic to the Client Provisioning portal.

By default, AnyConnect sends discovery probes to all the Cisco ISE PSNs sequentially if
the PSN is unreachable. Choose specific PSNs as the backup list and restrict the nodes to
which AnyConnect sends discovery probes.

A list of wildecarded, comma-separated names that defines the servers that the agent can
connect to. E.g I

A list of IP addresses, that defines the all the Policy semvice nodes that the agent will try to
connect to if the PSN that authenticated the endpoint doesn't respond for soeme reason.

Agent will continuously try to reach discovery targets (redirection targets and previously
connected PSNs) by sending the discovery packets till this max time limit is reached




Agent resources from Cisco site

Agent resources from local disk

Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

s TOE, RONZA—ZRERELET,




> New Agent Configuration

* Select Agent Package:

* Configuration Name:

Description:

Description Value Notes

* Compliance Module

CiscoSecureClientDesktopWindows 5.1

CiscoSecureClientComplianceModuleW!




Cisco Secure Client Module Selection

ISE Posture

VPN | ]

Zero Trust Access

Network Access Manager

Secure Firewall Posture
Network Visibility
Umbrella

Start Before Logon

Diagnostic and Reporting Tool

Profile Selection

* ISE Posture 1.CSA_PROFILE

«  Select Agent Package :Stepl Download and Upload Agent ResourcesT7 ¥ 7O—RLENY 5= #BIRLE T,

»  Configuration Name : F&]Z#IRL T, Agent Configuration

+  ComplianceModule : AFY 72OV F5AF VAT I—IORXIVO—RTREIAO—RLVLEAVTIFATRE
SA-)EBERLET

¢ Cisco Secure Client Module Selection

- ISEPosture: FIVIORYDRZFIZTS

¢ Profile Selection



. ISEPosture EJE3THREL LISEVO77ANEBRLET, T—JI R TO77AINERELET

21)v 9 Save

FZARL—TFT 14T AT A, Windows, Mac OS, EEIELINUXT, 100954 T MNREZ@ERICERTSDC
LEHEOLET,



VAT NTAOED I Z RIS —ORE

BEODFETHRELLEISERAF Y EED 21-I)IL07OED a0 28MCT3I2E@. 7O a0 %2735 KSR —
BRETDIVLENHYET,

e ISEAYIAR—RIZBEBLET

s 71)vY 2 Work Center > Client Provisioning

X ARL—FT AT AFT L, Windows, Mac OS, £ EFLInXZ EIC1DDISA T RBERIS—ER/ETS
_EEBHOHLET,



Rule Name Identity Groups Operating Systems Other Conditions Results

CPP Redirect Ay

Agant Configuration
Rule Nam
2, SA_AGENT_CONFIG

Wi : Network Acc ...
indows C SO e Native Supplicant Configuration

Nizard

& Enable

@ Disable

& Monitor

* RuleName: FNAARATETAFUTATATN—TOBRICETVTRIS—FEZREL., BRIV —EHEIC
BETEBDRSICLET

« ldentity Groups: RS —TFMii o 2IDERIRLET

« OpeatingSystems: ATY 7 TI—S 2NN T —P0OEBR, TERUEI-CSI MY T—JICETVTANR
L—F12 02 ATLERBIRLETS

«  Other Condition: A7 ¥ 7" TE&E L =5 (2 Network Access & LV TAuthentication MethodEQUALS, RADIUSY JL—
Z7OEBMZEBRLET, k. EHOERRICLTHEET

e Result:FEATHRELEI—IVNEERZEBRLET, I—2 I MERE

Native Supplicant Configuration:Config Wizard% &R L. Wizard Profile

s FIVIRYIRATRUS—ABHMELTUVAREATVWEVERR, BHELTY—ULET,

RAZ7O7 7 1L OEK

BAZTO770)E, BENARBOI—HYRAFYICHLUT, VIY—AANDT I EAZHRLET, I-PHFRAFFICEITVT
TORATERVY—AZHRITRICRG. RAZERTIBEN BV ET,

FuO77

0 Rk

Y A—HER -T2 M AVARN—ILER - RAF ¥ IRALE A




; 1 —%Uknown Compliant—- T—2 I RDA VAR =ILAOURAALL U N -R
SR 13 AL
TREEL 2F v BRI S
TOtEARER JI—YHIEER -T O EARES

DACLZERET DIk, ISEX Y 1R—RIZBEHLET,

«  J1)vY %2 Work Centers> Policy Elements> Downloadable ACLs

e JUvY7J +Add

+ 4B : Compliant DACL

* Name CSA-Compliant

Description

IP version IPvd IPv6 Agnostic

*DACL 1234567 @ permit ip any any

8910111
2131415
1617181
9202122
2324252

Content

« Name:DACLE#AZSHBITHBFEEML FT,

e |Pversion:&iR IPv4

« DACLContent: Y RD—IDIXTOVY—AANOT IV 2AEZHATHE U O0—RAEFZ /LA NO—ILY
ANDACL)ZERLE T,

<{froot>

permit ip any any

#0)YUSavel, FHBRIV TS AT ADACLZHERLET



«  21)Y %2 Work Centers> Policy Elements> Downloadable ACLs
e 1YY +Add

« {ER : Unknown Compliant DACL

* Mame CSA_Redirect_To_ISE

ssoription

IP version IPv4 IPvE Agnostic

* DACL 1234567 permit udp any any eq 67
Contant 8910111 permit udp any any eq 68
2131415 permit udp any any eq 53
1617181 permit tcp any host 192.168.10.206 eq 8443
9202122 permit tcp any any eq B0

Check DACL Syntax

«  NameDACL-Unknown-Compliant2 B3 2 ZsiZBML £ 7,

o |Pversion:i#iR IPv4

* DACL Content: IR— ~8443% ML =&Y RTJ—7%, DHCP, DNS, HTTP, 8 7O a Z 0 JR—ZILADHIR
HETOEAEREITZDACLEERLET

permt udp any any eq 67
permt udp any any eq 68



permt udp any any eq 53
permt tcp any any eq 80
permit tcp any host 192.168.10. 206 eq 8443

2D FUATIE, IP7 RL A192.168.10.206 % Cisco Identity Services Enging(ISE) Y —/NIZ L, R— K 84431k
7OEDaZ> I R—FIIAICEEENTVET, DFVY, R—N8443%2BEHTBIPF KL X192.168.10.206 \ M
TCPRZ 74 v OFEAIEh, 7O I Z_VIR—ZIANOT IV AN BRBICEYNET,

COBRT, BATO77AMINEERTDEDICHELZDACLATERLET,

RATO77ALERETDICE, ISERY S 1R—RIZBEBLET,



« 21)v %2 Work Centers> Policy Elements> Authorization Profiles

21U +Add

« {ERK : Compliant Authorization Profile

Authorization Profile

CSA-Compliant

Description

* Access Type
ACCESS_ACCEPT

Network Device Profile

Service Template
Track Movement
Agentless Posture

Passive Identity Tracking




v Common Tasks

DACL Name CSA-Compliant

| IPv6 DACL Name

| ACL

I A/l I .2 (IFileae- 1IN

« Name: ##32RATO7 7N 2SRRI BB EERLET,

+  Access Type:i#iR ACCESS ACCEPT

¢ Common Tasks

- DACL NAME : A7 Y 7' Compliant DACL TERE L 7ZDACLZERL £7,

&)Y USave L, Unknown Authorization Profile

«  21)vY %2 Work Centers> Policy Elements > Authorization Profiles

e Y Y +Add



« {ER : Uknown Compliant Authorization Profile

CSA-Unknown-Compliant

Description

* Access Type
ACCESS_ACCEPT

Network Device Profile

Service Template

Track Movement

Agentless Posture

Passive ldentity Tracking

v Common Tasks

DACL Name CSA_Redirect_To_ISE




Web Redirection (CWA, MDM, NSP, CPP)

Client Provisioning (Posture) ACL redirect Value Client Provisioning Portal (...

e Name: FHEBERNIZIRATO7 7ML EZSRIDBREERLET,

»  Access Typei#iR ACCESS ACCEPT

¢ Common Tasks

DACL NAME : A7 ¥ 7'Unknown Compliant DACL TE%E L =DACLZBIRL £7,

e Web Redirection (CWA,MDM ,NSP,CPP)

i#1R Client Provisioning (Posture)

e ACL: XOETHEITIEEYWEBA, redirect

« Vaue: F7AILMOTOEZAZVIR-ZIILZERLET, BOR—FIILEERLLSEERE. TH
ZEBERLEY



EIRXTOEATOEFITT7IEAOUA ALY NACLOERIE, redirectTd,

ChoNEZETNTEEL &I, Attributes Details® FICRABEDEERETHIHEN HVET,

~ Attributes Details

Access Type = ACCESS_ACCEPT
DACL = CSA_Redirect_To_ISE

cisco-av-pair = url-redirect-acl=redirect
cisco-av-pair = url-redirect=https://ip:port/portal/gateway?sessionld=SessionIdValue&portal= Raction=cpp

SaveZ VYO LTHREERTL, XROFEICHEARET,



RAFYRIUZ—tEY NORE

ERTBNSD32ORIS—F, RELERT7O77AILICETVTVWET, DenyAccessTlk, BINRU S —#ERT D %
ERxHYVFEEA.

KUY —+y b A Aoz 740

0 HEZ7O77 4L - %

B & 2 RA 7077 1)L - EEH
FEEEHL FOLAEE

ISER Y21 R—RICBEBILET

«  21)v %9 Work Center > Policy Sets



e ZUUYISLT, ERLERVS—CTFTIOEALET

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

DeviceName

e ZEVUYIULET, Authorization Policy

Status Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits

Exc:

y - Global Exc

uthorization Policy(4)

o RD3IDHARVI—ZERDIEFTERLET,



Compliant_Devices
SAML-
Compliant . InternalUser-ldentityGroup
"™ User Identity Groups:CSA-ISE

SAML Compliance_Unknown_Devices

Unknown-

. InternalUser-ldentityGroup
Compliant

User Identity Groups:CSA-ISE

Non_Compliant_Devices
AML-Non-
S . on AND '
Compliant y InternalUser-ldentityGroup
" User Identity Groups:CSA-ISE

o ZEPY UL+ THRCSA-Compliance V> —ZEHELE T,

Results

Status Rule Name Conditions Profiles

Q Authorization Rule 1

CSA-Compliant

CSA-Unknown-Compliant

DenyAccess

Security Groups

o JROFJETIX. Rule NameConditions & & T* Profiles

+  FHiZ(ZFName E T B 3HE CSA-Compliance
Condition

. ZEERETDICK., +

Condition Studio

e OTIC. ROBHEFHYET,



Conditions Studio

Library Editor

Equals

o HHEMERTBICIE. compliant

¢ RRENTWVWREFTTY, Compliant_Devices
e TIIRZSYIFRROYZFULEY, Editor
Editor

e DTZDJ)YILET., New

e T AldentityGroup AZIUYILET,

EIR Internal User Identity Group
o« T Equals; T, BA& JUser Identity Group BB ZiBIRLE T

o« Y Y Use

Conditions Studio
Result of the Configuration

Library
1 Gompiiant Editor

l?..i:lat:h-!@h‘

E Ccompliant_Devices

Gompliant_Devices

Non_Compliant_Devices

4 new ° =m0 °|c

—_— -
5 [ (dentity aroup

InternalUser 6 IdentityGroup —-____________________‘
7




s ZTOHER. ROAA—DHRREIET

E Compliant_Devices

SAML-
&

AND

Compliant o InternalUser-ldentityGroup
User Identity Groups:CSA-ISE

o OTFTRAOYVIRIVARRDOTEIUProfiley VL., FIETREL EFBRIA7’'O07 7 1)L, Compliant

Authorization ProfileZi#iR L £,

E Compliant_Devices
SAML-
© Compliant InternalUser-ldentityGroup
User Identity Groups:CSA-ISE

CSA-Compliant

ZN T, CompliancePolicy SetAsREEhEL £,

« %1 Y YL+ THRCSA-Unknown-Compliance V> —ZE&EL £ T,

Results

Status Rule Name Conditions Profiles

Security Groups

e ROFIETIE. Rule NameConditions & & T Profiles



il

l

2 &

4

«  FEZIZFEName E T %354S CSA-Unknown-Compliance
Condition
e ZERETAICE, +
Condition Studio
« OTIC. XROBHEIFHYET,

Conditions Studio

Library Editor

Equals

_Switch_Local_Web_Authentic

o HHEMERTBICIE. compliance

« RRENTVBRETTYT, Compliant_Unknown Devices
« TERZYITURROYFULET, Editor

Editor

e OTZIUYULET. New

o TFAldentityGroup A&V UYILET,

« IER Internal User Identity Group

« TEqualsy T. A ¥ User Identity Group 2 BaIZiBIRLE T

o Y Y Use

compliance
¢ B 0De e QDR ER

Compliance_Unknown_Devices

—_—
5 D |dentity group

Internallser 6 IdentityGroup

Result of the Configuration

] Compliance_Unknown_Devices

Compliance_Unknowr

User Identity Groups:CSA-ISE




e TORER, RDAAXA—IHFRFENET

Compliance_Unknown_Devices

SAML- E

Q Unknown-

. InternalUser-ldentityGroup
Compliant

User Identity Groups:CSA-ISE

e OTTROYIHIVAREDOTZIUProfiley VL, FIETHREL EEBERILE7O77 1)L,
274N ZRIRLET,

SAML E] Compliance_Unknown_Devices

Unknown- AND . CSA-Unknown-Compliant
Py InternalUser-ldentityGroup

Compliant User Identity Groups:CSA-ISE

ZN T, Unknown Compliance Policy SetA"f¢EE hEL 7=,

o 1YL+ THKRCSA-Non-Compliant U —ZEZLF T,

Results

Status Rule Name Conditions Profiles Security Groups

Q Authorization Rule 1

o ROFJETIE. Rule NameConditions & & T Profiles



o Bui&EIZEEName ET % E A CSA-Non-Compliance
Condition

e ZERETAICE, +

Condition Studio

« OTIC. XROBHEIFHYET,

Conditions Studio

Library Editor

Equals
5G

Catalyst_Switch_Local_Web_Authentic

ation

o HHZEEMTAICE. non

« RRENTVBIETTYT, Non Compliant_Devices
« TERZYITURROYFULET, Editor
Editor

s OTZEIUYILET., New

o TFAldentityGroup A&V UYILET,

« IER Internal User Identity Group

« TEqualsy T. A ¥ User Identity Group 2 BaIZiBIRLE T

o Y Y Use



Library ) .
Result of the Configuration

PEO&e QEEEE

filed_Phones — [;

| Non_Compliant_Devices

¢ ® | O e &

—_ - .
5 D Identity group

InternalUser & |dentityGroup --__________________‘h
7

s ZTOHER. ROAA—DHRREIET

Non_Compliant_Devices
SAML-Non-
o Compliant InternalUser-ldentityGroup
User Identity Groups:CSA-ISE

e OTOROYIEIVREEIProfile VY UL, VL—LERTOT 74 I)L%BIRL EFT DenyAccess

Non_Compliant_Devices

@ >AMNon- _ DenyAccess
Compliant 2 InternalUser-ldentityGroup

User ldentity Groups:CSA-ISE

BDOTAV7ANDREERTIRE, RATFYEOREETANTDERBIBLET,
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IRATF v #EE
X2 ED#ES

X IAITIVSAT U RNBHOEF AT TV EATREAEENDFQDNRA-VPNR XA/ VICEHKELE T,

Lorbpri o e Pk 5 el @b Pl Myt b e [Befign Forpbnars Readen

—0

1 4, Huthorirabon Sten - O Dol s

L. Downdosd C5A Redeect To 158 DD

1. AiitRasiral

* Deraninad LS -Lompiuink

ECOFIETR., ISEEVI-LEZAVAR—LTIHBEZFHYREA,

LEFIT7IOZAT N EERALTERLET,



(8 Cisco Secure Client — 4

AnyConnect VPN:
Ready to connect.

pn.sse.cisco.com/ISE_CSA_SAML

2.DuENLTCHRATH -0 NERBBREADLET,

T Cisco Secure Chent - Lagin o *

‘3

Check for a Duo Push

Verify it's you by approving the notification
Single Sign-On

VpnUSEr@ciscossples edit

Sent to 105
Other options

Need help? Secured by Duo

S &

€9 Cisco Secure Client

fb57.vpn.sse.cisco.com/ISE_CSA Disconnect

00:00:07 (6 Days 23 Hours Remaining) 1P

3L.CORRT, HELEEVPNICERL, EVTWISELLUAALI R NENET, VAL IMNENEVEER., http:L11UZBE
LET,



@ Cisco Secure Client X

AnyConnect VPN
Connected: ISE_CSA - IKEv2 - Auto Select
Nearest Location

" InPrivate im| @ Device Security Check bd -+

€ Ilot secure https://ise.ciscosspt.es

ot]oer]n,
CISCO

Client Provisioning Portal

Device Security Check

Your computer requires security software to be installed before you can connect to the network.

Start




I COBRTER, NOUKISERAFYI—2JI MM VAR=ILEanTVAEVWES, BIEE-KRUS—1t Y FCSA-
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A [BARKIEIVYOLT, I—-2x2 07O IZVJZHITLET,
Device Security Check

Your computer requires security software to be installed before you can connect to the network.

g Detecting if Agent is installed and running...

5 T+ Thisismyfirsttimeheres Z2UY O LET,



Device Security Check

Your computer requires security software to be installed before you can connect to the network.

Unable to detect Posture Agent

+ + This is my first time here

+ Remind me what to do next

6. 1) ¥ ¥ Click hereto download and install agent

— + This is my first time here

1. You must install Agent to check your device before
accessing the network. Click here to download and install

Agent
2. After installation, Agent will automatically scan your:evh
before allowing you access to the network.

3. You have 4 minutes to install and for the system scan to
complete.

Tip: Leave Agent running so it will automatically scan your

device and connect you faster next time you access this
network.

<. You have 4 minutes to install and for the compliance
nv check to complete

7.I=2I2RhDA2AR=)L



Downloads ] Q

iJ cisco-secure-client-ise...aBf8STpS5Nr1nzotleQ.exe

en file

See more

Network Setup Assistant

Network Setup Assistant

v,

Installation is completed.

it

(c) 2022-2024 Cisco Systems, Inc, Cisco, Cisco Systems and Cisco Systems
logo are registered trademarks of Cisco Systems, Inc and/or its =ffiliztes in the
U.S. and certzin other countriss,
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& Cisco Secure Client = O X

- 30%
|SE POSture Time Remaining:
1 Update(s) Required

3 Minutes

® Action Required to Enable Access

Updates are needed on your device before you can join the network.

This endpoint has failed to check. Please ask your network administrator to install a Secure
Endpoint.

More Details >

Cancel
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Secure Endpoint Installed Agent Scanning

@ Cisco Secure Client 5 @ Cisco Secure Client

AnyConnect VPH: fa s AnyConnect VPN;

Ready i connect | o 152 (C5A - IKEWZ - Auito Select Nearest Location, n ) Connected to ISE_CSA - IKEVZ - Auto Select Neanest Location

ISE_C5A - IKEV - Auto Select Ned | L e e e T KEw2 - Ao Select Ne Discannect

00:14:31 (3 Days 23 Howrs Remaning) P

Zero Trust Access:
Zero Trust Access:

Registration s required 0 access

UM (EEOLTOCS, Registration i required o access
SECUNe MeSOUNCes,

| ISE Posture:
1SE Posture: [ G SEANNING System . 1SE Posture:
System scan nat required on current Wi-R | = il Camphant.

Metwork acoess alowed.

Secure Endpoint:
Secure Endpoint: Diszonnected.

SRS Flash Sean

Rash Scan

-;'I';g'g- Secure Client

Updaies

S WNTIMALNARE

10.T—CIMNIUFERLTVECEEZRBRLER, RAF Y FERICEDY, XY RNIT—TLOIXTOVY—ZAAD
TOEAZHFAILET,
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«  21)¥Y 7 Operations > Live Logs



Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops

Status Details Identity Authentication Policy

Idantity Authentication Policy

CSA-ISE

CSA-ISE

Client Stopped Responding

Refresh Show

Latest 50 records -

Never v

Authorization Policy

Authorization Policy

CSA-ISE >> SAML-Non-Com...

CSA-ISE == SAML-Non-Com...

CSA-ISE >> SAML-Unknown...

CSA-ISE >> SAML-Compliant

Withi
Last 60 minutes -

Authorization Profiles

Authorization Profiles

DenyAccess

DenyAccess

CSA-Unknown-Compliant

CSA-Compliant

RDtho> VAT, LiveLogsiCERA R N EFEMARY RN EDRSICRRENDHNZRLET,

ZEHL

Identity Authentication Policy

Identity Authentication Policy
CSA-ISE

CSA-ISE

CSA-ISE

Authorization Policy

Authorization Paolicy

C3A=ISE >> SAML-Compliant

CS5A-ISE »> SAML-Compliant

CS5A-ISE >> SAML-Unknown...

Authorization Profiles

Authorization Profiles

CSA=-Compliant

CSA-Compliant

CSA-Unknown-Compliant

Repeat Counter

n

Postur

Posture

Posture Status|

Posture Status

4, Authorization Step - CSA-Compliant

2. Download CSA_Redirect_To_ISE DACL

1. Authorization Step — Unknown
Compliance

FEHEH

5. Download CSA-Compliant




Identity

Identity

Authentication Policy

Authentication Policy

CS

Authorization Policy

Authorization Policy

CSA-ISE

»> SAML-Non-Com...

SE »>> SAML-Unknown...

>> SAML-Non-Com...

Authorization Profiles

Autharization Profiles

DenyAccess

DenyAccess

CSA-Unknown-Compliant

Posture Status

Posture Status

2. Download CSA_Redirect_To_ISE DACL 4.

1. Authorization Step — Unknown

After 3 Minutes
Compliance I

5. VPN Disconnected

TFXA1TFTIOEAEISEEADRIDATY S

ROBITEE, CiscolSERZR Y hT—72192.168.10.0/24D T ICH V),
BREOTICEMIZLEN HVETS,

RRILENLUTEERRRZRRY RD—JDOREZ MR

Stepl: N RILBREEZBRRLET,

ChZeBRI2ICE, EX1T7FPIOERAAY S IAR—RICBELTEE L,

e« 1)Y % Connect > Network Connections
Network Tunnel Groups

e >YourTunnelZ2O YO LET,

HomeFTD © connected Europe (Germany) sse-euc-1-1-0 1 sse-euc-1-1-1

o summary® T T, CiscolSENFHET BT RLAZEA N RIICBREENTWA L Z2HRELET,


https://dashboard.sse.cisco.com/

Summary

& Connected

Region Europe (Germany)
Device Type FTD

Routing Type Static Routing

Last Status Update Mar 19, 2024 11:13 AM

Step2: J7FATIA—=INTRS T4V OEHFALET,
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DNS

UDP# & T'TCP 53
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http://Emmanuel%20Cano%20Gutierrez%204/3/2024%2010:02%20AM%20%E2%80%A2%20https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/install_guide/b_ise_installationGuide33/b_ise_InstallationGuide33_chapter_7.html
http://Emmanuel%20Cano%20Gutierrez%204/3/2024%2010:02%20AM%20%E2%80%A2%20https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/install_guide/b_ise_installationGuide33/b_ise_InstallationGuide33_chapter_7.html
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« 21)v % Connect > End User Connectivity

e« 21)v % Virtud Private Network


https://dashboard.sse.cisco.com/

3B & @ Manage | P Pools

«  1)¥Y % Manage

EUROPE 1 ~
, . Management IP
Pop Name Display Name Endpoint IP Pools Pools DNS Servers RADIUS Groups
192.168.50.0/24 192.168.60.0/24
Europe
(Germany) RA VPN 1 256 us_er 256 us_er House ISE_CSA & m|
connections connections

2T v TRSENTTAR—KNIY—ATREENTVD EZHEALET

VPNIEH THEEfEL TWD 1 —HAISE Provisoning Portal lCBEI TE B RS ICTBICRK. PTIOERAZRBIZDTSSAR—KJY—
ARELTFNARERELTVWRZENHYET. <OUY—AlE, VPNZHTISE Posture Module® BB 7O a Z > J &5

THREHICERENET,
ISEAELKBEENTVD L ERRIBICE. EX1TFIEAZ Y IR—RIEBBHLET,

e 21)vY % Resources> Private Resour ces

e ISEVY—RZEVUYILET


https://dashboard.sse.cisco.com/

Private Resource Name

CiscolSE

Description (optional)

Communication with Secure Access Cloud

Specify one or more addresses that will be used for communication between this resource and Secure Access.

Secure Access will route traffic to this address.

Internally reachable (FQDN, Wildcard FQDN, IP o Protocol Port / Ranges
address Address, CIDR)
192.168.10.206 TCP - (HTTP/HTTPS

+ |IP Address or FQDN

Help 7

+ Protocol &
Port

VPN connections

Allow endpoints to connect to this resource when connected to the network using VPN.

HEIZHSUT, 7AEZ a2 R—ZIILKR—RB443)IZIIL—I)LZFHIRTEET,
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27y T4 TFTOEARVI—TISEFVLAZHFATS
VPNIZH TR L TWD 1 —HAHISE Provisoning Portal IC BB TE B RS ICTBICE. TOIL—ILOTTHEEEATVSI—H
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https://dashboard.sse.cisco.com/

e 1)v % Secure> Access Policy

e ISEAQVPNI—HOT I EREHATIEDICHREECNEIL—IILEIUYILET

Specify Access
Specify which users and endpoints can access which resources. Help F

Action
Allow @ Block
Allow specified traffic if security Block specified traffic.
requiremeants are met,
From To
Specify one of more sources. Specify one or more destinations.
CSA (ciscosspt.es\CSA) = ® CiscolSE = @
Information about sources, including selecting multiple sources, Help 7 Information about destinations, including selecting multiple destinations, Help 7

Endpoint Requirements

For VPN connections:
[#] End-user endpeint devices that are connected to the network using VPN may be able to access destinations specified in this rule, (0
Endpoint requirements are configured in the VPN posture profile. Requirements are evaluated at the time the endpoint device connects to the network. VPN Posture Profiles o

For Branch connections:
Fil Endpoint device posture is not evaluated for endpoints connecting to these resources from a branch network.

RS7LZa—k
ISERAF ¥ FNY IOV OXIO—-RAE%

ISE07 2RV O—RLTRAFF ICHETHRBERETAICE. ROFIEICEAET,

o ISEAYI1R—RICBEBLET

«  21)¥ % Operaions > Troubleshoot > Debug Wizard



Bookmarks Diagnostic Tools Download Logs

Dashboard Debug Profile Configuration

SR Debug Log Confi ti
Context Visibility ebug og Lontiguration

Operations
RADIUS Troubleshoot

Policy Live Logs Diagnostic Tools

Live Sessions Download Logs

Administration Debug Wizard

«  21) v % Debug Profile Configuration

Diagnostic Tools Download Logs Debug Wizard

Debug Profile Configuration

Debug Profile Configuration

Debug Log Configuration

Debug Wizard contains predefined debug templates with the

components inside the template.

o FIVIURYUAEFIZT S Posture> Debug Nodes






o BEERSINIA—TFAVIITBRLEODIETFNYTE—REBMCTBISE/—ROFIVIRYIREAVICLET

A

Warning

Enabling the node will override its debug log configuration

e UV Y Save



Debug Nodes

d profile Posture

Choose on which ISE nodes you want to enable this profile.

Host Name Persona Role

ISE.ciscosspt.es Administration, Monitoring, Policy Service STANDALONE




FE 0%, BEOBBRZEZRBLTLSESL, thedebuglogscan affect the performance of your device

BENrBRENES, AOFIEICEXTT,

«  21)Y % Operations > Download Logs

s OJZEEETR/—RZBRLET

Appliance node list

ISE

+ T SupportBundle, XOA7T> 3> &BRLET,



Support Bundle Debug Logs

Include full configuration database
Include debug logs

Include local logs

Include core files

Include monitoring and reporting logs
Include system logs

Include policy configuration

Include policy cache

From Date
(mm/dd/yyyy)

To Date
(mm/dd/yyyy)

* Note: Output from the ‘show tech-support' CLI command will be included along with the selected entries.

v Support Bundle - Encryption

(O Public Key Encryption
Shared Key Encryption

* Encryption key

* Re-Enter Encryption key

¢ Include debug logs

- @ ® Support Bundle Encryption

Shared Key Encryption

7 41 )LEncryption key & Re-Enter Encryption key



« 21)vY % Create Support Bundle

« 21)vY % Download

v Support Bundle - Last Generated

File Name: ise-support-bundle-ISE-admin-04-04-2024-14-27 tar.gpg

[ime: Thu, 04 Apr 2024 14:35:35 UTC

Size(KB): 52165.0
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« 1) Y% Monitor > Remote Access Logs



100 Events

User

i vpn user (vpnuser@ciscosspt.es)

b § vpn user (vpnuser@ciscosspt.es)

4 vpn user (vpnuser@ciscosspt.es)

4 vpn user (vpnuser@ciscosspt.es)

4 vpn user (vpnuser@ciscosspt.es)

P § vpn user (vpnuser@ciscosspt.es)

4 vpn user (vpnuser@ciscosspt.es)

Unknown Identity

EFXFITFTIVSAT > NTODART/NY RILODERK

Connection Event

@ Disconnected

@ Disconnected

& Connected

@ Connected

@ Disconnected

© Disconnected

@ Connected

@ Failed

N TDARTN RILZERTDICIE., ROTEEERLTLSEEL,

Cisco Secure Client Diagnostic and Reporting Tool(DART

Event Details

User Requested

Unknown

User Requested

Unknown

AUTHORIZATION-CHECK

Internal IP Address

192.168.50.129

192.168.50.130

192.168.50.130

192.168.50.129

192.168.50.1

192.168.50.1

192.168.50.1


https://www.cisco.com/c/en/us/support/docs/security/secure-access/221240-troubleshoot-and-collect-basic-informati.html#toc-hId-1076053197

ERZTND2A—F A2 TR 3VTRLEOTZREL LS, TACTH—ERAVIIANEF -7 L., BR
Do EEHTIEE L,

BETE R

e J2ADFI-hNHKRK—bERIB—R

e %2770 LREBITBREaXY PBEVIA—YHAE



https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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e CiscoSecureClienty 2 b9 z70 & yao—K

e Cisco Identity ServicesEngine BEIEEHF 4 F Y Y —X33



https://www.cisco.com/c/en/us/support/security/secure-client-5/model.html#~tab-downloads
https://www.cisco.com/c/en/us/support/security/secure-client-5/model.html#~tab-downloads
https://www.cisco.com/c/en/us/support/security/secure-client-5/model.html#~tab-downloads
https://www.cisco.com/c/en/us/support/security/secure-client-5/model.html#~tab-downloads
https://www.cisco.com/c/en/us/support/security/secure-client-5/model.html#~tab-downloads
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
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