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{ "global": "DBG_TRACE" }

ATYT 3 ARL—TFTA VIV ATLAICESVTEYBTFALINICT 7ML EZRETS

« Windows D354 : C:\ProgramData\Cisco\Cisco Secure Client\ZTA
* MacOS:/opt/cisco/secureclient/zta

ATY 7 4:ZTINAES 1— )L FlECisco Secure Clientz BEE L T, OJZBMICLET,
SWGHOF/N\y J0O7 0B
AT Y7 1: SWGConfigOverride.json& WS ZHIDjson7 7 1 L ZER L F£9,

ATYVT2: COTHFARNZT7Z7AILANICAOLET
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reg add “HKEY_LOCAL_MACHINE\SOFTWARE\Duo\Duo Device Health” /v verbose_logging_enabled /d 1 /f
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reg add “HKEY_LOCAL_MACHINE\SOFTWARE\Duo\Duo Device Health” /v verbose_logging_enabled /d 0 /f
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reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\acsock" /v DebugFlags /d 0x20801FF /t reg
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reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\acsock" /v DebugFlags /d 0x70CO1FF /t reg
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"%ProgramFiles(x86)%\Cisco\Cisco Secure Client\acsocktool.exe" -cdf

HTTP7 —Hh 4 7 (HAR)F ¥ 7 F ¥

HARIZE EEEHBTTIHHLSIRETE, XOELSBEBROBERZRHELET,

1. HTTPSER O ES{LN—32,

2.IZ5—XvE—2, BEROFME. AYE—ICBT2ABER.
J.RAZ VI RVELEICETZER

4. T2 IYR—ADERICET S Z0MOER

HARF Y 7 F vy ZIRETBHICIE,. ROV —AICEHENTVSFIEZFEAL TS EEL,
https://toolbox.googleapps.com/apps/har_analyzer/



https://learn.microsoft.com/en-us/sysinternals/downloads/debugview
https://learn.microsoft.com/en-us/sysinternals/downloads/debugview
https://toolbox.googleapps.com/apps/har_analyzer/

F BB T—RERETRICE. TV EY IV EEHMITRIXLEN HBYET

NTY R FvTTF ¥

NTYRFYTFrEF, NTF—XAOBERNTY MEX, FERERY NT—JD0EL£ELE
FREEhD D FIVATRIEET, FYTFYZRETHLOOHKE—BRWEY—ILIEF.
wireshark E tepdump T T o FIolE, Cisco7 ZA T I A—=IRIN—27E, FINA ABHEORET
pcap”7 7 A IR ZURE T B #H M IA A BEBE,

IVRRAYNTERABNAT Y NEY7F v 2RET DR, ROFFEBTIREL T LEEL

o

1. €EF1T7I05ATRNTRAVENLVLTEBENILERNTZ T4V IZFYTFYIRIL—TN\NY
A7 bl B 7 NS

2.NNTY MNACBRIZDHEOINTOAEZ—TIT(A,

3. INTDTF—EZNBRICNMEETNDZ LS, BIROT LR ZEATZH, 2<T71I)IL2%



BAL W,

E I RYNT=IOFNARATHF Y TFYAREE LI, RSZT71YVIDRBERERE
T74NE2ITL, BETRIR—NEY—EREFICF Y T7FrZ2HRLT. ZOTF
ITAETACLRBDNT =R VAOREZBVTSEZV,

RIS —OFNY THA

RUS—FNY TH A&, Secure AccessiCE > TRETNTVBRFEICI—HY—T 5o —»~
SEETNDZHMHENTT, chiZlk, BHEICBEIZIEELLBHRNISEINET,

1. #8#81D

2. REAOES

. EHEAETOFXFD

A NTVYIBRTETTAR—=RKNPF7RLA
5. N\Z 74V IODEERICETIEDMOER



RUD—FTANDRERZETIDICE, REESALEI RKRA B
(https://policy.test.sse.cisco.com/)AS OV ZIZAT A2 LT EEV,

T72OHICAAENIS— XY E—IFRRENDHER. X177 0ADOIL—NIHEE
BRELTEZL,

X177 IORAIN—NIERAEEZSVVO-RIBICE

TFITTIOEAICBEL £ Dashboard > Secure > Settings > Certificate > (Internet Destinations tab)

—NBEINY RS NEARNRILONS TN 2 —FT 12T

<tfroot>

# Tunnel Establishnment

asa>show crypto ikevl sal
asa>show crypto ikev2 sal
asa>show crypto ipsec sa
Oasa>show crypto session

#BGP Tr oubl eshooti ng

asa>show running-config router bgp
asa>show bgp summary
asa>show 1ip bgp neighbors

#Rout es Adverti senents

asa>show bgp ipv4 unicast neighbors <sse-dc-ip> advertised-routes
Oasa>show bgp ipv4 unicast neighbors <sse-dc-ip> received-routes
Oasa>show bgp ipv4 unicast neighbors <sse-dc-ip> routes

#Debug BGP events

asa>debug ip bgpO
asa>debug ip bgp events
Oasa>debug ip bgp updatesO
asa>debug 1ip routing

#Di sabl e Debugs

asa>undebug all
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<#root>
#DNS and connectivity tests on the local |P address, gateway, Secure Access APls

rc-cli> diagnostic

#Sof tware version, VPN tunnel state, systemhealth, sysctl settings, routes and iptables

rc-cli> techsupport

#Packet captures

rc-cli> tcpdump <host>
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