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e 21)Y % Connect > Network Connections.
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B®  Overview Overview

The Overview dashboard displays

&Y Connect

Essentials

MNetwork Connections

Resources

) Secure Users and Groups

Provision and ma nage users anc

I~"  Monitor

Connect data centers, tunnels,
resource connectors

LY MLFUERS for use In ACCESS rules

End User Connectivity
Manage traffic steering from
a Admin endpoints to Secure Access

EFXFI1TTIOERA-FY ND—D#ER

*  Network Tunnel Groups® T T, +Addz 7)Y I L&ET,

Connector Groups | Bata Metwork Tunnel Groups

Network Tunnel Groups = ..

Disconnected i Warming Ji Conmected §

Metwork Tunnel Groups

A netwark tunnel group provides a framework for establishing tunnel redundancy and high
availibility. Connect tunnels 10 the hubs within a network tunnel group 10 Securely contnol
uSer ACCess Lo the Intermet and peivate resources. Help of

[ Q Saarch | | Region W 1( tatus - ] 2 Tunnal Groups
Metwork Tunnel Group Status Region Primary Hub Data Center ::I:::: Secondary Hub Data Genter Secondary Tunnels
HOME ) Disconnected Europe [Genmany] sse-euc-1-1-0 [+] S5E-euc-1-11 o
SAD P Europe (Garmany) sse-auc-1-1-0 1 sse-auc-1-1-1 ]
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»  Tunnel Group Name, Region, # & U'Device TypeZBREL £,

e ZUUYILERT, Next
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General Settings

Give your network tunnel group a good meaningful name, choose a region through
which it will connect to Secure Access, and choose the device type this tunnel
group will use.

Tunnel Group Name

[ SophosFirewall ® ]
Region

[ Europe (Germany) v ]
Device Type

[ Other v ]

EFITTIORRA- R RILITIN—T - —RBE



E T TATIOAF—IINOSRICHEEVFEZRRLETS,

Tunnel ID Format

o B RUVPassphraseZFHREL £

e Z#JUYIULET, Next



Tunnel ID and Passphrase

Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel ID Format

(® Email IP Address

Tunnel ID

[ csasophos ® ] @<org><hub>.sse.cisco.com

Passphrase

[ L R R Y Show @]

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case letter, one
number, and cannot include any special characters.

Confirm Passphrase

[ FEBEBIBISIIIBIBRBEE S Show @ ]

tF1TT7IORA-RRLIN—T - RZLIDBRT/NATL—X

e RYKNI—UTREULLIPPRLABRAERLEBERANEZREL, NFT74Y IV 2EF1TT7I7/EARETREBEE S,

e ZUUYIULET., Save

Routing option
@ Static routing
Use this option to manually add IP address ranges for this tunnel group.

IP Address Ranges
Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

4

192.168.0.0/24 X 192.168.10.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router.

X ATTIORARA-NZNWIN=T - N—TFT4 2 TFT>a>
R ZILICETSave 21E®E VU Y U L TERRL 2%, XOFIEConfigurethetunnel on SophosTE DEHEFREL T EE L,

RZRILTF—2



Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel devices. This is the only time that

your passphrase is displayed.

Primary Tunnel ID: csasophos@ -sse.cisco.com (O
Primary Data Center IP Address: 18156.145.74 O

Secondary Tunnel ID: csasophos@ -sse.cisco.com [J
Secondary Data Center IP Address: 3.7120.45.23 O

Passphrase: I

EFIATT7IORA-NRIWIIN—T -FREOEH
SophosTD k> R DERE
IPSec7’O7 7 1L D&

IPsec7O7 7 A ERET DI, SophosXGTFA T+ —)LICBELET,

ROLSBERIBSNET,

Download CSV
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Sophos: IPsecZ7A7 7 1)L

F%General Settings EN T :

»  NameCisco Secure Access Policy N DS B &
¢ Key ExchangelKEv2

e Authentication Mode:Main Mode

« Key Negotiation Tries.0

+ ReKeyconnection : 723> &EFAVICLET,

Name Description

Key exchange Key negotiation tries

O IKEvl (®) IKEve 0

Authentication mode

(®) Mainmede (U Aggressive mode
A

Sophos- IPsec7’ 07 7 14 )L — £f%E%E

ZPhase 1l ENT :

¢ Key Life:28800

»  DH group(key group): 19& 20% 2R
e Encryption: AES256

e Authentication: SHA2 256

*  Rekey margin:360 ( 7 2L~ )

+ Randomizere-keying margin by:50 ( 7 #JL K~ )

e

Re-key connection
D Pass data in compressed format

[_,I SHAZ with 96-bit truncation



Phase 1

Key life Re-key margin
28800 ] 360 L]

DH group (key group)

2 selected o~
Encryption Authentication
AES256 [ 3% SHA2 256 [ 2%

© You can add up to 3 different algorithm combinations

Sophos- IPsec7’A7 74 ) - 7 T —X1

%Phase2 ED T :

«  PFSgroup (DH group): phase-l &R L

.« Keylife:3600

¢ Encryption: AES 256

e Authentication: SHA2 256

Phase 2
PFS group [DH group) Key life
Same as phase-| Qv 3600
Encryption Authentication
AES256 (2% SHAZ 256

oYou can add up to 3 different algorithm combinations

Sophos- IPsec7’O7 74 ) - 7 T—X2

5% Dead Peer Detection ED T :

o Dead Peer Detection : 7> 3> EFICLET,

¢ Check peer after every:10
*  Wait for responseup to:120 ( 7 )L N )

»  When peer unreachable : B#E{L (F7 2L KN)

Randomize re-keying margin by
50



BEFORE

D Dead Peer Detection

Check peer after every Wait for response up to ‘When peer unreachable

AFTER

G Dead Peer Detection
Check peer after every Wait for response up to When peer unreachable

10 1] 120 (] Re-initiate

Sophos- IPsec7A7 7 A4 - FvY RETHRH
T M. Saveand proceed with the next step, Configure Site-to-site VPN&Z VY I L& T,
H 4 NEVPNOERE

VPNOREZBEBRTSICIE. Steto-siteVPNZIUYHOL, AddEIVUYILET,

Zero-day protection Show additional properties Delete
Diagnostics

Connect Status
[j Name a  Group name Profile S et
Rules and policies

Intrusion prevention
Web Mo records found
Applications

Wireless
Email
Web server

Advanced protection =t
aliover grous

Remote access VPN
Site-to-site VPN Add
Metwork

Sophos: Site-to-site VPN ( 1 RNEVPN )

S%General Settings ED T :

+  NameCisco Secure Access IPsec7R U S — AN DS B H

¢ |Pvesion: IPv4

» Connectiontype: N RILA2E—TIA( A

«  Gaewaytype: E&Z2HBALEYT

Active Connection

Wizard

Manage

Delete




+ Activeonsave: A7/ 3> aEFVICLET,

F A NEVPNERELEER, CcOAT2arIC&2 TVPNA BEIRIZAACctiveon save XIIC iR V) £9



Name

SecureAccesS

Description

This is the IPsec Policy for Sophos

IP version

® Prva O pve O Dual

Connection type

Tunnel interface

Gateway type

Initiate the connection

Activate on save

[:] Create firewall rule

EATIAVORRNAVE—TTAATE, SophosXGT7 7 AT I —ILADRERNYZINAEZ—T T4 AN

XFRMEWS BRI TERENhET,



ZXEncryption ED T :

+  Profile: ATY 7 THERLEZZ7O7 74, ConfigurelPsec Profile
«  Authentication type EHI {5 #
*  Presharedkey : A7 Y 7 TERETHF—. Configurethe Tunnel on Secure Access

¢ Repeat preshared key: Preshared key

Encryption

Profile Authentication type

CSA (v % Preshared key v R

A

-3

Sophos— 4 NEVPN - BE &1t

Sk Gateway Settings ELoca Gateway$ & U'Remote Gateway 4 7> 3> T, ANXESRAICFERAL XTI,

O—AlF—bhoITA JE—RNT—KhDIA

T—hOI4 FTRLA
VAZ2TA2VE—=T T4 . \ .
ATYTORTERENIZNT VY JIPT RL

Wand{ X2 —ZXY N Z—T I A A. Tunnéd Data
O—AIIDRAT JE—NIDOESE

Email




IP7RLA

JE—KID
A—AJ)LID ‘
FIEOTTERENEEFX—IL Tunndpata | AT Y 7D TFTERENLENT VY VIPTRL

A. Tunne Data

-~ | :E_ " ‘\ ‘y
O—ALHT XY k JE-RTTFY
[Any] [Any]
Gateway setting

Local gateway Remote gateway
Listening interface Gateway address

PortB - 192.168.0.33 ([ R 18.156.145.74 o
Local ID type Remote ID type

Email [ IP address ([
Local ID Remote ID

csasophos@ -§se.cisco.com (v] 18.156.145.74 (]
Local subnet Remote subnet

Any o Any O

Add new item Add new item
Sophos—H 4 REIVPN- 4" —R~J I A/ 5%E
FTDH%, Savex V)V UFBE, NORIHFEREnECENFDHYET,
onnections

Show additional properties m Delete Wizard

a Name - Group name Profile Connection type Manage
Active Connection

O  secursAccess - CSA Tunnel interface i ra A

Sophos—H 4 N VPN - | PseciEit



ERBOAA—JTRIRINELLEMLENATVRAES A ZREEZTBI(CIE. Connection AT — R AZHEL &
To AT—ZANBROEBEE, FORILBERENATVERT (BRTREVES ). FORILBERENATLVEEA,

ROZRIARBIAIENATVRHAES L EREBTSITIE. Current Activities> | Psec ConnectionsiZ BB L £,



MOMNITOR &
Control center
Current activities

Reports

Zero-day protection

Diagnostics

Sophos — BE#R & 734 — IPsec

Live users Live connections Live connections |PvG IPsec connections Remote users

No tunnel established to Secure Access

! D Name Local server _ocal subnet Username Remote server/host Remote subnet Manage

No records found

~
Tunnel established to Secure Access
[:I Name Local server Local subnet Username Remote server/host Remote subnet Manage
a SecureAccess-1 192.168.0.33 0.0.0.0/0 18.156.145.74 0.0.0.0/0 o

Sophos — E51R & 24 — BT & D 1PSec

ZN#%. FIE Configure Tunnel Interface GatewaylC ¥k F ¥,

RRILAE—TITAADRE

Network [CBE L., VPNETREETNTWVWAWANAS >V RX—T I/ AEBREL T, RERN RIS Z—T I 4 AZZHIXIrmTHz
£LFET,

o AVR—TIAARXIrmMZIUVYILET,



il L =YL |

Email
Il:r WAN
Web sarver
_ _eth RFTEYN
Advanced protection
Physical

Remaote access VPN

Site-to-site VPN B VPN

Netwark

Routing PortC

T
Authentication LS Unbound

System services Physica

Sophos—RY RT—=D - R RINAVRZ—=TITARX

o XYKND—UATIL—TFTAVIFAERIPEFEALTAVEZ—TIMRERELET, LA, L—TFT 12 TF8
BZEEDIPTH 5169.254 x X0 FEATEET, COHITIE, 169.254.0.1/302EAL £

Mame *

xfrm|
Hardware xfrml
IPsec connection SecureAccesS
Network zone VPN
IPvd configuration
IPvi/netmask * 169.254.0.1 /30 (255.255.255 252) ~

Sophos—RKY R T—D - R RN A 2V R—T ITA A -BE

T—RIITADKRE

REAEZ—TIAAXIMOT—R I T/ ZRETDICK,

+ BB Routing > Gateways

« Y Y Add



S0-WAN routes  SD-WAN profiles Gateways Static routes BGP 0SPF 05PFva Information Upstream proxy

Rules and policies 1PV catewan
Ve g
Int pravention

Applications
Wireless Dales

Email . , . . §
Wb server O Name IP addrass Intarface Health check Status Manage
Advanced protection

P _Por W 182.168.01 WAN On L] #F

MNetwork
Routing

1D

Sophos—I—F 1T -F—KD1A

Sk Gateway host EDF :

o NameVPNRICERE NERBA 2 E2—T I/ AZSRIDEH

+  Gateway IP: COfITE169.254.02H", COATY T TITICEI HTERY NT—2169.254.0.1/30DIPTT,
Configure Tunnel Interface

o InterfaceVPN{RIEA > X—T7 I A4 A

e Zone: L (T7FILNK)

Gateway host

Name * CSA_GW
Gateway IP 169.254.0.2

Interface xfrm1-169.254.0.1 v
Zone None v

Sophos—IL—FT AT - F—=KRTIA -F—RITITAKRAKN

o FIvY%&EEHealthcheck T3

e VY9 Save



Health check

Health check

Sophos— =T 4 2T - F—RKRDIA -ANILAFIVYD

REEZRTFETRE, T—RITADAT—RAZWRATEERT,

IPvd gateway

Add Delete
O Name 5/ IPaddress Y/ Interface %/ Health check T/ Status T/ Manage
[0 csacw 169.254.0.2 xfrml off ® PEC R
DHCP PortB GW 192.168.01 WAN on ® d

Sophos——F 1T -F—KNDIA -AT—RA

SD-WANJL— N DE&RE

RETOERAERTIBEME. N7V 0EEF1TTULALEBETE DL — NER T BBENBY T,

B8 % Routing > SD-WAN routes.

e JUv7JAdd



Diagnostics SD-WAN routes]

SD-WAN profiles Gateways Static routes BGP OSPF OSF

Rules and policies
WAN ronte VPR rotite

Intrugion prevention \N route, VPN route.
P 1 = 1 canlv Iratfie To laarm how rhanng s confiquration ao e - an s hieln

Wehb i ] . i reply traffic. To learn how to change the configuration, go to the online help

Applications
Wireless

Email

Web sarver
Advanced protectica

IPvd SD-WAN route @ Watch: How to use SD-WAN routes

Remote accers VPN
Site-to-site VPN

Routing

Authentication ]

Sophos: SD-Wan)L— b

= Destination = ) Application i

5% Traffic Selector ED T :

* Incominginterface: R 7 1Y VZEREETD A RX—T TA A, FIERA-VPN, ZTNA, EEWE@FEIVFZA4TFNLA
ZINAA ST U EATH1—HZRIRLET,

« DSCPmarking: COBITRERAEITVERA

+  Sourcenetworks: R RIBATIL—T 12 ITTBT7RLAZERLET
+ Degtination networks : EENIE., FLBFEAEEEETEET,

+  Services: H—ERAZEBETEET,

+ Application object : 72 IV RABRENTVWRIBEEOT TV Tr—>3>

o« Userorgroups: BENI—HIIN—T2BMLT, NS 714v 0% X2 TFF7IO0RACIL—TAIT2HE

Traffic selector

Incoming interface DSCP marking
LAN-192.168.0.203 n Select DSCP marking n
Source networks Destination networks Services
Any (-] Any (-] Any (-]
Add new item Add new item Add new item
Application object User or groups
Any ° Any °
Add new item Add new item

Sophos- D-Wan)l—k - NZT7 1Y OtL IR

T—KRJIADFELink selection settings iE :



+  Primary and Backup gateways : #7732 FAICLET,

e Primary gateway : FIETREL T — RV I A ZBRUET, Configurethe Gateways

e Y Save

Link selection settings

O Select SD-WAN profile o @ Primary and Backup gateways

Primary gateway Backup gateway

CSA_GW . None

[:] Route only through specified gateways 0

I
Save Cancel

Sophos- D-Wan)L— K = NS 74V 0L IR -TSARVBRONY OTYTTF—RD1TA
SophosXG7 P AT I —)LOREZETT LS, ROFIEIC#KZFET, ConfigurePrivate App.
TZAR=RNTT)DOER

TZAR=—KNTTVTr—232TO0AZRETDICE, EER—2LICOTAVLET,

o Eh% Resources > Private Resources


https://login.sse.cisco.com/
https://login.sse.cisco.com/

BE  Oyorview Private Resources

Private Resources are applications, t
resource using zero-trust access. Hi

Private Resources Private F

Sources and destinations

Private Resources

' Secure Define internal applications and
other resources for use in access

I  Monitor —
Registered Networks
Point your networks to our servers

o Admin

Internal Networks
Define internal network segments

% Workflows to use as sources in access rules |

Internet and SaaS Resources

Define destinations for internet
access rules

Roaming Devices
Mac and Windows

EFIATTIOERA-TTAR=—KNIY—A

e JUYY +Add

Private Resources Private Resource Groups

Private Resources
o] i ~ 4 Private Resources
. - Private Resource Connection
Private Resource Group Method Accessed by Rules Total Requests

tFITTIOERRA-TFAR=KNIY—R2



FZ&General £ ® Private Resource Name

General

Private Resource Name

SplunkSophos

Description (optional)

'

EF1TTIOERAR-TZAR=—NIY—R -2

£ZCommunication with Secure Access Cloud ED T :

Inter nally reachable address (FQDN, Wildcard FQDN, IP Address, CIDR) : 7O tERA32 UV —A%ERLET



i AETEEWRES T RL A AT Y 7 Configurethe Tunnel on Secure AccessTEIN HTSNTWVWBZEIEELT
EEL,

e Protocol : ZFOVY—RICT I EATREHICERATA 7O EBIRLET

+ Port/Ranges : P77V T VEATR OBV THIVEN BB R—NEBRLET



Communication with Secure Access Cloud

Specify one or more addresses that will be used for communication between this resource and Secure Access. Secure Access will route traffic to this address. Help 2

Internally reachable address (FQDN, Wildcard FQDN, IP Address, CIDR] @& Protocol Port [ Ranges

192.168.0.40 TCP - (HTTR/HTTPS 8000 + Protocol & Port

+ |P Address or FQDN

CFXATTORR-TZAR—NIVIY—A-tEFIATTFIEARAIVZVREZFERAL ZBE

Tl Endpoint Connection Methods, ¥ 1779 ERZN LTI ZAR—RNUVY—RIZT IV ERTHLHICARERITNTOEE
EREL, RETEATSIHEZBRLET,

e Zerotrust connectionsZTNAFT 2t RAZBRICTBICIE, COFIVIRYOIREAVICLET,

Client-based connection : REAVEBMICLTITA TV MR—AZTNAZFTLE T,

Remotely Reachable Address: 72 A RXR—KF7 77U DIPERELET

«  Browser-based connection : RAVEBMICLTT S IFR—ADZINAZHFATLET,

Public URL for thisresource : R X A > ztnasseciscocom&E EEICFERATIREZEMLET,

e Protocol : 7SUHRBATTIVEATAIONINE L THTTPELIEHTTPSEEIRL £ T,

e VPN connectionsRA-VPNT7 7 EAZEBMICTBICK, COFIVIRYIREFAICLET,

e UV Y Save



Zero-trust connections

Allow endpoints to connect to this resource from outside your network without requiring a VPN connection. Help ¢

‘D Client-based connection
Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control over
Remotely Reachable Address (FQDN, Wildcard FQDN, IP Address) ©

192.168.0.40

+ FQDN or IP Address

‘) Browser-based connection

Allow browser-based connections from endpoints that do not have the Secure Client installed. Enable this option wh
endpoint security checks are possible.

Public URL for this resource @

https://  splunksophos -8195126.ztna.sse.cisco.com
Protocol Server Name Indication (SNI) (optional) ®
HTTP v

Validate Application Certificate ®

VPN connections

Allow endpoints to connect to this resource when connected to the network using VPN.

A

m Cancel

EFATTIOERRA-TI5AR=KNIV=RA-tF21T7T7ILRIZIREEAL LBfE2

RENFZETITRE, ROISBHKRICBEVET,

Private Resource ] Private Resource Group 3:::::““" Accessed by Rules Total Requests
VPN
Browser-based
SplunkSophos - ZTNA 1 2 16
Client-based
ZTHA

EFIATTIORR-TSAR=NIY—ADEKE



ZCZT. AT Y 7 Configurethe Access PolicylC (G Z EN TEE T,
TORAR) D —OFKE

FTORARD S —%FRETBICIE, Secure> Access PolicylC BEIL £ 9,

Policy

Access Policy

Create rules to control and secure
access to private and internet
destinations

# Admin

TXIATTORR :TORARIS —

« 1)y % AddRule> Private Access



Add Rule ~

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Internet Access

Control and secure access to public
destinations from within your network and
from managed devices

4

EF1TTORCR-TIOEARIS—-TSAR=RNT IR

ROATZAVERELT, BRORBAFRNICIDT IV ERAZRHLET,

e 1. Specify Access

. Action: 7TAR—K XY ND—UBT

« Rulename: P EAL—IOBHZIEELET
e From: TPV tAEERNSGETDI—Y
o To:TFUERARZHALEVWFTUS—3>

»  Endpoint Requirements. ( 7 #JL K )

o )Y Next



o Specify Access

Specity which users wipaints can access which resources. Help .3

Action
) Allow Black
Alow specified traffic if security reguirements k
are met.
From To

Specify one or more sources, Specify one or more destinations,

Any Private Resources s SplunkSophos

nformation about destinations, incl ullighe destinations, Help .3

Information about sources, ing

ting multiple

Endpoint Requirements

If endpoints do not meet the specified requirements for zero-trust connections, this rule will not match the traffic. Help

) Zero-Trust Client-based Posture Profile  pule Defaults

Requirements for end-user devices on which the Cisco Secure Client is installed.

Frofile: System provided (Client-based) | Requirements: Disk encryption, Operating System, Endpoint security agent, Firewall

Privale Resources: SplunkSophos

] Zero Trust Browser-based Posture Profile  pule Defaulta
Requirements for end-user devices on which the Cisco Secure Client is NOT installed.

Profile: System provided (Browser-based) | Requirements: Operating System, Browser

Private Resources: SplunkSophos

EFITT7OCRR-TOERARIS—-TOEADEE



i MEICISUTFIE 2. Configure Security ZRTLERT A, ZOF/E. Intrusion Prevention (IPS)% Tenant Control
Profilet BRIZL TV ER A,

Save

e EUIUYIUTRE, ROBERARTENET,

# Rule name Access Action Sources Destinations Security Status

Splunksophos Private Allow Any SplunkSophos - ]

TDE, Veify AT Y TICHEOC ZENTEET,



R

FOEAEBRETDICEK., YZRhIITFAD>O— R - Cisco Secure Clienth 8 % 7> 0 — R T& % Cisco Secure Clientd T—> T >
REASAR=ILTVRREFHYET,

RA-VPN (A 723 )

Cisco Secure Client Agent-VPNA' S O4' 14> LE T,

€8 Cisco Secure Client — b

AnyConnect VPN:
Ready to connect.

7 VPN, S5E, CSCO, COm

Zero Trust Access:

Registration is required to access
SECUre resources.,

3 @ alate

o SSOTOANAFE—%FNL LR

EI_I|I


https://software.cisco.com/download/home/286330811/type
https://software.cisco.com/download/home/286330811/type

8 Cisco Secure Client - Lagin e O *

Single Sign-On

vpnuser@  edit

Password

Secured by Duo

EF¥1T77O1A-VPN-SO

o RAERFLE, VIY-ALTIEALET,

Bd Login | Splunk X + 8 Cisco Secure Client — X

A Mot secure | n-US/accour

@ c;nne?:er-ljto '
o o :

e o e g e mm e IF Disconnect

00:05:18 (6 Days 23 Hours Remaining) IPv4

Zero Trust Access:

Registration is required to access
SECUre resources,

2 @
splunk

Username Password

X177 OtEA-VPN-FREE

ROEHV)IZBEL EF. Monitor > Activity Search



42
Total

Jo

vpn user (vpnuser@ciscosspt.es)
A vpnuser (vpnuser@ciscosspt.es)
A vpnuser (vpnuser@ciscosspt.es)
A wvpnuser (vpnuser@ciscosspt.es)
A vpnuser (vpnuser@ciscosspt.es)
A vpnuser (vpnuser@ciscosspt.es)
A vpnuser (vpnuser@ciscosspt.es)
A wpnuser (vpnuser@ciscosspt.es)
A vpnuser (vpnuser@ciscosspt.es)
4 vpnuser (vpnuser@ciscosspt.es)
A vpnuser (vphuser@ciscosspt.es)
4 vpnuser (vpnuser@ciscosspt.es)

A vpnuser (vpnuser@ciscosspt.es)

4

vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

YFIATTIORA-TIVF1ET1E - RAVPN

I—YHFRAVPNEZEN L TR ZZ T L 2B TEEXT,

D54 T > MR—ADZTNA

Cisco Secure Client Agent(ZTNA)A SO 14> LET,

tF1T7Y

AT >~ -ZTNA

I
\/

l_ﬁ% T%ﬁbﬁj—o

€ Cisco Secur

Event Details

Allowed

Mowv 23, 2023 1:09 AM

RDP (373192)

4 vpn user (vpnuser@ciscosspt.es)

192.168.50.130

192.168.0.40

50226

8000

Uncategorized

Dispute Categorization

e Client
\.

AnyConnect VPN:

Ready to connect

Zero Trust Access:

Registration is required to access
SECUre resources.,



€9 Cisco Secure Client - Zero Trust Access

stlosallns
[4E14-]

Cisco Secure Access

Sign In to Enroll

Use your company email address and continue

Email Address

[ you@yourcompany.com ]

TFXFI1TIOZAT >N -ZINA-EF

+  SSO7ONA A —T ORI




 Cisco Secure Client - Zero Trust Access - [m} x

Single Sign-On

vpnuser@ciscosspt.es edi

Password

Secured by Duo

YF1TIOSAT N -ZINA-SSOOT 1 >

o RAZERGLR, VIY-ALTIEALFET,

B Login | Splunk b +

& O A Not secure | 192.168.0.40:8000/en-US/account/login?return_to=%2Fen-US%2F =y

@ Cisco Secure Client

Ready to connect,

Zero Trust Access:
Zero Trust Access is active.

EFI1TTOEA-ZINA-OF

ROESYIZBEL FF, Monitor > Activity Search



ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

= PP

TR AR LW R R e e e o

vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (Vvpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

ERITFORR-TITFAETARE-ZINAIS AT hR—2

AcTiOn
@ Allowed

Time

Nov 23, 2023 1:27 AM

Rule Name

Splunksophos

Identity
b § vpn user (vpnuser@ciscosspt.es)

Policy or Ruleset Identity

4 vpn user (vpnuser@ciscosspt.es)

Resource/Application

SplunkSophos

0s
win 10.0.19045.3693

Location

us

Location IP
47.185.249.220

Enpoint Security Agent
windows-defender(]

Firewall

System

System Password
enabled(]

Disk Encryption
None

A—HYNIOSAT U MR—=ADZINAZN L TR ZHF TSN L EZBRETEET,

TSOHER—ADZTINA

URLZHEUE I B ICIE. Resources> Private ResourcesliC BB T2 BEN H V) £,



H R
s esources

a Admin

tFIATTIOERRA-TFAR—KNIY—=R

e RUI—ZEIUYILET,

/

SplunkSophos

EFIATTIOEA-TF54R—K1JY—2A - PlunkSophos

e TRARZO-L

Sources and destinations

Private Resources

Define internal applications and

other resources for use in access
rules

Registered Networks
Point your networks to our servers

Client-based
ZTNA

Browser-based 1
ZTNA

VPN



SplunkSophos

Client-based ZTNA Browser-based ZTNA X

VPN

Total Requests

23 ~" 44% from previous 24 hours -

15

10

2

D A
3am Sam 2pm apm Tar

TOTAL REQUESTS BY STATUS

Status
@ Success 5
Blocked 18

EFIATT7IORRA-TZAR=—KNIY—=ZA-A2O0-NLED>


https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://docs.sse.cisco.com/
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-6F811A7A-D58B-47B4-84B4-73391D55C268.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-6F811A7A-D58B-47B4-84B4-73391D55C268.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-6F811A7A-D58B-47B4-84B4-73391D55C268.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-6F811A7A-D58B-47B4-84B4-73391D55C268.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/zta-module.pdf
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html




BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



