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-VPN5000 Ot RL—2Z

- VPN 5000 Client

VPN 5000 >t ML —4&

[ IP Ethernet O ]
Subnet Mask

Mode

| PAddr ess

[ IP Ethernet 1 ]
Mode

Subnet Mask

| PAddr ess

[ VPN G oup "ciscol ocal "

| PNet
Transform
Start| PAddress
MaxConnect i ons
Bi ndTo

[ CGeneral ]

Et her net Addr ess
Devi ceType
Confi guredOn
Confi gur edFrom
172.18.124. 99

| PSecGat eway

[ Logging ]
Level

Enabl ed
LogToAuxPor t

mw o o o=

255, 255. 255. 0
Rout ed
172.18. 124. 153

Rout ed
255, 255. 255.0
161.44.17.1

172.18.124.0/ 24
esp( nd>5, des)
172. 18. 124. 250
4

"et hernet 0"

00: 00: ab: f0:¢c9: 00

VPN 5001 Concentrator

Ti meserver not configured
Command Line, from

= 161.44.17. 254
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LogToSysLog
Sysl ogl PAddr ess
Sysl ogFacility

[ IKE Policy ]
Prot ection

[ VPN Users ]

St art | PAddr ess
Assi gnl PRADI US

Bi ndTo
St art | PAddr ess

St art | PAddr ess

On
172.18.124. 114
Local 5

MD5_DES_Gl

| ocal user Config="ciscol ocal" SharedKey="1|ocalike"

[ Radius ]

Accounti ng = Of

Pri mAddr ess = "172.18.124. 99"
Secr et = "csnt key"

Chal | engeType = CHAP

Bi ndTo = "et hernet 0"

Aut henti cati on = On

[ VPN Goup "csnt" ]

Bi ndTo = "et hernet 0"
Transform = ESP(nd5, Des)
MaxConnecti ons =2

| PNet = 172.18.124.0/ 24

172.18. 124. 245

Of
"et hernet 0"
172. 18. 124. 243

| PNet = 172.18.124./ 24
Start| PAddress = 172.18. 124, 242
Transform = ESP(nd5, Des)

Bi ndTo = "et hernet 0"
MaxConnecti ons =1

[ VPN Group "csntgroup" ]

MaxConnecti ons =2

172.18. 124. 242

Bi ndTo = "et hernet 0"
Transform = ESP(nd5, Des)
| PNet = 172.18.124.0/ 24

Configuration size is 2045 out of 65500 bytes
VPN 5000 Client

Not e: None of the defaults have been changed. Two users
wer e added, and the appropriate passwords were entered
when pronpted after clicking Connect: username password
radi us_password -------- -------- oo

| ocal user localike N A csntuser grouppass csntpass
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Network Configuration

Access Server Setup For

vpn3000
Metworle
Arcess Server [172.158.124.153
TP Address
Key cantkey
Authenticate .
Using |HADIUS (Cisco %PN S000) J

single Connect TACACE+H AL (Record

[ . . .
stop th accounting on fature). —

Log TpdateWatchdog Packets from thas
Acoess berver

Log Eadms Tunnelling Packets from this

-
Lccess Server -

2AVR—=T7IAARAA>714F¥ 1L —>32 >RADIUS (VPN5000) (C1T&. VPN
Groupinfo 8 KT VPN NAT— RZHERELTT= WV



{>roup

= [026/255/000]
CYVEIS000-Compatible-Tunnel-Delay

= [026/255/001]
CYV PR S000-Tunnel-Throughput

*  [026/255/002]
CWEPIS000-Clhent- Assigned-IF

*  [026/255/003]
CWEPIS000-Chent-Eeal-IF

¥ [026/255/004]
CVPIS000-VPH-CGrouplnfo |

v [026/255/005]
CAVERA000-VPH-Password

= [026/255/006] CWVPM5000-Echo
[026/255/00°7] =

N T T e —aac [ . 4T

submit | Cancel |

3.1—% ( Tcsntusery )ZI1—HtEYRFPYZTO/NAT—R ( Tcsntpassy ) TREL., &
W=7 1301—F%#BVNEE, JL—TEYRNFYZTDVPN5000 BHERELTTFEW



Group Setup

dccess Restrictions @ IP Address dz=signrent IETF Radius

Cizco WPHASOID R adius

Cisco VPN 5000 Concentrator E i
RADIUS Attributes

v [255\004] CVPM5000-VPN-Grouplnfo

|csntgrnup

v [2550005] CVPHS000-VPN-Password

|grnuppass

@ Back to Help |
[

submit | Submit + Restart | Cancel |

| =7 13:

PAPRERED ZEE

Challenge Handshake Authentication Protocol ( CHAP ) SREEE¥%Z{REL T, CSNT AN ®
BDCEENT F—ER—ANSOI1—YH /)NAT— RAEEIC T % Password Authentication Protocol
(PAP) ICEELEVEBEAEHET,

VPN 5000 RADIUSOZ A7 FAILEE

[ Radius ]
PAPAut hSecr et = "abcxyz"
Chal | engeType = PAP

FECSNTRELZOI—HREADEDHICNT F—EXR—RAZHEATILEHICREENET,
A—YHFRZMAZE (3 D2OD/NAT—RARY IR ):

Shared Secret = grouppass
RADI US Logi n box - Password = csntpass
RADI US Logi n box - Authentication Secret = abcxyz



IP 7 RLA&Y) HTOHEM

A—HOCSNT Z7O7 7AIUNT "T&E /5 VPN5000 At ML—FR TIL—TH D1
DIRE ENBBABE O BCBHIP TRLA, £, TUTHYLETTF=L:

Assi gnl PRADI US = On
TN S, RADIUSIP 7 RL AL CSNT A 8§ €h, VPN5000 At NL—20 11—
CHEAENET,

FhooFT1429 08BN

Cisco Secure RADIUSH—/NICiESs By a>y FHO T4 0 LO—-RAELVWEERESE
& VPN5000 Ot RML—2 RADIUSO 74 F21L—23a > ICBMULTTEL:

[ Radius ]

Accounting = On

RICCOEEICEEE 1D VPN 5000 O apply & KT write IX¥ > RS KT boot AV REMEA
LTTEL,

CSNTASDFHIOT4>J LI—K

11/ 06/ 2000, 16: 02: 45, csntuser, Group 13,, Start, 077745¢c5- 00000000, ,,,,,,,,
268435456, 172. 18. 124. 153

11/ 06/ 2000, 16: 03: 05, csntuser, Group 13,, Stop, 077745c5- 00000000, 20, ,,
104, 0,1, 0,, 268435456, 172. 18. 124, 153

42

Dt a>TR, BRENEEICEHEL TVRAESH EZHERTHIRICKRIDBEREREMLT
WEd,

BFED show 1Y Rk, Output Interpreter Tool ( BEI—HER ) IC&>THR—KrEhTV
T, COVY—IIZEFEATDE, show AN RHEID DT ERRTEERT,

- show system log bufferinfo 7701. 12 seconds Command 1 oop started from 172.18. 124. 99
on PTY1

Notice 7723.36 seconds New | KE connection: [181.44.17.149]:1041: csntuser
Debug 7723. 38 seconds Sendi ng RADI US CHAP chal | enge to

csntuser at 181.44.17.149
Debug 7729.0 seconds Received RADI US chal | enge resp. from

csntuser at 181.44.17.149, contacting server
Notice 7729.24 seconds VPN 0 opened for csntuser from 181.44.17. 149.
Debug 7729.26 seconds Client's |ocal broadcast address = 181.44.17. 255
Notice 7729.29 seconds User assigned |P address 172.18.124.242

- vpn trace dump allvPNs001_A5F0C900# vpn trace dunp al |

6 seconds -- stepmngr trace enabled --
new script: | SAKMP primary responder script for <no id> (start)
manage @91 seconds :: [181.44.17.149]:1042 (start)

91 seconds doing irpri_new conn, (0 @Q0)
91 seconds doing irpri_pkt_1 recd, (0 @0)
new script: | SAKMP Resp Aggr Shared Secret script for
[181.44.17.149]:1042 (start)
91 seconds doing irsass_process_pkt_1, (0 @0)
91 seconds doing irsass_build_rad_pkt, (0 @0)
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//tools.cisco.com/RPF/register/register.do

91 seconds doing irsass_send_rad_pkt, (0 @O0)
manage @91 seconds :: [181.44.17.149]:1042 (done)
manage @93 seconds :: [181.44.17.149]:1042: csntuser (start)

93 seconds doing irsass_radius_wait, (0 @0)

93 seconds doing irsass_send_rad_pkt, (0 @O0)
manage @93 seconds :: [181.44.17.149]:1042: csntuser (done)
manage @95 seconds :: [181.44.17.149]:1042: csntuser (start)

95 seconds doing irsass_radius_wait, (0 @0)

95 seconds doing irsass_send_rad_pkt, (0 @O0)
manage @95 seconds :: [181.44.17.149]:1042: csntuser (done)
manage @95 seconds :: [181.44.17.149]:1042: csntuser (start)

95 seconds doing irsass_radius_wait, (0 @0)
manage @95 seconds :: [181.44.17.149]:1042: csntuser (done)
manage @95 seconds :: [181.44.17.149]:1042: csntuser (start)

95 seconds doing irsass_rad_serv_wait, (0 @O0)

95 seconds doing irsass_build_pkt_2, (0 @0)

96 seconds doing irsass_send_pkt_2, (0 @0)
manage @96 seconds :: [181.44.17.149]:1042: csntuser (done)
manage @96 seconds :: [181.44.17.149]:1042: csntuser (start)

96 seconds doing irsass_check_timeout, (0 @O0)

96 seconds doi ng irsass_check_hash, (0 @0)

96 seconds doing irsass_last_op, (0 @0)

end script: | SAKMP Resp Aggr Shared Secret script for
[181.44.17.149]:1042: csntuser, (0 @0)

next script: |SAKMP primary responder script for
[181.44.17.149]:1042: csntuser, (0 @0)

96 seconds doing irpri_phasel_done, (0 @O0)

96 seconds doing irpri_phasel_done, (0 @O0)

96 seconds doing irpri_start_phase2, (0 @0)

new script: phase 2 initiator for [181.44.17.149]:1042: csntuser (start)

96 seconds doing iph2_init, (0 @O0)

96 seconds doing i ph2_build_pkt_1, (0 @0)

96 seconds doi ng i ph2_send_pkt_1, (0 @O0)
manage @96 seconds :: [181.44.17.149]:1042: csntuser (done)
manage @96 seconds :: [181.44.17.149]:1042: csntuser (start)

96 seconds doing i ph2_pkt_2 wait, (0 @O0)

96 seconds doi ng i hp2_process_pkt_2, (0 @0)

96 seconds doing i ph2_build_pkt_3, (0 @0)

96 seconds doing i ph2_config_SAs, (0 @0)

96 seconds doi ng i ph2_send_pkt_3, (0 @0)

96 seconds doing i ph2_last_op, (0 @0)

end script: phase 2 initiator for [181.44.17.149]:1042:csntuser, (0 @0)
next script: |SAKMP primary responder script for
[181.44.17.149]:1042: csntuser, (0 @0)
96 seconds doing irpri_open_tunnel, (0 @O0)
96 seconds doing irpri_start_i_maint, (0 @O0)
new script: initiator maintenance for [181.44.17.149]:1042: csntuser (start)

96 seconds doing imt_init, (0 @O0)
manage @96 seconds :: [181.44.17.149]:1042: csntuser (done)
<vpn trace dunp done, 55 records scanned>
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Noti ce 359.36 seconds New | KE connection: [181.44.17.149]:1044: csntuser



Debug 359. 38 seconds Sendi ng RADI US CHAP chal | enge to csntuser at 181.44.17. 149
Debug 363. 18 seconds Received RADI US chal | enge resp. From

csntuser at 181.44.17.149, contacting server
Noti ce 423.54 seconds <no ifp> (csntuser) reset: RADI US server never responded.

A—YHR2%:

VPN Server Error (14) User Access Denied

woalk
A—HYEH/NAT—RonCisco ZF 17 NT FEVNTT,

VPN 5000 O F/Yv ¥

Noti ce 506.42 seconds New | KE connection: [181.44.17.149]:1045: csntuser
Debug 506. 44 seconds Sendi ng RADI US CHAP chal | enge to csntuser
at 181.44.17.149

Debug 511. 24 seconds Received RADI US chal | enge resp. From csntuser

at 181.44.17.149, contacting server
Debug 511.28 seconds Auth request for csntuser rejected by RADI US server
Notice 511.31 seconds <no ifp> (csntuser) reset due to RADI US aut hentication
failure.

A—YHFR3%:

VPN Server Error (14) User Access Denied
Cisco Secure:

LR=RMBROCFTITFAETAILITHE, BITAM OB ARRZRLET,

A—HHFADULEVPNT I —F /XA — RHFVPNPassword & —H L & WVBES

VPN 5000 O F/\v ¥

Noti ce 545.0 seconds New | KE connection: [181.44.17.149]:1046: csntuser

Debug 545. 6 seconds Sendi ng RADIUS CHAP chal l enge to csntuser at 181.44.17. 149
Debug 550. 6 seconds Received RADI US chal | enge resp. From csntuser at 181.44.17. 149,
contacting server

A—YHR2A%:

| KE ERROR: Aut hentication Fail ed.
Cisco Secure:

LR—BREROCFTIOTAETAILITHE, BITARMOTBEERBZEZRLEEA,

RADIUSH—/SIC & 2 TEFE BT —FELH VPN 5000 CEVGE

VPN 5000 ®F/Yy 7

Noti ce 656.18 seconds New | KE connection: [181.44.17.149]:1047: csntuser

Debug 656.24 seconds Sendi ng RADI US CHAP chal |l enge to csntuser at 181.44.17. 149
Debug 660. 12 seconds Received RADI US chal | enge resp. Fromcsntuser at 181.44.17. 149,
contacting server

Warnin 660.16 seconds User, "csntuser", has an invalid VPN G oup config, "junkgroup"
Notice 660.20 seconds (csntuser) reset: connection script finished.

Noti ce 660.23 seconds -- reason: S _NO POLICY (220@72)

A—Y¥HFR2%:



VPN Server Error (6): Bad user configuration on IntraPort server.
Cisco Secure:

LR—BB LT IOTAETAILTHE., TR OTEEABERLEEA,

BOE TR

. Cisco Secure ACS for Windows cB§ 32 HR—hk R—D

- Cisco VPN 5000 =X At RL—2DBEFTET ORE
. CiscoVPN 5000 Ot RL—RICBET D HR—KR—=D

. Cisco VPN 5000 954 F > MNCBIT R YR—bK R—D

. IPsec ICB§T B HR—ph R—D

- RADIUS CBE¥ D HR—K R—=D

- Requests for Comments ( RFC )

TO_HALNYR—BE RF¥I XD - Cisco Systems
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