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FATAIIR—F b

CORFIXVNOERE. ROVIKRIITEN—RIITON—IIVICEIKEDTT,

- Cisco IOS(R) V7 R T 7 DJ—=Z12.0(7)T Z#& &L &= Cisco JL—Z

. Cisco L—R PIX 77 AT I4—)L N— 3> 51(1)
CORFIXNDOERIE, BEOTRREICHDTNAALCESIVTEREINEEDNTT,
DRFAIXKNTHEATEIINTOFNA R, JUTB(T74ILDN ) RETHEEZRBLT
WET, TMROIXY NT—IFERBPTHRIFEICE. EORSBEELCODVTE, T0EE
PEEEICODVTHEHRICEREL TEKMBENfHYVET,

ERER

PIX Tl&, access-list 5KV nat0 IV RAE#HEL THEELE T, 10110FXKY NT—T LD
A—HHA 10220 FY ND—DICTFOEATDEZICE. 10110FRYRND—DODODNZT74v D
ZHUIRITIOELAVANZFERALT, ZOKNZF T 1Y 9% Network Address

Translation ( NAT; XY RD—20 7 RLAZH ) BREFTICHES{LLET, LAL, BULI—Y
HFHDOBFFICT VAT EEICIE, Port Address Translation ( PAT; R— K~ 7 RL AZE# ) (2
K2TTFTRLA172.17.63210 ICE#LET, IL—F TR, 10220FYRND—TODODKNT T 1Y
V% NATEHBU T ICES{L TR E2HFTNITHHIC, route-map 1Y > R & access-list 1Y
YRFFEAENET, LAL, BULI—YHFMOBARICT IO LARATSEEICIE, Port Address
Translation ( PAT; R— KN P RLAZH ) ICK2TF7 RL A 172.17.63.210 ICEHL E£ T,

ROZRILETRS 74902 PATERET, /1 VFZ—FXYRMANDORNT T4V 0% PATEERTS
EOHICEE. PXT77AT70F—)LICROREIN RFBETT,

access-list nonat permt ip 10.1.1.0 255.255.255.0 10.2.2.0 255.255.255.0 nat (inside) O access-
list nonat nat (inside) 1 10.1.1.0 255.255.255.0 0 0

RLTE

CDHETE, CORFIXNTHBATAHEDEREICHERBREZERMLET,

ECORFIXINTHEATNTWS AN RICETHHMABERICOVTIANDICE, 10S
Command Lookup ¥V —ILZFEAL TS EE V),

XY RIO—UK

CORFIANTRRORICRIRY ND—7D



172.17.63.225

-1 172.17.63.208/28
10.1.1.1 213 172.17.63.209
Internet
Headquarters
PIX
Headquarters LAN
10.1.1.0,24

CORFIXVNTRRICRIREZEALTVET,

172.17.63.224/28

230

o PIX

PI X Version 5.1(1)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

l--- Traffic to the router: access-list ipsec pernmt ip
10.1.1.0 255.255.255.0 10.2.2.0 255.255.255.0 !--- Do
not Network Address Translate (NAT) traffic to the
router: access-list nonat permt ip 10.1.1.0

255. 255. 255. 0 10. 2. 2. 0 255. 255. 255. 0 enabl e password
8Ry2Yj | yt 7TRRXU24 encrypted passwd 2KFhbNI dI . 2KYOU
encrypted hostname HQ PI X fixup protocol ftp 21 fixup
protocol http 80 fixup protocol sntp 25 fixup protoco
h323 1720 fixup protocol rsh 514 fixup protocol sql net
1521 names pager lines 24 no |ogging tinestanp no

| oggi ng standby no | oggi ng consol e no | oggi ng nonitor no
| oggi ng buffered no | ogging trap no | ogging history
logging facility 20 | oggi ng queue 512 interface
ethernet0 auto interface ethernetl auto ntu outside 1500
nmu inside 1500 i p address outside 172.17.63.213

255. 255.255. 240 ip address inside 10.1.1.1 255.255.255.0
no failover failover timeout 0:00:00 failover ip address
outside 0.0.0.0 failover ip address inside 0.0.0.0 arp
ti meout 14400 global (outside) 1 172.17.63.210 !'--- Do
not NAT traffic to the router: nat (inside) 0 access-
list nonat nat (inside) 1 10.1.1.0 255.255.255.0 0 0
conduit permt icnp any any route outside 0.0.0.0
0.0.0.0 172.17.63.209 1 tineout xlate 3:00:00 conn

1: 00: 00 hal f-closed 0:10: 00 udp 0:02:00 tineout rpc
0:10: 00 h323 0:05: 00 timeout uauth 0:05:00 absol ute aaa-
server TACACS+ protocol tacacs+ aaa-server RAD US
protocol radius aaa-server partner protocol tacacs+ no
snnp-server |ocation no snnp-server contact snnp-server
conmunity public no snnmp-server enable traps fl oodguard
enable !--- | PSec policies: sysopt connection permt-

i psec crypto ipsec transformset aval anche esp-des esp-
md5- hmac crypto i psec security-association lifetine
seconds 3600 crypto map forsberg 21 ipsec-isaknmp crypto
map forsberg 21 match address ipsec crypto map forsberg
21 set peer 172.17.63.230 crypto nmap forsberg 21 set
transformset aval anche crypto map forsberg interface
outside !--- IKE policies: isaknp enabl e outside isaknp

Branch Router

10.2.2.1

Branch LAN
10.2.2.0/24



key westernfinal 2000 address 172.17.63. 230 net mask

255. 255. 255. 255 isaknp identity address isaknmp policy 21
aut hentication pre-share isaknp policy 21 encryption des
i sakmp policy 21 hash md5 isaknp policy 21 group 1
telnet tineout 5 termnal width 80

Crypt ochecksum €36245da9428c4c07b489f 787¢8ccd3b : end

7Z20F —%2

Current configuration
!

version 12.0

service tinmestanps debug uptine
service tinmestanps | og uptine
no service password-encryption
!
host nane Branch_Rout er

i p subnet-zero
!
!
I--- |KE policies: crypto isaknp policy 11 hash nd5
aut hentication pre-share crypto isaknmp key

west er nfi nal 2000 address 172.17.63.213 ! | I--- | PSec
policies: crypto ipsec transformset sharks esp-des esp-
md5-hmac ! ! crypto map nolan 11 ipsec-isaknp set peer
172.17.63. 213 set transformset sharks !--- Include the
private-network-to-private-network traffic !--- in the
encryption process. match address 120 ! ! ! interface

Et hernetO i p address 172.17.63.230 255.255.255.240 no ip
di rect ed- broadcast ip nat outside no ip route-cache
crypto map nolan ! interface Ethernetl ip address
10.2.2.1 255.255.255.0 no ip directed-broadcast ip nat
inside ! interface Serial0 no ip address no ip directed-
broadcast no ip nroute-cache shutdown no fair-queue !
interface Seriall no ip address no ip directed-broadcast
shutdown ! ip nat pool branch 172.17.63.230
172.17. 63. 230 net mask 255. 255. 255. 240 !--- Except the
private network fromthe NAT process: ip nat inside
source route-map nonat pool branch overload ip classless
iproute 0.0.0.0 0.0.0.0 172.17.63.225 no ip http server
I--- Include the private-network-to-private-network
traffic !'--- in the encryption process: access-list 120
permit ip 10.2.2.0 0.0.0.255 10.1.1.0 0.0.0.255 !---
Except the private network fromthe NAT process: access-
list 130 deny ip 10.2.2.0 0.0.0.255 10.1.1.0 0.0.0. 255
access-list 130 pernmt ip 10.2.2.0 0.0.0.255 any !---
Except the private network fromthe NAT process: route-

map nonat permt 10 natch ip address 130 ! ! line con O
transport input none line 1 16 line aux O line vty 0 4
end

j e

cOtU2arTlRk, RENERBCEBELTVRIAESHEZRFEITIRICRIUDOBRERMHL T
WEd,



BEOD show ANV REF, TORTYRN AV E=TVERTHR—RENRTVET, COVY—I%Z
FATRE, show AN RHAZDHTEEXRT,

. show cryptoisakmpsa : E7 LOBRED IKE+EF1UFT4a 7Y I—232 (SA) ZF N

TRRLET,
- show crypto ipsec sa- BIED ( IPSec ) SA THEAHAE N TVWRREZRTLET,
- show crypto engine connections active : ( L—% D&k ) BEQEKE, BSLERTESE

ENENTY MCETRRBEHERTLUET,

hSTAS21—F142Y

ST, BEORS TS 1—F A VT BIBHRICOVTHBELET,

RSTIUNS1—F42F70EHOIAI K

BEDshow DNV RIEFE, FORNTYRN AV ER—=TURTHR—RENTVWET, COY—IL%&
FHTDE. show AN RBOZ 9 TEET,

E:debug AN RZEFEATHHEIC., Tdebug ANV RICEIZIEELFER ZSRL T EE
Wo

MWAD IPSec ET7 T, ROTFNY T Z2RTLTVRRENBYET,

. debug cryptoisakmp : (JL—ZFB RV PIX) 7I—X1HOIZ—2KRRLET,

. debug cryptoipsec : (IL—FZBKLTFPIX) 7I—X2FDIT—%2KRRLET,

- debug crypto engine : (IL—32 D& )BELLI oA SsOEHRERRLET,
WAEOETT, X1 VFT4 PIYI—2320%0UTFIBRENHBYVET, PIXAYY REA
Z—=7) E—RTETEN, L—F AXVRBFAZ—TI)I E—RTRTENET,

. clearcryptoisakmpsa: (PIX) 7I—X1OtF*a1)7«4 PIYI—>320%#0UFLE

ER
. clearcryptoipsecsa: (PIX) 7I—X20OtF1)74 PIYII—>320%0UFLET

o

. clearcryptoisakmp : (JL—% ) 7I—X10OtF2UFa4 FYSI—-3aaIUFLE

E
.clearcryptosa: (IL—R)7I—X20tF21VF74 7Y I—3a>a&aVVFLET,

FINY T @ H h 6

EBHO PIXOFTENY Y
CEEOIL—Z2OTNNYYT

AHO PX DTNV T

| SAKMP (0): begi nning Main Mode exchange
| PSEC(i psec_encap): crypto map check deny

02303: sa_request,
(key eng. nmsg.) src= 172.17.63.213, dest= 172.17.63. 230,
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src_proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
dest _proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-nd5- hmac

|'i fedur= 28800s and 4608000kb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4004

crypto_i saknp_process_bl ock: src 172.17.63. 230,
dest 172.17.63.213

QAK_MM exchange

| SAKMP (0): processing SA payload. nessage ID = 0

| SAKMP (0): Checking | SAKMP transform 1 against priority

21 policy
| SAKMP: encrypti on DES- CBC
| SAKMP: hash MD5
| SAKMP: default group 1
| SAKMP: auth pre-share
| SAKMP: life type in seconds
| SAKMP: life duration (basic) of 3600

| SAKMP (0): atts are acceptable. Next payload is O

| SAKMP (0): SA is doing pre-shared key authentication
using id type |1 D_| PV4_ADDR

return status is | KMP_NO ERRORI PSEC(i psec_encap): crypto
map check deny

crypto_i saknp_process_bl ock: src 172.17.63. 230,
dest 172.17.63.213
QAK_MM exchange
| SAKMP (0): processing KE payl oad. nessage ID = 0
| SAKMP (0): processi ng NONCE payl oad. message ID =0
| SAKMP (0): processing vendor id payl oad
| SAKMP (0): speaking to another |0OS box!

| SAKMP (0): | D payl oad
next - payl oad : 8

type 1
pr ot ocol : 17
port : 500
I ength : 8

| SAKMP (0): Total payload length: 12
return status is | KMP_NO ERRORI PSEC(i psec_encap):
crypto map check deny

crypto_i saknp_process_bl ock: src 172.17.63. 230,
dest 172.17.63.213
QAK_MM exchange
| SAKMP (0): processing |ID payload. nessage ID = 0
| SAKMP (0): processing HASH payl oad. nmessage ID =0
| SAKMP (0): SA has been authenti cated

| SAKMP (0): begi nning Quick Mbde exchange, M ID of
-1448244754: a9ad89eel PSEC( key_engi ne): got a
queue even

| PSEC(spi _response): getting spi O0x5cfcf6e9(1560082153)
for SAfrom 172.17.63.230 to
172.17.63.213 for prot 3

return status is | KMP_NO ERROR



crypto_i saknp_process_bl ock: src 172.17.63. 230,
dest 172.17.63.213

QAK_QM exchange

oakl ey_process_qui ck_node

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. nessage ID =
- 1448244754

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES
| SAKMP: attributes in transform

| SAKMP: encaps is 1

| SAKMP: SAlife type in seconds

| SAKMP: SA life duration (basic) of 28800

| SAKMP: SA life type in kil obytes

| SAKMP: SA life duration (VPI) of 0xO
0x46 0x50 0xO0

| SAKMP: aut henticator i s HVAC MD5

| SAKMP (0): atts are acceptabl e. | PSEC
(val i dat e_proposal _request):
proposal part #1
(key eng. msg.) dest= 172.17.63. 230,
src= 172.17.63. 213
dest _proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-nd5- hmac
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4

| SAKMP (0): processi ng NONCE payl oad. nmessage ID =
- 1448244754

| SAKMP (0): processing | D payl oad. nessage ID
- 1448244754

| SAKMP (0): processing | D payl oad. nessage ID =
- 1448244754

| SAKMP (0): processing NOTIFY payl oad 96 protocol 3

spi 1510339082, nessage | D = -1448244754

| SAKMP (0): processing responder lifetine

| SAKMP (0): responder lifetine of
3600s| PSEC(map_al | oc_entry):
allocating entry 3

| PSEC(map_al l oc_entry): allocating entry 4

| SAKMP (0): Creating | PSec SAs
inbound SA from 172.17.63.230 to
172.17. 63. 213
(proxy 10.2.2.0 to 10.1.1.0)
has spi 1560082153 and conn_id 3 and fl ags 4
lifetinme of 3600 seconds
lifetime of 4608000 kil obytes
outbound SA from 172.17.63.213 to
172.17. 63. 230
(proxy 10.1.1.0 to 10.2.2.0)
has spi 183633242 and conn_id 4 and flags 4
lifetinme of 3600 seconds
lifetinme of 4608000 kil obytesl PSEC(key_engi ne):
got a queue event..
IPSEC(initialize_sas): ,
(key eng. nsg.) dest= 172.17.63.213, src=
172. 17. 63. 230,



dest _proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = Ox5cfcf6e9(1560082153), conn_id= 3, keysize= 0,
flags= 0x4
IPSEC(initialize_sas): ,
(key eng. nmsg.) src= 172.17.63.213, dest=
172. 17. 63. 230,
src_proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
dest _proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = Oxaf 2055a(183633242), conn_id= 4, keysize= 0,
flags= 0x4

return status is | KMP_NO ERROR602301: sa created,
(sa) sa_dest= 172.17.63.213, sa_prot= 50,

sa_spi = Ox5cfcf 6e9(1560082153),

sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 3
602301:
(sa) sa_dest= 172.17.63.230, sa_prot= 50,

sa_spi = Oxaf 2055a(183633242),

sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 4

XEQIL—R2DFTINY YT

sa created,

Branch_Rout er #

01:

01:

01:

01:
01:
01:
01:
01:
01:
01:

01:

01:

01:

01:

01:

01:

01:

01:

01:
01:

01:

01:
01:
01:
01:

27:08:

| SAKMP (0): received packet from 172.17.63.213

(N) NEW SA

27:08:

I SAKMP (0:1): processing SA payl oad.

message ID =0

27:08:

| SAKMP (0:1): Checking | SAKMP transform 1

against priority 11 policy

27:
27:
27:
27:
27:
27:
27:

08:
08:
08:
08:
08:
08:
08:

| SAKMP: encrypti on DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 1

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (basic) of 3600

| SAKMP (0:1): atts are acceptable. Next

payload is 0O

27:08: CryptoEngi ne0: generate al g paraneter
27:10: CRYPTO ENG NE: Dh phase 1 status: O
27:10: CRYPTO ENG NE: Dh phase 1 status: O
27:10:

| SAKMP (0:1): SA is doing pre-shared key

aut hentication

27:10:

I SAKMP (1): SA is doing pre-shared key

aut hentication using id type |1 D_| PVv4_ADDR

27:10:

| SAKMP (1): sending packet to 172.17.63.213

(R) MV SA SETUP

27:10:

| SAKMP (1): received packet from 172.17.63.213

(R) MV SA SETUP

27:10:

| SAKMP (0:1): processing KE payl oad. nessage

ID=0

27:10: CryptoEngi ne0: generate al g paraneter
27:12:

| SAKMP (0:1): processing NONCE payl oad.

message ID =0

27

12:

conn

27:
27:
27:
27:

12:
12:
12:
12:

Crypt oEngi ne0: create | SAKMP SKEYID for
id1
| SAKMP (0:1): SKEYID state generated
| SAKMP (0:1): processing vendor id payl oad
| SAKMP (0:1): speaking to another |GOS box!
| SAKMP (1): sending packet to 172.17.63.213 (R



01:

01:

01:

01:

01:

01:

01:
01:

01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:

01:
01:

01:
01:

01:
01:

01:
01:

01:

01:

01:

01:

01:
01:

MV _KEY_EXCH

27:12: | SAKMP (1): received packet from 172.17.63. 213

(R) MM_KEY_EXCH

27:12: | SAKMP (0:1): processing | D payl oad.
message ID =0

27:12: | SAKMP (0:1): processing HASH payl oad.
message ID =0

27:12: Crypt oEngi ne0: generate hmac context for
conn id 1

27:12: | SAKMP (0:1): SA has been authenticated
with 172.17.63. 213

27:12: | SAKMP (1): | D payl oad

next - payl oad : 8

type 1
pr ot ocol : 17
port : 500
I ength : 8

27:12: | SAKMP (1): Total payload length: 12

27:12: Crypt oEngi ne0: generate hmac context
for connid 1

27:12: Crypt oEngi ne0: clear dh nunber for

conn id 1

27:12: | SAKMP (1): sending packet to
172.17.63.213 (R) QVL.IDLE

27:12: | SAKMP (1): received packet from
172.17.63.213 (R) QVL.IDLE

27:12: Crypt oEngi ne0: generate hmac context for
conn id 1

27:12: | SAKMP (0:1): processing SA payl oad.
message | D = -1448244754

27:12: | SAKMP (0:1): Checking | PSec proposal 1

27:12: | SAKMP: transform 1, ESP_DES

27:12: | SAKMP: attributes in transform

27:12: | SAKMP: encaps is 1

27:12: | SAKMP: SAlife type in seconds

27:12: | SAKMP: SA life duration (basic)
of 28800

27:12: | SAKMP: SA life type in kil obytes

27:12: | SAKMP: SAlife duration (VPl) of
0x0 0x46 0x50 0xO

27:12: | SAKMP: aut henticator is HVAC MD5

27:12: validate proposal 0

27:12: | SAKMP (0:1): atts are acceptable.
27:12: | PSEC(val i dat e_proposal _request):
proposal part #1, (key eng. nsg.)
dest= 172.17.63.230, src= 172.17.63.213,
dest _proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4
27:13: validate proposal request 0
27:13: | SAKMP (0:1): processi ng NONCE payl oad.
message | D = -1448244754
27:13: | SAKMP (0:1): processing | D payl oad.
message | D = -1448244754
27:13: | SAKMP (1): 1D_| PVv4_ADDR_SUBNET src
10. 1. 1. 0/ 255. 255. 255.0 prot O port O
27:13: | SAKMP (0:1): processing | D payl oad.
message | D = -1448244754
27:13: | SAKMP (1): 1D_| PV4_ADDR_SUBNET dst
10. 2. 2. 0/ 255. 255. 255.0 prot O port O
27:13: | PSEC(key_engi ne): got a queue event...
27:13: | PSEC(spi _response): getting spi 183633242



for SA
from172.17.63.213 to 172.17.63.230 for prot 3
01:27:13: CryptoEngi ne0: generate hmac context for

conn id 1

01:27:13: | SAKMP (1): sending packet to 172.17.63.213
(R QWIDLE

01:27:13: | SAKMP (1): received packet from 172.17.63. 213
(R QWIDLE

01:27:13: CryptoEngi ne0: generate hmac context
for connid 1

01:27:13: ipsec allocate flow O

01:27:13: ipsec allocate flow O

01:27:13: | SAKMP (0:1): Creating |PSec SAs

01:27:13: i nbound SA from 172.17. 63. 213
to 172.17.63.230 (proxy 10.1.1.0 to 10.2.2.0)

01:27:13: has spi 183633242 and conn_id 2000
and flags 4

01:27:13: lifetinme of 28800 seconds

01:27:13: lifetime of 4608000 kil obytes

01:27:13: out bound SA from 172.17.63. 230
to 172.17.63.213 (proxy 10.2.2.0 to 10.1.1.0)

01:27:13: has spi 1560082153 and conn_id
2001 and flags 4

01:27:13: lifetinme of 28800 seconds

01:27:13: lifetime of 4608000 kil obytes

01:27:13: | SAKMP (0:1): deleting node -1448244754
01:27:13: | PSEC(key_engi ne): got a queue event...
01:27:13: IPSEC(initialize_sas): ,

(key eng. nsg.) dest= 172.17.63.230, src=

172.17. 63. 213,

dest _proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

src_proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

protocol = ESP, transform esp-des esp-nd5- hmac

|'i fedur= 28800s and 4608000kb,

spi = OxAF2055A(183633242), conn_i d= 2000

keysi ze= 0, flags= 0x4
01:27:13: IPSEC(initialize_sas): ,

(key eng. nsg.) src= 172.17.63. 230,

dest= 172.17.63. 213,

src_proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

dest _proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

protocol = ESP, transform esp-des esp-nd5- hmac

|'i fedur= 28800s and 4608000kb,

spi = Ox5CFCF6E9(1560082153), conn_i d= 2001

keysi ze= 0, flags= 0x4
01:27:13: | PSEC(create_sa): sa created

(sa) sa_dest= 172.17.63.230, sa_prot= 50,

sa_spi = OxAF2055A(183633242),

sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2000
01:27:13: | PSEC(create_sa): sa created

(sa) sa_dest= 172.17.63.213, sa_prot= 50,
sa_spi = 0x5CFCF6E9(1560082153),
sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2001
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