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¥:VRF-Lite &, 2 DU EDREBRY RDO—VDOHR—RNE/ Z—TIICTDHETT, T,
VRF-Lite &, RIEXRY RD—UBTIP7RLANEETD L ZFHBLET., L£EL, IPTR
LAEEIE NAC REICEHERLEEA. TOEAR, (V7 FARNZIVFYEEHNIEETSDT
RLAZHR—KT2EIC. BMEEREBLR—NORNZTILNZ1—FT 12T %E) KT AR
ML HBD1-HTT,

VRF-Lite 2B 2{REBZXY ND—JHADOIL—REXBTREDICANA O Z—TIA AZERAL
CADUEDLANV3 AU E—TIA AR VRF ICHERTRZEICL2T, RENT Y NG
T—7ILEFERLET, VRFRADA 2V EZ—TIfA Ak, 1 —HZXYNKR—RNEEOXKS YR
MNEEDICTDEE, HYTAEZ—TIA A, NORILAVR—TIAA, £l VLAN SVI
BEDIROIBWEBNBEDICTDCEETEXTT, LAVIAEZ—TIAAE—EIZ1D2D

VRFICUABTACENTERVZEITEELTLSEZL,

VRF-Lite D EEXEREE

- VRF-Lite &, EBEDAAYFICE>TO—HAITETEETHY ., VRF XN YTEA
AAVER—=TIAAICEK>THIIEhET, NTYRMNAYA—FLERIRAMO—ROBEEE
TENELBA,

- VRF-Lite DH3 A Y FiE, BEOEFI1IVFT A4 RXSVIZK>THBEEh, 3XTOEF
AVFA4 RAAVIZEREFNASIHBOINL—FT AT T—=TIHFBHYNET,

- VRF-Lite IC& 2T, BEOEF1VFT 4 RXAHFZRYRND—=0 FNAABOR—DOYE
DO RRETEET, EHROVLANFEREFE GRE RRILDBHBD RN R—KNE, N7
YRNEESERTERBZEFIVUT A RXADSDHIBDNT T4V O ERBLET,

L IXTOEFI)T 14 RXAICEIMBED VLAN A"RAEIZEVYET,

. VRF-Lite &, TARIILR#, LDP BHEBER., SRIGFENTY hEWS FTXTH MPLS-VRF
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LAY ITCAM DY —RARFITANTHOVRF BTHEEIhET, 1 20O VRF A"+297% CAM A
R—AZEFEODCEEZBEICTSICIE. maximumroutes IX > RZEFRALE T,

- VRF-Lite Z# A9 % Catalyst A/ Y Fl&k, 1 2OJO—NILBRXRYRIT—DVEHEK64 D
VRF #2HR—KRTEET, YR—FENDI—FOEFHHIEFE. TCAM DY A XICK>TRE
Eh&ET,

LFEAEDIL—T14>F ORI (BGP, OSPF, EIGRP, RIP, 8KTARAZTA1 YU )
—T74 27 ) &, VRF-Lite ZR1T92T7T/NA ABTHEATEE T,

-VRFE®DIL—KZ)—0FBRBENHBDESUINE. VRF-Lite TBGP Z2RTI 2 LERFH
WEEA

- VRF-Lite &, NTY N RAAYFUT L—KCEEBLEEA,

NLFFy¥ANE VRF-Lite &, B—DLAVIA U EZ—TIARALICEARKICIERETEERE
Ao

- router ospf M T @ capability vrf-lite 71X > Ri&, XY ND—0 FNAABOIL—FT 1>
J 7ORILELTOSPF 2R ETHEZICHEALET,

VRF O E%H

RETOHITRE, BEHE, AT TVEVWI—YXLE DIRTY - OWG & ££I(C GUESTS
CRHUTNADBERBHLET, HOIXTORT 7 1Y Ik, AMBRY ND—JZFATE -
OICFHFAENERT, ChiZE, 2 D20 VRF DERIBEICBENET. RICKREHZRLET,

ip vrf DRTY

I--- Nanes the VRF and places you into VRF Configuration
Mbde description DIRTY_VRF_ FOR NAC !--- Gves the VRF a
user friendly description field for docunentation rd
10:1 !--- Creates a VRF table by specifying a route

di stinguisher. !--- Enter either an AS nunber and an
arbitrary nunber (xxx:y) or an !--- |P address and
arbitrary nunber (AB.C.Dy). ! ip vrf GUESTS
description GUESTS VRF_FOR VISITORS rd 30:1 !

VLAN £ 152 —7 T4 A& VRF OBEEN

LAVIARAYFEERFIL—RICVRF AEZRE %, VRF-Lite REICSMT DA >2—7 I
1A%, BLTWD VRF Lt BIEFFZIHBENfHYET, BIROKSIC, WBAVRX—TIAA
EREBAVRA—TIAANDESESE VRF EEERITRDENTEET, EENTLDIDIE,
VRF LEERTSNEYBSA OV EZ—TIA A, RAAYFENBDREAEX—TIA( AR, T4
R—=TIfAA, RRILNAVER—=TIAADHITT,

interface FastEthernet0/1

ip vrf forwardi ng GUESTS

Il Associates the interface with the appropriate VRF
defined in Step 1!!

i p address 192.168.39.1 255. 255. 255. 252
|

interface FastEthernet3/1.10

encapsul ati on dot1Q 10

ip vrf forwarding D RTY

i p address 192.168. 10. 1 255. 255. 255. 252
|

interface VMl an100

ip vrf forwarding D RTY




i p address 192.168.100.1 255. 255. 255.0
!
interface Tunnel O

ip vrf forwardi ng GUESTS

i p address 192. 168. 38.2 255. 255. 255. 252
tunnel source LoopbackO

tunnel destination 192.168.254.1
!

2 20T7/)N 1 AMD VRF OILiR

A2T7ZARZOF ¥ D2 JEO VRF 2RI DBRARBARNFVSIMFELET, £
TRHFRAEROBELCESVTERLTLSEZL,

1. 7Y RT3 —LOBEE: TTYRTA—LOMEEZEL T, BENDTNTO Cisco L1
YIRBOIVRA—TSAXRARAYFUOIBREIN—TFT142T 75V N7 #—LAldE VRF-
Lite ZHR—KMLTVWET, Ch sk, Catalyst 6500, 4500, 3750, 3560 NET TV
R7A—LNFEEN, FLENSICREEREEA,

2. #l7%x Cisco I0S® 2RT$DIN—TFT1 20 7Tv N7 x—LAlk, 7600, 3800, 2800,
1800, KXV 800> J—AMDISREEHR, ChSICREEhEFE A,

BXISTBDA VT ZARNTIVF YO IOBOLAVIKRYTOHR: LAVIRY TOHDH
Wik, BAZTERLEFIUOTIINICTRICREBELRETY, L&A, CAST/NA AL
DSATURNERATAVITBDAVTZARNTIOFYEICS DOLAVIKRY THEFEET
58, BEA—/N—AY REERTEET,

BYITREREVWYDI—-23200FE, ROKSICBEYET,

1.LAY2RZFTHN, ERBICRBETERVLAY 2 NARODEERLE T,

2.LAVIPTAUR—TIAAIZBEVT, BZ<KOEMA >V RZ—T I/ AZRELEGFNE
BERBELSBYET, TORR, ChH, EMOBEBA—N—AY REFBENZIPT7RLA
BEENEBEZEAEITEICBYET, chZRICRLET, 1V T7FANTIFYICRT
REFBEVEERETIHEES, RENTVWBRRYRND—T0OFLA VYN AEIEEOYEL >
B—TIARAEBEBATVET, YT EX—TIA AOBOFERF 2* XY NT—IRD
BoH* (VRF D) TF. ZOHFICIE2 D20 VRF FH23DT, Rid ((2*5)*2) T 20 ED
HTAB—=TIAAICRYET, TRENBNEhDE, COBER2[BRY)ESZLE
WET, Ch%zE GRELRICHBTSE, GRELRETE—NHBRBERICKEEENDDE
4 DODNDAVE—TIAALEFTY, k., GRENVWHICERENDEKERZ KIBICRDESHES
DPaEbHYRIKRLTVERT,

LAY 2 Z2F2T

LAVY2RZ2FTE, LAY 3 OO0—EY MFEAEThBVERFLEERY NDO—0 F)NA
AN GREFERYTA U EZ2—T7 I 4 AZHR—NLBVEHROFIUATHENRET,

Catalyst 3560, 3750, 4500 7’5 Y R 7 #—LHHTA U B—TIA AEHR—KNLEVZ &L
SEELTLK &L, Catalyst 3560 & 3750 l& GRE £ HK—KNLEH A, Catalyst4500 &Y 7
N I 77T GRE #4#K—KL. Catalyst 6500 ld/\— R T 7T GRE 2HR—KLET,

HITA R —TIAAELEE GRE ZHR—KNLBEVWTSYRTA—LHLSHR—NTDTSY
N7 A—ALICEHRTDLAVIVO—EY N EFILTR., REOAITLAVY2 NS FOTEGF
EERATRICLE, E5—FDATHTIA U R—TIA AZFERATRZEN FERET, hil
2T, LAY3VOEYR 7—FFIOFYDOIXRNTOX) Y NEMIZETE, €512, W<DAH
NTZYRNTF—ALATDHOGRE FEREYTA U ER—T I/ AYR—RMNELOHBRZHEETEET



o UUOD—FOAEFIZLAY2 RS UOFUOTIORELETOIERXIVYRND 1D, ANZY
TI)=HNLAVIREODEAICEEATNBEVEVWSZETT, 3750 7TV EARA ALY F
(GREEHTAUBZ—TIAAHYR—RFEL )H 6500 F4 ANIEI—3 A/ Y FICE
RENDHFESBELTLKEETV, 6500 FA ARNJE1I—232 ALY F TR GREBRVOHYT A
VR—=TIAANYR—RNENET,

3750 BIEDRRE :

CDERETIE, FastEthernet 1/0/1 T, NATIVE VLAN AOF 7 # )L REBEN VLAN1 THB &
ISSEBLTLEEY, COREREFEENATVWERA, L, VLANT AU IZhiE2TH
FO0ENBDERHFAEATVAEVWCEICEFBLTLSEZY, FAEnd VLAN &, 2T+
Z0OVLAN EFICBREENTVWET, CcOLAV3I MRODTRINZ Y XTI —>320
NEFIBL, T, AMYFRBTVIP NS 714V IONTERTHIHREERVDT, COUV D%
BREITAEOOHTEIILENRTVEVWRNRS T4V OOMREMEH)EFBA, COERER. T
ERLAY2EFIVFA4 R—)LEZBRKZERBEVDOT, 7T—FFIO9FvOEF1UFT1 RA
FyEEXLETS,

ip vrf DRTY

description D RTY_VRF_FOR _NAC

rd 10:1

!

ip vrf GUESTS

description GUESTS VRF_FOR VI SI TORS

rd 30:1

!

!

interface FastEthernet1/0/1

descri pti on CONNECTI ON_TO DI STRI BUTI ON_6504
switchport trunk encapsul ati on dot 1q
switchport trunk allowed vlan 10, 20, 30

swi tchport node trunk

speed 100

dupl ex full

]

]

interface VIl anl0

description D RTY_VRF_TRANSI T

ip vrf forwardi ng DI RTY

i p address 192.168. 10. 2 255. 255. 255. 252

]

i nterface VI an20

description CLEAN TRANSI T

i p address 192. 168.20. 2 255. 255. 255. 252

]
i nterface VI an30

description GUESTS VRF_TRANSI T
ip vrf forwardi ng GUESTS

i p address 192.168. 30. 2 255. 255. 255. 252
!

6500 B8N & 5 8R:

COEKTIE, dotlq A7 EILEAERE N, VLAN10, 20, 30 D 7L —ALICEZINFITS5hD
cEFBLTLKEEY, FHTS VLAN ZTZBIRTBEE, A4 YTF LD VLAN F—EX
—AICO—ANICITTICEZEENTVWS VLAN BESREERATEXRE A,




ip vrf DRTY

description D RTY_VRF_FOR_NAC

rd 10: 1

|

ip vrf GUESTS

description GUESTS VRF_FOR_VI SI TORS
rd 30:1

|
interface FastEthernet3/1

description CONNECTI ON_TO 3750_ACCESS
no i p address

speed 100

dupl ex ful

|
!
i nterface FastEthernet3/1.10
description D RTY_VRF_TRANSI T
encapsul ati on dot 1Q 10

ip vrf forwarding D RTY

i p address 192.168.10.1 255. 255. 255. 252
|
i nterface FastEthernet3/1.20
descripti on CLEAN_TRANSI T

encapsul ati on dot 1Q 20

i p address 192.168.20.1 255. 255. 255. 252
|
i nterface FastEthernet3/1.30
description GUESTS_VRF_TRANSI T
encapsul ati on dot1Q 30

ip vrf forwardi ng GUESTS

i p address 192.168.30.1 255. 255. 255. 252
!

LAVY3HTA2R2—TI4R

LAY3IHBTAEBZ—TIA ARG, RYRNTD—TIRAT12OL AV 3KY THBAT VRF 2K
TRIVENHDETOBEICRFOAT>3>TT, GREEXERFYTAVE—TIAADES

58, BEREVRBEDLARIILZER—AICLTERTEXY,

I ADREFTY,

hiE, LAVY3HTA4052—7

interface FastEthernet3/1

description CONNECTI ON_TO 3750_ACCESS
no i p address

speed 100

dupl ex ful

|
1
interface FastEthernet3/1.10
description D RTY_VRF_TRANSI T
encapsul ati on dot1Q 10

ip vrf forwarding D RTY

i p address 192.168.10.1 255. 255. 255. 252
!

GRE b2 %I

GRE R ZIIE. VREADT VEANBEBZRIZA T MNEICEBROLAVIRYTHEET

215462 VRF-Lite VRF Z#i5R 92 L ZNHRAXTT,

CORATOHREFE, VE—K V954



TORNFRARICEEENIENA CH—NICTIOEATRCEREATVWAIUE—NFT71ATR
ESIC—MWHTT, LealF, BENBZOT, F14ANIELI—>32, FIORBA XY ND—2
ETEFINOFAT>MNE, FTAANIEZI—=23 87 ICEEEFERSNAERA, TOED
TAANIELI=23) FNAAFLEREDT7 FNAAICEME VRF EZZEMT 2 XERED
\JEHA., GRE l&. NAC H—/\N"EHZEZNTVWBIRY ND—TRDRA D NI TDIHED
BEIRNTTAV IO RBHICEHETDEOICEATEEYT, chid,. GRENRIL /122 —TI
1 ADHITT,

]
interface Tunnel O

ip vrf forwardi ng GUESTS

i p address 192.168. 38.2 255. 255. 255. 252
tunnel source LoopbackO

tunnel destination 192.168.254.1
!

VRF ADQI—T 12T DRE
CORFIXANTHIRL =LK SIC, VRF-Lite l& BGP, OSPF, EIGRP ZHR—KNLZEY¥, =
DEREFITE., —f%IC. EIGRPAERERIA/N—2J I ANMBRERFY O NA XY ND—DLEIC
ERETND AR —T 1427 7O0RINBDO T, EIGRP NFBIREhE T,

OSPF # VRF-Lite Lt EAZFICRFICEMEL, BGP £t A THA A EICEZFALTLEEL,

i, VRFETRZ 74V I V-0 FRBENHRIREFDHEERE. BGPAHAVETHDI LS
ABLTLSEZW,

chid, EIGRP 25 VRF OIL—T 1 VI DEREHITT,

|

l--- As with any configuration this is base routing
protocol !--- configuration which handles the routing
for the dobal Routing Table. router eigrp 1 network
192.168.20.0 0.0.0.3 network 192.168.21. 0 network
192.168.22.0 network 192.168.28.0 0.0.0.3 network
192.168.29.0 0.0.0.3 network 192.168.254.1 0.0.0.0 no
auto-summary ! !--- An Address Fami |y nust be defined
for each VRF !--- that is to be routing through the
routing protocol. !--- Routing Protocol options such as
aut o- sunmmari zation, !--- autononous system nunber
router id, and so forth are all !--- configured under
the address family. Note that ElI GRP does not !---

nei ghbor without the autononous system specified under
l--- the address famly. Also note, that this autononous
system!--- nunber shoul d be unique for each VRF and
should not be !--- the sane as the d obal AS nunber. !
address-fam |y ipvd vrf GUESTS network 192.168. 30.0
0.0.0.3 network 192.168.38.0 0.0.0.3 no auto-summary
aut ononous-system 30 exit-address-famly ! address-
famly ipvd vrf DIRTY network 192.168.10.0 0.0.0.3
network 192.168.11.0 no auto-sunmmary aut ononpus-system
10 exit-address-famly !

JO-NNWL—F 42T F=TILEA—F 1 VRFEOMDO NS 7 1Y ODIL—F 1>

ZYRD—OOEETERVAELRA—F A BAASRY NT— U OEBETEZMELGE IV



—BAICNS 714V 0BRSS EZIHBEN HDIHESHIE. NACEAEH/ICKELET,
EARF, BEY—EREFE. NACT7SA T ADEBETEDAUTHERTHAIREMN B ET
o EARETO Active Directory > J ) 4 A2 0iFE, MEROT A, Kerberos F7 ¥
N EEHFTTD-HIC, Active Directory NERT T4V ODHTEY NEBIBE BZHE
FHVET, WThiZLTE, JO0-NLIL—TF1200 F—TIEX—FT 4 VRF OB TTF—2X
ZZTEIMVEN®BEEE. JO—NLIILN—TF120 7—TILHFL—FT 14 VRF ICEET B A
EANBIAENTVWDE, TLTE—FTAVRFAIO-NILUN—F12T0 F—TIILICEETS
FENMMBAUEThTVBENEEICEETYT, chik, BE, COFRTREETIET,

A—F 4 VRF &, F72)ILRTNACTTSAFUADEBETERN AV Z—T I AE RS
—F A AVBR—TIARCBYET, JO-/NE. F—F 4 VIAN E&BENBHTEZY K
EHIART A9 L—RNEZ>TOET,

RORZRFLTHEL &5,

NAC 77 SATVADERETERWVAFEFLERA—T A BAOFKRIAIOL AV 3KY Tk, NACT
TSATARICRAVRNT DI —T1420 7O AOTF 74N IIL—bZ2BEBEHLET, NAC
T7SAT ADEETEDAUEEFE IV —BAORKRMDOL AV 378y 7i&, VLAN 100 (28
LTWaH7EY N, COIFE 192.168.100.024 THBDAZTAV I I— N Z2BEREAELET,

ENACTTSAT U AORKAICHZDBHNDOLAVIRY Sk, B—OWEBTFNA AL, £E
L. B2 VRF LIZLEETEET, X0HITE. NACH—NOEETEEVAFLEEE—FT1
fillk VRF RICEHEL, —AT. NACT T SATAQEETEDAFLFIV—%4A81k00
— NI N—=—F 12T T=TILRICBEYNET,

REFRDELSICKEYET,

|
router eigrp 1
redistribute static
network 192.168.20.0 0.0.0.3
network 192.168.21.0
net work 192.168.22.0
net work 192.168.28.0
net work 192.168.29.0
network 192.168.254.1 0.0.0.0
no aut o- sunmary
|
address-famly ipvd vrf GUESTS
network 192.168.30.0 0.0.0.3
network 192.168.38.0 0.0.0.3
no aut o- sunmary
aut ononpus- system 30
exit-address-famly
|
address-famly ipvd vrf D RTY
redistribute static
network 192.168.10.0 0.0.0.3
network 192.168.11.0
no default-information out
no aut o- sunmary
aut ononpus-system 10
exit-address-famly

0.0.0.3
0.0.0.3

!
ip classless
ip route 192.168.100.0 255.255.255.0 192. 168. 21. 10

ip route vrf DIRTY 0.0.0.0 0.0.0.0 192.168.11.2
!




L 14-¥ 300B A® NAC e

CAS &%

MIE, THALEF—ORAZBEVHLTLKEEY, KIIT2 NACKTIDTIZv ok, &
—TAEREENTERNTTA4Y I NAC H—/N (CAS) DEETELBVAIICAND ZEN'H S
CEEBICZHICEEVWSZETT,

BIDAD)—>223 Y hTlE, NACH—NZRY RND—IREIFELTLSEETY, =N
TORNATNRUVUFILIPT—=RIIAELTEAECNATVET, NACH—=NOFT7 ALK
IL—NEFEETESD (Trusted ) llZRA ML TVET,

H—N\E, EETERV (Untrusted ) AIICFETEHX—T 1 VLAN DENRENICAZRTAY D
L—hEEELRETIHENHNET. 2FEBNDAIU—223v hNE2ZRLTSEZ,

i 2

ZYRD—=21O074>LTWVWAI1—H NAC-Employee D RF I X M hiE7OEA%2SR
LTLKEEV, A0, FT/RBAARAYF, D—DUARAT—>23UA5OT7I7T71ET 1 Z1IE
LTHY, FAARANIELI—232 A4V FON—TFT1200 7—TIHhs50EHRE2RRLET,

CCTR, RENERLCBELTVRCCZBREBLET,

Output Interpreter Tool ( OIT ) ( BH&I—HYEHH ) TR, BHEOD show X RAHR—KEh
TWET, OIT Z#FEAL T, show AN RHEIDEFERRTEET,

AT—=I1: FERXRYRND—VIEBRELTHEST, PTOERARAMYFLEORAYFR—NEXD
YLTVWEY,

I — Catalyst 3750 Access Switch
l--- Note: dient mahcine is off the network at this

point. ! 3750-Access#show int status | i Fal/0/13
Fal/ 0/ 13 CLI ENT_CONNECTI ON not connect 100 auto auto
10/ 100BaseTX ! | 3750-Access#! Notice it is in the

"notconnect" state. !

AT—2 2 :Windows 7547 N, ZY ND—JIC8HEL,. A4 Y FOME VLAN (& VLAN
100 (Z—FT 4 VLAN) TT, CcORIU—>223YRNTHOABDESIC, IPFTRLANKRANIC
HYHBTSNhTVET,

I — Catalyst 3750 Access Switch

I--- Note: Client just connected to the network. 2wbd:
%1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface VIanl00,
changed state to up 2wsd: %1 NK- 3- UPDOMN: | nterface
Fast Et hernet 1/ 0/ 13, changed state to up 2whd:

%1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface

Fast Et hernet 1/ 0/ 13, changed state to up ! ! 3750-
Access#show int status | i Fal/0/13 Fal/0/13

CLI ENT_CONNECTI ON connected 100 a-full a-100

10/ 100BaseTX !



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

AT—=U 3BT, N\CI—>I N NEOJHAY 7O0AZRBLET. ZOHITIE, Active
Directory 2T\ A VAN BREENDZNDT, I—FRENAT—ROAHRFREEIhEE A,
FTORDYIZ, VTN AU AUHFRETRDEVSI XY E—2DORYTTYT 942 RN R
RrENET,

AL ERAFYEHEAN T LI, RPDODXY E—DHFRREN, AMYTFR—NEHX—T 1
VLAN 2 5B VLAN ICBBch, NACI—2 IV KRBEPCOIPT7RLAZEHLET,

I — Catal yst 3750 Access Switch

2whsd: 9.1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface
VI an100, changed state to down

2whsd: 9.1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface
VI an200, changed state to up

|
I--- Note: As you can tell fromthe previous nessages,
I--- the switchport was just noved from VLAN 100 to VLAN
200. ! 3750- Access#show int status | i Fal/0/13 Fal/0/13
CLI ENT_CONNECTI ON connected 200 a-full a-100

10/ 100BaseTX ! !

COARYU—> 3y NE, #E8VLAN (VLAN200) HICHBRE IPFRLAERLTVWET

o

COARI)—=>23v NE, BEB&T/INA A 1)AD ( Certified Devices List ) (28 % NAC-
Employee 1—HDF /N4 AZRLTVET, 1%El (Role) l& EMPLOYEES IZEIV) H TS5 h,
VLAN (& 200 T9,

COARIV)—=223YRME NACREZE—2YDATA2 - VARZERLTVWET,

ChEFNACYZR—Sv ARNOTTHY, ChRERTINATN R I-—YOEERZROT A
ZRLET,

cotvarverk, JO-NILIL—KNFT=TLOIN—F142T T—TILEX—FT 14 VRF &
XNET, RYOEETIE, showiproute AN RICEBLTLKEEV, chlEk, JA—-NIL )L
—NAHOL—FT AT T—TIINRRENDEERLTVET,

6504- DI STRI BUTI ON#show i p route Codes: C - connected, S
- static, R- RRP, M- nobile, B - BG® D - EIGRP, EX -
El GRP external, O- OSPF, |A - OSPF inter area N1 - OSPF
NSSA external type 1, N2 - OSPF NSSA external type 2 El
- OSPF external type 1, E2 - OSPF external type 2 i
SIS, su- I1S1S sumary, L1 - IS ISlevel-1, L2 - |IS-
|ISlevel-2 ia - IS ISinter area, * - candi date defaul t,
U - per-user static route o - ODR P - periodic

downl oaded static route Gateway of last resort is
192.168.28.2 to network 0.0.0.0 192.168.29.0/30 is
subnetted, 1 subnets D 192.168.29.0 [90/30720] via

192. 168. 28. 2, 2whd, FastEthernet3/48 192.168.28.0/30 is
subnetted, 1 subnets C 192.168.28.0 is directly

connect ed, FastEthernet3/48 D EX 192.168. 31. 0/ 24
[170/30976] via 192.168.28.2, 2whd, FastEthernet3/48 D
EX 192. 168. 30.0/24 [170/30976] via 192.168.28.2, 2whd,
Fast Et hernet 3/ 48 D 192. 168. 200. 0/ 24 [ 90/ 28416] vi a

192. 168. 20. 2, 6d19h, FastEthernet3/1.20 D EX

192. 168.38.0/ 24 [170/30976] via 192.168.28.2, 2whd,

Fast Et hernet 3/48 C 192.168.21.0/24 is directly
connected, M an21 D EX 192.168.39.0/24 [170/30976] via
192. 168. 28. 2, 2whd, FastEthernet3/48 192.168.20.0/30 is




subnetted, 1 subnets C 192.168.20.0 is directly
connected, FastEthernet3/1.20 D EX 192. 168. 36. 0/ 24
[170/30976] via 192.168.28.2, 2whd, FastEthernet3/48 C
192.168.22.0/24 is directly connected, VM an22 D EX
192.168.37.0/24 [170/30976] via 192.168.28.2, 2whd,

Fast Et hernet 3/ 48 D EX 192. 168. 34. 0/ 24 [ 170/ 30976] via
192. 168. 28. 2, 2whd, FastEthernet3/48 192.168.254.0/32 is
subnetted, 3 subnets D 192.168.254.2 [90/156160] via
192. 168. 20. 2, 2wbd, FastEthernet3/1.20 D 192. 168. 254. 3

[ 90/ 156160] via 192.168.28.2, 2whd, FastEthernet3/48 C
192.168.254.1 is directly connected, LoopbackO D EX

192. 168.35.0/ 24 [170/30976] via 192.168.28.2, 2whd,

Fast Et hernet 3/ 48 D EX 192. 168. 32. 0/ 24 [ 170/ 30976] via
192. 168. 28. 2, 2whd, FastEthernet3/48 S 192.168. 100. 0/ 24
[1/0] via 192.168.21.10 D EX 192. 168.33.0/24 [170/ 30976]
via 192.168. 28.2, 2whd, FastEthernet3/48 DEX 0.0.0.0/0
[170/30976] via 192.168.28.2, 2whbd, Fast Et hernet 3/48

#:192.168.100.0/24 XY RT—9 (HA—F 14 XY RIT—U )k, REFA4Y T )L—hELTI
—FAT F=TILRICHY . KOKY T NACH—NNOEETEDA > Z—T T ALK
TVWET,

showip route vif DIRTY X RIZZFBE L TLKEEW, chldk, I—F1{REXY ND—0 1
DIN—TFT42T T—T IR TED_EERLTVET,

6504- DI STRI BUTI ON#show i p route vrf DI RTY Routing Table
DI RTY Codes: C - connected, S - static, R- RIP, M-
mobile, B - BG D- EIGRP, EX - EIGRP external, O -
OSPF, 1A - OSPF inter area N1 - OSPF NSSA external type
1, N2 - OSPF NSSA external type 2 E1 - OSPF externa
type 1, E2 - OSPF external type 2 i - ISIS, su- ISIS
sunmary, L1 - IS-ISlevel-1, L2 - IS ISlevel-2ia- IS
ISinter area, * - candidate default, U - per-user
static route o - ODR, P - periodic downl oaded static
route Gateway of last resort is 192.168.11.2 to network
0.0.0.0 192.168.10.0/30 is subnetted, 1 subnets C
192.168.10.0 is directly connected, FastEthernet3/1.10 C
192.168.11.0/24 is directly connected, VM anll D
192.168. 100. 0/ 24 [ 90/ 28416] via 192.168.10.2, 01:03:19,
FastEthernet3/1.10 S* 0.0.0.0/0 [1/0] via 192.168.11.2

EA—F A VRFIIL—F AT F—T W EFCHRDA—T 1 TOEA

VLAN ( 192.168.100.0/24 ) #* 3750 7 7t A A4/ Y FH S5 ® EIGRP BHT, FA1ARUE1—
AVTEBENDRAICEELTLKEESY, CZOI—NE, 0N FT—=7ILICEEELEE
Ao

NRA: ALY FORRE

FOEA R4 Y FHBEL TVESRRE

service tinmestanps debug uptinme
service tinmestanps | og uptine
no service password-encryption
!

host nane 3750- Access

!

!

no aaa new node

clock tinezone EST -5




clock summer-tinme EST recurring
switch 1 provision ws-c3750-24ts
i p subnet-zero
ip routing
!
ip vrf DRTY
description DI RTY_VRF_FOR_NAC
rd 10:1
!
ip vrf GUESTS
description GUESTS VRF_FOR_VI SI TORS
rd 30:1
!
!
!
crypto pki trustpoint TP-self-signed-819048320
enrol | nent sel fsigned
subj ect - name cn=I OS- Sel f - Si gned- Certificate-819048320
revocation-check none
rsakeypair TP-sel f-signed-819048320
!
!
crypto ca certificate chain TP-sel f-signed-819048320
certificate self-signed 01
!
!
no file verify auto
spanni ng-tree node pvst
spanning-tree extend systemid
!
vlan internal allocation policy ascending
!
!
i nterface LoopbackO

i p address 192. 168. 254. 2 255. 255. 255. 255
!

interface FastEthernet1/0/1

descri pti on CONNECTI ON_TO DI STRI BUTI ON_6504
swi tchport trunk encapsul ati on dot 1q
switchport trunk allowed vlan 10, 20, 30

swi tchport node trunk

speed 100

dupl ex ful

nterface range FastEthernet1/0/2 - 24
description CLI ENT_CONNECTI ON

swi tchport access vlan 100

swi tchport node access

spanni ng-tree portfast

spanni ng-tree bpduguard enabl e

- SNIP -

nterface Vlanl
no i p address

shut down
|

interface MVl anl0
description D RTY_VRF_TRANSM T
ip vrf forwarding DI RTY

i p address 192. 168.10. 2 255. 255. 255. 252
!




interface Ml an20

description CLEAN_TRANSI T

i p address 192. 168. 20. 2 255. 255. 255. 252
|

interface M an30

description GUESTS_TRANSI T

ip vrf forwardi ng GUESTS

i p address 192. 168. 30. 2 255. 255. 255. 252
|

interface V an100

description D RTY_VLAN

ip vrf forwarding DI RTY

i p address 192.168.100.1 255. 255. 255.0
i p hel per-address 192.168. 22. 11

|

interface MVl an200

descri pti on EMPLOYEES_VLAN

i p address 192.168.200.1 255. 255.255.0
i p hel per-address 192. 168. 22. 11

|

interface MVl an210

descri pti on CONTRACTORS_VLAN

i p address 192.168.210.1 255. 255.255.0

i p hel per-address 192. 168. 22. 11
!

interface WVl an300

descri pti on GUESTS

ip vrf forwarding GUESTS

i p address 192.168.31.1 255. 255. 255.0
|
router eigrp 1

network 192.168.20.0 0.0.0.3

net work 192. 168. 200. 0

network 192.168.254.2 0.0.0.0

no aut o- sunmary

|

address-famly ipv4d vrf GUESTS
network 192.168.30.0 0.0.0.3

net work 192.168.31.0

no aut o- sunmary

aut ononous- syst em 30
exit-address-famly

|

address-famly ipv4d vrf DIRTY
network 192.168.10.0 0.0.0.3

net work 192.168. 100. 0

no aut o- sunmary

aut ononous- system 10
exit-address-famly

|
router bgp 1

no synchroni zati on

bgp | og- nei ghbor - changes

nei ghbor 192.168.254.3 renote-as 1
nei ghbor 192. 168. 254. 3 updat e- sour ce LoopbackO
no aut o- sunmary

|
ip classless
ip route 192.0.2.1 255.255.255.255 NullO
ip http server

ip http secure-server
!




|
snip-server community N G NAC- PADDYWHACK RW

snnmp- server user N C NAC- PADDYWHACK NI C- NAC- PADDYWHACK
vl

snmp- server user N C NAC- PADDYWHACK NI C- NAC- PADDYWHACK
v2c

snnp-server trap-source LoopbackO

snnp-server host 192.168.22.5 version 2c N C NAC
PADDYWHACK

|
I- SNIP

!

ntp cl ock-period 36028450

ntp source LoopbackO

ntp server 192.168.254.1 version 2 prefer
end

F4ANIELI=232 A4 Y FHFEELTVBERE

I— SNIP -
!

host name 6504- DI STRI BUTI ON
!
boot - st art - mar ker

boot system di skO: s72033- advi pservi cesk9_wan-ne. 122-
33. SXH2a. bin

boot - end- mar ker

|
|
no aaa new- nodel
clock tinmezone EST -5

cl ock sumer-time EST recurring
!

- SNIP -
!
ip vrf DRTY
description D RTY_VRF_FOR NAC
rd 10:1
!
ip vrf GUESTS
descripti on GUESTS VRF_FOR_VI SI TORS
rd 30:1

!
i pv6 nfib hardware-swi tching replication-node ingress
vt p domain cnpd
vtp node transparent
no ms acl tcam share-gl oba
ms netflow interface
noms flowip
no ms flowipv6
ms cef error action freeze
!
!
r edundancy

keepal i ve- enabl e

node sso

mai n- cpu

aut o- sync runni ng-config

spanni ng-tree node pvst
no spanni ng-tree optim ze bpdu transm ssion
spanning-tree extend systemid
di agnostic cns publish cisco.cns. device.diag_results




di agnostic cns subscribe cisco.cns. device. di ag_conmands
|
vlan internal allocation policy ascending
vl an access-log ratelinmt 2000

!
|
|

vlian 11

name CAS_DI RTY

!
vlan 21

name CAS_CLEAN

!
vlan 22

name SERVER VLAN

!

interface Tunnel 0

ip vrf forwarding GUESTS

i p address 192. 168. 38. 1 255. 255. 255. 252
tunnel source LoopbackO

tunnel destination 192.168.254.3

!

i nterface LoopbackO

i p address 192. 168. 254. 1 255. 255. 255. 255
!
- SNIP -
!
interface FastEthernet3/1

descri pti on CONNECTI ON_TO _3750_ACCESS
no i p address

speed 100

dupl ex ful

nterface FastEthernet3/1.10

description D RTY_VRF_TRANSI T

encapsul ati on dot 1Q 10

ip vrf forwarding DI RTY

i p address 192.168.10.1 255. 255. 255. 252

ip verify unicast source reachable-via rx allow default

nt erface FastEt hernet3/1.20

description CLEAN_TRANSI T

encapsul ati on dot 1Q 20

i p address 192. 168. 20. 1 255. 255. 255. 252

nterface FastEthernet3/1.30

description GUESTS_TRANSI T
encapsul ati on dot 1Q 30

ip vrf forwarding GUESTS

i p address 192. 168. 30. 1 255. 255. 255. 252

nterface FastEthernet3/2
description CAS1_DI RTY
swi t chport

swi tchport access vlan 11
swi tchport node access
speed 100




dupl ex ful
spanni ng-tree portfast
spanni ng-tree bpduguard enabl e

nterface FastEthernet3/3
description CAS2_DI RTY
swi t chport

swi tchport access vlan 11

swi tchport node access

speed 100

dupl ex ful

spanni ng-tree portfast

spanni ng-tree bpduguard enabl e

nterface FastEthernet3/4
descripti on CAS1_CLEAN
swi t chport

swi tchport access vlan 21

swi tchport node access

speed 100

dupl ex ful

spanni ng-tree portfast

spanni ng-tree bpduguard enabl e

nterface FastEthernet3/5
descri pti on CAS2_CLEAN
swi t chport

swi tchport access vlan 21

swi tchport node access

speed 100

dupl ex ful

spanni ng-tree portfast

spanni ng-tree bpduguard enabl e

nterface FastEthernet3/6
description CAM

swi t chport

swi tchport access vlan 22

swi tchport node access

speed 100

dupl ex ful

spanni ng-tree portfast

spanni ng-tree bpduguard enabl e

- SNIP -

nterface FastEt hernet 3/48

descri pti on CONNECTI ON_TO THE_WORLD

i p address 192. 168.28. 1 255. 255. 255. 252
speed 100

dupl ex ful

nterface Vlanl
no i p address
shut down

nterface Vlanll

description NAC DI RTY

ip vrf forwarding DI RTY

ip address 192.168.11.1 255.255.255.0




interface VIl an21l

descripti on NAC_CLEAN

i p address 192.168.21.1 255.255.255.0
|
interface VI an22

descri pti on SERVER _VLAN

i p address 192. 168.22.1 255.255.255.0
|
router eigrp 1

redistribute static

network 192.168.20.0 0.0.0.3

net work 192.168.21.0
net work 192.168.22.0
net work 192.168.28.0
net work 192.168.29.0
network 192.168.254.1 0.0.0.0
no aut o- sunmary

|

address-famly ipv4d vrf GUESTS

network 192.168.30.0 0.0.0.3

network 192.168.38.0 0.0.0.3

no aut o- sunmmary

aut ononous- system 30

exit-address-famly
|

0.0.0.3
0.0.0.3

address-fanmily ipv4d vrf DIRTY
redistribute static

network 192.168.10.0 0.0.0.3
network 192.168.11.0

no defaul t-information out
no aut o- sunmary

aut ononous- system 10
exit-address-famly

|
router bgp 1

no synchroni zati on

bgp | og- nei ghbor - changes

nei ghbor 192.168.254.3 renote-as 1

nei ghbor 192. 168. 254. 3 updat e- sour ce LoopbackO

no aut o- sunmary

|
ip classless
ip route 192.0.2.1 255.255.255.255 NullO
ip route 192.168.100.0 255.255.255.0 192. 168. 21. 10
iproute vrf DIRTY 0.0.0.0 0.0.0.0 192.168.11.2
|
!
- SNIP -
!
ntp source LoopbackO
ntp nmaster 2
|
end

ST aA—F142T
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