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BRIE, AEAEICSANOEZERAT R —BNEEETHY., VE—RNTIEA
VPN(RAVPN)Z2EE A O SSLAERAE X° Zero Trust Network Access(ZTNA) P 7S A TV ABEDEE
TEBTTVT—23VICFIRTT, cnSOT7VT—23 20T, BEBBRAANVEREL
FIP7 RLAZREICHR—RTRLEHIC, EROSANEZSCHAABNBEILCED N &<
HVET,

Cisco Firepower Management Center(FMC)Z EDY —I)LX FDMNOCSRIZ T XL —XICK>THE
RENLIAAEBRERCSR)ICEK., BE. F7AIILRNTREBROSANEZEMT S A7 3>
HFEENTLVERA, COFIRICKY), EAEICEETNBSANEN1D2EFICEY, BROXY
RO—ORBEOEHZB/LEIT_ENTEEE A,
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COFRERBIDLDIC. HERETNDTTO—FE. OpenSSLEENY —)LZEM L TSANTE
ZCSRICEEEMTADETT, chiCkY, FIAL/BCANCSRICBRTDRIC. ERE N BIL
BEICHERZSANIRNIAEENDELSICHEYET, COTOLADEE, OpenSSLEﬁE’E

EEITHH, SANEZIBETZEYEA 74F¥21L -3 774N FERATHETT,
DESIC, CSRIFSANHLRZARMICHKZIAT =S, CARMSEICSU TEHROSANZ ST A

EZRITTEEXT,
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openssl| genrsa -out <key_name>.key 4096 1Y > R&ZFEAL £9,

<#root>
root@hostl:/home/admin/certificate#

openssl genrsa -out privatekey. key 4096

ATV T 2:B’ET7AINDERK
CDT7F7AIICIE, CSRICEDHDSANEZIEELET,

1.<config_file_name>.confE WS BHIDRET7 7ML EZEHKL. TFARNIFA X THRELEXT
o &R, <config_file_name>.confdN > REVIMTEITLET (HOTFANIF 1 R%EFEH
TEEXT ),



<tfroot>

vi m confi g. conf

2. RODABZEML, 7L—AKRIAEZ, RBOMBPEOFMLE ., [alt_names]EV> 3> DT
OEMOSANI NUICEEBAET,

<#root>

[ req ]

default_bits = 4096

default_nd = sha256

pronpt = no

di stingui shed_nane = req_di sti ngui shed_nane

reg_extensions = v3_req

[ reg_distinguished_nane ]

countryName =

st at eOr Provi nceNane =

| ocalityNane =

organi zati onNane =



or gani zati onal Uni t Nane =

commonNane =

[ v3.req ]

subj ect Alt Nane = @l t_nanes

[ alt_names ]
DNS. 1 =

DNS. 2

DNS. 3

DNS. 4



ATV 3 MEBEF—EAT74Fx2L—232T774)N2EHALECSROER

DBIER L IMEZEFXF—ERE7 74N Z2FEMAL, OYX > Ropenssl req -new <key_name>.key -
config <conf_name>.conf -out <CSR_Name>.csrCCSRZEK L £

<{froot>

openssl req -new -key privatekey. key -config config.conf -out CSR csr

N CcoOvURERGTRLER. REF—EOVTAFIL—2 3V TFALFALT
ALORNCHBDCEERBLTLIIE W,

N REETTDE, <CSR name>.csr7 7AINWN T ANFICRTENETT, Chik, BEEZOD
EOIZCAH—NICEETHIUEN HBDCSR77A4ILTT,

A

openssl req -text -noout -verify -in CSR.csrAY > RZ321TL T, CSRTSANDEN'FEATEETH
DOELEWELET,

<{froot>

root@FTD1:/home/admin/TZSANValue# openss] req -text -noout -verify -in CSR.csr

verify OK

Certificate Request:

Data:

Version: 1 (0x0)

Subject: C = US, ST = California, L = San Francisco, O = Cisco, OU = VPN, CN = <Domain Name>
Subject Public Key Info:



PubTlic Key Algorithm: rsaEncryption
(4096 bit)

RSA Public-Key:

ModuTlus:

00:
c8:
a3:
64:
76:
78:
45:
c4:
78:
8d:
90:
97:
cc
48:
86:
9c:
58:
cf:
01:
02:
52:
c3:
39:
b0:
26:
a8:
39:
a5:
84:
65:
60:
15:
42:
77:
e2:

Requested Extensions:

de:
a3:
b9:
e2:
31:
c7:
05:
4d:
98:
c7:
9d:
bd:
:ab:

44

03:
4e:
52:
d5:
ce:
5a:

7cC

ce:
05:
99:
d5:
di:
cc:
25:
5c:
la:
14:
e0:
49:
91:
bb:
Exponent:

6a:
2e:
a3:
9a:
c4:
86:
e6:

11

36:
b0:
04:
8c:
f8:
:78:
bl:
83:
23:
d5:
6f:
bl:
:f5:
94:
c2:
44:
74:
01:
6b:
e8:

4

6¢:
cO:
37:
97:
bb:

83

85:
b6:
3b:
70:
Oa:
71:
b4 :
:7¢C:
25:
dd:
c2:
a3:
85:
ae:
c3:
de:

4a

7C:
ce:
84:
62:
42:
1b:
7d:
5d:
b4 :
3a:
2c:
:78:
ba:
c7:
c3:
ff:
b8:

c6:

74

f4:
53:
e8:
e9:
ca:
01:
89:
29:
cf:
fe:
fd:
82:
fa:
97:
:6f:
49:
61:
73:
25:
35:
27:
e9:
43:
2C:
39:
3a:
6f:
4a:
dd:

f4

23:
52:

1b:
163:

c7

9b:
ce:
46:
26:

4a

a3:
b7:
b8:
77:
c8:
dd:
fc:
7a:
78:
12:
c3:
8b:
cd:
6a:
04:
55:
c4:
63:
ff:
52:

fl

el:
e0:
red:
76:
24:

33:
Oc:
:52:
68:
de:
ds:
39:
:d5:
52:
4a:
66:
30:
c6:
e6:
Se:
cO:
e4:
el:
as5:
31:

17

13:
4f:
ce:
ba:
40:
cl:
b2:
164:
cO:
61:
a3:
80:
ad:

8c:
4e:
9d:
88:
61:
70:
b9:
b9:
1c:
e7:
8e:
52:
c2:
96:
db:
el:
7f:
9c:
aa:
94:
teb:
ac:
67:
ca:
9c:
46:
aa:
de:
55:
cf:
34:
c0:
S5b:
c5:

14:
ad:
f2:
f1:
8f:
88:
8e:

bf

63:
41:
8c:
6c¢:
88:
cb:
7c:
18:

f7

ef:
bb:
1d:
7a:
db:
bc:
bd:
25:
8f:
c5:
f5:

2a

22:
77:
69:
Ob:
86:

65537 (0x10001)
Attributes:

X509v3 Subject Alternative

DNS:

a4:
05:
02:
92:
fb:
cO:
42:
1b7:
8a:
76:
50:
38:
39:
eb:
79:
70:
:ch:
24:
98:
00:
1d:
76:
22:
cO:
6¢:
9a:
80:
03:
:f0:
cc:
ab6:
52:
cd:
8e:

Sb:

24

ff:
le:
le:
c6:
6d:
Se:
40:
cc:
Se:
30:
42:
15:
bf:
ba:
b6:
83:
45:

4b

c3:
ac:
58:
42:
of:
e2:
di:
76:
b0:
cd:
dé6:
78:
Se:
9b:

Name:

Ob:
:bd:
67:
09:
02:
0d:
de:
f6:
f6:
b5:
3d:
10:
e7:
13:
54:
ds:

2f

Oe:
d3:
:96:
0d:
fc:
1d:
26:
b9:
34:
ed:
26:
le:
e8:

CccC

38:
2f:
18:

f8:
16:
49:
9c:
f9:
93:
43:
a8:
6f:
ar7:
26:
e8:
7d:
3e:
06:
f8:
:be:
80:
f1:
60:
53:
9d:
91:
9c:
2e:
02:
66:
be:
23:
59:
1c2:
b7:
7e:
e0:

fb:
ad:
of:
fc:
ab6:
83:
92:
2d:
84:
87:
75:
ag:
41:
al:
54:
20:
59:
94:
26:
c6:
23:
8d:
b4:
f8:
59:
00:
15:
9d:
3c:
ce:
Se:
b3:
30:
2e:

5a:
cc:
cc:
34:
57:
ae:
a7:
4a:
b3:
ca:
ea:
9f:
51:
e3:
dc:
69:
db:
48:
99:
55:
8f:
al:
85:
88:
91:
81:
94:
8f:
b6:
75:
Se:
d7:
c7:
ea:



Signature Algorithm: sha256WithRSAEncryption

60:9b:12:b8:1f8:e8:07:3f:d7:e7:73:f9:4e:d4:a9:28:7f:1d:
30:44:2b:16:88:dc:d6:01:39:ee:c0:06:71:61:90:ad:b4:c3:
fO:ea:eb:bb:4f:8b:11:68:fe:3c:24:ae:ab6:bc:cbh:68:4a:21:
77:bb:85:37:91:a3:fa:0c:ee:ce:bl1:78:5f:fc:cb:d5:c6:2a:
ae:2d:41:df:0f:3d:d4:eb:8e:83:4c:8c:10:d0:81:42:62:0c:
€6:19:el:2e:14:ef:46:cd:32:20:64:1a:0d:32:44:57:b7:3d:
76:f3:4c:b9:61:51:a26:20:cf:6d:37:ca:b6:b3:4e:ea:36:16:
bb:a9:ec:8a:6d:5b:a0:c8:1a:fe:b5:8c:08:86:7f:c5:a9:f1:
d9:2c:7e:5a:f4:ca:e8:c2:4b:44:70:35:e2:80:ea:ad:12:7c:
70:5e:2c:c9:1f:db:9b:0e:f7:cf:68:a3:93:da:33:18:f2:6¢C:
8e:4f:2b:ed:04:9d:c0:58:2e:66:d6:dc:25:30:6c:19:54:a2:
9f:68:7d:e7:63:d7:a9:db:6b:6e:e5:53:b4:27:84:98:dc:bc:
65:47:25:ae:7e:02:62:5c:c8:da:83:34:4e:5b:52:5d:5b:76:
bc:47:8f:cc:57:e0:b8:55:2b:6b:78:b0:el1:04:4a:1b:4b:20:
6d:e3:01:06:58:99:1c:1d:15:fb:2b:48:9a:bl:ad:84:fc:ed:
b2:31:98:5d:22:97:26:69:0e:e6:0d:b4:2c:9b:40:7a:34:99:
€9:11:40:66:79:e1:0c:a9:7d:e7:47:bb:96:59:5a:af:f4:b3:
dc:73:5e:dc:8b:f5:97:88:b3:9d:0f:e0:fb:8a:63:a6:1e:af:
af:19:ea:c6:33:2a:97:a9:fl:bd:cf:67:54:5c:30:bf:1e:5b:
1c:68:9f:ba:91:4b:2f:3a:05:c5:be:43:fc:1a:0c:el:32:29:
2a:08:04:a7:00:32:33:5b:19:56:17:61:e3:8d:7d:a3:b2:f9:
a8:9d:24:a6:9c:9c:ab:12:09:c3:b3:12:db:8b:8b:39:5b:f8:
09:5e:a0:48:eb:e0:8e:f3:cb:83:d2:89:43:¢c4:64:06:30:ec:
fa:69:ed:96:08:67:b0:20:48:d8:e9:b2:1e:1b:66:0b:80:3e:
81:0e:cd:2b:a6:5e:07:de:40:b1:70:bd:b8:fb:bf:30:ad:b9:
66:6b:a2:48:da:4e:27:ab:ae:06:13:ec:61:1f:79:bc:eb6:cl:
4a:ef:75:f4:al1:bf:28:3d:f2:99:de:f3:71:84:cf:1c:58:17:
4d:66:97:8a:fe:f9:1c:77:ab:5d:b2:d9:20:93:ff:a3:c2:7c:

CARRELR A S BENMNEAAEN RENIZS, AIAEFEZHRAEE T, DetailsXZ1—ICBEL.,
Subject Alternative NamesZ B D7 & ¥, FIEAE B DSANEZHERTEET,



g Certificate

General Certification Path

Show:  <all= o

Field Value

: Issuer Footh.1l CA, 52, mex, mex, d...
:=1|Valid from Friday, July 12, 2024 10:26:3...
=1 Valid to Monday, July 12, 2027 10:26:...
:=1| Subject example,com, VPM, Cisco, San...
= | Public key RSA (4096 Bits)

== P T

<5AM Walue List>

DMS Mame =<5AM Yalue 1=
DMS Mame=<5AN Value 2=

DMS Mame =<SAN Value 3=
DMS Mame =<SAMN Value 4=

Edit Properties... Copy to File...

QK
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
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