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1.3 FFA. PHOYTA VT AAA)ZEBHMICL, BEL, FAVARNEREL, O—HLT—
ER—ALLI-—HRBZEMLET,

aaa new-model

|

aaa authentication Togin default Tocal
aaa authorization exec default Tocal

aaa authorization network default Tocal
1

username test password ciscol23

2. O0—AIINBARADIDIEEAEN 1 AR =IILeahTVWERVHEEEFE. NTARNRA MNZERLE
T, SIAZEDERDOFMHICOVTIE., TPKIQSIAZEDRF. #S5BLTLKEEL,

crypto pki trustpoint SSL

enrollment mode ra

enrollment url http://x.x.x.x:80/certsrv/mscep/mscep.dll
subject-name cn=sslvpn.cisco.com

revocation-check cri

rsakeypair SSL-Keys

3.SSL7OR—HILZREL KT,

crypto ss1 proposal SSL_Proposal
protection rsa-3des-ede-shal rsa-aesl28-shal

4. SSLARVZ—ZREL., SSLT7OR—HFILEPKING AN RSV hE2HTHLET,

crypto ss1 policy SSL_Policy
ss1 proposal SSL_Proposal
pki trustpoint SSL sign
ip address local y.y.y.y port 443
no shut

y.y.y.yl& GigabitEthernet0/0/0DIP7 RL AT ¥,

5 (FA7232V)ATVY MR ZRILVCERTZIEET IV ELAVARNEZRELET, COT It


https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943

AVARE, VPN RLZNLTT IV EATAEBREERY ND—ITERENET, T77)
RTE. AZUY RRURIFBEEATVEWVEE, IXTORZ 71 Y JRVPNRI X)L
(ZILR2XRIL) Z2BBLET,

ip access-Tlist standard split_tunnel_acl
10 permit 192.168.10.0 0.0.0.255

6. IPVA7 RLAZ7—IL&EERKLET,

ip local pool SSLVPN_POOL 192.168.20.1 192.168.20.10

ERENZIPT RL A7 — )L, AnyConnectiE# A" B Zh U 7=BRIC. AnyConnectZ 24 7> NI
IPv47 RL AZZIVEHTET,

7. 7—K7Zv<10OwebvpnT 1 L ¥ K J TRIZAnyConnectA Y RT > R4 X—<(webdeploy) %
F7Yy7O—RL, 924728707740 Z2)—3207—KN75Yv22IC7Yy7O0—RLET

o

mkdir bootflash:webvpn

Anyconnect/\Y 77— .

copy tftp: bootflash:webvpn:

9ZATR7O774)

copy tftp: bootflash:

AnyConnectf X—2 &0 TA T RTO77AINZEEERICERLET,

crypto vpn anyconnect bootflash:/webvpn/anyconnect-win-4.10.04065-webdeploy-k9.pkg sequence 1



!
crypto vpn anyconnect profile sslvpn_client_profile bootflash:/sslvpn_client_profile.xml

8.FFAIRUS—ZRELKRT,

crypto ss1 authorization policy SSL_Author_Policy
rekey time 1110

client profile sslvpn_client_profile
mtu 1000

keepalive 500

dpd-interval client 1000

netmask 255.255.255.0

pool SSLVPN_POOL

dns 8.8.8.8

banner This is SSL VPN tunnel.

route set access-1list split_tunnel_acl

IP7’—JL. DNS, A7 VY RRURIVARNEEFRARI S —THEEEINET,

Q. RETIVEAA 2V E—T IAAOIO—Z I nORETTL—RERELET,

interface Virtual-Templatel type vpn
ip unnumbered GigabitEthernet0/0/0
ip mtu 1400
ip tcp adjust-mss 1300

unnumbered X > R, FRES hiz4 > 2 —7 I 4 A(GigabitEthernet0/0/0)A*'SIP7 RL AZE
BL, TOAEZ—TIAATIPUIL—FT A TN EMIBED>TVWET,
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10.SSL7O7 7 AN EREL., ZO7O7 74 IO TICHERE NIZSSLRU > —%,
BANTXA—EBLPRBTVTL—hEe—HEHEET,

crypto ss1 profile SSL_Profile

match policy SSL_PoTicy

aaa authentication user-pass Tist default

aaa authorization group user-pass Tist default SSL_Author_Policy
authentication remote user-pass

virtual-template 1

M. HTTPEF 27— N—ZEMILET,



no ip http secure-server

AnyConnectZ’O7 7 AN IF 1 2% EAL T, AnyConnectZ’O7 7 AL ZEKLFT. XMLY
A77A4ILOAZRY MNSBRAICRHEhET,
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CCTR, RENFNERICHELTLIHESHERRELET,

1. AnyConnectiE#H DSSLEHR/N T X — X ZHFEL £ T,

<ttroot>

sslvpn# show crypto ssl session user test

Interface : Virtual-Accessl
Session Type : Full Tunnel
Client User-Agent : AnyConnect Windows 4.10.04065

Username : test Num Connection : 1

Public IP : 10.106.52.195

Profile : SSL_Profile

PoTlicy : SSL_Policy

Last-Used : 00:03:58 Created : *05:11:06.166 UTC Wed Feb 22 2023
Tunnel IP : 192.168.20.10 Netmask : 255.255.255.0

Rx IP Packets : 174 Tx IP Packets : 142

2.8SLEY S a > DAT—RAEERELET,
<tfroot>

sslvpn# show crypto ssl session

SSL profile name: SSL_Profile
Client_Login_Name Client_IP_Address No_of_Connections Created
test 10.106.52.195 1 00:03:32

B.TUT A7 RERO N RIKETERE®ELET,

<tfroot>

sslvpn# show crypto ssl stats tunne

Last_Used
00:03:32



SSLVPN Profile name : SSL_Profile
Tunnel Statistics:

Active connections i1

Peak connections 1 Peak time : 5d12h

Connect succeed : 10 Connect failed : 0O
Reconnect succeed : 38 Reconnect failed : 0

IP Addr Alloc Failed : 0 VA creation failed : 0

DPD timeout : 0

Client

in CSTP frames : 129 in CSTP control : 129

in CSTP data : 0 in CSTP bytes : 1516

out CSTP frames 1 122 out CSTP control : 122

out CSTP data : 0 out CSTP bytes : 1057

cef in CSTP data frames : 0O cef in CSTP data bytes : 0
cef out CSTP data frames : 0O cef out CSTP data bytes : 0
Server

In IP pkts : 0 In IP bytes : 0

In IP6 pkts : 0 In IP6 bytes : 0

Out IP pkts : 0 Out IP bytes : 0

Out IP6 pkts : 0 Out IP6 bytes : 0O

TNCEENTSNERBTIVEAAM D E—TIAACERAENATVEZEBROREZ
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4. 954
BRL

3
G

<#root>

sslvpn# show derived-config interface virtual -access 1

Building configuration...

Derived configuration : 171 bytes

|

interface Virtual-Accessl

description ***Internally created by SSLVPN context profilel***
ip unnumbered GigabitEthernet0/0/0

ip mtu 1400

ip tcp adjust-mss 1300

NZ7Ia—h
ZoTH, BEORS TN 1—FA VI ERATERBRERLET.

1.ANY RIVRASNETSDSSLT/NY T

debug crypto ss1 condition client username <username>
debug crypto ss1 aaa

debug crypto ss1 aggr-auth message

debug crypto ss1 aggr-auth packets

debug crypto ss1 tunnel errors

debug crypto ss1 tunnel events



debug crypto ss1 tunnel packets
debug crypto ss1 package

2. SSLEHDOBEZ RS TIN1—FT 120932 EHOVLKD2AOEMIT R ;

show crypto ss1 authorization policy

show crypto ss1 diagnose error

show crypto ss1 policy

show crypto ss1 profile

show crypto ss1 proposal

show crypto ss1 session profile <profile_name>

show crypto ss1 session user <username> detail

show crypto ss1 session user <username> platform detail

HOH OH K KR H W R

3. AnyConnect7 24 7~ M #* 5 ODART,


https://community.cisco.com/t5/security-knowledge-base/how-to-collect-the-dart-bundle-for-anyconnect/ta-p/3156025
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