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Container

eth 'Teth:% ~eth2

VPGO VPG1

G0/0/0 GO/0/1

ISR 1K

RE

ATYT1R—=RNTIN—T D%

Router#config-transaction

Router (config)# interface VirtualPortGroupl
Router (config-if)# description Management Interface
config-if)# ip address 192.168.1.1 255.255.255.252

config-if)# no shutdown

Router
Router

Router (config-if)# exit

Router (config)# interface VirtualPortGroupl

Router (config-if)# description Data Interface

Router (config-if)# ip address 192.0.2.1 255.255.255.252
Router (config-if)# no shutdown

Router (config-if)# exit

AFY72EBY—EAOT 7471, BE. EEOIIY k

Router (config)# iox

Router (config)# app-hosting appid utd

Router (config-app-hosting) # app-vnic gatewayO virtualportgroup 0 guest-interface 0
Router (config-app-hosting-gateway)# guest-ipaddress 192.168.1.2 netmask 255.255.255.252
Router (config-app-hosting-gateway)# exit



Router (config-app-hosting) # app-vnic gatewayO virtualportgroup 1 guest-interface 1
Router (config-app-hosting-gateway) # guest-ipaddress 192.0.2.2 netmask 255.255.255.252
Router (config-app-hosting-gateway)# exit

Router (config-app-hosting)# app-resource package-profile low
Router (config-app-hosting) # start
Router (config-app-hosting) # exit

Router (config) # exit

Uncommitted changes found, commit them? [yes/no/CANCEL] yes

ATYT3REY—EADRE

Router#app-hosting install appid utd package bootflash:secapp-
utd.17.03.03.1.0.13_8SvV2.9.16.1_XE17.3.aarché64.tar

ATY74UTD (Y—ERTL—2 ) ORE

Router (config)# utd engine standard

Router (config-utd-eng-std)# logging host 10.12.5.100
Router (config-utd-eng-std)# logging syslog
Router (config-utd-eng-std)# threat-inspection

Router (config-utd-engstd-insp)# threat protection [protection, detection]

Router (config-utd-engstd-insp)# policy security [security, balanced, connectivity]

Router (config-utd-engstd-insp)# logging level warning [warning, alert, crit, debug, emerg, err,
info, noticel]

Router (config-utd-engstd-insp)# signature update server cisco username cisco password cisco

Router (config-utd-engstd-insp)# signature update occur-at daily 0 O

X0k FHEORI_ &) Snortas IPSH, EEDOEIZK H/Snort as IDSABRIZZEV) E
9,

ATFYZ5UTD (F—&7L—> ) OFKE

Router (config)# utd
Router (config-utd)# all-interfaces

Router (config-utd)# engine standard

(
(
(
Router (config-engine)# fail close

X : failopenlt T 7 # )L NERET T

R

R—=KITIL—=TDIPTRLAREAYB—T T4 ADREDOHET

Router#show ip int brief | i VirtualPortGroup
Interface IP-Address OK? Method Status Protocol
VirtualPortGroup0 192.168.1.1 YES other up up
VirtualPortGroupl 192.0.2.1 YES other up up

R— KT I —TRE DR

interface VirtualPortGroupO
description Management interface

ip address 192.168.1.1 255.255.255.252
no mop enabled



no mop sysid

1

interface VirtualPortGroupl
description Data interface

ip address 192.0.2.1 255.255.255.252
no mop enabled

no mop sysid

RIS — B ARRE DR

g

Router#show running-config | b app-hosting
app-hosting appid utd

app-vnic gateway0 virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.1.2 netmask 255.255.255.252
app-vnic gatewayl virtualportgroup 1 guest-interface 1
guest-ipaddress 192.0.2.2 netmask 255.255.255.252
app-resource package-profile low

start

Fstart AN RABETDCEEBBELTLSEEL,
KL, BBLEL A,

BB —EATIT1AR=232%Z#FELET,

Router#show running-config | i iox
iox

X ioxFREF—ERETOT14TICLET,

UTDSRE (H—ERTL—YBLOEF—RTL— ) QRS

Router#show running-config | b utd
utd engine standard

logging host 10.12.5.55

logging syslog

threat-inspection

threat protection

policy security

BELBEWERRE, 7OT 174N

signature update server cisco username cisco password BYaO\HCA\XYQXVRRfaabbDUGae]

signature update occur-at daily 0 0
logging level warning

utd

all-interfaces

engine standard

fail close

T7ITr—232KRAT 4 IREOHE

oyl
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Router#show app-hosting list
App id State

utd RUNNING

T7VTr—232KRAT AT OREZFATHEIELERT

Router#show app-hosting detail



*May 29 16:05:48.129: VIRTUAL-SERVICE: Received status request message

*May 29 16:05:48.129: VIRTUAL-SERVICE: Received status request message for virtual service (utd)
*May 29 16:05:48.129: VIRTUAL-SERVICE [utd]: cs send request: Sending CSReqg type 4 (1),
transid=12

*May 29 16:05:48.129: VIRTUAL-SERVICE [utd]: cs send request: Sending CSReqg type 5 (3),
transid=13

*May 29 16:05:48.129: VIRTUAL-SERVICE [utd]: cs send request: Sending CSReqg type 5 (4),
transid=14

*May 29 16:05:48.129: VIRTUAL-SERVICE: Delivered Virt-manager request message to virtual service
'utd!

*May 29 16:05:48.184: VIRTUAL-SERVICE [utd]: cs callback string info result: containerID=1,
tansid=12, type=4

*May 29 16:05:48.184: VIRTUAL-SERVICE [utd]: cs response callback for 1, error=0
*May 29 16:05:48.188: VIRTUAL-SERVICE: cs callback addr info result, TxID 13
*May 29 16:05:48.188: VIRTUAL-SERVICE: convert_csnet_to_ipaddrlist: count 2

*May 29 16:05:48.188: VIRTUAL-SERVICE: csnet_to_ipaddrlist: Num intf 2

*May 29 16:05:48.188: VIRTUAL-SERVICE [utd]: Calling callback

*May 29 16:05:48.188: VIRTUAL-SERVICE [utd]: cs response callback for 3, error=0
*May 29 16:05:48.193: VIRTUAL-SERVICE: cs callback addr info result, TxID 14
*May 29 16:05:48.193: VIRTUAL-SERVICE: convert csnet to rtlist: route count: 2
*May 29 16:05:48.194: VIRTUAL-SERVICE [utd]: Calling callbackApp id : utd

Owner : ioxm

State : RUNNING

Application

Type : LXC

Name : UTD-Snort-Feature

Version : 1.0.13_Sv2.9.16.1_XE17.3

Description : Unified Threat Defense

Path : /bootflash/secapp-utd.17.03.03.1.0.13_SvV2.9.16.1_XE17.3.aarch64.tar
URL Path

Activated profile name : low

Resource reservation
Memory : 1024 MB
Disk : 711 MB

CPU : 33 units

VCPU : O

Attached devices

Type Name Alias

Disk /tmp/xml/UtdIpsAlert-IOX

*May 29 16:05:48.194: VIRTUAL-SERVICE [utd]: cs response callback for 4, error=0

*May 29 16:05:48.194: VIRTUAL-SERVICE [utd]: Process status response message for virtual service
id (1)

*May 29 16:05:48.195: VIRTUAL-INSTANCE: Message sent for STATUS TDL response: Virtual service
name: u Disk /tmp/xml/UtdUrlf-IOX

Disk /tmp/xml/UtdTls-IOX

Disk /tmp/xml/UtdAmp-IOX

Watchdog watchdog-238.0

Disk /opt/var/core

Disk /tmp/HTX-IOX

Disk /opt/var

NIC ieobc_1 ieobc

Disk _rootfs

NIC dp_1_1 net3

NIC dp_1_0 net2

Serial/Trace serial3



Network interfaces

ethO:

MAC address : 54:e:0:b:c:2
Network name : ieobc_1

eth2:

MAC address : 78:c:f0:fc:88:6e
Network name : dp_1_0

ethl:

MAC address : 78:c:f0:£c:88:6f
IPv4d address : 192.0.2.2
Network name : dp_1_1

climgr UP 0Y 1w 3D 1:14:35 2

logger UP OY 1w 3D 1: 1:46 0

snort_1 UP 0Y 1w 3D 1: 1:46 0

Network stats:

eth0: RX packets:2352031, TX packets:2337575
ethl: RX packets:201, TX packets:236

DNS server:
nameserver 208.67.222.222
nameserver 208.67.220.220

Coredump file(s): lost+found

Interface: eth2

ip address: 192.0.2.2/30
Interface: ethl

ip address: 192.168.1.2/30

Address/Mask Next Hop Intf.

0.0.0.0/0 192.0.2.1 eth2
0.0.0.0/0 192.168.1.1 ethl

NSTNa1—F12T
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3.ISRN—RIJIT7EFINE8GCGBDRAMD A ZHR—KLTWA L ZMRBLET

4. 10SXEY 7 R T F7 &EUTD Snort IPSEngineV 7RI T (tar7 74) ) QUTDZ7 7 ALY

IOSXEV7 RIVITE—HBIRIVENHBDEZHIALET, 1AM —IHKBL THEEMY
BVATREREN HYEXT

EF VIR IDITR, ROV OZFERALTAIO0—RTEET,
https://software.cisco.com/download/home/286315006/type

5.ioxB & Ustat ANV REFEAL TUTDY—ERAZT7IO9F 1 LB LUVOBEKBTAHEEERELE
T cOIANVRIFEFIE20D "E, O3 O TICRFENET

6. Snortd 7 U 7 1 X—=< 3 > %\ [show app-hosting resource]Zf£EA L T, UTDH—E AIZE|V)


https://software.cisco.com/download/home/286315006/type
https://software.cisco.com/download/home/286315006/type

HToNLDY—AZKRIAL KT

Router#show app-hosting resource
CPU:

Quota: 33 (Percentage)
Available: 0 (Percentage)
VCPU:

Count: 2

Memory :

Quota: 3072 (MB)
Available: 2048 (MB)
Storage device: bootflash
Quota: 1500 (MB)
Available: 742 (MB)

7.8nortOTF VT 4R—=>3 2%, ISROCPUBRUXEUFEHEZBRELET, OV R T
show app-hosting utilization appid utd, =R L T, UTDOCPU, XEU, BLVOFT1 AV EH
REERTEXRT

Router#show app-hosting utilization appid utd
Application: utd

CPU Utilization:

CPU Allocation: 33 %

CPU Used: 3 %

Memory Utilization:

Memory Allocation: 1024 MB
Memory Used: 117632 KB
Disk Utilization:

Disk Allocation: 711 MB
Disk Used: 451746 KB

XEY, CPU, FERTFARIVOFEAENFEVWHEIE., Cisco TACICBBVWEHDELSEE L,

B.EEANRLEL BEICSnort IPSORRBHREIRETSICEF. KOOV RZEALRT,

debug virtual-service all

debug virtual-service virtualPortGroup

debug virtual-service messaging

debug virtual-service timeout

debug utd config level error [error, info, warning]

TR

Snort IPSOBAICETRZNOMO RFIXD MNIDVWTR, ROY A RZZRBLTEZL,

Gl
L

Snort IPS

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data utd/configuration/xe-16-12/sec-data-
utd-xe-16-12-book/snort-ips.pdf

ISR, ISRv, 3 &TFCSRLMSnort IPS : B X 5] E

https://community.cisco.com/t5/security-documents/snort-ips-on-isr-isrv-and-csr-step-by-step-
configuration/ta-p/3369186

Snort IPSEAH A R


/content/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-16-12/sec-data-utd-xe-16-12-book/snort-ips.pdf
/content/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-16-12/sec-data-utd-xe-16-12-book/snort-ips.pdf
https://community.cisco.com/t5/security-documents/snort-ips-on-isr-isrv-and-csr-step-by-step-configuration/ta-p/3369186
https://community.cisco.com/t5/security-documents/snort-ips-on-isr-isrv-and-csr-step-by-step-configuration/ta-p/3369186

https://www.cisco.com/c/en/us/products/collateral/security/router-security/quide-c07-
736629.html# Toc442352480
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