IOS XETHOAAAT Y RIBEHB LV FTY RZA LA
CDOWT

2E

BL®IC
BiiE%
2
FEHATRAVR—F b
NYoTZ9> RIBHR
d>74FalL—>3>
2Z

L &I

CORFIXZNTE, CiscoAS Y FTORADIUST Y RigHBEEE 7Y RE A LDRE & BE
ICOVWTRHEALE T,

AR SR

B #

- RADIUSZ O )L 0 &N
« Cisco I0S® XEMRADIUSH —/\FRE(CBE T 2 A&
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CORFIXNOBERE, KOYTRITITEN-—RIITON-VIVIEITVTUET,

« YT RIDITTIN—=23217.15.04 " B @ T % Cisco C9300-48UXM
« VY7 RNIJITN—23232HF%E T % Cisco Identity Services Engine(ISE)
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AAA Dead Server Detectiongt 2 Ff 3% & . RADIUSH—N\N'ERATREE BAEThDRRZH
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LTASTFNAANBLELEEN—F U IENZDETORNPEEBRE (VBN ) ERETEET
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time & triesD @A A’ dead-criterialC FREE N TWVWBIBE. H—/\NFY REX—VEhBDHIICEA
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A 74F21L—>3>
Cisco cat 9KA 1 ¥ F Tdeadtime® & U'dead-criteriaZiXE T Do

Switch#config terminal
Switch(config)#radius-server deadtime 2
Switch(config)#radius-server dead-criteria time 3 tries 3

BOATYTTERLETY RIAMLREEZFEAL T, A4 YFIE, 5IOFTEEL E20B O™
H—NEFYRELSLELTN—ILET, TY RZALDIBBITDE, AMYFREY—/N\%
BUOT7S547&LTY—90L. H—/NXANDRADIUSKRS 71 Y O DEEEZBRBLET,

RADIUSO T Y REA LAZIBELBEWVEBE, T7FIIMEDOAERAEZh, Y—NRELESLC
UPREIZCRY T, COBEICKY ., RADIUSH—/NOREHNT7Z Y7L, BINOFIEEDBED



RETDABRMADBYERT, BELLETY REAMLNBEBIZAICH—/NOREBZUPREICRT
2. RADIUS7’'O—7 Z8{ELFT, ChlZkl)., RADIUSH—/YA'RADIUSERIZISEL TV
PRESHEEHNICTANTEET, 7TO—T\OIEEZZRFEITHE. AM Y FIFRADIUSH
—NETFZ47ELTI—ILET,

Switch(config)#radius server RAD1

Switch(config-radius-server)#address ipv4 10.127.197.164 auth-port 1812 acct-port 1813
Switch(config-radius-server)#automate-tester username test-user ignore-acct-port probe-on
Switch(config-radius-server)#key Iselab@l23

Switch(config)#radius server RAD2

Switch(config-radius-server)#address ipv4 10.127.197.165 auth-port 1812 acct-port 1813
Switch(config-radius-server)#automate-tester username test-user ignore-acct-port probe-on
Switch(config-radius-server)#key Iselab@l23
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radius server RAD1l
address ipv4 10.127.197.164 auth-port 1812 acct-port 1813
key Iselab@123

radius server RAD2
address ipv4 10.127.197.165 auth-port 1812 acct-port 1813
key Iselab@123

aaa group server radius RADGRP

server name RAD1
server name RAD2

HMOJZRRITDEDHIC. AA Y FTradiusB & Laaa-transDF/\NY THAERICHE>TVE



Switch#set platform software trace smd switch active RO radius debug

Switch#set platform software trace smd switch active RO aaa-trans debug
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RADIUS:

Send Access-Request to 1

User-Name [1]
User-Password [2]
Service-Type [6]
Vendor, Cisco [26
Cisco AVpair [1]
Framed-MTU [12

Message-Authenticator[8

EAP-Key-Name [10
Vendor, Cisco [26
Cisco AVpair [1]
Vendor, Cisco [26
Cisco AVpair [1]
Vendor, Cisco [26
Cisco AVpair [1]
Vendor, Cisco [26
Cisco AVpair [1]
NAS-IP-Address [4]
NAS-Port-Id [87
NAS-Port-Type [61
NAS-Port [5]
Calling-Station-Id [31
Called-Station-Id [30

Started 5 sec timeout
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RADIUS: Retransmit to (10.127.19
RADIUS(00000000): Route radius P
RADIUS: authenticator c0 1f c0
RADIUS: User-Name [1]
RADIUS: User-Password [2]
RADIUS: Service-Type [6]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
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RADIUS: Framed-MTU [12
RADIUS: Message-Authenticator([8
RADIUS: EAP-Key-Name [10
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: NAS-IP-Address [4]
RADIUS: NAS-Port-Id [87
RADIUS: NAS-Port-Type [61
RADIUS: NAS-Port [5]
RADIUS: Calling-Station-Id [31
RADIUS: Called-Station-Id [30
RADIUS: Started 5 sec timeout
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RADIUS: Retransmit to (10.127.19
RADIUS (00000000) : Route radius P

RADIUS: authenticator c0 1f c0

RADIUS: User-Name [1]
RADIUS: User-Password [2]
RADIUS: Service-Type [6]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Framed-MTU [12
RADIUS: Message-Authenticator[8
RADIUS: EAP-Key-Name [10
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: NAS-IP-Address [4]
RADIUS: NAS-Port-Id [87
RADIUS: NAS-Port-Type [61
RADIUS: NAS-Port [5]
RADIUS: Calling-Station-Id [31
RADIUS: Called-Station-Id [30
RADIUS: Started 5 sec timeout
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(info): AAA/SG/TRANSAC: Server (10.12
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%RADIUS_AUDIT_MESSAGE-6-RADIUS_D
%AAA_AUDIT_MESSAGE-6-METHOD_LIST
RADIUS: Fail-over to (10.127.197

RADIUS(00000000): Route radius P
RADIUS: authenticator c0 1f cO
RADIUS: User-Name [1]
RADIUS: User-Password [2]
RADIUS: Service-Type [6]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Framed-MTU [12
RADIUS: Message-Authenticator([8
RADIUS: EAP-Key-Name [10
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: NAS-IP-Address [4]
RADIUS: NAS-Port-Id [87
RADIUS: NAS-Port-Type [61
RADIUS: NAS-Port [5]
RADIUS: Calling-Station-Id [31
RADIUS: Called-Station-Id [30
RADIUS: Started 5 sec timeout
RADIUS: Received from id 1812/49
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/sec/b_1715_sec_9300_cg/configuring_aaa_dead-server_detection.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/sec/b_1715_sec_9300_cg/configuring_aaa_dead-server_detection.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/sec/b_1715_sec_9300_cg/configuring_aaa_dead-server_detection.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/sec/b_1715_sec_9300_cg/configuring_aaa_dead-server_detection.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/sec/b_1715_sec_9300_cg/configuring_aaa_dead-server_detection.html
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