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1. ISEICHTAHAAARRAICRY ND—OTF7 VEAFNAANAD)ZRELE T, cDOHA RTIE
N IA(D Eﬁﬁﬁﬁbijo

aaa nhew-model

radius server ise3l
address ipv4 10.4.21.47 auth-port 1812 acct-port 1813
key Cisc0123

aaa server radius dynamic-author
client 10.4.21.47 server-key Cisc0123



aaa group server radius ISE
server name ise3l

aaa authentication dotlx default group ISE
aaa authorization network default group ISE
aaa accounting dotlx default start-stop group ISE

dotlx system-auth-control

2. AMYFTTFNAARNTYF VT ZRELE T,

device-tracking policy DT1
tracking enable

device-tracking tracking auto-source

3. dot1xFREEA MswitchportZg&EL, FNAARNTYF IRV —2TRYFLET,

interface TenGigabitEthernetl/11
device-tracking attach-policy DT1
authentication host-mode multi-domain
authentication order dotlx mab webauth
authentication priority dotlx mab webauth
authentication port-control auto

mab

dotlx pae authenticator

4. FZY RNI)—UDNEHE®/IETELSICROSNMPOI 1 -5 4 ESNMPRS Y S #RELET
(A723>T, RWIZ1ZFT 1 &RETEET ),

snmp-server community public RO

snmp-server community private RW

snmp-server trap-source TenGigabitEthernetl/16

snmp-server source-interface informs TenGigabitEthernetl/16
snmp-server enable traps snmp authentication Tinkdown Tinkup coldstart warmstart
snmp-server enable traps aaa_server

snmp-server enable traps trustsec authz-file-error

snmp-server enable traps auth-framework sec-violation
snmp-server enable traps port-security

snmp-server enable traps event-manager

snmp-server enable traps errdisable

snmp-server enable traps mac-notification change move threshold
snmp-server host 10.4.18.130 version 2c public udp-port 161

5. PrimeTT/NA AZEBETESDLSIC, TelnetXRLEBFSSHT VA ZRELE T,



username admin password 0 cisco!123
aaa authentication login default Tocal

Tine vty 0 4
transport input ssh
Togin authentication default

6. (F7>32 )SSHEMRTIE. RSAF—HNYETT, NADICNADA BZWEEEF. ROFIEZE
FALUTNADZELERLE T,

E D —BOTNAATEE, RSAZERTDHNCHEZHAD RXAHFBETT, BBFD
RXA2ZEEELBVRSIC, FNA AL RXAVHFREETATVWD D ES H 25D
LEXT,

ip domain-name cisco.com
crypto key generate rsa
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7. Inventory > Device Management > Network Devices > Plus sign (+) > Add Device® JE(Z#IR L
XY RND=UOFNARAZEMLET,

.lll.lll. -
asco. Prime Infrastructure

f | Inventory / Device Management / Network Devices

ice G Device G
Device Groups evice Groups

All Devices
S Admin State Groups & Sites w
Add Device
. Bulk Import ty Admin Status Device Name a P Address
All Devices
v Device Type
» Switches and Hubs No data is available
» Location (7
User Defined

ARVNIETETIREOOHXAT A=) RERODESTT,
BHRTNARA
o —f% : IPELIEDNS,
« SNMP.ROOZ1ZF A HNFYUETT, AMYF/WLCTEMSTEREL TSLEEL,
 Telnet/'SSH:ExecE— RBE KA Z—TILE—ROILF>Z v,
WLCODHE :
o —f% : IPELIEDNS,
« SNMP.ROOZ1ZTFAAYBETT, AMYF/WLCTEMSTEREL T LEEL,
COHARTR, ROZADARAMY FaFEALTVET,
i —ARSRIE



Add Device X

* General Parameters

General — / ® IPAddress | 10.88.174.226 |
O DNSName | |
* SNMP
License Level | Full v | (7]
™
Telnet/SSH . Credential Profile | --Select-- v @
[ ]
[ ] . - -
. Device Role | Select " o
HTTPHTTPS
Add to Group | --Select-- bl | (7
Civic Location
m | Verify Credentials | | Cancel
i. SNMPtE4&> 3> .
Add Device X
* SNMP Parameters
* General vy Version | y2c A ‘
* SNMP Retries | 2 |
* SNMP v [
* SNMP Timeout | 10 | (Secs)
. &
SNMP Port | 151 |
Telnet/SSH *
. * Read Community | I ‘ (7]
[ ]
HTTPHTTRS . * Confirm Read Community | — |
Write Community | R ‘ o
Civic Location Confirm Write Community | . |

m | Verify Credentials ‘ ‘ Cancel




iii. Telnet/SSHEZo> 3> :
Edit Device X

Telnet/SSH Parameters

* General 4 Protocol | §5H2 - ‘
*CLI Port | 22
* SNMP “
* Timeout | &0 (Secs)
.
Telnet’/SSH ~ +/ . Username | 54min
.
a Password (R
.
HTTR/HTTPS Confirm Password P
Enable Password | .......coeeerenenns (7]
Civic Location
Confirm Enable Password rereearere e

* Mote:MNot providing Telnet/SSH credentials may result in partial collection of inventory data.

Update & Sync Verify Credentials Cancel

8. IXNTDOHAT 1 — )L RICAHL =5, Reachabilityd & U Collection StatusH"F hEh
Green® &K U'Completed TH 3 & ZHRRL T,

© Lub Prime Infrastructure , - _

A | Inventory [ Device Management / Network Devices

Device Groups
Device Groups iy

All Devices Saleted 1
E + + v /% | ndwinSwme v | Syne Groups & Sites ¥ Expart Device Reevoke Cerlificate Show | Quick Fit
[+ Reachability Admin Stats Davice Name 4 IP Addross DNS Nama Device Type Last Inventory Collection Status
@ Managed MXC.TAC MOT-G816-010v...  10.68.174.226 i 10.58.174.226 Cisco Catalyst CE516-X-LE Fine..  Completed

9. PrimeZISELHEELE T,
i. Administration > Servers > ISE ServersDJEICBEIL £7 .

i.ROY 7RI XZ1—TAdd ISE ServerZiZIRL ., Gozo Y IULET,

© !u Prime Infrastructure O, ~ roy -ROOT-DOMAIN 3

A Administration [ Servers / ISE Servers e owm

== Select a command - v (|.Go

- Select a command -

Add ISE Semver

Delete ISE Server(s)

Nene detecied

i.gNXNTDT7 1 —)LRICAHDL, Savez VY ILET,
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E T AR R—BNRFUMBCREENTVWERTAH, ISETCHVTLVRMEOR—NZEH
LTEGZMITERT,



] I 1 I ¥ =
e aseo.  Prime Infrastructure

A | Administration / Servers / ISE Servers / Add ISE Server

Server Address 10.4.21.55
Port 443
Username admin
Password | wreeee
Confirm Password =~ | s
HTTP Connection Timeout 30 (Max:300 secs)

iv. ISEY—/R=DICRW KT, Y—NDAT—RANFEARERTE N, O—IHFRRESH
T (AEVR7OY, 7ZA4XVMNT], EeEEAZED[MNT]) .

atlvalie ] .
e tsee. Prime Infrastructure

roy - ROOT-DOMAIN L3

A  Administration [ Servers / ISE Servers e ocwQO

- Select a command - v || Go

Server Address Port Retries Version Status Role

1042155 443 1 31.0518 Reachable Primary

IV RKRAY NDRE

10. dot1x(RFC 3850)FBRAEZERITTBDLDICTIY RRA VN ERETIHEN HYVET, ZhiEk,

Cisco Network Access Manager(NAM)’E HRETIN., OSKATATHTUAV NERIATAR L
TERTEET, COREICEITDHA REZSEHDEH. ChSOFIERFEZIOHA RIZEEN
TULWEREA,

ISEDHERR

ISERENADA SRADIUSERZZEL, I—HZEREICRAELFT,

NADI(ZE. ISE > Administration > Network Resources > Network Devices TRADIUSHIZENE t,
BRESNIhZET,



1. [#4E] > [RADIUS] > [ZA4 7y 2 a ] ICBBLET,

COR—JICI—HDSAT YT IVHFRRENTVAHCEEBALET, £ 3 BHE
Prime Infrastructure&E & hF 7,

= Cisco IS Operations - RADIUS

Live Sessions

Last Updated: Thu Apr 14 2022 13:04:40 GMT-0400 (Eastern Daylight Tame)

2. Operations > RADIUS > Live Logs Tt Y > 3 IDERRELE T,

= Gisco ISt

Live Logs

Misconfigured Supplicants

W

Time Status

NAD O 5%

Operations - RADIUS

Misconfigured Network Dovicos

9]
i

Session 1D Repea_  Identity Endpoint 10

w a

[FRl CASEAEEZ000000ZF1E630A0

TaNann (Fastar Milnkt Timal

RADIUS Drops

0

Endpaint_.

Authentl...

Authoriz..

Cliont Stopped Respanding

Authoriz...

0

Event

1P Address

Ropeat Countar

Network De...

Device Port

3.NADTEYSa>vnMERIELET, v avIDiE, ISEDtEYS avIDE—BLET,

MXC.TAC.M.07-6816-01#show authentication session int Tel/1ll detail

Interface:

MAC Address:

IPv6 Address:
IPv4 Address:
User-Name:
Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Method status Tist:
Method
dotlx

TenGigabitEthernetl/11
a036.9fb9.67ea

Unknown

10.4.21.51

ivillega

Authorized

DATA

multi-domain

both

N/A
OA58AEE20000002F1E163DA0
0x00000023

0xD9000001
POLICY_Tel/11

State
Authc Success
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4. Monitor > Monitoring Tools > Clients and UsersDJEIZBE&B L £J. T RAKRA > NOMACT R
LANKRRENET,

e ule prime Infrastructure v

M  Monitor / Monitoring Tools / Clients and Users

Track Cliens Identily Unknown Users
MAC Addiess 1P Address 1P Typse Usér Nami Type &  Vendor Location Device Name Inteiface Interta... VLAN Protocel Status Association Time
"“j a0 36 b9 6T ea 1042151 IPvd ivillega i -] intel C.. Unioneren MXC TAC MO TenGagabit o 023 Dizassoci Apr D6, 2032, 12:35:29 PM

5. Chzo)v09dE, 1— v a>oFMEISEY—/NOBEHRNIRTENET,
© Ml Prime Infrastructure = _

A | Meniter { Monitoring Teols { Clients and Users | a0:36:9f.09:67 ea

Crvenview ISE Events Troubleshoot and Debug Lacation

» Attributes

» Client Attributes

Mota Mone
General Session Security
Usar Hame  Fviliga (7 $alud  [Nsassociated Authenticaling 15 ige-31
Authentication Methed 50213
MAC Address a0 36 9705 67 s VLANID 0

Auth Skstus At

VLAN Mame  Digla Mo Avadable
Austhorization Profile Name Peers

WP Address 1042

Vendor Inbertace T Ll Poture Status Lninown

Endpoit Type W Inigrface Description TrustSec Security Growp  Data Mot Avadabia

Hostname [
Media Type  VWirnd
COP Davice 1D [

Swilch Name  MXC TAC M.07-5516-01 ivil Audit Sesshon 1D (ASEAEE206000008
Windows AD Domain Dista Mel Avadabls
Switch IP Address  Dwla Mot Available
EAP Type Usiknown
Wired Speed  1Gbps

On Hetwork  No

Software Version [

Traffic
Last Accounting Time  2022-Apr-07. 224821 UTC

Bytes TufRx 00

6. COBENTIRRAIMNODEYSZIAVARNERBTHDEDHIC, TISEL EVWSIRILOD
[FWERTEHY) ETF, Prime Infrastructure N'ISEA S AR N ERMBITDEHICEATEI R A
JL—L%BIRTEET,

© b Prime Infrastr rory - RROOT-DOMAB
A | Monitor / Monitoring Tools / Clients and Users / a0:36:97:b9:67:ea @owm|[
Cverview SE | Ewents | Troubleshooland Debug | Location
w L ] Héurd w
Batisen T
Aad T
ptaed

Authentication Records
X recends
Date Status Failure Resson 1S

Ape 14, 2022 99.04 FM

Ape 142022 07:04 FM Busthy
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1. ISE & Prime Infrastructure D B D ZpingZ EAL TTFARNLET, BEHEN BVESE,
ISEXZWEPIASORNL—AIL—KEZFERALTREZRBETEET,

2. ATV TITRELLER—RHFISEMNT/ — R (F7 # ) RR—KF443 ) THLWTWBD L%
BELET,

ise-31-1/admin# show ports | include :443
tcp: 0.0.0.0:80, 0.0.0.0:19444, 0.0.0.0:19001, 0.0.0.0:443

R—KRHAHEHICUARENRTVSBIES., ISEMNTTR—RMNAFEVTVWRZEEEKRLET,

HAABVWES, REBR-KFUVARENTVEWEEE, ISEMNTTEZOR—KELU ST
TWRZLZBERLET. COXRIBHER, BIOR—MTHTA, ISEF—ATTACT—R%
=TT, R=R"F-—TEnBVEREZRETEXT,



EISEMNT/ —RIE—EHDR—NDKEFEALKT, ISEAVAR—ILHA RO T/R—bK
SR EIIVICRBENTVWEWR—RNZISEMNT/ — RTHLSFEREH I EE A,

3. AT Y 9T EL F=7R— M %& . Prime infrastructure” 5 O TelnetTTARNLE T,

prime-testcom/admin# telnet 10.4.21.55 port 443
Trying 10.4.21.55...
Connected to 10.4.21.55.

telnetT™ A N O H B A TConnected to <ISE MnT IP/FQDN>, DIFE. TANFRBILEZCEZE
BKLUET,

telnetT A MO H B A" "Trying <ISE MnT IP/FQDN>; TARAZY VL TWBEBEEIE. TARN KK
LieCceZBE®RLET, chid, FEAXY ND—OFNA ARADACLELEGE 7 74T+ —=)LI)L
—JLICBHEL TWS WREMN B Y £,
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TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD
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CETEHRULIEY,



