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F—REREITAHCLET, ORI EBRBILLET, COFHEEICKY ., TACACS+ISA T~
EH—NBEOEHESLRVCRY ND—OKRZ714Yv 00K EYE, BEH, BRUORIIENTERENE
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« XY NT—=UFNA ALISEICIIDNSEIEFEEMA BV, RANBEBRTEET,
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HARTZ DE—QR) S —H—E A/ — RTTACACS+H—EARAZHEATERT,

Device AdminF DISENERE
TACACS+H —/N\FELRANBAEEZERODER

ATYT1: HR=—REAhTVBIVWThAOTSIOHEFERL T, ISEEEWebR—ZI)LICOT A
LET,

F7 2L NTlk, ISERTRNTOH—ERCHEBRTABEEALET. RUOFIETE, I
PEBEERCSRELHRL T, BABCAK L2 TBEENBESICLET,

AT Y 7" 2Administration > System > Certificates D JEIZIZIRL £,

= il Identity Services Engine

) (i) Your Evaluation license expires in B3 days. You will
]
Summary Endpaoints Guests Vulnerability
L]
Administration
‘ System Identity Management
Deploymeant Idantitias
n Licensging Groups
Certificates External Identity Sources
Logging Identity Source Segquences
Maintenance Settings

Upgrade & Rollback

Health Checks Feed Service
Backup & Restore Profiler
Admin AGcass

Settings

AT Y 7°3:Certificate Signing Requests T, Generate Certificate Signing RequestZz 21) vy Z L &
9,
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J Deployment Licensing Certificates Loaging Maintenance Uparade & Rollback Health Checks Backup & Restore Admin Access Settings

Cortificate Managemant v

Certificate Signing Requests

1] System Gortdlicates

Mdredn Cartificsts Node

x Restart [ Generate Certificate Signing Requests (C5R) ]

Tristtod Conifesios e ?
(] # Ceriificate Signing Requests (C5R3) must be sent 10 and 3ignod by an extemal authoeity, Glick *oxport” 1o downdond one of more CSRS 30 that ihey may be signed by an external authority. After a request has

QCSP Client Profie beon signad, click “bind” 1o bind the regwest 10 tha signed cenificate isteed by that awtharsy. Once a GSR is bound, it will Be remowed From this Bat,
F | Cortifieate Signing

Requasts
a Curtifieate Porlodie Chock

Sattings O Friendly Name Cortificate Subject Koy Longth  Portel gre...  Timostamp #  Host

Gertlficate Autharity b

Mo dats svsilsble

AT Y 7 4TACACS%Usage TiBIRL £ 9,

Usage

Certificate(s) will be used for TACACS e

Allow Wildcard Certificales [_| B
AT Y 7 5TACACS+HFB/MICE 2> TLVWAHPSNZEIRLE T,

Node(s)
Generate CSR's for these Nodes:

MNodea CSR Friendly Name

ISE1 ISET1HTACACS

AT Y7 6Subject7 1 =)L RIZ, BYIBBEHREADLET,

Subject

Commaon Name (CN)
SFODNS 0]

Crganizational Unit (OU)
CX

QOrganization (O)
Clsco

City L)
Raleigh

Stata (ST)
Morth Carolina

Country (C)
us



AT Y 7 7Subject Alternative Name (SAN)® T~ IZDNS Name & IP AddressZ B L £ 9,

Subgact Allernative Name [SAN]
DNE Name ISET.lab

1P Addross 10.228,253,209

AT Y 7 8Generatez2 V)Y UL TAHAS, Exporte O UY O LET,

Successifully generated CSR(s)

Certificate Signing request(s) genarated:
ISETHTACACS

Click Export to download CSR(s) or OK to return to list of G5R{s) screen

chT, RBEARCA)ICK > TERT MRS CR)ZMETEEXT,
TACACS+H —/\FRREA DL — RCAFIHAEDO 7Y 70— R

AT Y 71 : Administration > System > Certificates D JEIZ#IR L £ 9, Trusted Certificates T,
ImportZ2 7)Y O LET,
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] Deployment Licensing Certificates Logging Malntenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Settings
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L System Cerificates Trusted CertifiCates . o e ooy i s rocommensd o sxpor ans baciup a1 your trusted coriresiss
A nedo Fa
e Rost | 4 1mport 4 show Intarnal GA cortificabes
Lo
| Trustea Covtificatos
i [m]} Friendly Name 2 Trusted For Serial Number  Issued To Issued By Valid From Expiration Date Status

GCSP Gllent Profile
Infrastrciure

F i Corlifieats Signing L=l Amazon reot GA Cisco Services 06 6C 9F CF .. Amazon Root CA 1 Amazon Root GA 1 Tue, 26 May 2015 Sun, 17 Jan 2. @ Emn

Requants
i ] Ciseo ECC Rogt CA 2099 Cisco Sarvices 03 Cisgo ECC Root CA  Clsco ECC Root CA - Thu, 4 Apr 2013 Mon, 7 Sep 2. Enz
o Cortificate Periic Check
Sattings
] Cisca Licensing Raot CA Cisco Services ™M Cisco Licensing R... Cisco Licensing R... Thu, 30 May 2013 Sun, 30 May 2. @ Ens
Cartificats Authority ¥ Gisco Manufacturing CA SHAZ it 02 GCisco Manufsctur... Cisco Root CAMZ  Mon, 12 Nev 2012 Thu, 12 Nev 2. @ En:
: 5 Endpoints 2 i i i 7 o
| Cisco Root CA 2048 5F FB 78 28 2... Clsco Reot CA 20... Clsco Root CA 20.. Fri, 14 May 2004 Man, 14 Mey ... @ Dis
Infrastrusciure
(] Clsco Root CA 2065 Cisco Services 01 94 3358 7., Clsco Root CA 20,., Clsco Root CA 20... Tue, 9 Aug 2018 Sun, % Aug 20.. @ En
Cisco Root CA M1 Cisco Services 2E D2 OE 73 4... Cisco Root CA M1 Cisco Root CA M1 Tue, 18 Nov 2008  Fri, 18 Nov 20... @ Eni
Infrastrisc . z -
Cisco Rost CA M2 e 0 Cisco Root CAM2  Ciseo Root CAM2Z  Mon, 12 Now 2012 Thu, 12 Now 2.. B Eng
| Claco RXGC-R2 Cisco Services -] Clsco RXGC-R2 Claco RXG-R2 Wed, 9 Jul 2014 Sun, 5 Jul 2034 g Ens

A5 Y7 2TACACSIIH BB L ER(CSR)ICBZ L = RIB(CA &> TRITFEhLTHBEER
IRUE T, Trustfor authentication within ISEZA 7" 3 ABMICBE>TVWB L ZEELE T,



Import a new Certificate into the Certificate Store

* Certificate File | Examinar.. | ISE SV5Lab CA.crt

Friendly Name ®

Trusted For
Trust for authentication within ISE
[_' Trust for clignt authentication and Syslog
[_' Trust for cariificate based admin authentication
Trust for authentication of Cisco Services

Trust for Mative IPSec certificate based authentication

oo

[ validate Certificate Extensions

Description

m Ganeel

[Submit) 20y O LET, FAEN Trusted CertificatesD FICKRRENTVDIBENHYET

o

entity Services Engi Administration / System

] Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Settings
0
Certificate Management hd
i Syvtam Corthcates Trusted CertifiCates arex s meavey itis meonmende io sror nd backis sl your rustod ceriiicates
Admin Certificate Node
4 Rostarn | import % show intan tificates A 7
| Trusted Certificates
(] Friendly Name ~ Trusted For Serial Numbar  lssued To Issued By Valid From Expiration Date  Status
OCSP Client Profile
Infrastructure
2 Canmificsts Sigriag Ciecis arvices |
Roguosts [J  CNsSVS LabCA, OUsSVS, OsCiseo, Le.. Zot o0 D COTA0Z .. 5SVS LabCA SVS LabCA (7) Man, 28 Apr 2025 Sal, 28 Apr 2. @ End |
- Canificits Pariois Chock AdminAuih
Sattings - = B " Endpainz B . " o
Default self-signed server cenificate sty 0236 30 F4 6. ISEZsvs.lab ISE2 svs lab Fri. 11 Jul 2025 Sum, 11 Jul 2. @ Ene
Certificats Authority ¥ ( DigiCert Global Roat CA Ciseo Sendeas 08 3B E0 56 0. DigiCert Global R.. DigiCen Giobal R... Fri, 10 Nov 2006 Mon, 10 Nov .. B En:
DigiCert Globa! Root G2 CA Clzco Fervices 03 3AF1 EE . DigiCer Global R.. DigiCent Global R...  Thu, 1 Aug 2013 Fri, 15 Jan 20... @ Ems
DigiCert roat CA Erptans 02 AG 5C 26 ... DigiCert High Ass... DigiCert High Ass... Frl, 10 Nov 2006 Mon, 10 Nov ... @ End
o s Infrastructure s - b s S T -
Endpoints

DigiCart SHAZ High Assurance Server .., 04 ETET A4 ... DigiCort SHA2 Hi.., DigiCort High Ass... Tue, 22 O¢t 2013 Sum, 220ct2.. @ Ene

Infrastructure

EBENELMHEBBZER(CSR)DISEAD /N1 > R

ALBAEERER(CSRINfFBREE NS, BRENEMHAEZISEICA 2 ARN—ILTEET,

AT Y 7" 1 : Administration > System > Certificates® JEIZi#IR L £9, Certificate Signing
RequestsD R T, BINATY 7 THEMRL =TACACS CSR%ZI&IR L, Bind Certificatez 7)Y UL
£7,

Identity Services Engine Administration / System

I Deployment Licensing Cartificatas Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Sattings

Cortificste Mansgomont v Certiﬂcate S|gn|ng Requests

1 System Cortificates

Admin Cenificate Node

b e Generate Certificate Signing Requests (CSR)

Trusted Certificates
(] A Gentificate Sigring Requests (C5Ra) must b o and signod by an exiemsl suthority. Cick * expan’ to downlond one or mare C5Rs 30 that they may be aigned by an exismal authority. After o request has
OCSP Cliant Prafis baen signo “hbind" ta bind the request to the signed certificatn isswed by that aulhority. Once a CSR is bound, I will bo remowsd from this list
t Certificate Signing
Requests 2 Exp m =
L Cartificate Puriodic Check
Al “hes

Sertings 1 Friendly Name Certificate Subject Key Length  Portal gro..  Timestamp A Host
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§ Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Settings
us
Gertificate Management v Bind CA Signed Certificate
) System Cortificatas
* Certificate File Examinar... | ISE1.lab.crt
Admin Centificate Node
“$ Rostart
Feigndly Name
|
OCSR Client Profite Validato Cort¥icats Extansions
F | Caertificate Signing
Requesta T
k| Cartificate Pesiodic Cheok
Sarings B Tacacs

Certificate Authority »

Submit Cancel

ATY 7 3[Submit] EO VYV LET, BEFEOIHAENEEHRIICHIZIEENf RRENES,
YesZ Y OLTHEITLET,

.
i
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Warning

The cerificate you are importing or generating malches an existing certificate. (Both
cartificales have the same subject.) If you procoed, the existing certificate will be
replaced, and the new certificate will be given the same roles and Portal tag, i
applicable, as the existing certificate

Do you wish to replace the existing certificate?

T, EEASNELLKA VAR —IEh&ELE, ChiE, "ATLAIHRE) THRATEET
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1800
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Sattings

AEtiv
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T FIPS Mode
I Context Visibility
Security Settings

9, Operations Alarm Settings
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System

F | Administration Deployment
Licensing

A Wark Centers
Certificates

Logging

2 Interactive Help Maintenance
Upgrade & Rollback
Health Checks
Backup & Restore
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AT Y 7 2Security SettingsZ 2 ') v U L, TLS Version Settings® N TTLS1.3D#EICHBDF TV
DRY DREAXICLTHS, Savee V)Y ILET,

Security Settings

Spcriny Semiegn
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ISE/— KT, F/N1 ABEY—E A(TACACSHIET 7 4 )L N TEMIC B> TLER A,
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updates.

i in case of upgrade, nodse fai
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] Hastname Personas Role(s) Services

Agcministration, Monitoring. Palicy Senvice STANDALONE

Admin Access Sattings
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@

Mode Status

SESSION.PROFILER, DEVICE ADMIN
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B Dashboard
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* Enable Session Services
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B Enable Device Admin Servic
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HREZERIFLET, Device Admin Service NISETEMICAZY FL 1=,

AT Y 71 : Work Centers > Device Administration > Overview® JEICBEL £,

Identity Services Engine

Work Centers / Device Administrat

J|  Bockmarks
BT Dashboard

Context Visibility

4, Operations

1) Paliey
4. Administration

Al Work Eentars

71 Interactive Help

Overview Identities

Introduction
TAGACS Liviiog

Dugloyment

Hatwork Access

Pradiler

User ldantity Groups

Ext ld Sources Metwork Ressurces Palicy Elemants Devies Admin Palicy Sets

Device Administration Overview

1. Prepare

2, Define

Raports Sattings

3. Go Live & Monitor

Authorization Roles
Consider the roles your orqanization needs 1o manage

Guust Access

Posture

Configure Devices
All the devices that will be controlled and a by
d have TACACS

Trustses Yoo

Device Administration Fassiveld
Overview - ninkstsation,
have b common
Identities group.
Wser Identity Groups
Ext Id Sourcas. §
1 for yaur dovice
Netwark Resources » authentication
at contain the
Policy Elements
Davice Admin Policy Se1s
uelect the Profiles
Raports relevant
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Settings
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Auditing
Examine reports to check access and authosization is
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2 [ 1SE Nodes
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B IsEiib

Only ISE Nodes with Policy Service are displayed

TACACS Porta *
Port 49

TACACS Ower TLS Port *

Port 6049

m Roset

ATY T 3FT7FIBNDR—RN6049% FTDEXEFEHATSH. TACACS over TLSICBIDTCPAR— b
ZIEELT, SaveZVUYOLET,

ISEQBIIESZHEETODMORAY
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AT Y 7 1: Work Centers > Device Administration > Network Resource M JEIZBEL £,
[Network Device Groups] 22 )Y L&Y,
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ATV T 2RI, NS-OXTFNAA%ZZXY ND—OFNAAELTEMLET, Work Centers >
Device Administration > Network ResourcesD JEICBEH L £T., AddZo )Y oL T, HIiLLWXRY
NDO—2F)V14 APOD2IPN2ZEML £7,

* Identity Services Engine Administration / Network Resources

| Bookmarks Network Devices Network Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences External MDM More

" iatweork Dav st + PODZIENE
= Metwark Devices

Dashieard

. Network Devices
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4. Administration
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Interactive Help
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Seftware Vorsion  10.8{31) w

Natwork Device Group

Location Atlanta ~ 5ot To Detaul
IPSES Ne w  Set To Detault
Device Type NXOS w Set Te Defaul

ATY T 3FNAADIPPRLAZADL, ”N4Z®%%t””42947# yEIEhRh
TWB LA LET, HZEIC, TACACS+over TLSERFIREZAMICLET,

' ldentity Services Engine Administration / Network Resources

[} Backmarks Hetwork Devices MNetwork Device Groups Netwark Device Profiles External RADIUS Servers RADIUS Server Sequences External MDM Maore

EF Dashboard

RADIUS Authentication Settings
Context Visibility

TACACS Authentication Settings
A, Operations

B -~ TACACS over TLE Authentication Settings
1 Policy

This configuration |5 mandatory for T ovar TLS, 53 1 S0lactod flalds are usad 19 warily tho clisnt and matchad with the
SubjectaltName fleid bn the certificate, Including s subtypes.

& Administration

Subject Anemative Name (SAN)'
Work Conters
i artributes. Clsco ISE supports validating the I address (IPAddress),
The attributes chosen below are evaluated In this order: IP
Alidation Is successiul, ciherwise, valloation rails,

read by valldating SAN
" ¥ Name (director
actory Name. Whom ANY of ¥

Additionsl e &80 b @
DNS Mame (0
address, DNS Nami

Interactive Help Ep—
The 1P acdress(es) listed wihin the SAN attribute of the certificats |s matched with the IP address of the network device, Both IPva
and IPvE addresses are supporied

Additional SAN atiribute detalls  Show

Additonsl SAN Arributes

B Enabie Single Connect Mode
Allow a network device to use one TEP connection for all TACAGS+ requesis,reducing overhead from repeatediy estabilshing and
clasing eonnoetions, aspecially for Migh-traffic dovices.
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AT Y 7" 1Administration > Identity Management > External Identity Stores > Active Directory® JI§
ICBBLET, AddeoUYILT, HLWADZIA R RA N EERLET,

= i ldentity Services Engine Administration / Identity Management
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L
— Active Directory

i siormal Kdantty Sources

.
Certificate Autheniicat...
Join Foint Name Active Dirsctory Domaln

1 Active Hrectory
F LOAF

abBe

3,

RADIUS Token
RSA SecurlD
SAML b Providers
Social Login

REST

ATYT2BMARA NBEEADRXA 2 BZEEL, Submitz UYL &ET,

= Mk Identity Services Engine Work Centers / Device Administration
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ue
Connection
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Cerificate Authentical..
{ Active Directary
Active Directory . svs.lab
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a
LoAP
ODBC
RADIUS Token
RSA SecuriD

SAML Id Providers
Secial Login
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m kil

AT Y 7" 3 "Would you like to Join all ISE Nodes to this Active Directory Domain?3y &WS 'O~
TRIRRENES, YesBEOUYILET,
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Information

Would you like to Join all ISE Nodes to this Active Directory Damain?

Neo Yas

ATY 7 AADSIERZFHDIL T v )LZASDL, ISEEZADICSMERE T, AT —XA%E
FIvoLT, BELTVWARCEZHELET,

X
Join Domain
Please specify the credentials requined to Join ISE nodels) to the Active Dinsciory
Draraif.
* AD User Name afminkstrator
[T ———
Specily Organizational Unit
uSlnm Credentials
*,

Join Operation Status

Status Summary: Successiul

ISE Hode Node Status

ISE1.lakb & Complated

AT Y 7 5GroupsZ 7 ICBEL, AddEIVUYILT, FNAANDT VAN HFTENTWVS
I—HICESVT, BEHIXNTOTIL—TZBELET, COBITE., COHA ROFEAKRL
—THEAEThDII—T2RLET,



‘dveh' Identity Services Engine Administration / Identity Management

| Identities Groups External Identity Sources Identity Source Sequences Settings
=
) Connection Allowed Domains PassivelD Groups Attributes Advanced Settings
] External Identity Sources e
B &
% 4 Add
» [ Certificate Authenticat...
O ~ SID
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Al
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Select Directory Groups

This dialog is used to select groups from the Directory.

Domain svs.lab

Name o =@ o= sSID , Type

Filter Filter Filter

Retrieve Groups... | 2 Groups Retrieved.

] Name ~  Group SID Group Type

O svs.lab/Users/Device Admin S5-1-5-21-4125662916-2670386087-26956193... GLOBAL

|:| svs lab/Users/Device RO 5-1-5-21-4125682916-2670386087-26956193... GLOBAL



= el |dentity Services Engine Administration / Identity Management

] Idantitios Groups External ldentity Sources Idantity Source Sequances Sattings

TACACS+> I )L7O7 7A I DERE

FAICHEEL R ZEH T 5Cisco IOST/INA AL EKZ Y, Cisco NX-OST/NA AlxO—I)ILXR—
AT 9+ A0 RO—IL(RBAC)EZREL TWET, ISETIE. NexusZ 1A 7 OLERRY & EH
L T. TACACS+7'07 7 4 )L %&ZCisco NX-OSTF/NA AQI1—HO—-)ILIZIvyE T TEET,

NX-OST/NA ATEFERENTVWBDO—-I)IE, NX-OSTSY RTA—ALICK>TERYET,
RD2DO—BBE T ENBYNET,

* network-admin : BRIERENLRY ND—JBBEO-NICEK, RA4YyFLOITXTOO
NORICHTEDERLBHAIMERTEEIAKT IV LAENF HYET, T/V1 A ( Nexus
70007 &) ICEBOVDCH HBDEZEICOH, 72 NOEREFNA A TFAL
(VDC)TEATARET T, NX-OS CLION > Rshow cli syntax roles network-adminZ A L T
L CcOO-I)THERATESEEELAEIN RUVANEZERRLET,

* network-operator : ERIERENERY ND—VFBEO-INLICRE. A/ YFLOINTD
OX Y RENMTEIRLEBHABN) T IOEAENF HV)ET. T/V14 A (Nexus 70004 & ) (Z
BBOVDCH HBDHBEICDEK, F74 ) NOVDCTHEMATAEETT, NX-OS CLIAXY > K
show cli syntax roles network-operator2 AL T, cOO— )L CHEATELZZEELAIN R
VANZH#FELET,

IRIZ . NXOS Admin&NXOS HelpDesk®2 D MTACACS7O7 7 AL ERBEATVET,
NX-OSEHE
ATY 71 BOZ7O7 74 ZEML, NX-OS AdminE WS ERIZFITE T,

AT Y 7 2Set attributes as RO Y 7*A I > A S Mandatory %2R L &9, Common Tasks® T M
Network-roleZ 7’ 3 > A* 5 Administrator 2 2R L £ 9,



‘i ldentity Services Engine Work Centers / Device Administration

] Ovarview Idantities User Identity Groups Ext Id Sources Network Resources Poliey Elements Davice Admin Policy Sets Reports Sattings
—

Canditions 3 MADE_Admin_Rake
1l TACACS Profile
3

Metwork Gonditions

Repsits Hams

NXQS Admin

1 Ao

TACACS C nand Sety
2
| TACACS Profies

A

Task Attribute View Raw View

Common Tasks

Comman Task Type Newus

S atributes &8 Mandstony

Metwork role

ATY 7 3[Submit] 20Uy o LT7O7 74N 2R ELET,
NX-OSAILT TR

ATY 71 ISEUIN S, Work Centers > Device Administration > Policy Elements > Results >
TACACS ProfilesD JEICBEIL£9, HTLWTACACSZ7O7 7 1)L ZEML ., NXOS HelpDesk&
WS BB ZSITE T, Common Task Type ROY 7HAIICBEL, NexusTT,

A—4O0-)LICBEOTY7TL—NOEELZERETERT., Cho0ATIIaIVE, RETS
—HO—-LICHISL TERTEXRT,

AT Y 7 2Set attributes as RO Y 7'A > A SMandatory%3&IR L £9, Common Tasks® T D
Network-role 7’2 3 > A S OperatorZ #IR L £ 7,

= -hude |dentity Services Engine Woerk Centers / Davice Administration
] Owverview Identities User Identity Groups Ext Id Sources MNotwork Resources Policy Elements Device Admin Policy Sets Reports Settings

Canditions » ) HNOS HelpDesk

] TACACS Profile

Hetwork Conditans p
X Hama

G - NXOS5 HelpDesk| 0]
1 Allawved Proiocois

TAGACS Commasd Sats
f |
| TACACS Profiles
P
Task Amribute View Raw View

Common Tasks

Common Task Type Noxus

Set atributes as Optonal

MNetwork role
Nans
O Operator (Read Only)

Adminsstratar (Rasd Write)

WG role
O Nane

Operatar (Read Only)

Administrator (Read Write)



ATY73Savez UV oLT, JO774INEREFELET,
FNAABEBR)S—EY NORE

TFNAABEBTR, RUZ—EY NEFT7 2L RTERMICE>TVET, RU—EY NE, T

NAARZATICETVWTRIS —%29BITES 8, TACACSTO77AINDBRANBRICKEY)

£9, LEXIE, Cisco IOST/NA RARBFHELARILXIN REY NZFEHAL. Cisco NX-OST/\
A ARHAZLEBEZFEALET,

AT Y 71 : Work Centers > Device Administration > Device Admin Policy SetsDJEICEE L £
o MTILWRDZ—+t Y KNX-OS DevicesZIEML £3, conditonT, DEVICE:Device Type
EQUALS All Device Types#NXOSZ#EE L £ 9, Allowed Protocols® T T, Default Device
AdminZzEZRL £,

el |dentity Services Engine Work Centers / Device Administration
] Owverview  Identities  Userldentity Groups  Extld Sources  Metwork Rescurces Palicy Elements Device Admin Policy Sets  Reports  Settings
Policy Sets “
¥ Sa nption  Conditions wad Protoc S8 Actions  View
1
L .
@ Default Device Ad g »

ATV 7 2Savez® Vv OL, ARMEIVYILTZORIS—EY R ERELET.

ATY T 3RIEARV S —%ZERLUET, FBEEICIE. ID Storek UL TADZFERAL £, If Auth fail, If
User not found® & T'If Process faildF 7 2 ) N A 723 EFOEFRIZLET,

‘M identity Services Engine Work Centers / Device Administration

I’ Booxmarics Owarvie w Identities User identity Groups Ext Id Sources Network Resources Policy Elemants Dovice Admin Pelicy Sots Reparts Sottings
_—
52 Dasl
! con
ame  Gonditlons . uss  Hits Actions

A ope

i

4 mini

Work Conters -
Or
W
[ ]

ATY T 4RI —ZERBLET,
Active Directory(AD)D 1 —H )L —FICETVWTRARI S —ZERLET,

Bl -
AD%' )L—7"Device Admin® 1—H ICNXOSEETACACSZ A7 7 A IILKFE) HTSNET,
AD%' )L —7"Device ROM 11— (ZNXOS HelpDesk TACACS ProfileA"E|V) TS5 hE T,



Status Rule Name Gonditions Command Sets Shell Profiles Hits.  Actions

TACACS+ over TLSH M Cisco NX-OSDO iR E

~
EFEMICOVWTE., TNX-OStEF1UTFABEHA R
(https://www.cisco.com/c/en/us/td/docs/dcn/nx-
0s/nexus9000/106x/configuration/security/cisco-nexus-9000-series-nx-os-security-
configuration-guide-release-106x/m-configuring-tacacs.html)Z S B L T & L\,

V7 R8JITN—2 32 EERFREDHER

Nexus 9000 A4 ¥ F Tk, NX-OSJ1)—A10.6(1)FLAE TTACACS+ over TLS 1.3 HR— K&
NTVET, BEOVIRIITFTON=23 N ChIC—BLTVR L E2BRELET,

<tfroot>

Software
BIOS: version 01.18

NXCS: version 10.6(1) [Feature Rel ease]

Host NXO0S: version 10.6(1)

BIOS compile time: 04/25/2025

NXOS image file is: bootflash:///nxos64-cs.10.6.1.F.bin
NXOS compile time: 7/31/2025 12:00:00 [08/12/2025 21:18:15]
NXOS boot mode: LXC

AR OV ERANBEARET, ELKHEELTVWAEZ®RBLTSEZL,

Je

B —HHNBEI—YZREL. AN AOFTRES LORA AR ZEEL T, REDEE
RFICTACACSORDLWICO—ALNILFUIyYIIZERTRET, FNAAHLSOY
DT IRENBVRSICTREZHHHLET,



TACACS+H—/NDERE

ATY 7 1: ¥IHERE.

POD2IPN2# sho run tacacs

feature tacacs+

tacacs-server host 10.225.253.209 key 7 "Flwhg.123"
aaa group server tacacs+ tacacs?2

server 10.225.253.209
use-vrf management

FEN: FINAANERL I2F—RT

CDFETE., SAHEEEICTNSIAEFROF—RT72E2FALET, cnlZlFk, FINAL1ATOF
—NAEK, CSR (FIFAZERER ) DER., BLRUCSROBEEBDTFNA ANDEZNEZHE
DAVAN=I) (EETESJCAABAEDA AN =IILBE ) FEENET,

CATERENIEF—RTAX (PFXA2AR—IAFR ) 2ERATZHEE. "HE2, 28RL
TLEE L,

RSARRKRAL NDORE
ATYT1: F—IRI)NEZERLET, COBEIE. eccF—RT7ZFEALET,
<#root>

POD2IPN2(config)#

crypto key generate ecc | abel ec521-1abel exportabl e nodul us 521

ATV T 2CNZERNTANRSA 2 NCBEEMSHFET,

<#root>
POD2IPN2(config)#

crypto ca trustpoint ec521-tp

POD2IPN2 (config-trustpoint)#

ecckeypair ec521-1 abe

ATY 7T ICARRAF—ZA2AR—ILZET,



<#root>
POD2IPN2 (config)#

crypto ca authenticate ec521-tp

input (cut & paste) CA certificate (chain) in PEM format;

end the input with a line containing only END OF INPUT :

————— BEGIN CERTIFICATE-----
MIIF1DCCA3ygAwIBAgIIIM10AsTaN/UwDQYJKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9sawW5hMRAwWDgYDVQQHEwWdSYWx 1awWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAOGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMjUWNDI4MT cwNTAWWhcNMzUWNDI4MTcwNTAwWWjBgMQswCQYDVQQGEwIV Sw/BuU1E9p7B0e80DNKU6gX10jKyLP/gC7j8AeP031 r+KZui8
b8X41iYn/67SbzZFhwxn3chkW4JYhQ4AImW1An2Q1l+DMoZL7zRtSqQ39g9ZgRIMzQN
gJ+kQXe7QtT/ubmlMrtjE3gAEVPL334rTIxy9hpKZIkB86t2ZA3IX8CLsbCal3sA
z1XCoONX+6alekmXuAOI+t3clsNbN2AtFi4cJovTAO1xh60I4QnK+MNQKpTjt/E4
ydH10rrurXsZummj9QBnkX4pqY7cDLHhdMKpbjDwg7jVL1783nTcOwYptQEPi 5sw
8399EMgKVOARIiVUa/qTAgMBAAG]PjASMAWGALUdEWQFMAMBATSWEQYJYIZIAYb4
QgEBBAQDAgAHMBkGCWCGSAGG+EIBDQQMFgpTVIMgTGFi IENBMAOGCSqGSIb3DQEB
CwUAA4ICAQAIT3080L2L675/7Kk9VdcouuaBsN902pNEk3KXeZ8ykarNoxa87sFYr
AwXIwfAtk8uEHfnWulQcZ3LkEIMIrHVCZuKsYd3D6qojo54HTpxRLgo50K0dGay i
1SEKSSX9qyfLFINHR2ISVqIU6jLsy86X7q7RmIPMS7XfHzuddFNI4YDoXRX67X+v
0+ja6zTQqj061glhmrSkyFbYf/ZTpe4d10zJsZjNsNOr8bFIn0A/7gNZLp3Z3cpU
PUOKdb1SvRgnPw3e8TfITVmAzcx8COI2SrYFMSUazo1VBvDy+xRKxyAtMbneGz6n
YdykCimThCKoKwp/pWpYBEQIEOf5ay1PKURO/8aj/B7aTulapXkmnj5qPeGhNOpB
Q9rl4reov4so2EspkXS7CrH9yGfpIlyTprokzlUvZBZ8v10I17YZmjFmem+5rT6Gnk
eU/1X7nV61SYG5W5K+I8uaKuyBHOMNn7Amy3DYL5c5GIBgxpSZERbLXV+Q1tIgRU8
899z1P0dsS/i6Lo7ypYX0eBIHgVDCkzQsLXQuHG] /2WsgPgdRcjkvnyURk4Ix+Ib
xDrmo7e0XPpSW4172a6KT18CR3U2Cr4wsuvndPEq/qd2NRSBWffFOXE/AJHQG7STT
HaXLU9r2Ko6030ecu8ysGTwL1It/9T1/FObOxZRugWcplrVoTgDGuA==

————— END CERTIFICATE-----

END OF | NPUT

Fingerprint(s): SHAl
Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:(C8:3A:(C7:37

Do you accept this certificate? [yes/no]:yes
POD2IPN2(config)#
POD2IPN2(config)#

show crypto ca certificates ec521-tp

Trustpoint: ec521-tp

CA certificate O:

subject=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
issuer=C = US, ST = North Carolina, L = Raleigh, O = Cisco, OU = SVS, CN = SVS LabCA
serial=20CD7402C4DA37F5

notBefore=Apr 28 17:05:00 2025 GMT

notAfter=Apr 28 17:05:00 2035 GMT

SHA1 Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:C8:3A:(7:37



purposes: sslserver sslclient
POD2IPN2(config)#

ATYT 4 A4 Y FIDAEABER(CSR)ZERL £,

<#root>
POD2IPN2(config)#

crypto ca enroll ec521-tp

Create the certificate request ..

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.
Password:Clsco.123

The subject name in the certificate will be the name of the switch.

Include the switch serial number in the subject name? [yes/no]:

yes

The serial number in the certificate will be: FD026490P4T
Include an IP address in the subject name [yes/no]:

yes

ip address:10.225.253.177
Include the Alternate Subject Name ? [yes/no]:

no

The certificate request will be displayed...
————— END CERTIFICATE REQUEST-----

AT YT 5CATCSRICBRL., CAICK>»TEBRENLERS Y FIDAIBAEZ 1 7 R—MLET,

<#root>
POD2IPN2(config)#

crypto ca inport ec521-tp certificate



input (cut & paste) certificate in PEM format:

MIIDzTCCAbWgAWIBAgIIC6zS76XYDm8wDQYJKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAoGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMFUWNTA3MTkxMDAwWWhcNMj YWNTA3MTkxMDAwWj ApMREwDwYDVQQDDAhQ
TOQySVBOMjEUMBIGA1UEBRMLRKRPMjYOOTBQNFQwgZswEAYHK0ZIzjOCAQYFK4EE
ACMDgYYABAEZhPSLDs6+0gpD9rbYuSA1r0iGpZC962PEqrjzmCpNIESjovOmQ6ES
AYTiMG940fFh4gDs981a8nvFMFaMM1f8hgCboTsd3urjY6YJ7wx5/5uokFOn3D0n
ISOEjaUgihe3jzXicHE5uQhZbJH1xk01iJdMuTw/ggxm8+ryNGcQtHF3xEaNAMD4w
HgYJYIZIAYb4QgENBBEWD3hjYSBjZXI0aWzZpY2FOZTACBgNVHREBAF8EEjAQgghQ
TOQySVBOMocECuH9sTANBgkghkiG9wOBAQs FAAOCAgEANWGb6zm9TDPaM1yhPMx7
8uai/pF7VQC8NSCAOKqr4w4+695ZjJuzqFL3msod0QKOEdgxpQ4+pEa5msRtK0i8
mms2X/Px3/EShxoHrZO1PUXNTyZ1idXpGd/yTrdQAT15JzpW4pEudrbCIMZEEYtqoP
wD+40E8VKoYEgyW1DrpRZ0ZGlusZczuUhLZ8orkjXMhWC26Q5aqiCKkyglONt6nb
1iToeYy2Q0cTesSZCKvRBV6EwW]5JuSLemURYB4GHY+LT+A9UNmEUM2n+0SVEL329
3hS0qd/YVaEuxjj1g7jNiZb+UsW7IRx3Q8Rouo++ISACpH/PJI61LnTVxhXombiS6
INoaOGVQONrT1+1FT8ADIdZ/Ukd5Ubhc9bh/sYzf4MWtkK1wVO16Hv7vGpSMYonD6
a271im+tIPyKnnezQ60ykz1GqsL/Ta630dip/fEYp8UMRG9InDh23gDjqrojwWL7k
1R/bZpc+baMyYXd/2pohHMSNOSKN3zNrJTTnuk5KCqFx//4P7mAoyZYiTIDplpkYS
VK65 fIKD+pYXIhSPIWN8 rnwtzSCWb0Z78sg006Y6wIXyTPOUB3FWhD+GxtTkmEce
ZnAQbgxpgrg5ThpAEVabpC/zRU4UzTuBmv/WoY12zwXCr5WLXEOWtIe8CwFjSnch
1fKuuebdZkbwz72r70yyX/U=

————— END CERTIFICATE-----

POD2IPN2(config)#

AA4YFODIAABTHNBRENATVD L ZBIELET,

<#root>
POD2IPN2(config)#

show crypto ca certificates ec521-tp

Trustpoint: ec521-tp

certificate:

subject=CN = POD2IPN2, serialNumber = FD026490P4T

issuer=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
serial=0BACD2EFA5D80E6GF

notBefore=May 7 19:10:00 2025 GMT

notAfter=May 7 19:10:00 2026 GMT

SHA1 Fingerprint=CA:B2:BF:3F:ED:2F:06:0B:C1:E4:DC:21:9F:9D:54:61:98:32:C5:13
purposes: sslserver sslclient

CA certificate O:

subject=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
issuer=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
serial=20CD7402C4DA37F5

notBefore=Apr 28 17:05:00 2025 GMT

notAfter=Apr 28 17:05:00 2035 GMT

SHA1 Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:C8:3A:(C7:37
purposes: sslserver sslclient

POD2IPN2(config)#



FE2.CAICK 2 TERENEF—RT (PFXER)

CSRAX T <, PKCSHI2IEERX TERE, ¥—, N1 A, BLUCAIIHEZ M VR—KNTB
BEE., COAREFERATEET,

COFEER, SIAENERBICAETIERLOF—/N—AY RZHIBTES D, AAESLVE
% PKI(Certralized Public Key Infrastructure)iRst/EA S BB I 25 ICERTT,

NZARNKRAY NDERE

ATYT1: DFATRRNTARNRA N EERLET,
POD2IPN1(config)# crypto ca trustpoint svs

ATY T 2PKCS#127 7A ) (PFX7#—X Y N )27 —K7Zv > 1IZJE—L. cryptoca
import N> REFBAHLTI7 74N EAVR—NLET,

)
FEPKCS#HI127 7 A L2 R BF T —> ERBF—FESHLT 7 LELTEER

\l\égtéﬁﬁwu\br<7¢:é L

Je

E> bbash T TROORY RZFEAL T, PKCSHI2T7 7 A I)L 2HELE T,

openss1 pkcsl2 -info -in <pfx file> -nodes
file <pfx file> ---> should say data

<#root>
POD2IPN1(config)#

crypto ca inport svs pkcsl2 bootflash: pod2i pnl- new. pfx

POD2IPN1#
POD2IPN1#

show crypto ca certificates svs

Trustpoint: svs
certificate:



subject=C = US, ST = NC, L = RTP, 0 = Cisco, OU = SVS, CN = pod2ipnl, emailAddress = test@cisco.com
issuer=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
serial=35BBC2517EEA3EF5

notBefore=May 20 20:16:00 2025 GMT

notAfter=May 20 20:16:00 2026 GMT

SHA1 Fingerprint=AA:4A:11:7A:97:B8:E4:B8:C6:F6:F0:94:29:F3:5F:AE:AB:95:6A:E3

purposes: sslserver sslclient

CA certificate O:

subject=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
issuer=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
serial=20CD7402C4DA37F5

notBefore=Apr 28 17:05:00 2025 GMT

notAfter=Apr 28 17:05:00 2035 GMT

SHA1 Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:C8:3A:(7:37
purposes: sslserver sslclient

ATY T IFEITHATNATVBLSIZ, TACACS, H—NTI—7. BERVAAADTLSEE =
TUVET,

TACACS+ TLSDFRE

A

1

AE VY -IASO—-ALILTY
ERD

YN EFEALT, ChSOREEEZITVE

AT Y7 1: globaltacacs tisZ&KEL £,

<#root>
POD2IPN2(config)#

tacacs-server secure tls

ATY T 2SEF—N\NHFBREENTVWBTLSR—KMIISER—RNEZEELET,

<#root>
POD2IPN2(config)#

tacacs-server host 10.225.253.209 port 6049 tineout 60 single-connection

ATY T 3AAY FOISEY—/NREETLSERADONZARNRA Y NIBEENITET,

<tfroot>



POD2IPN2(config)#

tacacs-server host 10.225.253.209 tls client-trustpoint ec521-tp

AT Y 7 AtacacsH—NTIN—T"&ERLET,

<tfroot>

POD2IPN2(config)#

aaa group server tacacs+ tacacs2

POD2IPN2 (config-tacacs+)#

server 10.225. 253. 209

POD2IPN2 (config-tacacs+)#

use-vrf managenent

ATY T 5REEEBLED,

<tfroot>

POD2IPN2#

sho run tacacs

feature tacacs+

tacacs-server secure tls
tacacs-server host 10.225.253.209 port 6049 timeout 60 single-connection
tacacs-server host 10.225.253.209 tl1s client-trustpoint ec521-tp
aaa group server tacacs+ tacacs?2
server 10.225.253.209
use-vrf management

ATY 7 6AAARIIZRET HHEIIC, UE—RNI—TFEZTANLET,

<{froot>
POD2IPN2#

test aaa group tacacs?



user has been authenticated
POD2IPN2#

AEAAAOREICETHIIZ, VE—FI—YFEANEKBLTVD L ZRABLTLSLEE
W

ATY 7T 1: AAAUE—RRELZRELE T,

<#root>

POD2IPN2(config)#

aaa authentication login default group tacacs2

XT‘y7 21X > |\G)TX l\&(ru-\ AAAl) E— I\wu\—.l-E fEL/gEjo

& authorization-status A" "AAA_AUTHOR_STATUS_PASS_ADD. &£RTREN TV
CEEBELTSEEL,

Ny

<#froot>
POD2IPN2#

test aaa authorization comand-type config-conmands default user

conmmand "feature bgp"

sending authorization request for: user: pamemart, author-type:3, cmd "feature bgp"

user pamemart, author type 3, command: feature bgp, authorization-status:0x1(AAA_AUTHOR_STATUS_PASS_ADD



AT Y 7 3AAATN > R &config-commandiB Al Z R EL £9 .

<#root>
POD2IPN2(config)#

aaa aut horization config-commands default group tacacs2 |oca

POD2IPN2(config)#

aaa aut horization commands default group tacacs2 |oca

AEFAEEM 7 OER

COtEI23aVTR, REETNLAAZTZEERAZLEN HZHE, KRLFEAZTOFMNER
AETVTVRBED, (EABOEFHF7OLALODVWTHHALET,

)
i EFBC NS ARRA S NETACACRESD SHIRT 2 HERH V) Et A,

ATY 71 AAEOEEE O

<{froot>
POD2IPN2#

show crypto ca certificates

Trustpoint: KF_TP

certificate:

subject=CN = POD2IPN2.svs.lab

issuer=C = US, 0 = Keyfactor Command, OU = Certification Authorities, CN = Test
Drive Sub CA G1

serial=09DD28B44BDA6FFA4D261926A4B54DD45C8B8F4E

not Bef ore=Jul 17 02:52:28 2025 GVI

not Aft er=Jul 17 02:52:27 2026 GV

SHA1 Fingerprint=AE:12:62:D4:73:BB:4B:77:B5:E2:B5:71:91:0B:38:AC:8F:42:F6:41
purposes: sslserver sslclient

<snip>



ATYT 2 EHRAVNDSAREFEF—RTZHIBRLE T,

A

AR HRFIEECOEFTRITIZDLEN BN ET,

<#root>
POD2IPN2 (config)#

crypto ca trustpoint KF_TP

POD2IPN2(config-trustpoint)#

delete certificate force

POD2IPN2(config-trustpoint)#

no rsakeypair KF_TP

POD2IPN2(config-trustpoint)#

del ete ca-certificate
POD2IPN2(config-trustpoint)# exit
POD2IPN2(config)#

no crypto key generate rsa | abel KF_TP exportabl e nodul us 4096

POD2IPN2(config-trustpoint)#

show crypto ca certificate KF_TP

Trustpoint: KF_TP
POD2IPN2(config-trustpoint)#

ATY T IPFXT77ALNDSHFHUVIIAEZ A VR—MLET,

<#root>
POD2IPN2(config)#

crypto ca inport

pkcs12 bootfl ash:
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<#root>
POD2IPN2(config)#

show crypto ca certificates

Trustpoint: KF_TP

certificate:

subject=C = us, ST = nc, L = rtp, O = cisco, OU = svs, CN = pod2ipn2.svs.lab
issuer=C = US, 0 = Keyfactor Command, OU = Certification Authorities, CN = Test
Drive Sub CA G1

serial=6D6171F6DB2DD08C613937887E631D5CD35EDA18

not Bef or e=Aug 14 13:52:52 2025 GMVI

not Aft er=Aug 14 13:52:51 2026 GMI

SHA1 Fingerprint=4E:8A:CA:C7:E4:9D:05:83:6A:A7:27:FD:10:02:75:35:3F:05:37:96
purposes: sslserver sslclient

<snip>

AT Y 7 5AAASREED T A K
<#root>

POD2IPN2#

test aaa group



user has been authenticated

NX-OSOIA—HFTOEAOTANERNT TN a—F14>2T
w5
NX-OS#E X D #&EE .

POD2IPN2# show crypto ca certificates
POD2IPN2# show crypto ca trustpoints
POD2IPN2# show tacacs-server statistics <server ip>

A—¥oEieO—IILZe2RRIDICE. ROON RZEALET,

show users

show user-account [<user-name>]

A sample output is shown below:

POD2IPN1# show users

NAME LINE TIME IDLE PID COMMENT

Admin-ro pts/5 May 15 23:49 . 16526 (10.189.1.151) session=ssh *
POD2IPN1# show user-account Admin-ro

user:Admin-ro

roles:network-operator

account created through REMOTE authentication

Credentials such as ssh server key will be cached temporarily only for this user account
Local Togin not possible...

NSTINa—F4>2YT

TACACS+OD RZTIIN1—FT 420 TR, ROTFNY THFRAUBEET,

debug TACACS+ aaa-request

2016 Jan 11 03:03:08.652514 TACACS[6288]: process_aaa_tplus_request:Checking for state of mgmtO port w
2016 Jan 11 03:03:08.652543 TACACS[6288]: process_aaa_tplus_request: Group demoTG found. corresponding
2016 Jan 11 03:03:08.652552 TACACS[6288]: process_aaa_tplus_request: checking for mgmtO vrf:management
2016 Jan 11 03:03:08.652559 TACACS[6288]: process_aaa_tplus_request:port_check will be done

2016 Jan 11 03:03:08.652568 TACACS[6288]: state machine count O

2016 Jan 11 03:03:08.652677 TACACS[6288]: is_intf_up_with_valid_ip(1258):Proper I0D is found.

2016 Jan 11 03:03:08.652699 TACACS[6288]: is_intf_up_with_valid_ip(1261):Port is up.
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03:
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Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.

653919
653930
653938
653945
653952
654004
655054
655065
656023
656216
656694
679815

TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:

debug_av_1ist(797) :Printing Tist

35 : 4 : ping
36 : 12 : 10.1.100.255
36 : 4 : <cr>

debug_av_11ist(807) :Done printing Tist, exiting function
tplus_encrypt(659) :key is configured for this aaa sessin.
num_inet_addrs: 1 first s_addr: -1268514550 10.100.1.10 s6_a
non_blocking_connect(259) :interface ip_type: IPV4
non_blocking_connect(369): Proceeding with bind
non_blocking_connect(388): setsockopt success error:22
non_blocking_connect(489): connect() is in-progress for serv
tplus_decode_authen_response: copying hostname into context

AR Bash> I ZBMCTRIRBEN HYET, &loo I—HFbashtERZRF> TV &

BENfHYERY,

SSLFNY T ZBMCLET,

touch '/bootflash/.enable_ssT1_debugs'

TNV TTFAINDOABRERRLET,

cat /tmp/ssT1_wrapper.
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