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Terminal Access Controller Access-Control System Plus(TACACS+)7°'0 k T1JL[RFC8907] % fi£
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DDZRY ND—UFNA AZE—THICEBTEET, sal. 5. 7HDO>T 12T (AAA)Y
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COHA ROEMTZE
ZOHARTR, POTAET A E220BHICH T, ISETCisco NX-OSR—ADF Y KD —
IFNAADEBT UV AEEBTEDLIICLET,
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DEHEICBERIT D EHNDFRIF/(CA).
- REERCAN S DI — NIERE,

» XY NT—=UF N ALISEICIIDNSEEFREMA BV, FRARNBEBRTEET,
ERTRIVR—KT b
COXENVERE. ROVIRIITEN—RIITON-3VICETVTLET,

« ISE VMwarelfR®ET7 7S AT A, JI)—R3.4/\Y F2
« Nexus 9000A 1 ¥ FET)LCI364D-GX2A, Cisco NX-OS version 10.5(3t)

CORFIXVNOERE, REOFARELHZTNARACETVWTEREhELEZ, DR
FIAXVRNTEATEZINTOTNARR, JUTB (F7AIK ) RETHERZRBLTLE
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Device AdminF DISENERE
TACACS+H —/N\FRELANBAEEZERODER

ATYT1: BR=RENRTLVBRIVTNADOT SO ZEFERL T, ISEEEBWeb R—ZI)LICOT A
LET,

F7 2L RNTlk, ISERTRNTOH—ERCHEBRIABEEALES. RUOFIETE, I
BHEBRERCSR)ZERL T, RBEAB/CAICI>TERENDELSICLET,

AT Y 7 2 : Administration > System > Certificates D JEIZEIRL £ 7,



‘tses ldentity Services Engine

' EI Your Evaluation license explres in B3 days. You will

Summary Endpoints Guests Vulnerability

N S—— N

Administration

,I System Identity Management
Deployment Identities
Al Licensing Groups
Ceartificates External Identity Sources
Logging Identily Source Sequances
: Maintenance setlings

Upgrade & Rollback

Health Checks Feed Service
Backup & Restore Profiler
Admin Access

Settings

AT ¥ 7°3:Certificate Signing Requests T, Generate Certificate Signing RequestZ 2 ) Y U L £
ER



= e |dentity Services Engine Administration / System

] Deployment Licensing Certificates Loaging Maintenance Upgrade & Rollback Health Ghecks Backup & Restore Admin Access Settings

Cortificate Managemant

Certificate Signing Requests

n System Cortficates
(] iy, Glick *export” to downiond ome of mede CSRS 30 (hat they may be signed by an external authority. After a request has
thatity. Gnce 8. GSA is baund, it will B removad fram this kst
I
L peiie pdic Cr
Sattings O Frigndly Name Cortificate Subject Koy Longth  Portal gro...  Timostamp #  Host
Gortificats Authority 3

Mo dats svsilsble

AT Y7 4 : TACACSZUsage TiBIRL £7,
Usage

Certificate(s) will be used for TACACS b

Allow Wildcard Certificates L] :_w
ATY T 5: TACACS+HHABMICHE > TLVWBPSNZREIRL £,

Node(s)
Generate C5R's for these Nodes:

Node CSR Friendly Name

ISET ISETHTACACS

FIE 6 : Subject7 4 —J)L RIC, BYIBEBEHREADLET,



Subject

Common Name (CN)
SFQDNS (0

QOrganizational Unit (QU)
CX

Organization {O)
Cisco

City (L)
Raleigh

State [ST)
MNerth Carolina

Country (C)
us

FE 7 : Subject Alternative Name (SAN)® T [CDNS Name & IP AddressZEHL £ T,

Subgact Alternative Name [SAN]
CNE Name ISEN.lab

IF fucddross 10.228.253,.209

ATY 7 8:Generate® V1Y UL THS, ExportZ )Y ILET,



Successfully generated CSR(s)

Certificate Signing request(s) genarated:
ISETHTACACS

Click Export to download CSR{s) or OK to return to list of CSR(s) screan

T, BARCAIK LI TERE NIAHAECRNEZRBTEERT,
TACACS+%# —/N\FBIEAD I — RCARERAZED 7 ¥ 70— R

AT Y 7 1 : Administration > System > Certificates D JIEIZiEIR L £ 9, Trusted Certificates T,
Import2 2 )Y O L&ET,

= el ldentity Services Engine Administration / System

] Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Heailth Checks Backup & Restore Admin Access Settings
s
Certificate Management w
! Sysiven Cariificains Trusted CertifiCAtes 4 ru s meavery it is recommended 10 axport and bacisp ail your srusmed sertificarss
Admin Cartiicase Node
- Bostart % amow Intormal CA conificates o
| Trusted Ceetificatos 5 .
l (] Friendly Name ' Trusted For Serlal Number  lssued To Issued By Valid From Explration Date Status

OCSP Chent Profila
Infrastrisciure

2 Coriificate Signing O Amazon foot CA e Bantbe 06 6C 9F CF ..  Amazon Root CA 1 Amazon Raot CA 1 Tus, 26 May 2015 Sun, 17 Jan 2. @ Emn

Raguasts
2 e o e O Clsco ECC Roet CA 2099 Gisco Services 03 Clsco ECC Root CA  Clsco ECC Root GA Thu, 4 Apr 2013 Mon, 7 Sep 2.. @ Em
L Satiiegs v
[  Cisco Licensing Root CA Cisco Services 0 Cisco Licensing R... Cisco Licensing R.. Thu, 30 May 2013 Sun, 30 May 2... @ En:
Cartificate Authority ' B ] Cisea Manutscturing CA SHAZ IE"'}:’::":‘:‘W 02 Ciseo Manulactur... Ciseo Root CAM2  Man, 12 Now 2012 Thu, 12 Nev 2. @ En:
7 ; Endpoints i T ; 4
[0 Cisco Root GA 2048 iRt S5F FB 7B 28 2.. Cisco Root GA 20... Cisco Root GA 20.. Fri, 14 May 2004  Man, 14 May .. @ Dis
O Clsco Root CA 20595 Cisco Sarvices 01 9A 33 58 7... Clsco Root CA 20... Cisco Root CA 20.. Tue, § Aug 2016 Sun, 9 Aug 20... B End
[]  Cisca Root CA M1 Cisco Services 2602 0E 73 4... Cisco Root CAMY  Cisco Root CA M1 Tue, 18 Mov 2008 Fri, 18 Now 20... @ En:
Inf
[ ciseo Root A M2 DiTSNAL e Ly GCisco Root CAMZ  Cisco Root CAMZ  Mon, 12 New 2012 Thu, 12 Nev 2. @ En

Endpoints

O Claco RXC-R2 Cisco Services m Cisco RXC-R2 Cisco RXC-R2 Wed, 9 Jul 2014 Sun, 9 Jul 2034 B Emg

A5 Y7 2: TACACSHHEEELER(CSR)CEE L RIR(CAL &> TRAE N-THES
BIRL £, Trust for authentication within ISEZA 7> 3 A EMICHE>TWVWBR CEZHRLET

o



Import a new Certificate into the Certificate Store

* Certificate File | Examinar.. | ISE SV5Lab CA.crt

Friendly Name ®

Trusted For
Trust for authentication within ISE
[_' Trust for clignt authentication and Syslog
[_' Trust for cariificate based admin authentication
Trust for authentication of Cisco Services

Trust for Mative IPSec certificate based authentication

oo

[ validate Certificate Extensions

Description

m Ganeel

[Submit) 20y O LET, FAEN Trusted CertificatesD FICKRRENTVDIBENHYET

o

entity Services Engi Administration / System

] Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Settings
-
Certificate Management b
] Sybtam Cantifcates Trusted CertifiCates aru s meovey itis menmendod ts sxpo snd backis it you trostad coriicaias
Admin Certificate Node
4 Rostan L import 2+ show Intomal CA cortificatos A v
| Trusted Cortificates
1 Friendiy Name ~ Trusted For Serisl Number  lssued To Issued By Valid From Expiration Date  Status
OCSP Client Prodile
Infrastructure 3
2 Canificsts Sigrag Cleti Bafricsd |
Roguosts (] CN=5VS LabCA, OU=SVS, OsCisco, Le.. g0 o ® WD COTA02 .. 5V5 LabCA VS LabCA (7) Man, 28 Apr 2025 Sal, 28 Apr 2. @ Ena |
= Canificts Pariodis Chock Admbnsnih
Sattings . . 2 Endpoinis E i 8
Default self-signed server cernificate A 02 36 30 F4 6... ISEZtmo.svs.com  ISEZtmosvs.com  Fri, 17 Jul 2025 Sum, 11 Jul 2. @ Ene
Infrastructure
Certificats Authoity 3 ( DigiCert Global Roat CA Ciseo Serdces 08 3B E0 56 0. DigiCert Global R.. DigiCen Giobal R.. Fri, 10 Nov 2006 Mon, 10 Nov... B En:
DigiCen Global Root G2 CA Clzco Fervices 03 3AF1 EE . DigiCent Global R.. DigiCert Gicbal R...  The, 1 Aug 2013 Fri, 15Jan 20... @ Ems
DigiCert root GA Eadogine 02 AG 5C 26 ... DigiCort High Ass... DigiCert High Ass... Frl, 10 Nov 2006 Mon, 10 hov
o N Infrastructure i i b o o )
Endpoints

DigiCert SHAZ High Assurance Server .., 04 ET1ET A4 ... DigiCort SHAZ Hi... DigiCert High Ass... Tue, 22 0t 2013 Sun, 22 Oct 2.

Infrastructure

EBENELMHEBBZER(CSR)DISEAD /N1 > R

ALBAEERER(CSRINfFBREE NS, BRENEMHAEZISEICA 2 ARN—ILTEET,

AT Y 7" 1 : Administration > System > Certificates® JEIZi#IR L £9, Certificate Signing
RequestsD R T, BINATY 7 THEMRL =TACACS CSR%ZI&IR L, Bind Certificatez 7)Y UL
£7,

Identity Services Engine Administration / System

I Deployment Licensing Cartificatas Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Sattings

Cortificste Mansgomont v Certiﬂcate S|gn|ng Requests

1 System Cortificates

Admin Cenificate Node

b e Generate Certificate Signing Requests (CSR)

Trusted Certificates
(] A Gentificate Sigring Requests (C5Ra) must b o and signod by an exiemsl suthority. Cick * expan’ to downlond one or mare C5Rs 30 that they may be aigned by an exismal authority. After o request has
OCSP Cliant Prafis baen signo “hbind" ta bind the request to the signed certificatn isswed by that aulhority. Once a CSR is bound, I will bo remowsd from this list
t Certificate Signing
Requests 2 Exp m =
L Cartificate Puriodic Check
Al “hes

Sertings 1 Friendly Name Certificate Subject Key Length  Portal gro..  Timestamp A Host



ATV 72 BENEMHAEZIERRL., Usage® TOTACACSF I Y IRY VAN BIRENI-E
FILBEO2TVWBR L E2BALET,

= bl |dentity Services Engine Administration / System
§ Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Settings
w
Garysae Mansgnsmont ¥ Bind CA Signed Certificate
11} System Cortificatos
* Cartificate File Examinar... | ISE1.lab.crt

Admin Certificate Noge

“$ Rostart

Frigndly Name

Trusted Conlificates

OCSF Cllant Profile Validato Cortificats Extansions [
F | Cartificate Signing

Requast

e Usage

k| Cartificate Pesiodic Cheok

Seanngs B Tacacs

Ceriificate Authorlty b

Submit Gancal

ATV 3:[Submitl 20UV I LET, BEOANHENEERAICHIIESEN RTEhES
. YesZz O UV OLTHEITLETD,

A

Warning

The certificate you are imparting or generating matches an existing certificate. (Both
certificales have the samdé subject.) IF you proceed, the existing certificate wall be
replaced, and the new certificate will be given the same roles and Portal tag. o
applicable, as the existing cerificate

Do you wish to replace the axisting cerificate?

Na Yas

T, GEABNELLKA VAR —IEh&E L, ChiE, "ATLAIHRE, THIATEET

= bk |dentity Services Engine Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Settings
-
Certificate Management ~
|r-l I System Certificates S VStem Cert | ficates A For disaster recovery |t s recommended 1o export cestificate and private bey pais of all system cortificates.
Agmin Carificsts Node
- Rostart |- Gonerats Solf Sigrod Cadtificats
Trusted Cedtilicatss
(] e e . Friandly Nama Usead By Portal group tag Issuad To Issuad By Valld From Expiration Date Status
OCSP Client Profile
2 Cenificate Signing Napal
Reguests
CsUS, ST=NC. LsRalsigh. TACACS 1SEY Iad SEY.Isb Wed, 10 Sap 2025 Fri, 10 Seg 2027 =
"ﬁ Cerificate Periodic Chock OsCisco, QUsSVS, CNel
Settings SEVlaBHISEY JaBNO00 10 Active

Cortificate Authority ¥



TLS13Z2BMCTS

TLS 1.3[F. ISE34xxTRT7AILBTEMCL >TLVEEBA, FEHTENCTIXEN HVUEXT

o

AT Y 7 1 : [Administration] > [System] > [Settings] ICBEL £,



bl |dentity Services Engine

J|  Bookmarks Deployment Licensing

. =
u Dashboard CHent Provisioning

o FIFS Mode
11! Context Visibility

ecurity Dettings

'i\ Operations Alarm Sattings

Il Palicy
System

4 .  Administration Deployment
Licensing

i Work Centers
Certificates

Logging
7 Interactive Help Maintenance
Upgrade & Rollback
Health Checks
Backup & Restore
Admin Access
sattings o

AT Y 7 2: Security SettingsZ 2 ') ¥ 2 L., TLS Version Settings® F TTLS1.3D#&ICHDF T
YIORYDRAEFIZLTHS, Savee VY ILET,



Security Settings

o o R ) ]

=

BETISN—>23 &2ZLETSE, CiscolSE7Z U —2a>rH—)N\A"F XN TNHCisco
ISEEAXY> > THEBLET,

ISETDTF/NA AEEDHRL



ISE/—RTlk., FINAABEBY—EA(TACACSHRF7FIRNTEMZE2>TVWELE A,
PSN./— RTTACACS+ZEBXICLET,

AT Y 7 1 : [Administration] > [System] > [Deployment] Zi#R L E9, ISE/—ROBEICHDF
IVIORYODREFICL, EditZOVYOILET,

J| Bookmarks Deploymant Licansing Certificates Logging Maintenance Upgrade & Rollback Health Chacks Backup & Restore Admin Access Sattings

BF  Dashboard

Deployment Nodes

! context Visibility

9, Operations

» Jf Doeployment

I Palicy . PAN Fallover

d PEN details in casn of upgrade, node failure,

configuration with the connects
4. Administration

Al Work Centers

Intaractive Help

Hostnams Personas Role(s) Services Mode Status

(] SE Aoministration, Monitoring, Palicy Senvice STANDALONE SESSION.PROFILER, DEVICE ADMIN

AT Y7 2: General SettingsT. TIC A2 0O—JL L TEnable Device Admin ServiceD &I &H % F
IVIRYDAREFIZLET,

= ‘i |dentity Services Engine Administration / System

)| Bookmarks Deployment Licensing Cartificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Sattings

L} Dashbeard
I Context Visibility Other Maonitoring Node
A Operations

I Policy

4. Administration

Wark Centors “ Enable Session Service:

Interactive Help

ATFY T 3: BREZRELET., Device Admin Service N ISETHMICEY) EL =,
TLSEZHRNOTACACSDO B %L

AT Y 71 : Work Centers > Device Administration > Overview® JEICBEL £,



= il Identity Services Engine ‘Work Centers / Device Administration

J|  Bockmarks Overview Identities User Identity Groups Ext Id Sources Metwork Resources Paolicy Elements Device Admin Policy Sets Reports Settings
BE Dashboard o
T T—— TACACS Liviog Device Administration Overview
Degasymant
Operations N
K o 1. Prepare 2. Define 3. Go Live & Monitor
I Paliey
4. Administration Authorization Roles Configure Devices Real-time Monitoring
Consider the (oS Your erganization needs ta manage All the devices that will be controliod and audited by View Livelog to manitar network avents.
Al Wark Centars Natwork Accens Guast Accens Trustsec BYoD {2 harve TAGACS .
Auditing
Examine reports to check access and authorization is
Prafilar Pasturs Davice Administration Passiveld P
Interactive Help Overview W ninistration,
have o commen
Identities Pty

Wsar Identity Groups
Ext 1d Saurcos.
1 for your dovice
Network fesources » auihantication
at contain the
Poticy Elements
Davics Admin Palicy Sats
it the Prafiles
Ruparts ralgvant

Seltings sntity groups.

Settings
Gheck the default settings for connections and
PAEEWOND control suil your ofgani zation,

AT Y7 2: DeploymentZ ') Y 2 L&EF, TACACS over TLSZEMIZ T BHPSN./ — RZIEIR
LET,

ek Identity Services Engine Work Centers / Device Administration

] Overview Identities User Identity Groups Ext |d Sources Network Resources Policy Elements Device Admin Policy Sets Reports Settings

ntroduction ; i .
Device Administration Deployment
TACACS Livelog

| [Dpioyeme Activate ISE Nodas for Dovice Administration
¥ ) None
) Al Policy Service Nodes
O Specific Nodes

1
2 [ ISE Nodes
P B sEtmab
nl
B sEiisb

Only 1SE Nodes with Policy Service are displayed

TACACS Porta *
Post 49

B TACACS Owver TLS Port *
Port 6049

“ i

ATV 3:FT7FA)IRNDR—KN6049%Z FTDEEXFEHTSDH. TACACS over TLSICBIDTCPAR—
NREEEL T, Save2 I UYOLZET,

XYRND—=OFNARERY ND=DFNARITIN—=7

ISElE. BEOTNAATN—THEZEALIEBAIBTFNARATIN—TL2RBLET., &F
B, XY RNI—UFNAADEBIDIIL o5 EZRLET,

AT Y 7 1 : Work Centers > Device Administration > Network Resource D JEI_BEL £,
[Network Device Groups] 27 )Y L& T,



sl |dentity Services Engine Work Centers / Device Administration

) Bookmarks Ovarview Idantities Usar ldentity Groups Ext Id Sourcaes Network Resources Policy Elamants Davice Admin Policy Sats Raports Sattings

Al Groups Choose group «

u
Dashboard Network Dewices

o Hetwork Device Grou
Gantext Visibility I -]

Detault Devices

. Opsrations TACACS Extemal Servers
TACACS Sarver Ssquancs Name Description MNo. of Network Devices
I Palicy
Al Device Typos All Device Types
A, Administration
All Locations All Locations
41 Work Centers
Atlanta
Leos Angeles
interactive Help
N Yoric
15 IPSEC Dovice 15 this 8 RADIUS over IPSEC Dovice

ITRTCOTFNAARZATEIXNTOAT—> 3@, ISELE>TREBEEINZFT7FILNOREE
TY, MEDKEBZEML, RUS—RHGETEISEATEZRY N I—IOFNAADBHITE
RERBLIAVR—FRPZEERLET,

ATV 2:RIZ, NS-OXTFNAA%ZZRY ND—OFNAAELTEMLET, Work Centers >
Device Administration > Network ResourcesDJEICEEH L ET, Addeo U vy oIL T, IiLLXRY
NDJO—2F)V4 APOD2IPN2ZEML £7,

= b Identity Services Engine Administration / Network Resources

}|  Booxkmarks Hetwaork Devices Metwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences External MDM More
. Matwark Dav st PODZIPNE
82 Dashboard e ——,
—— Network Devices
11 Context Visinisity Dt Devies
A operations Nama PODRZIPHZ
0 Policy Dwscription
4. Administration
MR LR ® Asarers TR 1p.225.283.077 L

Intaractive Help
Device Profile & Gisco

Modal Namo Co3E4D-GX2A -

Seftware Vorsion  10.8{3) w

Network Device Group

Location Atant ~  SetTo Dotault
IPSEC No w  Set To Defaul
Device Typo NXOS ~  SetTo Defaul

ATYT3: FNAADIPFRLAZAAL, FNAARADGFRETNARZATHFIVE T &E
NTVWBZEE2BELET, HEIC. TACACS+over TLSERSIREZBEMICLET,
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EN: FNARAZOAIY RFEBEND ETICTCPEY 2 3 VABRBLAVKSIC
IVINERTE-REANMICIBEEHRELET,

TFATTATAANT DRE

cOteo>a>rTlR, FNAARAEBEROTATFTATAANTZERLET, chiF,
ISERNEBI—HERVPHR—KNENBDEBEONABTATFUTATAY—ARICTDENTEET
o Tk, HFIDY —ATH B Active Directory(AD)ZEER L £,

F i 1 : Administration > Identity Management > External Identity Stores > Active Directory® JIE(C
BBLET, Add22UYILT, HiLLWADDZ IS MNRAVNEERLET,

= iyl Identity Services Engine Administration / Identity Management
[ ] Identities Groups External ldentity Sources Identity Source Sequences Settings
g
Active Directory

il
.
‘ Join Polmt Nama Active Dirdctory Domabn
3 DAR

RAMUS Token

REA SecurlD

SAML K Praviders

Soclal Login

REST

ATYT 2. ZMRAV NBEADRXA D BZEEL, Submitz 72U Y I L&ET,

= Mk Identity Services Engine Work Centers / Device Administration
] Overview Identities User ldentity Groups Extld Sources MNetwork Resources Policy Elements Device Admin Policy Sets Reports Settings
-
Cannastion
1l starnal | —
ey ava.lab
Cenificate Authenticat.,
Activo Directory
{ Active Directory o sy Ik
F ab
A
LDAP
ODBC
RADIUS Token
RSA SecuriD

SAML Id Praviders
Secial Login

REST

AT Y7 3: "TWould you like to Join all ISE Nodes to this Active Directory Domain?, &\ 570
T RARRENIZS, Yes2 VYUY ILET,



®

Information

Would vou like to Join all ISE Nodes to this Active Directory Domain?

ATY7 4. ADSIEREHDIL TV v ILZANL, ISEZADICSMEEE T, AT—XRA
ZFIVIOLT, BELTVBR & 2HEELE T,

Join Domain

Pleate specily the credentials required to Jokn ISE node(s) to the Acthve Directory
Cumeain.

* A0 User Kame () sddmidnistrator

£y F:‘E‘;T‘I‘{"d Seanamia

Specily Organiraticnal Unit ()

Fistore Credentlals ([




Join Operation Status

SLAIUE Sumimany; Suctossiul

ISE Hods Mods STatiEs

ISE1 . laby @ Comaletad

Clage

AF Y7 5: GroupsZ 7 ICBEIL. AddESIUY ILT, F/NA ANDF VAN FTE AT
B1—HIESVT, XERTNTOIN—T2RBLET. ZOMATE. COHA RORTA
UL —TERENBIL—TERLET,

‘tueh Identity Services Engine Administration / Identity Management
1 Identities Groups External Identity Sources Identity Source Sequences Settings
a=
) Connection Allowed Domains PassivelD Groups Attributes Advanced Settings
] External Identity Sources e
< - =]
= & )
X _ | + Add
» [ Certificate Authenticat...
0 ~ siD
' . Select Groups From Directory
5 [ Active Directory
& Add Group
‘ 3 LDAP Mo data available
£ ODBC

"

5 RADIUS Token

1 RSA SecurlD

3 SAML Id Providers
= Social Login

1 REST



Select Directory Groups

This dialog is used to select groups from the Directory.

Domain svs.lab

Name s SID Type
< Device : - L
Filter Filter Filter
Retrieve Groups... | 2 Groups Retrieved.
] Name ~  Group SID Group Type

[[]  svslab/Users/Device Admin 5-1-5-21-4125682916-2670386087-26956193... GLOBAL

|:| svs.lab/Users/Device RO 5-1-5-21-4125682916-2670386087-26956193... GLOBAL

Administration / Identity Management

[ Identities Groups External Identity Sources Identity Source Sequences Settings

.
Groups
1
Auth
Mame S

{ e Birsctory

2 LDAR wa ist/UsoruDenice Admin

%

s labiUsersDeice RO
ChBEG

TACACS+> T )L77O07 7 A I ORE

A ICEBEL AR ZEFER T 5Cisco IOST/NA RAEWEREKY), Cisco NX-OST/NA AEO—I)ILR—
AT7O2+A02 MO—)L(RBAC)ZEEL TWE T, ISETIE, NexusZA 7O BRAV & FER
L T. TACACS+7'07 7 4 )L & Cisco NX-OSTF/NA ADQI1—HO—-)IIXvyE I TEET,

NX-OSF/NA ATHERERENTVWBO—IIEE, NX-OSTZY R7#—AILK2>TERBWXT,
RD2DD—E BT EAN BV T,

« network-admin : ERIERETNLERY ND—0BFBEO-IILICE., A/YFLEOINTOO
NRICKTEIREBHRIMBLVEZIAKRT IV EAEN BV ET, T/V1 A ( Nexus
700073 & ) IZEBOVDCH HBBZEICOHK, F7AILNOREBFNA AV TFHFAR
(VDC)TERTAET 9, NX-OS CLIJN > Rshow cli syntax roles network-adminZ L T
 cOO-)LTHEATEEEEEINRUVARNZRTRLUET,



* network-operator : ERIERENERY ND—VFBEO-INLICRE. A/ YFLOINTD
OXRVRICKTDELBHEAN T IOLAENF HVYVET, T/V41 A (Nexus 70007 & ) (2
BBOVDCH HBDHBEICDEK, F74 ) NOVDCTHEMATAEETT, NX-OS CLIAXY > K
show cli syntax roles network-operatorZ AL T, COO— /) THEATELEZESZIYN R
JANZHFELET,

IRIZ . NXOS Admin&NXOS HelpDesk®2 D MTACACS7O7 7 AL ERBEATVET,
NX-OSEH
ATY 71 BO7O774)LZEML., NX-OS AdminE WS ERIZFITET,

AT Y 7 2: Setattributes as RO Y 7’A 7> SMandatoryZ#IR L £ ¥, Common Tasks® T
MO Network-role7°> 3 > A S AdministratorZ 2R L £ 9,

“hits ldentity Services Engine Work Centers / Device Administration
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EXbh —KHBEI—YZEREL. AAAORIAS LR AARNEZEEL T, REDEE
RFICTACACSORD Y ICO—ANILFT oIy 2FRATRET, FNAAHA50OY
DT IRENBLVLSICTRLEZHEHOLET,

TACACS+H—/NDOERE

ATY 71 YIHARRE.

POD2IPN2# sho run tacacs
feature tacacs+

tacacs-server host 10.225.253.209 key 7 "Flwhg.123"
aaa group server tacacs+ tacacs?2



server 10.225.253.209
use-vrf management

NZARNRAZ NDORE

ATFYT1: F—SRILZERLET, CDBEIF. eccF—RT7EFHLET,

<#root>
POD2IPN2(config)#

crypto key generate ecc | abel ec521-1abel exportabl e nodul us 521

ATYVT2: ChZERNFANRAY MIBENITET,

<#root>
POD2IPN2(config)#

crypto ca trustpoint ec521-tp

POD2IPN2 (config-trustpoint)#

ecckeypair ec521-1 abe

ATYT 3: CARRF—ZAVAN—ILET,

<#root>
POD2IPN2(config)#

crypto ca authenticate ec521-tp

input (cut & paste) CA certificate (chain) in PEM format;

end the input with a line containing only END OF INPUT :

————— BEGIN CERTIFICATE-----
MIIF1DCCA3ygAwIBAgIIIM10AsTaN/UwDQYJKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAoGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMjUWNDI4MT cwNTAWWhcNMzUWNDI4MTcwNTAwWWjBgMQswCQYDVQQGEwIV
UzEXMBUGALUECBMOTm9ydGggQ2Fyb2xpbmExXEDAOBgNVBACTB1IhbGVpZ2gxDjAM
BgNVBAOTBUNpc2NvMQwwCgYDVQQLEWNTVIMXEjAQBgNVBAMTCVNWUYBMYWIDQTCC
AiIwDQYJKoZIhvcNAQEBBQADggIPADCCAgoCggIBAIvZUOyn2vIn6gKbx3M7vaRq
2YjwZ1zSH6EKEvxnJTy+kksiFD33GyHQepk7vfp4NFU50tQ4HC7t/A0v9grDa3qQw
VwvV4MBbJhFM3s0J/ejgDYcMZhIAaPy0Zo5WLboOkXEiKjPLatkXojB8FVrhLF30
jMBSqwa4/W1niy5S+7s4FFxsCf20COWfBAsnrsOtatIIhmcnx+VLIP7MRm8fOw4m
mutNo7IhbJSrgAFXmj1bBjMmgspObULo/wxMHdTbtPBf11HRHTKNIo3qy04UADL?2
WpoGhgT/FaxxBo2UBcnYVaP+3jjREONYT973MCbVAAxtNVU6bEBROz+LWniACzupm
+gh23SL43uW5A31iSw/BuUlE9p7B0e80oDNKU6gXT10jKyLP/gC7j8AeP031i r+KZui8



b8X41Yn/67SbzZFhwxn3chkW4JYhQ4AImW1An2Q1l+DMoZL7zRtSqQ39g9ZgRIMzQN
gJ+kQXe7QtT/ubmlMrtjE3gAEVPL334rTIxy9hpKZIkB86t2ZA3IX8CLsbCal3sA
z1XCoONX+6alekmXuAOI+t3clsNbN2AtFi4cJovTA01xh60I4QnK+MNQKpTjt/E4
ydH10rrurXsZummj9QBnkX4pqY7cDLHhdMKpbjDwg7jVL1783nTcOwYptQEP1i 5sw
839g9EMgKVOARIiVUa/q1AgMBAAG]PjASMAWGALUdEWQFMAMBAT8WEQYJYIZIAYb4
QgEBBAQDAgAHMBkKGCWCGSAGG+EIBDQQMFgpTVIMgTGFi IENBMAOGCSqGSIb3DQEB] /2WsgPgdRcjkvnyURk4Ix+Ib
xDrmo7e0XPpSW4172a6K18CR3U2Cr4wsuvndPEq/qd2NRSBWfFOXE/AJHQG7STT
HaXLU9r2Ko6030ecu8ysGTwL1It/9T1/FObOxZRugWcplrVoTgDGuA==

————— END CERTIFICATE-----

END OF | NPUT

Fingerprint(s): SHAl
Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:(8:3A:(7:37

Do you accept this certificate? [yes/no]:yes
POD2IPN2(config)#
POD2IPN2(config)#

show crypto ca certificates ec521-tp

Trustpoint: ec521-tp

CA certificate O:

subject=C = US, ST = North Carolina, L = Raleigh, O = Cisco, OU = SVS, CN = SVS LabCA
issuer=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
serial=20CD7402C4DA37F5

notBefore=Apr 28 17:05:00 2025 GMT

notAfter=Apr 28 17:05:00 2035 GMT

SHA1 Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:C8:3A:(7:37
purposes: sslserver sslclient

POD2IPN2(config)#

ATYT7 4 A4 Y FIDAAEEREEHLET,

<#root>
POD2IPN2(config)#

crypto ca enroll ec521-tp

Create the certificate request ..

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.
Password:Clsco.123

The subject name in the certificate will be the name of the switch.

Include the switch serial number in the subject name? [yes/no]:



yes

The serial number in the certificate will be: FD026490P4T
Include an IP address in the subject name [yes/no]:

yes

ip address:10.225.253.177
Include the Alternate Subject Name ? [yes/no]:

no

The certificate request will be displayed...
————— END CERTIFICATE REQUEST-----

ATYT 5:CAICK>TERENIZAALY FIDALAEZ AV R—KLET,

<#root>
POD2IPN2(config)#

crypto ca inport ec521-tp certificate

input (cut & paste) certificate in PEM format:

MIIDzTCCAbWgAWIBAgIIC6zS76XYDm8wDQYJKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAoGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMFUWNTA3MTkxMDAwWWhcNMj YWNTA3MTkxMDAwWj ApMREwDwYDVQQDDAhQ
TOQySVBOMjEUMBIGA1UEBRMLRKRPMjYOOTBQNFQwgZswEAYHK0ZIZzjOCAQYFK4EE
ACMDgYYABAEZhPSLDs6+0gpD9rbYuSA1r0iGpZC962PEqrjzmCpNIESjovOmQ6ES
AYTiMG940fFh4gDs981a8nvFMFaMM1f8hgGboTsd3urjY6YJ7wx5/5uokFOn3D0n
ISOEjaUgihe3jzXicHE5uQhZbJH1xk0iJdMuTw/ggxm8+ryNGcQtHF3xEaNAMD4w
HgYJYIZIAYb4QgENBBEWD3hjYSBjZXI0aWzZpY2FOZTACBgNVHREBAF8EEjAQgghQ
TOQySVBOMocECuH9sTANBgkghkiG9wOBAQs FAAOCAgEANWGb6zm9TDPaM1yhPMx7
8uai/pF7VQCENSCAOKqr4w4+695ZjJuzqFL3msod0QKOEdgxpQ4+pEa5msRtKO1i8
mms2X/Px3/EShxoHrZO1PUXNTyZ1idXpGd/yTrdQAT15JzpW4pEudrbCIMZEEYtqoP
wD+40E8VvKoYEgyW1DrpRZ0ZGlusZczuUhLZ8orkjXMhWC26Q5aqiCKkyglONt6nb
1iToeYy2Q0cTesSZCKvRBV6EwW]5JuSLemURYB4GHY+LT+A9UNmEUM2n+0OSVEL329
3hS0qd/YVaEuxjj1g7jNiZb+UsW7IRx3Q8Rouo++ISACpH/PJI61LnTVxhXombiS6
INoaOGVQONrT1+1FT8ADIdZ/Ukd5Ubhc9bh/sYzf4MWtkK1wVO16Hv7vGpSMYonD6
a271im+tIPyKnnezQ60ykz1GqsL/Ta630dip/fEYp8UMRG9InDh23gDjqrojWL7k
1R/bZpc+baMyYXd/2pohHMSNOSKN3zNrJTTnuk5KCqFx//4P7mAoyZYiTIDplpkYS
VK65 fIKD+pYXIhSPIWN8rnwtzSCWb0Z78sg006Y6wIXyTPOUB3FWhD+GxtTkmEce
ZnAQbgxpgrg5ThpAEVabpC/zRU4UzTuBmv/WoY12zwXCr5WLXEOWtIe8CwFjSnch



1fKuuebdZkbwz72r70yyX/U=
————— END CERTIFICATE-----
POD2IPN2(config)#

AA4YFOIDIAABENBRENATVR L ZBIELET,

<#root>
POD2IPN2(config)#

show crypto ca certificates ec521-tp

Trustpoint: ec521-tp

certificate:

subject=CN = POD2IPN2, serialNumber = FD026490P4T

issuer=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
serial=0BACD2EFA5D80E6GF

notBefore=May 7 19:10:00 2025 GMT

notAfter=May 7 19:10:00 2026 GMT

SHA1 Fingerprint=CA:B2:BF:3F:ED:2F:06:0B:C1:E4:DC:21:9F:9D:54:61:98:32:C5:13
purposes: sslserver sslclient

CA certificate O:

subject=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
issuer=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
serial=20CD7402C4DA37F5

notBefore=Apr 28 17:05:00 2025 GMT

notAfter=Apr 28 17:05:00 2035 GMT

SHA1 Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:C8:3A:(C7:37
purposes: sslserver sslclient

POD2IPN2(config)#

TACACS+ TLSDERE
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AE VY -IASO-ALILTY
ERD

YL EFEALT, ChoNREEEZTVE

AT Y7 1: globaltacacs tisZFREL £,

<#root>
POD2IPN2 (config)#

tacacs-server secure tls

ATY T 2 ISEY—NHFBEENTWVWABTLSAR—NIISER—KhZZEELET,

<#froot>

POD2IPN2(config)#



tacacs-server host 10.225.253.209 port 6049 tineout 60 single-connection

ATYT 3: AMYFOISEH—/NBREZTLSERADONZARNRA 2 NMIBEENSITET,

<{froot>

POD2IPN2(config)#

tacacs-server host 10.225.253.209 tls client-trustpoint ec521-tp

ATY T 4 tacacsH—NTIN—T%#ERLE£T,

<#root>
POD2IPN2(config)#

aaa group server tacacs+ tacacs?

POD2IPN2 (config-tacacs+)#

server 10.225. 253. 209

POD2IPN2 (config-tacacs+)#

use-vrf managenent

ATYT 5 REZHERLET,

<{froot>
POD2IPN2#

sho run tacacs

feature tacacs+

tacacs-server secure tls
tacacs-server host 10.225.253.209 port 6049 timeout 60 single-connection
tacacs-server host 10.225.253.209 tl1s client-trustpoint ec521-tp
aaa group server tacacs+ tacacs2
server 10.225.253.209
use-vrf management

FIE 6 : ANARRREZRRET D HIC, VE—RI—HYZTAMLZET,

<#root>



POD2IPN2#

test aaa group tacacs2

user has been authenticated
POD2IPN2#

AAA 55 FE

AEAAAOREICEDAINC, VE—NI—YFEAEBILTVD e ZBIEL TS



W

ATY 71 AAAUE—RREEZRELE T,

<#root>
POD2IPN2(config)#

aaa authentication login default group tacacs2

ATY 7 2: OAXVROTARMERIC, AAAUE—RRBAZERELET,

X Z: authorization-status?® "TAAA_AUTHOR_STATUS PASS ADD. &£XRRENTLD
CEEBIELTLSEETL,

<#root>



POD2IPN2#

test aaa authorization command-type confi g- conmands default user

command "feature bgp"

sending authorization request for: user: pamemart, author-type:3, cmd "feature bgp"
user pamemart, author type 3, command: feature bgp, authorization-status:0x1(AAA_AUTHOR_STATUS_PASS_ADD

AT Y7 3: AAAJY > REconfig-commandiB Al 2R EL £ 9,

<#root>
POD2IPN2(config)#

aaa aut horization config-commands default group tacacs2 |oca

POD2IPN2(config)#

aaa aut horization commands default group tacacs2 |oca

NX-OSO1—HTFIORANDTANERNS TN —F1429
st

Cisco NX-OSOF /N A ABBORENET LELE, REERTIIHEFHYET,
ATY 7 1:SSHZETL., TETELHEO-INELTINX-OSTFNSMAICOTA > LET,

ATYVT2: FNAADIAY Y RSA VAR —T T A(CL)T, I—HAFEPEIT RICT
DHEATEDELZBRLET, LEARF, ALTFRAIVI—FEBEEDIPTRLA
(10.225.253.129%% & ) [CpingTE DA, RTAV 74 F¥1L—Y 3V ERFTIDH L EERE
hBPUENFHYVET,

POD2IPN1# ping 10.225.253.129 vrf management

PING 10.225.253.129 (10.225.253.129): 56 data bytes

64 bytes from 10.225.253.129: icmp_seq=0 tt1=254 time=0.817 ms
64 bytes from 10.225.253.129: icmp_seq=1 tt1=254 time=0.638 ms
64 bytes from 10.225.253.129: icmp_seq=2 tt1=254 time=0.642 ms
64 bytes from 10.225.253.129: icmp_seq=3 tt1=254 time=0.651 ms
64 bytes from 10.225.253.129: icmp_seq=4 tt1=254 time=0.712 ms



--- 10.225.253.129 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.638/0.692/0.817 ms

POD2IPN1#

POD2IPN1# show running-config
% Permission denied for the role

NZTIWNDa1—F12T

NX-OS#E & DRl

POD2IPN2# show crypto ca certificates
POD2IPN2# show crypto ca trustpoints
POD2IPN2# show tacacs-server statistics <server ip>

A—¥oEie0—IILZe2RRIBICE. ROON RZEALET,

show users
show user-account [<user-name>]
A sample output is shown below:
POD2IPN1# show users
NAME LINE TIME IDLE PID COMMENT

Admin-ro pts/5 May 15 23:49 .

POD2IPN1# show user-account Admin-ro
user:Admin-ro
roles:network-operator
account created through REMOTE authentication

Credentials such as ssh server key will be cached temporarily only for this user account
Local Togin not possible...

16526 (10.189.1.151) session=ssh *

TACACS+O RS TN a1 —F 1429 TR, ROFNYITHFERIEET,

debug TACACS+ aaa-request
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03:
03:
03:

08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.

652514
652543
652552
652559
652568
652677
652699
653919
653930
653938
653945
653952
654004
655054
655065

TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:

process_aaa_tplus_request:Checking for state of mgmtO port w
process_aaa_tplus_request: Group demoTG found. corresponding
process_aaa_tplus_request: checking for mgmtO0 vrf:management
process_aaa_tplus_request:port_check will be done

state machine count 0

is_intf_up_with_valid_ip(1258):Proper IOD is found.
is_intf_up_with_valid_ip(1261):Port is up.
debug_av_11ist(797) :Printing Tist

35 : 4 : ping
36 : 12 : 10.1.100.255
36 : 4 : <cr>

debug_av_11ist(807) :Done printing Tist, exiting function
tplus_encrypt(659) :key is configured for this aaa sessin.
num_inet_addrs: 1 first s_addr: -1268514550 10.100.1.10 s6_a
non_blocking_connect(259) :interface ip_type: IPV4



2016 Jan 11 03:03:08.656023 TACACS[6288]: non_blocking_connect(369): Proceeding with bind

2016 Jan 11 03:03:08.656216 TACACS[6288]: non_blocking_connect(388): setsockopt success error:22

2016 Jan 11 03:03:08.656694 TACACS[6288]: non_blocking_connect(489): connect() is in-progress for serv
2016 Jan 11 03:03:08.679815 TACACS[6288]: tplus_decode_authen_response: copying hostname into context

SSLTFNY T ZBMCLKRT,

touch '/bootflash/.enable_ssT_debugs'

TNV TTFAINDOABTERRLET,

cat /tmp/ssl_wrapper.log.*

ISE®GUIT, Operations > TACACS LivelogDJEICEE L ET, T X TOTACACSERIEER LR
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