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Authenticate via 802.1x

Session-started @ —— Always

Terminate 802.1X

Authorize Port

Va
AAA-Server-Down -@
/ I

@-r No-Response ———= Assign Guest VLAN

Authentication-failure =

\ 802.1X-Failure =~ =" Assign Guest VLAN

EVENT CLASS ACTION

FAFYFAF AT ORI —
TFATFTAT4  O-IIRID—BEDHE

O hO=ILRIDZ—F, 4ARUKN, &, LT3 2EHALTOATLAOBEEZES
LET, FlIHRIS—OREICIEK, EIL3DDATYTHHYYET,

1. 5O AEERLET,
HEOZAE, SIHRIS—2TITATILTIEOICHERZHEEERZLET, FIFA
IZW&E, trueFklFfalseE U TR E NP2 BHROXHZIBETEE T, V7 AN rueL Rz
n3EHICik, &BEDall, any, EElEnoneZtruellFRETIHENHYET, K, %
HaFLET, BElltruebfMlich2BED VS AZEATADEETEET,

2. ®IHAR) S —ZERLET,
FEAR)S —IZ@F1OUEOBRAUANAEFEIATVET, FL—LICE, FIBHIZTA, FHFIT
VIOBRRNIH—FTBDARIN, BETID2UEOT I IUNEENET, FUOIRIE



BICE SN, ETEhFET,
3.HMEARIS—=EBRALET,
BEIC, SRV —Z2AR—TIAAICBALTTI9T147ICLET,

EVENT
CLASS e
ACTION Defined under
class-map
command

Defined under

POLICY » policy-map

command

Applied with
‘ : * service-policy
f F command

k INTERFACE |

L

TATFTAT402 NO—IIRIZ—ORERE

authentication display new-style AN > RZEA TR &, OREKROEBENFL VAR AL ICEHE
nE9,

switch#authentication display new-style



policy-map type control subscriber POLICY_Gi1/0/1

A session start would mean a new MAC , - 10is sequence number of this class.
address learnt on the port | event session-started match-all . | * "always" means execute following
10 class always do-until-failure actions unconditionally.
o | * “do-untill-failure” executes actions

10 authenticate using dot1x priority 10

« | sequentially until any one fails on its way.
event authentication-failure match-first ; '

* Do 802.1X authentication, Preceding

“10” indicates sequence no.of this action. | ; S :
o The do-untill-Esilure + suthenticate » 10 class DOT1X_NO_RESP do-until-failure ﬁd‘l Autht?ntlcatlon failure gvent to activate
this section. Match first exits the event

dot1x means: No matter the endpoint is 10 terminate dotix : ;
capable of 802.1X or not unconditionally i ) e e S TR DT
expect for EAPOL frames. 20 authenticate using mab priority 20 .' R PR
2 AILED do-until-fai fiosi
0 class _MAB'F DS * | terminate 802.1X and attempt for MAB
10 terminate mab | authentication with priority 20
If MAC Authentication fails, then strop 20 authentication-restart 60
lﬂAB and initialize authentication restart "2 always do-until-failure
timer to 60 seconds.
' 10 terminate dotix
20 terminate mab ' If both 802.1X and MAB authentication
] - fails per session, then terminate both
This event activates when the switch 30 authentication-restart 60 F

| authentication methods and wait for 60

receives an EAPol frame. This statement event agent-found match-all seconds to retry an authentication

is useful when dot1x times-out and later =,

the end host initiates an EAP session. A5t s vl

- ' Similar to authentication priority dot1x
10t te mab
ermma.e . . o mab command, if EAP frames received
20 authenticate using dot1x priority 10 | after MAB, then stop MAB and do 802.1X

FAFYTFAF 402 RO—LRY S —DBR

T

AX JXE
ALY FORE

WS-C3850-48F-E#show run aaa

aaa authentication dot1x default group radiusA—)JL

aaa authorization network default group radius local ( BB XY NDO—O9OF 7 A I KNTIL—7
radiusA—AHJL )

username admin password 0 XXXXXX

radiust—/\ISE1



address ipv4 10.127.197.xxx auth-port 1812 acct-port 1813

pac¥ —xxxx@123

I

I

aaa? )L — 7% —/\radius ISE2

H—/NBISE1

!

!

I

I

aaa new-model

aaa session-idti&@

I

aaa —/\radius dynamic-author

54T > ;10.127.197 xxx B —/VF —xxxx@123

dot1x system-auth-control

!

WS-C3850-48F-E#show run | in POLICY_Gi1/0/45

policy-map type control subscriber POLICY_Gi1/0/45

service-policy 24 7’0 1> NO— LY 7 A9 5 4 /)X\POLICY_Gi1/0/45

WS-C3850-48F-E#show run | sec POLICY_Gi1/0/45

policy-map type control subscriber POLICY_Gi1/0/45

event session-started match-all ( A X MY I VHABO—H-ITNT)
107 Z Aalways do-until-failure
10 dot1x priority 10% £ L TFRE

event authentication-failure match-first ( A X RRIAEXBIYFT7—ARN)

5% 7 ADOT1X_FAILED do-until-failed



10 dot1xD#& T
2058 B 860
109 Z ADOT1X_NO_RESP do-until-failure
10 dot1xMD#R T
20mab7’ Z A4 A1) T 120 EAL TRE
209 Z AMAB_FAILED do-until-failed
10 mabD#& T
2070RL B2 E60
407 Z Aalways do-until-failure
10 dot1xD#& T
20 mabMD#& T
300 B2 E60
event agent-found match-all ( A X RI—J I MR DOHE—3-9XT)
107 Z Aalways do-until-failure
10 mabD#& 7
20 dot1x priority 10% {£ f L 7=535E
event authentication-success match-all ( 4 X2 NREE - RO —B - IXT )
107 Z Aalways do-until-failure
10 service-template DEFAULT_LINKSEC_POLICY_MUST_SECURE® 7 27 1 71t
service-policy 24 7’0 1> NO— LY 7 A9 5 4 /)X\POLICY_Gi1/0/45
WS-C3850-48F-E#show run interface gig1/0/45
Building configuration...
Current configuration :303 bytes
!
interface GigabitEthernet1/0/45
switchport access vlan 503

switchport mode access



access-session host-mode single-host 1< > R
TOEAEYZIZVHFALTVS

access-session port-control auto ( BB 7 VA Y2 32 R— NI )
mab

ctsO—ILR—ADEABL

dot1x pae authenticator

service-policy 4 77O > ROA—I)LY T AU 5 4 JX\POLICY_Gi1/0/45
&%

WS-C3850-48F-E#show run cts

I

ctsFF A \J A NISE2

cts sxpD B XL

cts sxp connection 10.127.197.xxx password none mode peer speaker hold-time 0
cts sxp default source-ip 10.196.138.yyy ( BART OXISEIARE )

cts sxp7T 7 F )L RIVAT — Rxxxx@123
ISE F&TE

FIE1:ISET DS K OFAIRY > — DR

Rule Marme Conditions Profiles

Hits  Actions

Hits  Actions



AT Y T2ISETSXPTF/INA AZRELET,

Overview Components TrustSec Policy Policy Sets SXpP Integrations Troubleshoot Reports Settings

—
SXP Devices

SXP Devices > SXP Connection

All SXP Mappings » Upload from a CSV file

- Add Single Device
Input fields marked with an asterisk (*) are required.

MName
switchb)|

IP Address™
10.196.138.132

Peer Role*

LISTENER ~

Connected PSNs*®

isesec = W
SXF Domains*

default = -
Status®

Enabled e
Passward Type*

NONE A4

Password

ATY TISXPRETI/O—NINADT—RERELE T,

Identity Services Engine ‘Work Centers / TrustSec

P! Bookmarks Owverviaw Componeants TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Sattings

u=
S2  Dashboard Genersl TrustSec Settings B
SKP Settings
T . i
1! Context Visibility rustec Matin Setings
Work Process Settings

B Publish 5x7 bindings on pxtrid (@ Add Radius and Passivell mappings info SKP P 56T mapping tabie
X Oporations SHP Sattings

ACH Settings Global Password
1 Policy 0

2. Adminisiration

Al Work Centers This global password will ba overriden by
the device specific passward

Timers

Interactive Features

e

oy
51



WS-C3850-48F-E#show access-session interface gig1/0/450 $¥4H
14> BZ—7 I 414X : GigabitEthernet1/0/45
[IF-ID: Ox1A146F96
MAC7 RL A : b496.9126.decc
IPv67 RL A : NER
IPva7 RL A : FBf
1—%%4% : divya123
AT—RRA  EFZEEH»
RXA 2 : DATA
Oper hostE— R : single-host
Oper control dirboth(AZARL—2a>A> N A=ILFa4L I KN : @FH)
'Y IVRALTIN  BL
H#iE+ v 23 2/1D:000000000000000B95163D98
FTHhHONEYS3ID:AH
J\> R)L : 0x6f000001
WEDKR > — : POLICY_Gi1/0/45
O—AILRI>—

H—EAFT>7L—NK : DEFAULT_LINKSEC_POLICY_MUST_SECURE ( E%E150)
EFIVFARID— EF 1) T 1 REFNDE
EFIVTAORE: VIR REEThTVEREA

H—NRU>—
XYY ROREUAD :
XYY ROIRAE
dot1x Authci%Zh
WS-C3850-48F-E& S
WS-C3850-48F-E ( %% ) #doshow cts sxp conn

SXP: B



BR—RNENDEHN—232 1 4

T7AILRNNAD—R  BE

BEOF—FI—2 : RERE
T7FALRNODF—FI—2F ZIHBEL

77 7 )L N OFEE TIP:10.196.138.yyy
BERBRTA—7VRE 1208

AEAE . 1208
URZADA—T 2V RAI—HFRITHTT
IVAR—ROETS—T2ADOKNTIN—AFIR | RFE

A2R=—MOETS =T ADRNZN—AHIR 1 RERE

E71P:10.127.197 .xxx

X{ETIP:10.196.138.yyy

Conn status : 7>/

Conn/N\—> 324

R H S IPv4-IPV6-Subnet

ConnR—JL RZ A [L:120%

A—AILE—R:SXPUAF—

BiiA AR A#A

TCP conn fd :1

TCP conn password : % L

K= REAI—HFRITH

BIEDIREZE A S OAFFEFR : 0:00:00:22 (dd:hr:mm:sec)
SXPHEHDMBE=1

OxFF8CBFC090 VRF:, fd: 1, E7IP: 10.127.197.xxx
cdbp:0xFF8CBFC090 <10.127.197.145, 10.196.138.yyy> tableid:0x0

WS-C3850-48F-E(config)#



Z4 78T LAR—KIC. SGTZ Y Guest applied N KR RENET,

Overview Stepa
Descr Latency (ma)
Ewent 1 o anncy (ms|
11001 Received RADIUS Access-Rogquest
dhyal 23 nnz RADIUS croatnd & now sossion 0

Ba:9E26DECT Evaluating Policy Group i
Evalupting Service Selsction Policy 1
Endpcint Prafile Intoi-Davice
Extracted EAP-Response /identity 2
Auther an Palicy New Policy Set 1_copy »> Authentication Rule Proparod EAP-Requost propesing EAP-TLS wi Hongid 2
Aty Néw Palicy St 1_cepy »» Auhorization Fule 1 Vialid EAP-Kay-Nama attribute received o
Roturned RADIUS Accoss-Chasenge o
ParmatAccess
Recelved RADIUS Access-Regquest 16
RADIUS &5 ro-using an existing session o

Exfracted EAR-Response/MAK requesting to use PEAR

. . o
Authentication Details stiad
Prepared EAP-Request proposing PEAP with challenge 0
Source Timest 2025-06-23 14:01:01.632
12625 ialiet EAP=Kery=Name attribiute rocoived 0
A Timestamp 2025-08-23 14:01:00 632 11006 feturned RADILS Access-Chasenge
Policy Ser T 11001 Roceived RADIUS Access-Request
1me RADIUS s ro-using an existing sessian o
12301 Extractod EAP-Rasponse contsining PEAP challange - P
[Tr— divya123 i response and accepting PEAR as negotiated
61025 Open $0CUre COANBCHION With TLS poer '
User Type User
12318 Successtully negotiated PEAP version 0 0
B4:96:91:26:DE:CC 12800 Extracted first TLS record; TLS handshake stared 2
B4-96-81-26-DE-CC 12808 Extracted TLS ClentHello message 1
12806 Prepared TLS ServarHolls mossage 0
nt Prafile Inted-Device
12807 Prepared TLS Certificate message 0
[ — 12808 Prepared TLS ServarKeyExchange message 18
12810 Prepared TLS ServerDone message o
Prodiled 12305 Proparod EAP-Rsquost with anothes PEAP challonge 0
" 00000000000000BES 163008 Roturned RADILS Accoss-Chasionge 0
11001 Racmiunct BANIIS Are st Racset 4

12806 Prepared TLS ServerHello message 1]
Envdpaint Prafile Ined-Device
12807 Prepared TLS Centificate mossage a
Ieaereal Lissrs 12808 Prepared TLS ServerKeyExchange message 18
Prapared TLS SorvarDans mossge ]
Profigg Prapared EAR-Request with another PEAR chal ]
H00000000000000B95 1 63088 fetumed RADILFS Access-Ghallenge (]
Received RADIUS Accoss-Roquest &
dotix
RADIUS i3 ra-using 5 3 3885800 [
PEAP (EAP-MSGHAPYVZ) i3 Extracted EAP-Response containing PEAP challenge- 1
S respanse
Eramed
Preparsd EAP-Request with anosher PEAP challenge [
wwiena Returmed RADIUS Access-Chalionge L]
10.196.138.132 11001 fecehved RADIUS Access-Request ]
nma RADIUS Is re-using an existing session [
GigabitEtherngt1/0/45
- Extractod EAP:Rewp va PEAP challonge - N
Etharnet o s s
Propared EAP-Request with angthes PEAP challenge ]
PrmitACCess
Returmad RADIUS Aceoss-Challongs [
Guests Received RADNUS Accoss-Request L]
223 rrilissoonds noa RADIUS s re-using an existing sexsion [
13304 Extracted EAP-Response containing PEAP challange - s
o fesponse
1238 Successiully negotiated PEAR varsion 0 (1]

NZ7ILZ1—hk

dotIxDREED RS TINS1—FT A VT ETSICRE, RAMYFTROFNY TEZBMCLET,
» debug dot1x all

07 O

dot1x-packet:EAPOL pak rx - Ver: 0x1 type: 0x1 >>>>A A Y FTREFEE hIZEAPoL/NT Y b
dot1x-packet : &<& : 0x0000

dot1x-ev:[b496.9126.decc, Gig1/0/4517 T4 T > N D&, b496.9126.deccOtz v > 3 BtRA
R NDEE>>>>>dotIx VT4 T MDY

dot1x-ev:[b496.9126.decc, Gig1/0/45] 0x26000007 \= Xt F % dot 1 xF2 AL D 1k



(b496.9126.decc)>>>> dot1x? B tE

%AUTHMGR-5-START : 4 > X —7 I 4 AGig1/0/45 AuditSessionID
0A6A258E0000003500C9CFC3 LMV 5 14 7 > 5 (b496.9126.decc)® "dot1xy ZHKRL TVWET

dot1x-sm:[b496.9126.decc, Gig1/0/45] Posting |EAP_RESTART on Client 0x26000007 />>>> : &
ZAT 2 MIEAPZ7OCANBEBHZER

dot1x-sm:[b496.9126.decc, Gig1/0/45] Posting RX_REQ on Client 0x26000007 >>>>> U Z A 7~/
NA S OEAPOL/NT Y N D5

dot1x-sm:[b496.9126.decc, Gig1/0/45] Posting AUTH_START for 026000007 >>>> FREE7 Ot A
DB

dot1x-ev:[b496.9126.decc, Gig1/0/45] Sending out EAPOL packet >>>>> |dentity Request
dot1x-packet:EAPOL pak Tx - Ver:0x32 4 7° : 0x0

dot1x-packet : =& : 0x0005

dot1x-packet:EAP— K : Ox1 id: Ox1 length: 0x0005

dot1x-packet : X4 7" : 0x1

dot1x-packet:[0496.9126.decc, Gig1/0/45]27 Z 4 T > K 0x26000007 |Z A fE & N HEAPOL/NT ¥ b

dot1x-ev:[Gig1/0/45] Received pkt saddr =b496.9126.decc , daddr = 0180.c200.0003, pae-ether-
type = 888e.0100.000a

dot1x-packet:EAPOL pak rx - Ver: 0x1 type: 0x0 // Identity Response

dot1x-packet : &=& : 0x000A

dot1x-sm:[b496.9126.decc, Gig1/0/45] Posting EAPOL_EAP for 0x26000007 >>>> EAPoL/\ v
N(EAP Response)Z2 ZEL., H—/N\\DERZ%(H

dot1x-sm:[b496.9126.decc, Gig1/0/45] Posting EAP_REQ for 0x26000007 >>>> Server response
received, EAP Request is being prepared

dot1x-ev:[b496.9126.decc, Gig1/0/45] EAPOL/SY ¥ k M fE

dot1x-packet:EAPOL pak Tx - Ver:0x3& 1 7" : 0x0

dot1x-packet : & : 0x0006

dot1x-packet:EAP1— R : 0x1 id:0xE5 length: 0x0006

dot1x-packet : X4 7" : 0xD

dot1x-packet:[p496.9126.decc, Gig1/0/45] EAPOL/NT Y RF US4 T NZEEE h D
0x26000007 >>>> EAPERNEFET N

dot1x-ev:[Gig1/0/45] Received pkt saddr =b496.9126.decc , daddr = 0180.c200.0003, pae-ether-
type = 888e.0100.0006 //EAP response received

dot1x-packet:EAPOL pak rx - Ver:0x1X 4 7" : 0x0

dot1x-packet : & : 0x0006

|

|

|
|ICCTlR. RAAYFEISATYROBTEL DBEBARMEND &, < DEAPOL-EAPH &



OEAP_REQAAXRY MABELEXT

IChBBED AR RFBEABWVWEER, RAN—ECNETEBENBEHRERIITIHLEN D
WET

[

[

|
dot1x-packet:[b496.9126.decc, Gig1/0/45] Received an EAP Success >>> EAP Success eed from

Server

dot1x-sm:[b496.9126.decc, Gig1/0/45] Posting EAP_SUCCESS for 0x26000007 >>>> Posting
EAP Success1 X2 ~

dot1x-sm:[b496.9126.decc,Gig1/0/45] Posting AUTH_SUCCESS on Client 0x26000007 >>>>
Posting Authentication success

%DOT1X-5-SUCCESS : 77 4 7~ b(b496.9126.decc) DFRELL 1 > & — 7 T A AGig1/0/45
AuditSessionID 0A6A258E0000003500C9CFC3 TR L & L 1=

dot1x-packet:[b496.9126.decc, Gig1/0/45] EAP Key data detected adding to attribute list >>>>
—NIZK>TEFEhEENF—FT—X

%AUTHMGR-5-SUCCESS : ¥ 74 7~ b (b496.9126.decc) DERILL 1 > X —7 T 4 AGig1/0/45
AuditSessionID 0A6A258E0000003500C9CFC3 TR INL & L 1=

dot1x-ev:[b496.9126.decc, Gig1/0/45] Received Authz Success for the client 0x26000007
(b496.9126.decc) >>>> Authorization Success

dot1x-ev:[b496.9126.decc, Gig1/0/45] Sending out EAPOL packet >>>> Sending EAP Success to
the client

dot1x-packet:EAPOL pak Tx - Ver:0x3% /4 7" : 0x0

dot1x-packet : & : 0x0004

dot1x-packet:EAP1— R : 0x3 id: OXED& : 0x0004

dot1x-packet:[0496.9126.decc, Gig1/0/45]27 Z 4 T > R0x26000007 |Z A fE & N BHEAPOL/NT ¥ b
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