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Cisco ISE API - Certificates ™
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<#root>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()

if _name ==" man_"

url ="

https://10.106. 33. 92/ api/vl/certs/systemcertificate/l SE- DLC- CFMEO2- PSN



headers = {
"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

" Api Admi n", " Admi n123"
)

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:')

print(response.json())
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Return Code:

200
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{'response’: [{'id": '5b5b28e4-2a51-495¢-8413-610190e1070b, ‘friendlyName': ‘Default self-signed saml server certificate - CN=SAML _ISE-DL C-CFMEQ
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<ttroot>

from requests.auth import HT TPBasicAuth import requests requests.packages.urllib3.disable_ warnings() if __name__ =="__main_ ":url ="

https://10.106. 33. 92/ api/vl/ certs/systemcertificate/l SE- DLC CFMEQ2- PSN 5b5b28e4- 2a51- 495c- 8413- 610190e1
" headers = {

"Accept": "application/json", "Content-Type": "application/json"

} basicAuth = HTTPBasicAuth(

" Api Admi n", "Admi n123"

) response = requests.get(url=url, auth=basicAuth, headers=headers, verify=False) print("Return Code:")
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Return Code:

200

Expected Outputs:

{'response’: {'id": '5b5b28e4-2a51-495¢-8413-610190e1070b', ‘friendlyName': 'Default self-signed saml server certificate - CN=SAML_|SE-DLC-CFMEQ:
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<#root>

from requests.auth import HTTPBasi cAuth import requests requests.packages.urllib3.disable warnings() if _name__=="_main__":url ="
https://10.106. 33. 92/ api/vl/certs/trusted-certificate

" headers = {

"Accept": "application/json", "Content-Type": "application/json"

} basicAuth = HTTPBasicAuth(

"Api Admin", "Adm nl123"



) response = requests.get(url=url, auth=basicAuth, headers=headers, verify=False) print("Return Code:")
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<#root>

from requests.auth import HTTPBasicAuth import requests requests.packages.urllib3.disable warnings() if _name__=="_main__":url ="
https://10.106. 33. 92/ api/vl/certs/trusted-certificate/147d97cc- 6ce9-43d7-9928- 8cdOf a83e140

" headers = {

"Accept": "application/json", "Content-Type": "application/json"

} basicAuth = HTTPBasicAuth(

" Api Admi n", "Admi n123"

) response = requests.get(url=url, auth=basicAuth, headers=headers, verify=False) print("Return Code:")
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