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. Heteink Mare Retoktio
Sarved

5. MAT Cxempk
L0, Seoure Chent Deployme
Il. Srmmnary

BEHRZ7O0774)LID

Cornetion Profile Tdentification

This step slows you to configure & Connection Profils Name and the Inberf ace the remote access users will acoess for VPN
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| B} Secure Client VPN Connestion Setup Wizard % | [B Waming x

VPN Wizard

Summary ASDM received messages balow when one or more of the commands below were sent to the ASA. [OK]
Hera is the v of the corfiguration. (] means success, [ERROR] means Fadure, [INFO] mears information and [WARNING] means warring
- | [tor] i local poal vpr-psec-pool 172,16.1.20-172.16.1,30 mask 255.255.255.0
Marna Vase [OK] ! warike chent profie "disk: [vprripsec-tunnel-grp_chent_profile.anl” to ASA
[OK] webvpn
el [oK] profiles vpnips I-grp_chent_profibe diskD): [vpn-paec-tunnel-grp_chent_profile.ami
Tame|Akas of the Connextion Profile vprrpsec-bunek-gp [OK] it )
WPN Access [nberface outside [OK] saa-server radius-gp protocol radius
Device Digtal Certificate prripsec nasa, CN... [OK] saa-server radus-grp (inside) host 1.7 . /.0.191
WPH Prototols Enabled Psac only aar-server radus-grp (nside) host 1.1° 1 .. 191
Securs Chark Images 1 package [g ] eepee PP
Buthentication Server Group radurs-grp EOA E;
Server:
SAML [0K] greup-pobey GroupPeboy_vpnipsec tunnel-grp internal
Authentication Method: aaa 0K] group-pokcy GroupPoh pr-ipsec turmel-grp att butes
Address Pool for the Chent 172.16.1.20 - 172.16.1.30 ! L:‘#kaamitwwpih ‘;‘ﬁ
NS Sorvers [OK] vprr-tunnek-protocol kevz
Domain Hame: [OK] webvpn
The protected traffic can be subjected to network address group-polcy GroupPolcy _vpr-ipsec-tunnel-grp attributes
Matwork Address Translabion pu o s

vEn
[OK] armycormect profiles value vpn-poec-tunnel-grp_chent_profle type user
[0K] et
[0] group-polcy GroupPolicy_vprripset tunnel-grp attributes
areus-polcy GroucPolcy von-osec-tunnel-oro attrbutes

am . ==l

BEORE
ATV 12€F1T7IOZATRNTA7 74N OEBETI Y AR—b

Configuration > Remote Access VPN > Network (Client) Access > Secure Client Profile ® JIE (Z # &)
L., Edit’RZ>& DY O LET,

|E|Ie View Tock Wigands Window Help i

&mc%wmum‘xm QSM endum OM [ LR ?H&) . €isco

Device Lt Bocimaska i > Sequre Clionk Prafle. o
ekt &5 x
To bockmark L ik nade in the nawigation
blgeerpeirlrr it e Sacum Cher Focties anc g Sacur Cherk wersion 2.5 orIater, ou Can sebect 3 profie o e, change group o to delete. You can sekect the A buthon bo sl a e e, Pretsing the Impert or Expurt button i For
upload s domrkoad of chert profies between bcal machine and devie.
|. Go [ Delete The profie Lssge fsid & ntroduced with e Seose Mablity Solubon. Ths fiekd contsins dfferent profile usage in Secure Chent version 3.0 and later,
| Pamite hevesa 25 uumeam.umijndn B et By Export | ) vabcate
7 Intanduction
[E0] Metweork [ Chent) Aeccess
B Secure Cherk Conrmation Profies
5 B Dherk CustomizatendL ocskzation
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A7 7 A OFMERELE T,

« RRB ( XA ) ciscoasa(IPsec)IPv4
« FQDNFLEIPF7 KL A:192.168.1.1
« 724XV 7OK1)L:IPsec
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File View Tools Wisrds Window Help

@m-gm (s Qe | Qoss (Qrovwsd | P
——

To bockmark Avigation

u;“#';ﬂlmm"m This panel s used to manage Secure Chent Profies and perform group assigrment For Secure Chent wersion 2.5 er Laber. Wou can sekect & profile to ed, change group or bo delete. Tou can select the “Add button b or Exper
and downioad of chent profies between loca machine and device.

@G .M mmmmammmmmmm This Field contsins different profils ussge in Seoure Chant version 3.0 snd lster.

| Remete Access VPN [~ T BRI B Change Group Peliey | [f Desste 'va.

=) 0] Mestwsi (Chart) Access Profile Mame Frofie Usage Group Pobey Profile Location
D] Sevure Chant Cormection Profibes. - = AmyConnact VPN Profile P
=T Secure Chent CustomizationfLoc akzation
B Resowces

Sarigh [ Export S Chient Profile 4

Customized Instaber Trarafoims Ths panal d Sacure Chant pr otk
Locakzed [rataller Transfomms:

Savure Chent Softmars
Secure Cherst Exbernal Broonser Profie Name: vpr-pasc-tunnal-gm_chent_profle
Ehymame ccess Polbcies
i Group Polcies -
mm::uu: ) Connection Prefiles Local Path:  ColUsinsli ™ %, 0v (. - Cre|Deskbop|vpn-gr
] 1Poec(EVZ) Connedtion Prefiles
T Secure Mobiity Sehution
[ G ek ess Assigrenent
- B Advenced
#l Chentless 551 VPN Access
i foee [ O | oo ) v

N |

EFITISATYRTAT7ALOIY AR~k
ATYT1BEFIATIOZATNTOT7 7 AL OFBOHEE

7209 TeFa1T70TA4TRNTAT77AINERE, RANOTSA4IU7OKRNILNIPsecT
HBD WA LET,

v {AnyConnectProfile xmins="http://schemas.xmlsoap.org/encoding/” »
v<ServerList>

v <HostEntrv>
{HostName>ciscoasa (IPsec) IPv4</HostMame>
{HostAddress>192.168.1.1</HostAddress>
PrimarvProtocol > Psec</PrimarvProtocol>
</HostEntry>
¢/ServerList>
</AnyConnectProfi le>
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// Defines a pool of addresses
ip local pool vpn-ipsec-pool 172.16.1.20-172.16.1.30 mask 255.255.255.0

// Defines radius server

aaa-server radius-grp protocol radius
aaa-server radius-grp (inside) host 1.x.x.191
timeout 5

// Define the transform sets that IKEv2 can use
crypto ipsec ikev2 ipsec-proposal AES256
protocol esp encryption aes-256

protocol esp integrity sha-256 sha-1
crypto ipsec ikev2 ipsec-proposal AES192
protocol esp encryption aes-192

protocol esp integrity sha-256 sha-1
crypto ipsec ikev2 ipsec-proposal AES
protocol esp encryption aes

protocol esp integrity sha-256 sha-1
crypto ipsec ikev2 ipsec-proposal 3DES
protocol esp encryption aes

protocol esp integrity sha-256 sha-1
crypto ipsec ikev2 ipsec-proposal DES
protocol esp encryption aes

protocol esp integrity sha-256 sha-1

// Configures the crypto map to use the IKEv2 transform-sets

crypto dynamic-map SYSTEM_DEFAULT_CRYPTO_MAP 65535 set ikev2 ipsec-proposal AES256 AES192 AES 3DES DES
crypto map outside_map 65535 ipsec-isakmp dynamic SYSTEM_DEFAULT_CRYPTO_MAP

crypto map outside_map interface outside

// Defines trustpoint

crypto ca trustpoint vpn-ipsec-trustpoint
enrollment self

subject-name CN=ciscoasa

keypair ipsec-kp

crl configure

// Defines self-signed certificate

crypto ca certificate chain vpn-ipsec-trustpoint

certificate 6651a2a2

308204ed 308202d5 a0030201 02020466 51a2a230 0d06092a 864886f7 0d01010b
ac76f984 efd41d1l3 073d0be6 f923a9c6 7b

quit

// IKEv2 Policies
crypto ikev2 policy 1
encryption aes-256
integrity sha256

group 5

prf sha256

Tifetime seconds 86400
crypto ikev2 policy 10



encryption aes-192
integrity sha256

group 5

prf sha256

Tifetime seconds 86400
crypto ikev2 policy 20
encryption aes
integrity sha256

group 5

prf sha256

Tifetime seconds 86400
crypto ikev2 policy 40
encryption aes
integrity sha256

group 5

prf sha256

Tifetime seconds 86400

// Enabling client-services on the outside interface
crypto ikev2 enable outside client-services port 443

// Specifiies the certificate the ASA uses for IKEv2
crypto ikev2 remote-access trustpoint vpn-ipsec-trustpoint

// Configures the ASA to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

enable

anyconnect image diskO:/cisco-secure-client-win-5.1.3.62-webdeploy-k9.pkg 1

anyconnect profiles vpn-ipsec-tunnel-grp_client_profile disk0:/vpn-ipsec-tunnel-grp_client_profile.xml
anyconnect enable

tunnel-group-list enable

// Configures the group-policy to allow IKEv2 connections and defines which Cisco Secure Client profile
group-policy GroupPolicy_vpn-ipsec-tunnel-grp internal

group-policy GroupPolicy_vpn-ipsec-tunnel-grp attributes

wins-server none

dns-server value 1.x.x.57

vpn-tunnel-protocol ikev2

default-domain value ad.rem-system.com

webvpn

anyconnect profiles value vpn-ipsec-tunnel-grp_client_profile type user

// Ties the pool of addressess to the vpn connection
tunnel-group vpn-ipsec-tunnel-grp type remote-access
tunnel-group vpn-ipsec-tunnel-grp general-attributes
address-pool vpn-ipsec-pool
authentication-server-group radius-grp
default-group-policy GroupPolicy_vpn-ipsec-tunnel-grp
tunnel-group vpn-ipsec-tunnel-grp webvpn-attributes
group-alias vpn-ipsec-tunnel-grp enable

ATY 715 BEATILI) X LDIEN

ASACLIT, I —719%ZIKEV2/R) > —IZEBML T,



JE:IKEv2/IPseciE#i B8 L T. Cisco Secure ClientTIlx/N—= 3 >/4.9.00086 A% . Diffie-
Hellman(DH)Z')L—7°2, 5, 14, & V242 HR—KNLTVWEHA, COEEICKY),
EEILT7ILTVALDFR—BNERTEEIS—NARETDAEENI BV ET,

ciscoasa(config)# crypto ikev2 policy 1
ciscoasa(config-ikev2-policy)# group 19
ciscoasa(config-ikev2-policy)#
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Network Devices Network Device Groups Hetwork Device Profiles External RADIUS Servers RADIUS Server Sequences
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Metwork Device Group
Locatior All Locations
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Dewice Type All Device Typas b
] HADIUS Authentication Settings
RADIUS UDP Settings
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Shared Secrgl ciscol123
TINA ADED
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Policy Sets\Z#&8 L. VPN_TestZ22 Uy U LTRIER) > —ZEMLET,

« JL—JL%:VPN_Authentication
« X RYND=IOTIOEAFNAADIPT RLAF T xx61EFHL WV
- £/ : Identity_AD

~Authentication Palicy(2)

) Status Rule Name Conditions Use Hits  Actions
Q
] VPN_Authentication B Metwork Access Device IP Address EQUALS 1.772.2.61 ) 10 Jff;r;.
> Options -

FRRER 1) 2 —MiB
FIEG6 : FFAIARD > —DEN
Policy Setslc#& L. VPN_TestZ 2y VL TRAIRI) S —%ZBMLET,
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« #58R:PermitAccess
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AT Y7 2: VPNEGEORTE

TIT> RiRA4 > NT, Cisco Secure Client2£1TL, I—HRE/NATD—RZAHL T, Cisco
Secure Client ' EE ICIEHET N TVWB L E2BRELET,

® < | @ Cisco Secure Client | ciscoasa (IPsec) IPvd X Cisco Secure Client - X

Fan)
Please enter your username and password.
o AnyConnect VPH: | n

m AnyConnect VPN
n Please enter your username and password \\u Group: = S - = p Connected to ascoasa (Psec) IPv4.
| 2
dscoasa ([Psec) IPv4 Conmect Username: || vpruser o ciscoasa (Psec) [Pvd Desconnect
Pagsword: | ======= . ] 00:00:08 Pré
oK Cancel

Connection succeeded
AT Y 7 3 : ASATDSyslogD iR

syslogT. IKEV2EHmA KN L - & 2BREBLET,

<#root>
May 28 20xx 08:xx:20: %ASA-5-750006: Local:192.168.1.1:4500 Remote:192.168.1.11:50982 Username:vpnuser

New Connecti on Establ i shed

May 28 20xx 08:xx:20: %ASA-6-751026: Local:192.168.1.1:4500 Remote:192.168.1.11:50982 Username:vpnuser

ATY T 4: ASATDIPsectzy > 3> OER

show vpn-sessiondb detail anyconnect 1Y > R&ERITL T, ASATOIKEV2/IPsecEy 3 ERRLET,

<#root>
ciscoasatt

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username : vpnuser Index : 23

Assigned IP : 172.16.1.20 Public IP : 192.168.1.11

Protocol : IKEv2 IPsecOverNatT AnyConnect-Parent

License : AnyConnect Premium

Encryption : IKEv2: (1)AES256 IPsecOverNatT: (1)AES256 AnyConnect-Parent: (1)none
Hashing : IKEv2: (1)SHA256 IPsecOverNatT: (1)SHA256 AnyConnect-Parent: (1)none
Bytes Tx : 840 Bytes Rx : 52408

Pkts Tx : 21 Pkts Rx : 307

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : GroupPolicy_vpn-ipsec-tunnel-grp

Tunnel Group : vpn-ipsec-tunnel-grp



Login Time : 08:13:20 UTC Tue May 28 2024
Duration : Oh:10m:10s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : 01aa003d0001700066559220
Security Grp : none

| KEv2 Tunnels: 1

| PsecOver Nat T Tunnels: 1

AnyConnect - Parent Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 23.1

Public IP : 192.168.1.11

Encryption : none Hashing : none

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 19 Minutes
Client OS : win

Client OS Ver: 10.0.15063

Client Type : AnyConnect

Client Ver : 5.1.3.62

IKEv2:

Tunnel ID : 23.2

UDP Src Port : 50982 UDP Dst Port : 4500

Rem Auth Mode: userPassword

Loc Auth Mode: rsaCertificate

Encryption : AES256 Hashing : SHA256

Rekey Int (T): 86400 Seconds Rekey Left(T): 85790 Seconds
PRF : SHA256 D/H Group : 19

Filter Name :

Client OS : Windows Client Type : AnyConnect

IPsecOverNatT:

Tunnel ID : 23.3

Local Addr : 0.0.0.0/0.0.0.0/0/0

Remote Addr : 172.16.1.20/255.255.255.255/0/0

Encryption : AES256 Hashing : SHA256

Encapsulation: Tunnel

Rekey Int (T): 28800 Seconds Rekey Left(T): 28190 Seconds
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes

Bytes Tx : 840 Bytes Rx : 52408

Pkts Tx : 21 Pkts Rx : 307

AT Y7 5: RadiusT 4 7 0% O#E:R

ISE GUI TOperations> RADIUS > Live® JEIBEIL . vpnfRiEN S 4 7O 2 HEL £ T,



Live Logs

Pl msokmeks

B Bashbsard

Comtant Wity

& operstions
1) potey
2. ss=

S, Work Centers

Tima

RadiusZ 4 7' 0%

Miscoafigured Sepglicants

Live Sessions

0

Status Dutaie Bapast
’ « 2
' ax 2

Tndpoist . iSantity

Miscanfiguied Network Devices

0

Endpoist Profile

[AT—2R|ZIVYILT, F47O07OFMERIELET.

Cisco ISE

Overview
Event
Usemame
Endpoint Id

Endpoint Profile

5200 Authentication succeeded

00:50:56:98:77:A4

Windows 10-Workstation

Authentication Policy

Authorization Policy

VPH_Test »> VPN_Authentication

VPN_Test »> VPN_Authorization

Authorization Result

Authentication Details

Source Timestamp

Received Tim

Policy Semver

Event

Usemarme

Endpoint Id

Calling Siation Id

Endpoint Profile

Authentication ldentity

PermitAccess

2024-05-28 17:13:42.897

2024-05-28 17:13:42.897

ise33-0

vphuSer

00:50:56:98:77:A4

192.168.1.11

Windows10-Worksiation

AD_Join_Point

Siore

Identity Group

Audit Session id

Workstation

012300340001 700066559220

Authentication Method PAP_ASCII
Authentication Protocol PAP_ASCII
Network Device AShw

4707 O

RS7LZa—k

RADIUS Grops

Clont Stopped Responding

Polcy Authorizstion P 1P Addrass atveork Do

Steps

Step ID
1001
11017
15049
15008
15048
15041
15048
22072

15013

24430

24325

24313

24319

24333

24343

24402

22037

24715

15036
24209
24211
15048
15016
22081
22080
1002

Description
Recelved RADIUS Access-Request
RADIUS created a new session

Evaluating Policy Group

ing Service Selection Policy

Queried PIP = DEVICE.Device Type

Evaluating lde: ¢ Policy

Queried PIP = Notwork Access. Device IP Address

Selected identity source sequence - Identity_AD
Selected Identity Source - AD_Join_Point

Authenticating user against Active Directory -
AD_Join_Point

Resclving ident

= Vpnuser

Search for matching accounts at join point - ad.rem-
sysiem.com

Single matching account found in forest = ad.rem-
System.com

Identity nesolution detected single matching account

RPC Logon request succdeded - vpnuser@ad rem-
SYSWM.Ccom

User authent
AD_Join_Paoint

tion againat Active Directory succeeded -

Authentication Passed

ISE has not confirmed locally previous successful machine
authentication for user in Active Directary

Evaluating Authorization Policy
Locking up Endpeint in Internal Endpoints IDStore = vpnuser

Found Endpaint in Interr

Endpol

IDStore

Queried PIP - N ork Access AuthenticationStatus

Selected Authorization Profile - PermitAccess
Max sossions policy passed
New accounting session created in Session cache

Returned RADIUS Access-Accept

Repeat Counter

Device Part ldessity Graa

36

38

23

-

LU -]

BEXTIIAVAXLADIAIY FIZ&LY), BEEENFrREITHIUEENBYET, Chik, FIDVXLAOT—BOBEN RET
2HBADHITT, ASDMTHEI I TREL ODARATY 152792 L, CORBEEMRRTEET,

AFY 71 VPNEHKOBK

I RRA > NTCisco Secure ClientZ#E1TL., BESUTILIVXADFT—BN BRRTEENIKBL & EEELET,



The cryptographic algorithms required by the secure gateway do not match those supported by AnyConnect.Please contact your network administrator.

@ Cisco Secure Clhent — b4 Cizco Secure Chent w

AnyConnect VP 6 The cryplographic algenthms required by the secure gatewsy do not

3 Ready to connect,
S

match thote supparted by Crooo Secure Chent. Pleate contact your
fietwark sdrmintiatod.

I ccoads ([Peec) Pvd

BERICABUELL,
AT Y7 2: CLITDSysogD iR
syslogT, IKEV2R A I—Sa v ARBULEC L E#BELET,

<#root>

May 28 20xx 08:xx:29: %A SA-5-750002: Local:192.168.1.1:500 Remote: 192.168.1.11:57711 Username:Unknown IKEv2 Received a IKE_INIT_SA reqt
May 28 20xx 08:xx:29: %A SA-4-750003: Local:192.168.1.1:500 Remote: 192.168.1.11:57711 Username:Unknown IKEv2 Negotiation aborted due to ERI

Failed to find a matching policy
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