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External RESTful Services (ERS) Online SDK

+ Quick Reference Support Bundle Trigger Configuration

Overview
Resource definition

Revision Higtory
Croste e

Get Version

Idantity Group
Identity Sequence

Internal User

My Device Poral

Native Supplicant Profle
Network Device

Metwork Device Grosp

Hode Details

PSH Winde Details with Radiss Sei
Partal .
ol Thass Overview
Profiler Prafile

Pull Deployment Info
Prgrid Node

Pegrid Setings

Radius Server Sequence
ResuD Store

SMS. Server Please note that thess sxamples are nol meant to be used a3 is because they have references to DB dats.

SKP Connectians You should treat it as a basic template and edit it before sending to server.

SXP Local Bindings

SXP Vpng

Security Groups Back to top
Security Groups ACLs

Security Grougs to Vimual Netws Resource definition

Sedf Registened Portal

Sponsor Greup

R

Support Bundle Trigger AP! allows clients to trigger support bundle provided the log settings are given using which the support needs to be generated.

Sponsor Group Member Attribute Type Required Default valua Description
Spenter Parual B

Sponsored Guest Porial name String Yes Resource name

Suppon Bundle Domnicad id String No Resource UUID, mandatory for update

Supparn Bundle Status

Suppest Burstle Trigger Confgur lif=thostrptrom—— String No

System Certificate

e Cimaad ate hastName String Yes This parameter is hostName only, xoo of XooLyyy.zz

:ﬁi ::;"":“ Sarvrs supportBundleOptions  SupportBundleQptions  Yes

Tacacs Server Sequence InchudeConfigDB Boolean Yes false Set to include Config DB in Support Bundle

;:::T::‘:‘:'::m" includeDebuglogs  Boolean Yes false Set to include Debug logs in Support Bundle
includelocallogs  Boolean Yes falsa Set to include Local logs in Support Bundle

6. CNT, EEDRestIZA T N ETXMLEZIFIJSONZFEAL TAPIO—I)LZRTITR 120
BEBREEL., BEETNBIREFNFRRIENETT,

7.Postman(CRY) . ISEADERRIE#EREL £, Authorization 27 T, BIEXA7ELT
Basic AuthZiZIRL . ISETHERFADISEERSI—HOLF v )L zEBMLET,
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- : / == | ®
Params Authorization e ﬂea;iy Pre-reguest Seript Tests Settings Cookies
. - /

ype Basic Auth Username ERS-USER
The authorization header will be Password /

automatically generated when you
send the request. Learn more about

authorization A

8. PostmanTHeaders 2 7 (BB L. SDKICRIRE WD XMLE=IXJSONZFEAL TAPIO—)LIC
MBEBEAYVA—ZHRELET, COHTIE., JSSONNFEAHAENET, VYA —RBERFRIXOKLSIC
TV)ED,

https://10.201.230.99:89060/ersfconfig/networkdevice/name/Test Copy B save -~

o ) m

Params Authorization = Headers (12) Body » Pre-request Script Tests Settings Cookies

Headers <© 9 hidden

Key Value Dascription == Bulk Edit Presets
Content-Type application/fjsen
Accept applicationfjson
ERS-Media-Type supportbundle.supportbundle.l.0

9. BodyAY H—ICBEL, raweBRLET, chiZkl), FR—RNNDRILOKNIH—ICHE
BXMLELZIFISONT > TL—RZBYFHBDENTEXRT,

oW https://10.201,.230.99:9060/ers/config/networkdevice/name/Test Copy Save v

Settings Cookies

Params Authorization = Headers (11) Body f-reques

nane form-data x=www-form-urlencoded @ raw binary GraphQL XML - Beautify

10. XMLE 2 FISONT> 7L — K~ ZBodyt V> 3V ICBY 1, BREBELCKUTEZEELET

XML:

<?ml version="1.0" encoding="UTF-8"?> <ns0:supportbundle xmlns:ns0="supportbundle.ers.ise.cisco.com"



xmlns:xs="http://www.w3.0rg/2001/X ML Schema" xmlns.nsl="ers.ise.cisco.com” xmlns.ers="ers.ise.cisco.com" description="Support Bundle

Generation" name="supportBundle'> <hostName>Node hosthame the SB is being collected from </hostName>

<supportBundlel ncludeOptions> <fromDate>mm/dd/yyyy</fromDate> <includeConfigDB>tr uelfal se</includeConfigDB>
<includeCoreFiles>tr uelfal se</includeCorefFiles> <includeDebugl ogs>tr uelfal se</includeDebuglL ogs>

<includelL ocalLogs>tr uelfalse</includel ocalL ogs> <includeSystemL ogs>tr uelfal se</includeSystemL ogs> <mntL ogs>tr uelfal se</mntL ogs>
<policyXml>tr uejfalse</policyXml> <toDate>mm/dd/yyyy</toDate> </supportBundl el hcludeOptions> </ns0:supportbundle>

JSON:

{ "SupportBundl€": { "name": "supportBundle", "description”: " Support Bundle Generation”, "hostName": "node hostname the SB is being
collected from™, "supportBundlel ncludeOptions': { "includeConfigDB": truelfalse, "includeDebugL ogs': truelfalse, "includel ocalLogs':
truelfalse, "includeCoreFiles': truelfalse, "mntLogs’: truejfalse, "includeSystemLogs": truejfalse, "policyXml": truelfalse, "fromDate":
"mm/dd/yyyy", "toDate": "mm/dd/yyyy" } } }

11. FiE& L TPOST %3&8IR L. https//{I SE-ip}/erg/config/supportbundle® R—AKNL T, SendZ VY ILET, TXTHEL
KHEEIhTLVNIE, T201Created) EWVWS XY E—IAHARTEh, BREZEAICEYET,

i hittps:(/10.201.230.99:9060/ers/configinetworkdevice/name, Test Copy Save E

POST ~ https:/10,201.230,.9%/ers/config/supportbundle - =
Params Autharization Headers (13) Body » Pra-request Script Settings / Cookies

none form-data w-wwwi-form-urlencoded @ raw binary GraphQL  JSON Beautify

] .
| ] "Support Bundle Generation®,
g )5 ise3-1test”,
- sup) leIncludeOptions":
nfighB”: true,
8 gs": true,
t trua,
16 : true,
11 mntLogs": true,
12 includeSystemLogs": true,
13 policyXml”: tzue,
14 fromPate”: "09/25/2023%,
15 toDate": "89/25/2823" 1
16 3
17 i
18 %
Body Cockies (2) Headers (19) Test Results @2 Status: 201 Created Time: 206s Size: 112 KE  [5) Save as Example
Pratty a Prawv ual SON [m]

#RK— hMNY RILDIREEDFERR

—EOGETA—I)EERTTRET, YR—RMNV RN NVH =0, ETLEOHL ZHIBTEET,


http://www.w3.org/2001/XMLSchema
https://%7BISE-ip%7D/ers/config/support

FEYR-—RMNYRLE, O SIRELEBEREICISU T, TTERTICS ~ 2090 HUET,

SDKM % K— kN2 RiLStatustab selectGet-AllD FICKRRENET, ROGETA—I)LEETTESDXRSIC, IDERET
BDURENFHYVET, BIRLEKRSIC, - EETITRIEDICHKREBAVA —EFREIBZEEERICRLET,



External RESTful Services (ERS) Online SDK

* Quick Reference

5 : | Mentity Group

= APl Documentation

Support Bundle Status

© | Mentity Sequence Request:
Nl ree———,, @ ————m—/—//o—m—m———H—m—m—r—r—r—Dinn —mm—m — — — ]
' | My Device Portal |
" | Mative Supplicant Profile i Method: GET
L | Metwork Device H ;
et e o URE https:#/10.201.230.99/ers/config/supportbundlestatus
:‘:Hue Details HTTP "Cantent-Type' Header: application/xmi | application./json
I :::u":mmuuuu Radius Sei . = e
[[ 4 Porsal r“‘ﬁ':;‘:. | HTTP 'ERS-Media-Type' Header (Not Mandatory): suppartbundie.supportbundiestatus. 1.0
| Pull Deployment Info HTTP "X-CSRF-TOKEN' Header (Required Only if Enabled from GUI): fetch
L | Pegrid Node :
" Pxgrid Settings
() Racliue Sarver Sequanca Request Content
| RestiD Store H/A
| Y
_ | 5XP Connections
.| 5%P Local Bindings 5
9 xF vons Response: (SearchResult)
Elswivaens . (Wl e —————————————————____=——
| Security Groups ACLs

- | Security Groups to Virtual Netwo

| Self Reqistered Portal
© | Spensor Group

_ | Spansor Group Member
. Spensar Paral

_ Sponsored Guest Partal

Content:

| <?uml versiom="1.0" encoding="UTP-§"7>
{ <ma0:searchissult xal

0="vZ.ors.ise.cisco.con” wmlns:nsls"ers. (0o cisco.com® wmlng:ers-vis"ers-v2® totals"1">
| Support Bundle Download “nalimentPage sel="s © href="link-to-noxt-page” type=Tapplication/=ml"/=
_ Support Bundle Status <ns:previeusPage rele"prev

" Support Bundie Trigger Configur,

© | System Certificate
Tasara Crammmand Cara

“nsl:ressurces>

fous” href="link-to-previcus-page” type="application/x=ml"/>

“nsliresource description="descriptionl” id="idl" neme-"nomel”>
<link rel-"self” href-"Eltjurl to ressurce namel>" type-"application/=ml®/>

</mslireBource>

e il s a i e D

2.Headers2 7 ICBBEBIL. SDKERTRENBAPII—ILICHBEBEEAY F—ERELET., COHITIK, ISONFEREhET, AV

HA—REFRDIS I ET,

B

=]
E

https://10.201.230.99:9060/ers/config/networkdevice/name/Test Copy

GET w

Params Authorization ¢
Headers < 9 hidden
Key
Content-Type
Accept

ERS-Media-Type

Headers (12) Body

Pre-request Script Tests Settings
Value
applicationfjsen

applicationfjsen

) save v &

Coockies

Deseription = Bulk Edit Presets -

suppertbundie.suppertbundiestatus.1.0

3. FZEELTGET%EEIRL, https//{I SE-ip}/ers/config/supportbundlestatusE RX—A ML T, Send&2 IV Y I LET, TANTHIE
LCEREEhTWhIE, ™2000K) XvtE—28, RUH—EThERBEBEOYR—KMNNY RILICEETZERESOERNIRRE N

£, cOBVEDETE., YR—MNYRIFERCETLENE

GETO—I/THEATEDLDICLET,

SHARDLYEEA. COO-LLSIDEREL., KD


https://%7BISE-ip%7D/ers/config/supportbundlestatus

[ rkspace | https:ff10.201.230.99:9060 /ers/configinetworkdevice/name/Test Copy
GET v hitps:/110.201.230.99/ersfconfigfsupportbundi us -
Params Authorization Headers (13} Body e Pre-request Script Tests Settings
Headers < 10hidden
Key Value

(<IN < B <

Content-Type
Accept

ERS-Media-Type

Key

application/json
applicationfjson

supportbundle.supportbundlestatus.1.0

Body Cookies (2) Headers (18) Test Results
Pretty Raw Preview Visualize JSON =
1
2 “SearchResult": {
3 “total®: 1,
4 “resources": [
5 i
]
7 “name”: "ise3-ltest”,
g "description': "Support Bundle Status api”,
9 “link": {
10 ‘rel*: "self",
11 "href": "https://10.201.230.99/ers/config/supportbundlestatus/ise3-1test”,
12 “type": "application/json
13
14 ¥
15 ]
16 I
17 [

Save v & =
“
Cookies
Description === Bulk Edit Presets ~

@ Status: 200 OK Time: 4215 Size: 1.4BKB [ Save as Example  see

D Q

4. IDFIREE NS, SDKOH K — bAY R StaustablZ BEIL . selectGet-By-1dZBIRLET, BICELEELSIC, 2@ —
LORTIBEBRAVS —&, HBFENDIBENF RENTVET,

External RESTful Services (ERS) Online SDK

» Quick Reference

~ APl Documentation

| Mdentity Group

Support Bundle Status

_ ldentity Sequence Request:

LS NTETESSSSEESSSSS | e R
| My Device Fortal

| Mative Supplicant Profile Method: GET

| Network Device N ;

| Hetwark Device Group JURE: https:/¥10.201.230.99/ers/conhg/supportbundiestatus/{id}

| Node Details HTTF 'Content-Type" Header: application/xmi | application/jsen

. PSN Node Details with Radius 5o
. Portal
| Portal Theme

HTTP "Accept’ Header:

applieation/xmi | application/json

rtbundl —

us.1.0

5.Headers2 7 C#EH L. SDKIERREhBAPII—LICHEEAY F—%

__ Profiler Profile
| Pull Deployment Info
| Pagrid Node

.| Pxgrid Settings

_ | Radius Server Sequence
.| RestiD Store

|| SMS Server

| SXP Connections

| SXP Local Bindings

i SXP Vpns

.| Seurity Groups.

| Sagurity Groups ACLs
. Security Groups to Virtual Netwo
| Saif Registered Portal
.| Sponsor Group

. Support Bumdle Status
- Support Bundle Trigger Configur
.| System Certificate

| Tuears Crnsmand Care

HTTP 'ERS-Media-Type' Header (Not Mandatory):
HTTP "X-CSRF-TOKEN' Header (Required Only if Enabled from GUI):

LAk

fetch

Request Content:

LTS

| Sponsar Group Member | c;;mm:
_ | Spensor Portal | = ool - -
i ocimml don="1.0" encoding="UTF=8"7>
| Spensored Guest Portal | ; TPt
_ Support Bumdle Dawnload <1 loNamesds bundle-phk- dmin-05-31-2019-06-37. tar . gpge/ filoRame>

<filesizes515703</ f1leaizes
<hostHame>Testhode</bosthane>
gesSupport Bundls on completeds/ o
<startTime>Fri May 31 06:37:31 UTC 2019</startTime=
<status>complete</statos>
</n80:sbstaruss

HA—BREFRRDRS I ET,

dle.ers. ise.cisco.com” xmlnsixe="http:/www.wd.org/2001 MLschema” xmlnsinsl="ers.ise.cisco.com”™ xmlnsiers="ers.ise.cisco.com™ i

BRELET., COBITIEE, ISONNFERAENET, AV



AW https://10.201.230.99:9060/ers/configinetworkdevice/name/Test Copy B save -~

oFT N “

Params Authorization e Headers (12) Body Pre=raquest Script Tasts Settings Cookies

Headers < 8 hidden

Key Value Description =+ Bulk Edit Presets v
Content-Type application/json
Accept application/json
ERS-Media-Type supportbundle. suppertbundiestatus.1.0

6. 532& L TGET#&R L, https.//{I SE-ip}/ers/config/supportbundlestatus/{id} & AT Y 73 TUEL ZIDEBEY F T, HEIC
SendZ IV OLET, TARNTHELLEREShTOhIE, T™2000K; XvE—2&, NUH—EThEBEOYR—NNRILO
BTICEETRIAESHICHETIERESLRRNRRENET, PUTO—IINBELLD, COI—I)LH S DOfileName’® X T
LEY,

I_I,TE https:/f10.201.230.99:9060/ers/config/networkdevice /name/ Test Copy [a Save
GET w htips:/i10.201.230.99/ers/config/supportbundiestatusfise 3-1test ‘— ————___* m
Params Authorization = Headers (13} Body » Pre-request Script Tesls Settings Cookles

Headers < 10 hidden

Kay Value Description =« Bulk Edit Presets
Content-Type applicationfjson
Accept application/json
ERS-Media-Type supportbundle.supportbundlestatus.1.0
Body Cookies (2) Headers (19) Test Results R Status: 200 OK  Time: 713ms  Size: 172KB [T Save as Example ses
Pratty Raw Praview Visualize JSON ~ : [L-_l (;.‘
1 g |
2 “SBStatus”: {§
3 “id" ise3-1test”,
1 “name": "ise3-1ltest",
5 “gescription®: “Support Bundle Status api"
6 "fileName”: "ise-support-bundle-pk-ise3-1test-external-09-26-2023-01-26.tar.gpg", |
7 FTIlenizeT: AoNon0eD,
3 “hostName*: “ise3-itest”,
9 "message”: “Support Bundle Removed successfully®,
18 "startTime™: "Tue Sep 26 01:26:44 UTC 2823",
11 “status”: “complete”,
12 JINK" . %
13 "rel": "self",
14 “href": "https://10.201.230.9%/exrs/fconfig/supportbundlestatus/ised-1test",
15 “type”: “application/json”
16 3
17 i
18 ¥ I

HR—MNERLDEI > O—FK

RNV RILAFETRETHZ L ZBRELET, IVVO—RICEBZENTEFT,

+  SDK®Support Bundle DownloadtabTDownload SupportBundleZi#IRL £ F, BIICRELSIC, I—-ILZ2ETITH O
ICBEBAYSH—, XMLBELVPISONT 7L —h, BLFFREIBIBELERICRLET,


https://%7BISE-ip%7D/ers/config/supportbundlestatus

External RESTful Services (ERS) Online SDK

+  Quick Reference Support Bundle Download

Methad:

Bdentiny Sequente EL https://10.201.230.99, 3 Supp d

bnternal User = X
My Davica Poral HTTP 'Cantent-Type” Header: sppication/xrml | spplication/jsen

Mative Supplicant Prafile T 7 :
uvwork Devies HTTP ‘Accept’ Header: application/zml | application/jsen

Herwork Device Group HTTP "ERS-Media-Type' Header (Not Mandatory): suppartbundie. support bundledawnload. 1.0

.‘“TN.::':{:““‘ with Radius Sei HTTP "K-CSRF-TOKEN' Haader (Required Orily if Enabled from GUI): The Token value from the GET X-CSRF-TOKEN fetch request
Portal

Portal Theme
Frofier Profile
(R Dapacy e wersion="1.0° smesdi
Lt uppartbusdio xalns:n
Fxgrid Settings Rama>Suppo

Radius Server Sequence </msb:auppor thuadlex
RestlD Sinre

SMS Sarver

SXP Connections
3%P Logal Banding:
SHP Wpns b
Security Groups il

Security Groups ACLS L

Security Groups io Viriwal Beiws

Self Begiitered Portal .
e e Response: (NAA)
Spomsar Group Member
Speasar Portal
Spomsored Guest Portal
Suppart Bundle Downlosd

Request Content:
e

co.com® xmingrerse"ars.

i ~*Bttped funne. il .or /2841 /K0 Schona® xalns:nelsars. iss.
for downlosde/ 4 loNanex

pportuadlabounload” = {
slame” : "Support busdle file nase to be picked for download”

HTTP Status: 200 {0K)

Support Bundle States Content:
Suppart Bandle Trigger Configur
System Cernificate

Tacats Command Sets

|Rerponss is returnsd as am Octot Stroam representing & TAR.GPO £4

2.Headers® 7 ICBEIL. SDKIERTRENBAPII—LIEMBEBEEAY A —ERELET. ZOHITE, ISONFERAETNET, AV
A —B/ERROELSIZHYET,

ﬁ https:ff10.201.230.99:9060/ers/config/networkdevice/name/Test Copy [gﬂ Save v
o )

Params Authorization Headers (12) Body & Pre-request Script Tests Settings Cookies

Headers < 9 hidden

Key Value Description =+ Bulk Edit Presets -
Content-Type applicationfjson
Accept applicationfjson
ERS-=Media-Type supportbundle supportbundledownload. 1.0

3.BodyAY X —ICBBL, rawZBRULET, ChIC&KY, HR—MNY RILOATVO—- RICBEBZXMLEZEISONT > 7L
—hNZRE) R TR ENTEET,

oW https://10.201.230.99:9060/ers/config/networkdevice/mame/Test Copy Bl save

o )

LeeTs Settings Cookies

Params Authorization Headers (11) Body

T reql

none form-data x-www-form-urlencoded @ raw binary GraphQL XML Beautify

4 XMLEZEISONT 7L —KNZBody 20> a v ICBW ., BBIZBEUTEZZEELET. 77M1ILAERK. ATV T6TINE
L 7= 7 7 1 )L (ise-support-bundl e-pk-ise3-1test-external -09-26-2023-01-26.tar.gpg) D A& T 9

XML

<?xml version="1.0" encoding="UTF-8"?> <ns0:supportbundle xmlns:ns0="supportbundle.ers.ise.cisco.com”
xmlns:xs="http://www.w3.0rg/2001/X ML Schema" xmlns:nsl="ers.ise.cisco.com” xmlns.ers="ers.ise.cisco.com"> <fileName>Support bundle

file nameto be picked for download</fileName> </ns0:supportbundle>


http://www.w3.org/2001/XMLSchema

JSON:
{ "ErsSupportBundieDownload" : { "fileName" : "Support bundle file nameto be picked for download" } }

5. 53%&E L TPUTEIEIR L, https//{I SE-ip}/er/config/supportbundledownload ZR—A KL T, SendZ VU Y UL ET, T
BIELCREINhTWAIE, 200K XY tE—SHEREN. 774849 O0—REhET,

w®

https://{iseip}:{port}/api/swagger -ui/index.ntmlX* https:/[{iseip}: 9060/er gsdk & £ DAPIH —E ZADGUIR—DICT VA TE B4 E
AP —EZANHBFEBS Y ICBELTVB EZERLET,
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