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External RESTful Services (ERS) Online SDK

Meiwork Device
.| Mevwork Devige Group

_ | Hode Detalls

| P Node Deails with Radius Sei
.| Portal

| Poenal Theme

.| Profiler Profile

| Pugrid Settings
| Rastius Server Sequence
| RestiD Ssore
| SMES Sarvar
| SXP Connections.
_ | SXP Local Bindings
L S%P wpns.
.| Security Groups
| Security Groups ACLs.
| Security Groups ta Virtual Netwo
| Seif Beglstered Portal
Sponsor

Developer Resources

» Quick Reference Network Device
AP1 Documentation
| Filoer Policy » Onverview
] Guast Lotatisn » Resource definition
| Gues1 Smip Netification Configer + Revision History
] Guu Ssid + Update-By-Nzme
e Dielate-By-Name
.| Guest User = -
_ | Hosspat Portal + Get-By-Name
P To SGT Mapping « Get-By-d
| WP To SGT Mapping Crowp + Update
_ I5E Service Information « Get-All
o buares Coala « Delete
Idemiy Sequence
isternal Uier « Create ff———
| My Device Fortal « Gt Version
| Mative Supplicast Prafile + Bulk Request

Manitor Bulk Status

Overview

Network Device AP allows the client to add, delete, update, and search Network Devices. In this documentation, for each avaitable AP you will find the request syntax including the required headers and a
response example of a successful flow. Please note that each API description shows weather the AP is supported in bulk operation. The Bulk section is showing only ‘create’ bulk operation however, all
other operation which are bulk supported can be used in same way,

Please note that these examples are not meant o be vsed as is bocause thoy have reforences fo DB data.
You should treat it as a basic template and edi! it before sending to server.

Back to top
Resource definition

Attribute Type Required Default value Description
nanme String Yes Resource name
id String Ho Resource UUID, mandatory for update

6. CNT, FENRestV7ZA T NETXMLEL(FIJSONZFEHAL TAPIO—I)LZETT2 =8I

MRS

Quick Reference

APl Documentation |

| Filter Podicy
| Guest Logatkon
| Gudid Smip Nolification Configur

| IF To SGT Mapping

| Pagrid Settings
| Radliug Server Stequente
| BestiD $tore

L SMS Seivei

| S¥P Connections.

| S%P Local Bindings

| Security Groups ACLS
| Security Grougs to Virtual Netws

7.PostmanlZ R ISEANDEAREE

REEL, BEThDWEPNRRENETT,

Network Device
Back to li
Request:
Method: POST
| URE hittps:// 10,201, 230,99/ ersfconfip/ matworkievice
i HTTP ‘Content-Type® Header: applcation/umd | appleation/json
HTTR "Accept’ Header: application/xmi | apglication/json

HTTP 'ERS-Mdia-Type' Header (Not Mandatory): networknetworkdevice. 1.1

HTTP "%-CSRF-TOKEN' Header (Required Only if Enabled from QU The Token value from the GET X-CSRF-TOKEN fetch request

| Request Content:
el

<ixml versien="1,0" encoding="UTF-8"7>
“mad * et rs.isg.ciscs.con” xalne:
<authent icat ionsett ings>
<dtLaequiraditroos /dtlshequizeds

=Bt tps /i), 0rg 2601 /EMLSchema” xminpinel="gre. iso.cisca.con® xalnpiors="srs.iss.cisco.con’ description="oxample nd® nas

5
skeyEscrypticaKeyr12I456TH90123454</ kayEnerypt ioakey>

yisputFor
<sessagehithesticatorCodeXey>121456TR901 21456789 0< /messagehutient icatorcodokey=
d PRy

</authenticationdettings>
“ooaPort>1700</ coaPart™

et T —
“HotworkDovicoIFLists
<HetworkDoviceIrs
<ipaddroassl.1.1.1</ipaddrasss
<masks 124/ Basks
</Netvorkbevicelr> i
</HetworiDevics Mists i
<HovworkbeviceGTouplisn> |
i <HatworkDoviceGroup ion#All Looat. oup> i
i <NetworkDeviceGroup=Device TypefAll Device Types</NetworkDevicedroups
i «/WotworkDoviceGrosplints i
| profileNasesCiscor/prafileSasar !

gur i
pluesyeteuss/ 1 inkTeapluesys i
Plus sy Lrues  saeTrApgue Ty |
tingroliey
Interval>3600</pollingIntervals |
<rnCnmmnn i Ee aaa frofmmmi rv> i

ZRELE T, Authorization 7T, FBEEX A 7 & L TBasic

EII_Ii

AuthZiZBIR L., ISETHERBEADISEERSI—FILFU v I)LZEMLET,
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Tests Cookies

Params Authorization = —|ea;ly Pre-request Script asts Settings
1 | /

ype Basic Auth Username ERS-USER

The authorization header will be Password /

automatically generated when you
send the request. Learn more about

authorization »

XML%ZEA L =NADDOER
XMLZEAL T, RADIUS TACACS. SNMP, & & U'TrustSeci%E CTESTNAD1Z/ER L £,

1. SDK®MCreateD FIZ, A= DEFTICHBREBAVRA—ETUTL—K, BLUOFHENZIBE
ARRENET,

2. Headers X 7 ICBEIL. SDKICERRENBAPIO—)ICHREBZAYR —EHRELET, ANYX—
BREFROEISICKEVYYET,

HIiE https://10.201.230.99:9060/ers/config/networkdevice/name/Test Copy B save ~
POST v Send
Params Authorization & Headers (11} Body Pre-request Secript Tests Settings Cookies
Headers < &hidden
Key Value Description s+ Bulk Edit Presets -

Content-Type application/xml

Accept application/xml

ERS-Media-Type netwark.networkdevice. 1.1

Response

A

3.BodyA Y A —(CBE L., rawZEBIRLET., ChiZ&Y) . NADDERICHBERXMLT > 7L —
RZEBEWRFBDCENTEET,



i https:/f10.201.230.99:9060/ers/config/networkdevice/name/Test Copy () save

Fost ’

™ Headers {11) Body Cookies

none form-data w=www-form-urlencoded @ raw binary GraphQL XML - Beautify

Response

4 XMLT 7 L—RERDKSICHAYNET (BEICHUTEZEELRT ),

<?2xml version="1.0" encoding="UTF-8"?> <ns0:networkdevice xmIns:ns0="network.ers.ise.cisco.com" xmins:xs="Schema XML Fil€"
xmins:nsl="ers.ise.cisco.com" xmins.ers="ers.ise.cisco.com" description="This NAD was added via ERS API" name="TESTNAD1">
<authenticationSettings> <dtlsRequired>true</dtlsRequired> <enableK eyWrap>tr ue</enableK eyWrap>

<keyEncryptionK ey>1234567890123456</keyEncryptionK ey> <keylnputFormat>ASCI | </key| nputFormat>

<messageA uthenticatorCodeK ey>12345678901234567890</messageA uthenti catorCodeK ey>
<radiusSharedSecret>cisco123</radiusSharedSecret> </authenticationSettings> <coaPort>1700</coaPort>
<dtlsDnsName>Domain</dtlsDnsName> <NetworkDevicel PList> <NetworkDevicel P> <ipaddress>SNAD | P Addr ess</ipaddress>
<mask>32</mask> </NetworkDevicel P> </NetworkDevicel PList> <NetworkDeviceGroupL ist> <NetworkDeviceGroup>L ocation#All
Locations#L AB</NetworkDeviceGroup> <NetworkDeviceGroup>Device Typet#All Device Types#Access-L ayer </NetworkDeviceGroup>
</NetworkDeviceGroupList> <profileName>Cisco</profileName> <snmpsettings> <linkTrapQuery>tr ue</linkTrapQuery>
<macTrapQuery>true</macTrapQuery> <originatingPolicyServicesNode>A uto</originatingPolicyServicesNode>

<pollingl nterval >3600</pollinglnterval> <roCommunity>aaa</roCommunity> <version>ONE</version> </snmpsettings> <tacacsSettings>
<connectModeOptions>ON_L EGACY </connectM odeOptions> <sharedSecret>ciscol23</sharedSecret> </tacacsSettings> <trustsecsettings>
<deviceA uthenticationSettings> <sgaDeviceld>TESTNAD1</sgaDevicel d> <sgaDevicePassword>cisco123</sgaDevicePassword>
</deviceAuthenticationSettings> <deviceConfigurationDeployment> <enableM odePassword>cisco123</enableM odePassword>

<execM odePassword>cisco123</execM odePassword> <execM odeUsername>Admin</execM odeUsername>
<includeWhenDeployingSGTUpdates>tr ue</includeWhenDeployingSGTUpdates> </deviceConfigurationDeployment>
<pushldSupport>fal se</pushldSupport> <sgaNotificationAndUpdates> <coaSourceHost>ise3- 1test</coaSourceHost>
<downlaodEnvironmentDataEvery X Seconds>86400</downl aodEnvironmentDataEvery X Seconds>

<downl aodPeerA uthorizationPolicyEvery X Seconds>86400</downl aodPeerA uthorizationPolicy Every X Seconds>

<downl0adSGA CL ListsEvery X Seconds>86400</downl 0adSGA CL ListsEvery X Seconds>

<otherSGADevicesToTrustThisDevice>fal se</otherSGADevicesToTrustThisDevice>

<reAuthenticationEvery X Seconds>86400</reA uthenticationEvery X Seconds>

<sendConfigurationToDevice>fal se</sendConfigurationToDevice>

<sendConfigurationToDeviceUsing>ENABL E_USING_COA</sendConfigurationToDeviceUsing> </sgaNotificationAndUpdates>
</trustsecsettings> </ns0:networkdevice>


https://www.w3.org/2001/XMLSchema

i RDOTTIE, <enableK eyWrap>{falsejtrue}</enableK eyWrap>HAtruell SREET N TV R BEAICOKMBETH D &ITFE
BLTLKEZY, ThUADBERF. XMLTVTL—RASELEOZEIKRTEET,

<keyEncryptionK ey>1234567890123456</keyEncryptionK ey> <keylnputFormat>ASCI | </keyl nputFormat>
<messageA uthenticatorCodeK ey>12345678901234567890</messageA uthenti catorCodeK ey>

TEEREET7L—RMDSHIBL., NADDERFICEBICENTZIMREN HZTF—XEBRIENTEET, fleLT. B
ULTV7L—RATACACSSRELFICEENTVWRHEEERLET, BELBRICEEEL, TUOTL—MOREN
</ns0:networkdevicesTH D C & BHEFRL T EE L,

<?xml version="1.0" encoding="UTF-8"?> <ns0:networkdevice xmlns:ns0="network.ers.ise.cisco.com" xmins:xs="Schema XML File"

xmins:nsl="ers.ise.cisco.com" xmlns.ers="ers.ise.cisco.com" description="This NAD was added via ERS API" name="TESTNAD1">


https://www.w3.org/2001/XMLSchema

<NetworkDevicel PList> <NetworkDevicel P> <ipaddress>NAD | P Addr ess</ipaddress> <mask>32</mask> </NetworkDevicel P>
</NetworkDevicel PList> <NetworkDeviceGroupList> <NetworkDeviceGroup>L ocation#All Locations#l AB</NetworkDeviceGroup>
<NetworkDeviceGroup>Device Type#All Device TypestAccess-L ayer </NetworkDeviceGroup> </NetworkDeviceGroupList>
<profileName>Cisco</profileName> <tacacsSettings> <connectM odeOptions>ON_L EGACY </connectM odeOptions>
<sharedSecret>cisco123</sharedSecret> </tacacsSettings> </ns0:networkdevice>

5. rav®XMLT > 7L — K %EBodyA Y H—D FICREY) 3 E TS

6. 75E& L TPOSTZEIEIRL , https://{ | SE-ip} /ers/config/networkdeviceZE R—A KL T, Send&2 VU Y UL FET, TNTHIELC
EFEIhTwhiE, 201 Createds EWS XY E—INFRREN, BRIZEALEVET,

;ﬁ

IR https:/f10.201.230.99:9060/ers/config/networkdevice/name/Test Copy ) save
POST v hitps://10.201.230.99/ers/canfiginetworkdavice / \\‘*
Params Authorization e Headers {13) Body = Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL XML - Beautify
a0 CULWILACUENY LEUIMEN LUE LEEVE LY ASECONUS 200800 | QUK LE0UENY L LOMIENUUE TAEV e LyASECUNuS >

<downlaodPeerAuthorizationPolicyEveryXSeconds»>86400</downlacdPeerAuthorizationPolicyEveryXSeconds>

<downloadSGACLListsEveryXSeconds>86400</downloadSGACLListsEveryXSaconds>

<otherSGADevicesToTrustThisDevicesfalse</otherSGADevicesToTrustThisDevices

<refuthenticationEveryXSeconds>86400</reAuthenticationEveryXSeconds>

<sendConfigurationToDevicesfalse</sendConfigurationToDevices

<sendConfigurationToDevicelsing>ENABLE_USING_COA</sendConfigurationTeDeviceUsing>
</sgaNotificationAndUpdates>

</trustsecsettings>
59 &/nsB:networkdevice> -

Body Cookies (2) Headers (19) Test Results @ status: 201 Greated  Time: 791ms  Size: 1.22KB  [) Save as Example  eee

Pretty Raw Preview Wisualize XML — ._L.! .:’;.\

1

7.NADDOGET A=/ %R1T793H, ISENADUAKNEMEREL T, NADNMERE N TWBAESH EBRELET,



@ Workspa https://10.201.230.99:9060/ers/config/networkdevice/name/Test Copy

GET w https://10.201.230.99/ers/eonfiginetworkdevice
Params Authorization Headers (13) Body e
Headers < 10 hidden
Key

Content-Type
Accept

ERS-Media-Type

Body Cookies (2) Test Results

Headers (15)

Pre-request Script

Tests Settings
Value

application/fjson
application/fjson

network.networkdevice 11

() save

Cookir

Description =+ Bulk Edit

@ Status: 200 OK Time: 237 ms  Size: 313 KB E'Tj SaveasE

Pretty Raw Preview Visualize JSON 5

wa BATA 4 ML LS LS A S e 2 B LA LB 1 LIRS T ¥ ] U A S L L LS G O L g
52 “type": “application/json"

53 1

54 ]

55 i

56 "id": "afe572d@-5bcc-1lee-%9ab7-9ad46445hd41",

57 “name”: “TESTNAD1®,

58 “description”: “"This NAD was added via ERS API",

59 "link": {

&0 "rel": "self",

61 "href®: "https://18.201.230.99/ers/config/networkdevice/afe572d0-5bcc-11ee-9ab7-9add6445bd4£",
62 "type”: "application/json"

63 i

&4 E,

a5 i

1 "id": "63efbc20-4f5a-1led-b560-6e7768fe732e",

67 "name": "Wireless-%808",

68 "description”; “"Wireless Controller C9868",

69 "link": {

2! "ral®: "colf*
= Cisco ISE Administration - Network Resources

Presets

xample

D

@ Q0 @ e

Netwark Devices Netwark Device Groups Network Deviee Profiles External RADIUS Servers RADIUS Server Sequénces MAC Managers External MOM Location Serdces
Hetwark Gevices .
T Network Devices
Device Security Settings Seaic® e s
Add 4, impa ) Expori § ODeletn
] Name IP{Mask Profile Name Lacatian Type Description
(0 TEsTMADI 1001432 = Cheo (3D Lag ML et wss Layet This NAD was added via ERS API

JSON%{ERA L -NADDIERK

JSON%ZfEF L T, RADIUSTACACS, SNMP, & & UFTrustSeci%E TTESTNAD2ZER L £,

1. SDKDOCreate® T2, I—IDRFTICBEBAY A —ETUTL—N, BLOEFHENBBENRTENET,

2.Headers2 7 ICBEIL. SDKERTRENBAPII—ILICHBBEEANYy F—2BELEIT. AVHA—RERIRODELSICHYET,

@
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-
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[ hitps:{10,201,230.99:9060/ers/config/networkdevice/name/Test &) Save -~

POST - Send -
Params Authorization e Headers (12) EBody = Pre-request Script Settings Cookies
Headers 8 hidden

Key Value Description «+  Bulk Edit Presets
Content-Type applicationfjson
Accept applicationfjson
ERS-Media-Type network.networkdevice 1.1

3. BodyAY A —ICBE L, rawEBIRLE T, Chickl), NADDERICKERISONT > 7L — &2 NIBCENTEXT

o
i https:/10.201.230.99:9060/ers/config/networkdevice/name/Test Copy Save
ROSH ;
Params Authorization Headers (11) Body T-requs Settings Cookies
nong form-data w-www-form-urlencoded @ raw binary GraphQL XML ~ Beautify
i
Response

4. IONTY7L—RRERRDODKS B ET (BELCHUTEZEELET ).

{ "NetworkDevice": { "name": "TESTNAD2", "description": "This NAD was added via ERS API", "authenticationSettings": {
"radiusSharedSecret": "ciscol23", "enableKeyWrap": true, "dtisRequired": true, "keyEncryptionKey": "1234567890123456",

"messageA uthenticatorCodeK ey": "12345678901234567890", "keylnputFormat": "ASCI1" }, "snmpsettings': { "version": "ONE",
"roCommunity": "aaa", "pollinglnterval": 3600, "link TrapQuery": true, "macTrapQuery": true, "originatingPolicyServicesNode": "Auto" },
"trustsecsettings': { "deviceAuthenticationSettings': { "sgaDeviceld": "TESTNAD?2", "sgaDevicePassword": "ciscol123" },
"sgaNotificationAndUpdates': { "downlaodEnvironmentDataEveryX Seconds": 86400, "downlaodPeerAuthorizationPolicyEveryX Seconds':
86400, "reAuthenticationEveryX Seconds": 86400, "downloadSGA CL ListsEveryX Seconds': 86400, "otherSGADevicesToTrustThisDevice":
false, "sendConfigurationToDevice": false, "sendConfigurationToDeviceUsing": "ENABLE_USING_COA", "coaSourceHost": "ise3-1test" },
"deviceConfigurationDeployment": { "includeWhenDeployingSGTUpdates": true, "enableM odePassword": "ciscol123", "execM odePassword":
"ciscol23", "execModeUsername": "Admin" }, "pushldSupport": "false" }, "tacacsSettings': { "sharedSecret": "cisco123",
"connectModeOptions': "ON_LEGACY" }, "profileName": "Cisco", "coaPort": 1700, "dtlsDnsName": "Domain”, "NetworkDevicel PList": [ {
"ipaddress": "NAD IP Adress', "mask": 32} ], "NetworkDeviceGroupList": [ "Location#All Locations’, "Device Type#All Device Types' ]} }



D ROAINBEICED DI, enableKeyWrap" {falsgtrue} Htruelc FREE N TVWBRBELE T THD ZEITEEL TL

EEW, ThUADBEK, ISONTFUTL—KASELEDZHIBRTEE T,

"keyEncryptionKey": "1234567890123456", "'messageA uthenticatorCodeK ey": "'12345678901234567890", "keylnputFormat": "ASCI " & /=
 FEBRREETVTL—RMDSHIBRL., NADDERFICEBRICEMTDHEN HDT—RXERITEETEET,

5. raw®JSONT > 7L — K ZBodyAY X —DOTIZBV R T ET,

6. 5L L TPOST%EIRL ., https://{ISE-ip} /ers/config/networkdeviceZE R—A KL T, SendZ2 VU Y ILET, TANTHIEL (5
EFE&hTwhiE, 201 Created X Y E—I A RREN, BREAEICBEYET,



Jace | hitps:f10.201,230.99:9060/ers/config/networkdevice name/Test Copy B save F =

" —

POST w htps:f10.201.230.99/ers/configinetworkdevice K’ \NI.

Params  Authorizatione  Headers (13) Bodye  Pre-request Script  Tests  Settings Cookies
@ none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL JSON - Beautify
1 r
2 “NetworkDevice": { 5
3 “name”: "TESTNADZ",
4 “description”: "This NAD was added via ERS API", -
5 “authenticationSettings®: { =
] “radiusSharedSecret”: “ciscel23”, »
? “enableKeyWrap": true, i
8 “dtlsRequired”: true, §
9 "keyEncryptionKey": "1234567890123456",
1@ "messagefuthenticatorCodeKey": "12345678901234567899", .
11 "kavTanutEarmat® - "AQCTT" "
Body Cookies (2) Headers [17) Test Results & Status: 201 Created Time: 678 ms  Size: 103KB [ Save as Example s
Pretty Raw Preview Visualize J5ON v = o O
1
4= = o » = =
7.NADDGETO—I)LZR{TTS A, ISENADURA K ZHFEL T, NADAERENTWBRAESH ZHRBLET,
b https://10.201.230.99:9060/ers/config/networkdevice/name/Test Copy Save & B

GET i https:/10.201.230.99/ers/config/networkdevice
Params Autherization e Headers (13) Body » Pre-request Script Tests Settings Cookies
® none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL JSON ~ Beautify
1 i
2 “NetworkDevice": {
3 "name”:  "TESTNADZ",
4 "description”: *This NAD was added via ERS API",
5 "authenticationSettings™: {
6 “radiusSharedSecret": “ciscel23”,
7 “enableKeyWrap®: true,
8 "dtlsRequired®: true,
9 "keyEncryptionKey": "1234567890123456",
19 “messageduthenticatorCodekey”: “12345678901234567890"°,
11 "rauTnnutEarmat®+ "AQSCTT™
Body Cookies (2) Headers (18) Test Results @ Status: 200 OK Time: 659 ms Size: 374KB  [3) Save as Example <
Pratty Raw Preview Visualize JSON + = o Q
57 ESTNADL",
58 “description™: "This NAD was added via ERS API",
59 "link": §
68 "rel": "self”,
Bl “href": “https://10.201.230.99/ers/config/networkdevice/afe572d0-5bcc-11ee-%9ab?-9add6445bd4f",
62 “type": “application/jsen”
63 ¥
& .
65 i
66 “id": "9dd45268-5bd7-11ee-9ab7-92446445bd4E",
67 “name”: "TESTNADZ",
68 "description®: "This NAD was added via ERS API",
[ “link": {
i:] “rel": "self”,
71 “href": “https://10.201.230.99/ers/config/networkdevice/9dd45a60-5bd7-11ee-9ab7-9a446445bd4£",
T2 “type": “application/json"
73 =
T4 .

75
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