ISE 3.3& JAMFZMDMY—/N& L THES

ES

BL®IC
sr4s
=%
ERTBI R b
NYDIT59 REER
BRIE
MDM Connection ] ® JAMF PRO @ %1
MDM#EEHEH DISED 2
JAMF PROA Y RAB VAL QIEE DI BIEREREBLET .
ES7NZa1—F42% . MDMY—/NICEETE &
SFUAIBERLA LTINS RELE L

7 23285 . 404
! 3.5 : 401

BE1E R

FL®IC

CORFIXDNTE. JAMF PROA > A& 2 A10.48. X Tldentity Services Engine(ISE)v3.3%& 3£
KIDLEDHIZHEBFIBICOVTHALET,

AR SR

BHF
ROEBICET AN D M HERENET,

* Identity Services Engine ( ISE )
« MDMV D 1—>32& L TOHOIAMF

FERTHIAK—% N

CORFIXNODBHIEFE, ROVYTRIITEN—=D3AaVICEITIKENTT,



+ Cisco ldentity Services Engine(ISE)v3.3
+ JAMF PRO v10.48.1-t11689600654

CORFIXVNOERE. HEDFARRELCHZITNARACEITVWTERENIZENTT, C
DRFAXRNTHEAIZIXNTOTFNA AR, JUTR(T74ILDN ) RETERZHRHKEL T
WET. 2EBFORY NT—U TR, FBONVVRICK>TRID AN HIHEZ + TR
LTLEEW,

INY DTZ02 Rig#R

Cisco ISElx., Windows A E1—2%2EEB T2 HOMDMY—/Ne LU TIAMFZEHR—KNLET
o chSNIAVEI—Z (JAMFICK2>TEEBEID ) FERSRVRIAIEhd &, ISER
JAMFH—NAS AT SA T ABHRERMEBL, CchsOTFNAADEFI VT ARAF¥IC
BT 5FMEBERZRBLET,

COBEHEFEAL T, ISETHRETNERG LR UTIVELI—RZFAXRECEERTZ
&V, EFATT7OEAEFIVTAZBRLET, LEAN DT, COREKRE, HEBEEIZELST
BAChDUREMEOSH I BENZREEPEFIVT I OBRZRETINICRILEET,

MDM Connection ® JAMF PRO 0 %4

ATV 1. EBEERZIZF DT HVU > Mhttps://YOUR ACCOUNT.jamfcloud.com/index.html) T
JAMFZZ o RICOJA4 > LET,



https://YOUR_ACCOUNT.jamfcloud.com/index.html

< jamf PRO

USERNAME

admin

PASSWORD

JAMF PROOY A > R—2

ATYT2XA X Z_1—h5, BETA AV ZBRLET,

=i jam{

Jamf Pro Dashboard

The Jami Pro Dashi provides a visual ovendew of the things you care about mest In your emviranment. Add important items to your (ashboaed te quickly

72 : and easily manitor thelr statuses.

JAMF PROA v 2 17R— R

ATY T 3 XA X 1—T, System > Useraccounts and groupsDJBIZZIRL £7,



Settings

All System Global Jamf Apps Self Service Server Metwaork Com
S}{'Stem 11 settings

1 User accounts and groups

Set Jamf Pro user privileges, Directory Service accounts, and passwaord
policies

JAMF PROD > AT LFRE

AT Y 7 4F 7 3 > Password PolicyZi#IRL £9,

+ User accounts and groups

JAMF PROOD1—%F7hHIo NETIL—T

ATV T 52Ot 3> Tk, Bearer Token Authentication(Z B2 T Allow Basic
AuthenticationE WS A 723> ®Hd & #HELET,

S

E:JAMF PRO v10.35A Tk, APIOERFTIRLERF T 7 AL N THEMIIZ >TLEREA,
LENF2T, ChoOBeEZRMICL T, MDMBRENHEL TVB L ZRFTITIHE
FHWET,

HMEICOVWTR., TS Y IAPIEEINZEE ) 23RBL T EEL,

ATY 7T 6 REOKEEZEMICLES, AT Y F3THEAL =Menu SettingsIC#EE L. Network
IntegrationMenuZ kL TERL E T,


https://developer.jamf.com/jamf-pro/docs/classic-api-authentication-changes
https://developer.jamf.com/jamf-pro/docs/classic-api-authentication-changes
https://developer.jamf.com/jamf-pro/docs/classic-api-authentication-changes
https://developer.jamf.com/jamf-pro/docs/classic-api-authentication-changes
https://developer.jamf.com/jamf-pro/docs/classic-api-authentication-changes

Settings

network integration Clear

All System Global Jamf Apps Self Service Server Metwork
Network 1result found for "network integration”

@, Metwork integration

Integrate with a network access management service
JAMF PROZ Y KD —V &

ATY 7 7+ NewDBERICHEH, ISE33DFHLVWA AR AZEBMLET,

Senings HeTWork
«— Metwork integration

JAMF PROXR Y N —UHEKRE

AT Y 7" 8Network Access Management Service®D TO ROY AT A1 —T, #7>3>
ZCiscoISEEL TN —J UEFRFRICLET,

« RIZ, ZOFICRITESIC, XZ1—Display NamelcBHiZHEL T,
« ISEQ#HIRRELERZICOVTIE., ROBEREDERICTDIENTEET,
- "REOREL CHEAXT,



(Metwork Acenss Mansgement Servics 1

Cieo ISE =

Betplay Hame

w3l

Advanzed Eomputer Saarch For Campllance WarHication

Home v

Camputer Gompiance Yerication Failure Message

Ressate Lotk And Wipe Passeads Assignment Muthad Fer Computers

Creste Random Pasicode =

ISEEDXRY ND—UHKEDREH

ATY T 9 DEEICKY),
https://YOUR_ACCOUNT .jamfcloud.com/networkintegrationEndpoint/IDO X TEY N — U #%
BURLAERENE T, ISELOERICEETHERAIILEN D10, COURLEZREFELET

o

MDMIE#: B O ISE 0 %1

AT Y 71 : Menu > Administration > Network Resources > External MDM® JEIZi#R L. Add%
2UYOLET,

= b |dentity Services Engine Administration / Network Resources

[ ] Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

MDM / UEM Integrations

Unifipd Endpaint Managemant (UEM) and Mobe Device Managemant (MOM) intogrations snable you to secung, manitor, snd
¥ ! query the
U 3 cantrol policks. Also,
1
i o -
MOM [ UEM Integration Name Status Sarvice Provider Hostnama | IP Addre... Description Timsout (msec)
n

o dats found,

ISE MDMEEX —1—

ATY 7 2MDM/ UEMBEEZBEI X RNATA AR =)ICBRIZNTET,

« Hostname /IP Addresst 23> T, BIOATY 7 TERENIZURLAL S



YOUR_ACCOUNT jamfcloud.com%ZiZR L £ 9,

« PortT, JAMF PROA AR AE DHTTPSERIC443Z2BIRL £ T,

-« £ 32 instance NameT, fERE NURLICEI> a B WVMEZADLET (205
& (& /networkIntegrationEndpoint/ID )

« JAMFPROA VAR ANDIINT VA EZR/FDIA—HEE, HETBDNAT—RZAD
LErT,

« MDMY#—/YMStatusZEnabledlCcZEL £,

= ‘M Identity Services Engine Administration / Network Resources

) Network Devices Network Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers External MDM

MDM | UEM Integrations > New

New Server
3
Cisco ISE supports mobile device management and Microsoft configuration management servers,
| Click here to view the list of MOM servers supported by Cisco ISE.
a MOM / LIEM Intagration Name*
JAMF_FRO
L
Dseription

.
Sarver Type
Mobile Device Manager ¥ m
WL
Authentication Type
Basic w

Hostname | IP Address®
YOUR_ACCOUNT. jamfcloud.com

Part*
443

{max lengih: 5)

Instance Name

fmetworkintegrationEndpoint/ID 0
{

Usamame*

admin @

Password®

Polling Interval®
240
0]

MOM/UEM Device Compliance Timeout®
30000 0]

1 to 30000 (milliseconds)

When re-authenticating an endpoint into the network Cisco ISE refers to cached MDM attributes
of the endpoint. If the age of the cached MDM attributes is greater than the interval configured,
Ciseo ISE sends a fresh query 10 the MDM server for the endpoint’'s attributes, If there is a
change in compliance status, Cisco ISE issues a Change of Authorization,

Complisnce Cache Expiration Time*
1 @

1 to 10080 (minutes)

Status
Enabled W

ISE MDM JAMF PRO® 5% E #i

ATYZITICAIO-ILT, BROTANIEXE T, BEEFRHITIE, XAOBEHHNKT
EhET, BUHINIRTRENBVEERE, CORFIXDND ThSTINPa—-F12T, &



2232 ZRLUTSEEL,

®

Information

Connection 1o senver is successiul with cunmen settings.

MDM JAMF7 10> k& O EFE Rk

Z? 74 WWW#TDEDTOWEEWbﬁ?ON—“@TWT ISEAf I RRA> hDEY
>3 zEBESFFAITNAAIDZERDTEY,

« DFVFEBUT, FNAADOMACT RLAXLEBFEAEDREZRBRTEXRT,
c ZOEIIIAVEANAEIIAALIES, REERTFELET,

G} This MDM or UEM server supports Cisco ISE APl Version 3.

Device |dentifier

Configure Cisco ISE to identify endpoints through variables other than MAC addresses. This
allows accurate identification of endpoints even the MAC address presented Cisco ISE is not
necessarily the MAC address of the physical network interface card (for example, when MAC
address randomisation is enabled). Check the check boxes next to the device identifiers to be
used. Drag and drop the device identifiers to define the sequence of verification. If the first
device identifier on the list is not available for an endpoint, then Cisco ISE checks for the second
identifier on the list, and so on.

Device Idantifiar (7} Enablad
3 1. Legacy MAC Address =
3t 2. Cert - SAN URI, GUID ]
:* 3. Cert - CN, GUID ]

MDMY—/NDIBINERE



JAMF PROA VAR AL DHEEDHHREGEHIELE T,

INTY REYTF v  BEHRICKINU LIFE, ISE PANY—/NA SIAMF PROA 2 AR AIZIEE
ENHTTPSRZ 74 Y U ERRTEXRT,

Protocol |Length |Info

TCP 74 47386 - 3128 [SYN] Seq=0 Win=29280 Len=8 M55=146@ SACK_PERM TSval=211264138 TSecr=8 WS=128
TCP 74 3128 - 47386 [SYN, ACK] Seq=8 Ack=1 Win=6516@ Len=8 M55=146@ SACK_PERM TSval=503184863 TSecr=211264130 W5=128
TCP 66 47386 - 3128 [ACK] Seg=1 Ack=1 Win=29312 Len=@ TSval=211264131 TSecr=5083104063
443 HTTP/1.1
TCP 66 3128 - 47386 [ACK] Seg=1 Ack=118 Win=65152 Len=@ TSval=503104@64 TSecr=211264131
HTTP 185 HTTP/1.1 280 Connection established
TCP 66 47386 - 3128 [ACK] Seq=118 Ack=48 Win=29312 Len=0 TSval=211264384 TSecr=503184317
TLSv1. 387 Client Hello
TCP 66 3128 + 47386 [ACK] Seq=48 Ack=439 Win=64896 Len=8 TSval=503104318 TSecr=211264385
TLSv1.. 166 Server Hello
TCP 1254 3128 - 47386 [PSH, ACK] Seq=140 Ack=439 Win=64896 Len=1188 TSval=503104457 TSecr=211264385 [TCP segment of a reassembled PDU]
TCP 66 47386 - 3128 [ACK] Seq=439 Ack=1328 Win=32128 Len=@ TSval=211264524 TSecr=503104457
TCP 1254 3128 - 47386 [P5H, ACK] Seq=1328 Ack=439 Win=64896 Len=1188 TSval=583104457 TSecr=211264385 [TCP segment of a reassembled PDU]
TLSv1.. 2641 Certificate
TCP 66 47386 - 3128 [ACK] Seq=439 Ack=50891 Win=48192 Len=@ TSval=211264525 TSecr=503104457
TLSv1.. 413 Server Key Exchange, Server Hello Done
TLSV1.. 141 Client Key Exchange
TCP 66 3128 -+ 47386 [ACK] Seq=5438 Ack=514 Win=64896 Len=8 TSval=503184459 TSecr=211264526
TLSv1.. 72 Change Cipher Spec
TLSv1.. 111 Encrypted Handshake Message
TCP 66 3128 -+ 47386 [ACK] Seq=5438 Ack=520 Win=64896 Len=@ TSval=5083104462 TSecr=211264529
TCP 66 3128 - 47386 [ACK] Seq=543B Ack=565 Win=64896 Len=0 TSval=5083104463 TSecr=211264529
TLSw1.. 117 Change Cipher Spec, Encrypted Handshake Message
TLSVI.. 3680 Application Data
TCP 66 3128 - 47386 [ACK] Seq=5489 Ack=859 Win=6464@ Len=0 TSval=503184681 TSecr=211264668
TLSv1.. 1617 Application Data, Application Data
TCP 66 47386 - 3128 [ACK] Seq=859 Ack=7840 Win=46288 Len=8 TSval=211264922 TSecr=503104855

JAMFA VARV AEQEEDNT Y NF ¥ 7 F v 4

ISETMOY :ise-pscloghc RENTWVWBESIZ, ISEFTIIZEUTTF—REZREBS LU DL
X7,

DEBUG [admin-http-pool116][[]] cisco.cpm.mdm.api.MdmServerInfoApi -:::::- inside the method : callMdmSer
TRACE [admin-http-pool16][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- Inside MDMVerifyServer.veri
DEBUG [admin-http-pooT1l1l6][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- apiVersionSb : 3, mdmApiVer
DEBUG [admin-http-pooT1l1l6][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- MDM Rest API Server Query S
DEBUG [admin-http-poo1l16][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- MDM Rest API Server Query P
DEBUG [admin-http-pooT1l16][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- 1. Connecting to the MDM se
DEBUG [admin-http-pooT1l6][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDom: start HTTP r
DEBUG [admin-http-pool116][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDomNonComp: start
DEBUG [admin-http-pooT1l6][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- ===mdmFlowInfo===null,=====serve
DEBUG [admin-http-pooT1l6][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- QueryType 1is heartbeatQuery
DEBUG [admin-http-pooT1l6][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- using httpClient for http query
INFO [admin-http-pool116][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- GET: MDM Server URL: https://YOU
DEBUG [admin-http-poo11l6][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- Proxy Config in request = [,PRO
INFO [admin-http-pool16][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- MDM Server Response Code: 200

TRACE [admin-http-pool16][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::-

Response data received from the MDM server : <?xml version="1.0" encoding="UTF-8"?><ise_api><name>mdmin

DEBUG [admin-http-pooT116][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDom: end HTTP req
DEBUG [admin-http-pooT1l6][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDomNonComp: end H
TRACE [admin-http-pool16][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- isMdmSettingsIdNotNull flag
DEBUG [admin-http-poo1l16][[]] cisco.cpm.mdm.api.MdmServerInfoApi -:::::- returning from the method : ca

apiPath: /ID/ciscoise/v3



redirectUrl: https://YOUR_ACCOUNT.jamfcloud.com/enroll
queryMaxSize: 1000

apiVersion: 3

vendor: JAMF Software

productName: JSS

productVersion: 10.48.1-t1689600654

COMMA:

errorMsg: null

errorOccurred: false

NSTINa—F1424 : MDMY—/NICEZETE &L

CDMEDEREIE, ISENIJAMF-PROA VAR AICK U TERWICEITISZ VI THEHRE N
£F. NSTNT1—FALTERFTBSRA (0BT ) &, 7SIIUBE/ —K
(PAN)TF, PAN/—RiZ, MDMY—NICEETB LS CHREFEFNRESNTVBEFTT.
CORUXYY Rid, BERICTINTO/— RTERENET,

FETREOBEONS I 1—FT 14201, ROFIEZERATEET,

ATY 7 1:PAN/—ROTRACELARIL T, JVR—F hexterna-mdmZBZIIZL E T,

= M ldentity Services Engine ‘Cparations / Troubleshoot

)| Bockmarks Diagnostic Tools  Downloadlogs  Debug Wizard

Bieibug Log Conliguration

Debug Level Configuration

RSTINS21—F 14> BOTRACEL AR OAZBIMDMIO > R—F > b

ATY T 2PAN/ —RASFY¥TF Y EREL.,. REZREFELET,



Operations / Troubleshoot

J  Bockmarks Diagnostic Tools Download Logs Debug Wizard
%  Dashboard Add TCP Dumg packe! Tar MOnISHng 0n § NETWORE INABCH 550 Foublshoot probloma on the nEWEE B3 1hey SDPTS
Gonersl Tools
I Contaxt Visibility — o
DIUS Authe B niise a3
% operations Exacuts Nutwork Davics Com
Evaluste Costiy
U Policy Natwark bteiface
GigabitEthernat 0 [Up, Running] v @
2. Administration Agentiess Pastera Troublesho.
EndPuini Debug
Work Centers TEP Dump
Sausion Trace T
Interactive Help
TrustSes Tesls » E.g- Ip host 10.77.122.123 and nat
10.177.122.119
e Hame
faccapMOM
Nono
Fite Size
L
Mb
Filo
5
Min
) Pro

MDMEZHDIBERZINETZODONT Y KF ¥ T F ¥ Dl

AT Y7 3External MDMXZ1—RAEZBELET, ATV T2 50F ¥ F v &2ETL., #EH
DTARRRAZBIRLET, TT—DNERRENDETEHELEET,

ATY T AFIE2THF Y TF vy Z2EFELLELET, ise-pscloglc s30T 2R L T, BEEZ D
LET,

SFTIFNEREZALTIRNIRELRLE

COTFIATR., JAMFEDEROTARNRIZISECROIZ—HFRELLIFEIC. XOFIEZ
EITLET,



MDMI S —##HX A1 LTI

SAEHMDMICBET OV IC I,

TRACE [admin-http-pool126][[]]
DEBUG [admin-http-pool126][[]1]
DEBUG [admin-http-pool126][[]1]
DEBUG [admin-http-pool126][[]1]
DEBUG [admin-http-pool126][[]1]
DEBUG [admin-http-pool126][[]1]
DEBUG [admin-http-pool126][[]1]
DEBUG [admin-http-pool126][[]1]
DEBUG [admin-http-pool126][[]1]
DEBUG [admin-http-pool126][[]1]
DEBUG [admin-http-pool126][[]1]
INFO [admin-http-pool126][[]]

cisco.

cisco

cisco.
cisco.

cisco

cisco.
cisco.

cisco

cisco.
cisco.

cisco

cisco.

cpm

cpm

cpm.
.cpm.
.mdm.
mdm.
.util.MdmRESTClient -:::::
mdm.

cpm

cpm.
.cpm.
cpm.

.mdm.
.cpm.
cpm.
cpm.
.cpm.
.mdm.
mdm.
.util.MdmRESTClient -:::::

mdm

mdm

mdm

mdm

mdm

.apiimp1.MDMVerifyServer
mdm.
.apiimp1.MDMVerifyServer -
.apiimp1.MDMVerifyServer -

Error

Connection to server failed with:

MDM Server AP

atror

A connection timeaut eccurred. Chack if the MDM sarver is reaschable.

Please try with different settings.

ROBBIRRENKT,

apiimpl.MDMVerifyServer

apiimpl.MDMVerifyServer -
apiimpl.MDMVerifyServer -
util.MdmRESTClient -:::::

util.MdmRESTClient -:::::
util.MdmRESTClient -:::::

util.MdmRESTClient -:::::

INFO [Timer-12][[]] cisco.mnt.common.utility.AlarmMessageDiskQueue -
INFO [Timer-12][[]] cisco.mnt.common.utility.AlarmMessageDiskQueue -
INFO [Timer-12][[]] cisco.mnt.common.utility.AlarmMessageDiskQueue -
cpm.mdm.util.MdmServersCache -:::

INFO [admin-http-pool126][[]]
ERROR [admin-http-pool126][[]]

cisco.
.cpm.mdm.util.MdmRESTCTient -:::::

cisco

Connection Failed to the MDM server

DEBUG [admin-http-pool126][[]1]
DEBUG [admin-http-pool126][[]1]
ERROR [admin-http-pool126][[]]
ERROR [admin-http-pool126][[]1]
DEBUG [admin-http-pool126][[]1]
apiPath: null
redirectUrl: null
queryMaxSize: null
apiVersion: null
vendor: null
productName: null
productVersion: null
COMMA: ,
errorMsg: null
errorOccurred: true

cisco.

cisco

cisco.
cisco.

cisco

host - YOUR_ACCOUNT.jamfcloud.com
.mdm.
.cpm.
cpm.
cpm.
.cpm.

cpm

mdm

mdm.

mdm
mdm

util.MdmRESTClient -:::::

NTYRFEFTFYHS, AOREHREEBLET,

:::::- Inside MDMVerifyServer.veri
:::::- API version retrieved from

:::::- apiVersionSb : 3, mdmApiVer
:::::- MDM Rest API Server Query S
:::::- MDM Rest API Server Query P
:::::- 1. Connecting to the MDM se
- sendGETRequestDom: start HTTP r
- sendGETRequestDomNonComp: start

- ===mdmFlowInfo===null,=====serve
- QueryType 1is heartbeatQuery

- using httpClient for http query

- GET: MDM Server URL: https://YOU
:::::- Inside dequeue

iii1:- root exists

tii::- alarm.1692086243915 deleted
::- MDM server - Status : Active, |
- Error message while connecting t
, and port - 443 : Connection time
- sendGETRequestDom: end HTTP req

.util.MdmRESTCTient -:::::- sendGETRequestDomNonComp: end H
apiimpl.MDMVerifyServer -:::::- Exception occurred while co
.api.MdmClient -:::::- A connection timeout occurred. Check

.api.MdmServerInfoApi -:::::- returning from the method : ca



DNSRZST749v 9  HBEDEYRNT YT THRANBEZEANTSEE, JAMFEEAS AR A
ADTTITIUHKISEILK2>TEITENETT, RARNBOFERNFRONSBVEFEE., IPPRLADEE
AEEA&FET, cOFTTaviE, RARBORDYICERETEET,

Source | Destination | Protocol | Length |Info
10.88.248.21 10.88.248.59 DNS B5 Standard query @x5a75 A
18.88.248.21 10.88.248.59 DNS B5 Standard query @x9f69 A
18.88.248.59 16.88.248.21 DNS 206 S5Standard query response
16.88.248.59 16.88.248.21 DNS 158 Standard query response

MDM7O—®MDNSKZ 74 v 9

MDM#EHR— N TOBEEIP7 RLA%ZER (DNSYVITVELEEMDMEREOVWTAAT ) VT
) § 24, SYNNTY "RHRVIBURETDAEMN BV ET, chik, JAMF/ ARV A
FEF443R— N LOBEICTFHITEIARTNAANODEBEEIL—MBVEZRLET,

| Protocol Length |Info
TCP 74

22432 -+ 443 [SYN] Seq=0 Win=29200 Len=0 M55=146@ SACK_PERM TSval=272773814 TSecr=@ WS=1
@ Le

MDMAR A AT ™I M\ Dz 0 5l

)T 28K . 404

CDARY ME, MDMY—NDOFRERFICREL ZJAMFT7ADY NZERTESD CEZRLTWY
RY, LEL, BERIDEIDICEELEAAZVANFELEVS, ROASBVEHTIS—
FEEFIhTLET,




Error

Connection to server failed with:

MDM Server API error
Connection Failed: 404:Not Found: the MDM server is not reachable

Please try with different settings.

MDMI S —404 0 5|

CDARY NIXBITRIOTNFRRENET,

DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.api.MdmServerInfoApi -:::::- inside the method : callMdmSer
TRACE [admin-http-pool132][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- Inside MDMVerifyServer.veri
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- API version retrieved from
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- apiVersionSb : 3, mdmApiVer
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- MDM Rest API Server Query S
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- MDM Rest API Server Query P
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- 1. Connecting to the MDM se
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDom: start HTTP r
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDomNonComp: start
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- ===mdmFlowInfo===null,=====serve
DEBUG [admin-http-poo132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- QueryType 1is heartbeatQuery
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- using httpClient for http query
INFO [admin-http-pool132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- GET: MDM Server URL: https://YOU
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- Proxy Config in request = [,PRO
INFO [admin-http-pool137][[]1] cpm.admin.infra.spring.ISEAdminControllerUtils -::admin:::- mapping path
INFO [admin-http-pool137][[]1] cpm.admin.infra.spring.ISEAdminControllerUtils -::admin:::- mapping path
INFO [admin-http-pool132][[]] cisco.cpm.mdm.util.MdmServersCache -:::::- MDM server - Status : Active,
ERROR [admin-http-pool132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- Error message while connecting t
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDom: end HTTP req
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDomNonComp: end H
ERROR [admin-http-pool132][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- Exception occurred while co
ERROR [admin-http-pool132]1[[]] cisco.cpm.mdm.api.MdmClient -:::::- Connection Failed: 404:: the MDM serv

DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.api.MdmServerInfoApi -:::::- returning from the method : ca



apiPath: null
redirectUrl: null
queryMaxSize: null
apiVersion: null
vendor: null
productName: null
productVersion: null
COMMA:

errorMsg: null
errorOccurred: true

}
DEBUG [admin-http-pooT132][[]] cisco.cpm.mdm.util.MdmServersCache -:::::- mdm Guid: GUID is found in cac

CORRIATONTY NFEYTF ¥k, JAMFY A NEISEY—NOETEHEE DTV r—3
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Source | Protocol |Length |Info
10.88.248.21 HTTP 183 CONNECT 1443 HTTP/1.1
10.31.184.78 HTTP 185 HTTP/1.1 288 Connection established
10.88.246.21 TLSv1.2 419 Client Hello
10.31.104.78 TLSv1.2 213 Server Hello, Change Cipher Spec, Encrypted Handshake Message
10.88.248.21 TLSv1.2 72 Change Cipher Spec
10.88.248.21 TLSv1.2 111 Encrypted Handshake Message
10.88.248.21 TLSv1.2 349 Application Data
10.31.104.78 TLSw1.2 1824 Application Data
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Error

Connection to server failed with:

MDM Server APl error
Connection Failed: 401:: the MDM server is not reachable

Please try with different settings.

MDMi#Z# TS5 —1— R401

ISEOOT R XDEMEZRLET,

INFO [admin-http-pool8][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- GET: MDM Server URL: https://YOUR
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- Proxy Config in request = [,PROX
ERROR [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- Error message while connecting to
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDom: end HTTP requ
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDomNonComp: end HT
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- retry connecting using api v
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- MDM Rest API Server Query St
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- MDM Rest API Server Query PA
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- 2. On Error : re-connecting
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDom: start HTTP re
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDomNonComp: start
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- ===mdmFlowInfo===null,=====server
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- QueryType 1is heartbeatQuery

DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- using httpClient for http query -
INFO [admin-http-pool8][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- GET: MDM Server URL: https://YOUR
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- Proxy Config in request = [,PROX
ERROR [admin-http-pool8][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- Error message while connecting to
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDom: end HTTP requ
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.util.MdmRESTClient -:::::- sendGETRequestDomNonComp: end HT
DEBUG [admin-http-pool18][[]] cisco.cpm.mdm.apiimpl.MDMVerifyServer -:::::- retry connecting using api v

NTYREXYTTFvEE, ROROKISBEKOEEZTRLET,



Source | Protocol | Length |Info

10.88.240.21 HTTP 183 CONNECT :443 HTTP/1.1

18.31.104.78 HTTP 185 HTTP/1.1 288 Connection established

10.88.240.21 TLSv1.2 419 Client Helle

10.31.104.78 TLSv1.2 213 Server Helle, Change Cipher Spec, Encrypted Handshake Message
10.88.240.21 TLSv1.2 72 Change Cipher Spec

10.88.240.21 TLSv1.2 111 Encrypted Handshake Message

10.88.248.21 TLSv1.2 349 Application Data

18.31.104.78 TLSv1.2 1871 Application Data

10.88.248.21 TLSv1.2 349 Application Data

18.31.104.78 TLSv1.2 1871 Application Data
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https://community.cisco.com/kxiwq67737/attachments/kxiwq67737/discussions-network-access-control/455447/2/JAMF%20Integration%20with%20ISE%20as%20MDM.pdf
https://community.cisco.com/kxiwq67737/attachments/kxiwq67737/discussions-network-access-control/455447/2/JAMF%20Integration%20with%20ISE%20as%20MDM.pdf
https://community.cisco.com/kxiwq67737/attachments/kxiwq67737/discussions-network-access-control/455447/2/JAMF%20Integration%20with%20ISE%20as%20MDM.pdf
https://community.cisco.com/kxiwq67737/attachments/kxiwq67737/discussions-network-access-control/455447/2/JAMF%20Integration%20with%20ISE%20as%20MDM.pdf
https://community.cisco.com/kxiwq67737/attachments/kxiwq67737/discussions-network-access-control/455447/2/JAMF%20Integration%20with%20ISE%20as%20MDM.pdf
https://community.cisco.com/kxiwq67737/attachments/kxiwq67737/discussions-network-access-control/455447/2/JAMF%20Integration%20with%20ISE%20as%20MDM.pdf
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



