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ATYT1 . RAFYH—ERZEHLE T,

[Work Centers] > [Posture] > [Settings] > [Software Updates] > [Posture Updates]ic BEE) L £ 7
[$ 9 <E#(Update now)|ZBIRL ., 7OELAFKRTIBDETHELEET,

Cisco Aok o

[nafipeing T gy
PolLpv dwewe DRl Ol e D Dt 8 B0 el

F0FTIORZL 108058
Laaf epdafe stiempl o TOETM0AME 114058 waa pecconaful
FTTEGE, 0,00
W 261 0000
LEg R-Rr i
NS00

eae

SAOAKFRHETEH/NY S— . CiscocomB A NASETO—REDYITINIITNY T—
< (AnyConnectY 7 NI TNV —27sE ) T9, customer-created packageld. ISE1—H
AR —=TIAADHABTERL, RAF YT EAX NTHEATDIEHICISEICT Y 7O—R
TR7O077ANEERERETT. <OEE TR, AnyConnect webdeploy/\y 57— T
anyconnect-linux64-4.10.05085-webdeploy-k9.pkgs ZX V> O—RTEE T,

X TYVTTF—RPNYFICKY, HBN—Da N EEEND ARSI BV ET,
ciscocombY A NCHZBHOHERBN—a>zERALET,

AT Y T2:AnyConnect/N\Y r—>&F7 Y 7O—RULET,

RAF¥D—0+t>X—H 5, [Client Provisioning] > [Resources] ICBEIL £9,
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AT Y 7°3:[Add] > [Agent Resources from Local Disk] 28R L £ 7

Resources

dit _I_ Add ~ 1 Duplicate il Delete

() .1

Agent resources from Cisco site

[:] Agent resources from local disk oTe

AT Y 74:[Categoryl] RO Y 7°& > # 5[Cisco Provided Packages] Z &R U £,



Clant Provisioning Pollcy Ageni Resources From Local Disk

Agent Resources From Local Disk

MBJOTy Cisco Provided Packages o

Browte.. Mo e selectod

= AnyConnect Uploaded Resources

HNamip Typa Varalan Digmcription

No data avallable

ATY 7 5:[Browse] 2OV YILET,

ATYTBHNDATY 77 TA D O—RLUEAnyConnect/ NY T —OWVTF A ZIBIRLE T,
AnyConnectf X— A uiBeh, N T—JICBT32RBH/ARRENET

Category Cisco Provided Packages b

I Browse.. | anyconneci-linuxid-4.10.053085-webdeploy-kY.pkg

~ AnyConnect Uploaded Resources

Name Type Verslon Description

AnyConnectDeskioplinux 4.... AnyConnectDeskiopl... 4.10.5085.0 AnyConnect Secure Mob...

ATY 77 :[Submit] 22Uy I LET, AnyConnectNMISEICT Y 7O— R&EN=D T, ISEICE
#& L TCisco.comh SN ITA TRV —RAZRMBTEXT,

F I—CIORNIVY=RAKLE, PUOFIANAR, FOoFANADLIT, POFIINIIT
IZTATIA=N, TFAARAVESK, 77AINBEDERETERFZLEFIVIICODVTI
VRRANOAV T SA T AT T 2 EE% 29 B AnyConnect? 514 7> N THE
HAEhdED1-I)LHNFEENET,

AT Y 7'8:[Add] > [Agent Resources from Cisco Site] 22 ') Y 2 L& ¥, ISEH Cisco.com|Z FlE
L. 954727023 _-_V7RICAAEALEIRNTOUY—AONY_7IANERETS
2, T4V RIIETF—BEFANENDETI9HLHMLVET,



Resources

4 Add

] Version Last Update Description
O Agent resounces froem Cisco site e L

i Agent resourcas lrom local disk olemporalAgent... 4.10.2051.0 2021/08/09 19:12:31 WWith Ch: 4.3.1858.4353
O Hative Supplicant Prafile 8 Supplicant Pro... Mot Applic... 2016/10/06 20:01:12  Pra-configured Mative 5...
B AnyConnect Coiguration oAgentlessOSX 4.10.2051.0 2021/08/09 19:12:36  With CM: 4.3.1858.4353
B ArvpConnatt Pottas Prolle OsXSPWizard 2.7.0.1 2021/08/09 15:12:27  Supplicant Provisioning ...

AMP Enabler Profile

oAgentlessWind.., 4.10,2051.0 2021/08/09 15:12:33  With CM: 4.3,2227.6145
Clsco-ISE-NSP Native Supplicant Pro... Not Applic... 2018/10/06 20:01:12 Pre-configured MNative S...
WinSPWizard 3.0.0.3 WinSPWizard 3,003 202170809 19:12:27 Supplicant Provisioning ...

CiscaTemporalAgentWindo. .. CiscoTemporaldgent... 4.10.2051.0 2021/08/09 19:12:28 With CM: 4.3, 2227.6145

AT Y 7oLinuxA DO BF DAnyConnect 1 'S4 TV AED 12— )L &2 BIRLET, T,
WindowsEMacD AV T SA TV AED 1— )2 BIRTBEETEET,

Download Remote Resources

[] Mame ~  Description

|:| AnyConnectComplianceModulelinuxtd 4.3.1968.0  AnyConnect Linux Compliance Module 4.3.1968.0

] AnyConnectComplianceModulelinuxtd 4.3.2028.0  AnyConnect Linux Compliance Module 4.3.2028.0

ﬂ AnyConnectComplianceModuleOSX 3.6.11682.2 AnyConnect OS5 X Compliance Module 3.6.11682.2

|:| AnyConnectComplianceModuleOSX 4.3.2277.4353 AnyConnect O5X Compliance Module 4_3.2277.4353

E AnyConnectComplianceModule 05X 4.3.2338.4353  AnyConnect 05X Compliance Module 4.3.2338.4353

|:| AnyConnectComplianceModuleWindows 3.68.1168... AnyConnect Windows Compliance Module 3.6.11682.2
[} AnyConnectComplianceModuleWindows 4,3,2617... AnyConnect Windows Compliance Module 4.3.2617.6145
= AnyConnectComplianceModuleWindows 4.3,2716...  AnyConnect Windows Compliance Module 4.3.2716.6745
I ClaradaentlacsSY 4 10 ABAGA With ©hd- 4 3 2777 4183

http:/feisco.com/gofanyconnect

AT Y 710:WindowsB K UOMacBH D BRHF DT ARZINI— T N EBIRLET,



CiscoTemporalAgentOSX 4.10.06011 Cisco Temporal Agent for OSX With CM: 4.3.2338.4353
[:] CiscoTemporalAgentWindows 4.10.05050 Cisco Temporal Agent for Windows With CM: 4.3.2617.614!

B CiscoTemporalAgentWindows 4.10.06011 Cisco Temporal Agent for Windows With CM: 4.3.2716.614!
ATY 7 11:[Save] 29 UYILET,
X : MACHB K T'Windows RAF ¥ DEREE. COREHAM ROEHENTT,

COBRT, DEBFRZEINTTZYZ7O—RLTEHLTVET, RIZ, Ths0d ER—x
VhNEFERATRILEOICHERRELESO77AMILEHERLET,

AT Y 712:;[Add] > [NAC Agent]Z /= [£[AnyConnect Posture Profile]2 2 ') Y 2 LE ¥,

+ Add A
D Agent resources from Cisco site I Version Last Update Description
[ ] Agent resources from local disk oTempﬂralﬁgEﬁt... 4.10.2051.0 20‘2‘”’03)’09 19:12:31 With CM: 4.3.1858.4353
[:| Mative Supplicant Profile oTemporalAgent... 4.10.6011.0 2022/03/24 11:49:19 Cisco Temporal Agent fo...
O AnyGonnact Configuration SonnectComplian... 4.3.2716... 2022/03/24 11:49:39  AnyConnect Windows C...
- AnyConnact Posture Profile i " e " 3
H ve Supplicant Pro... Not Applic... 2016/10/06 20:01:12  Pre-configured Native S...

AMP Enabler Profile
0 HESERANIE oAgentlessOSX  4.10.2051.0 2021/08/09 19:12:36  With CM: 4.3.1858.4353

e Agent Profile Settings * Maw Prafile
AnyConnect Posture Profile

Nama *
LinuxACPostung

Dageription:

Agent Behavior

Farameter Value Description

Enable dobug log o fog Enables the debug log on the agent

Oporate on non-802.1X wireless No b Enabdes the sgent 1o operate on non-802.1X wireless natworks.

Enable signature check Ho by Check the signature of executables before running them

Log file size 13 MH The maximum agent log file size

Remediation timar 4 e I tha user falls to remediate within this specified time, mark them as non-compliant
Stenlth Mods Cisabiad v Anndnnr.-r.l can act as sither clentless or standard mode, When stealth mode is

enabded, it rune &8 B sonvice without any usar interlace.

Enable natifications in stealth moda Disablad Display user notifications aven when in Stealth moda

TEIIVLENHDI/NTX—RBFEROEHYTT,



- VLANRHMR:.CORETIE. VLANOZEEZ 7 O—795BICED 1 —IINrSHIT V%
RETEFT, HRERSHTT,

- Ping&XZFARP:C niF EBOVLANEEREAFZETY, T—2 I KE, F72I)LRT—b
JIAICpingZRITITDHD., FIFINT—KRIIAOIRNIJDODARPF YY1 ZERL
TCERALTINEEEEAICTEICENTEFT, #HRBETIhDIEREFARPTT,

BEZAI— IV RRA YV RORRAF v ATBEBBE, IV RRAVRFRAF+7ER
XVRN7O0—%2BBLET. KBLERAFYFIVOOBECEERAAAVET. F7
AIRTRE, IV RRAY R ERERE LTI —VENBETOBERBISTITH, BEOHE
lF1 ~ 3009 (58@ ) TY. HRBF159TT. L. BECHEINHZHEE. AR
NREICHERDEN HYET,

X Lnux7 7AIILARAF Y EEEEEZYR—RNLTVWEE A,

ITNTONTAXA—ZOBFEWPEFHBIC OV T, ISEEXLIFAnyConnectZ RAF ¥ RF I X K&
SHBLTLKEEL,

AT ¥ 7°13:[Agent Behavior] [Posture probes] [Backup List]%Z#R L, [Choose] ZiZIR L T
[PSN/Standalone FQDN]Z &R L . [Save] ZEIRL T

Choose PSNs

Choogse spacilic PSNs or cluster virtual 1P as tha backup list (o
which AnyConnect sends posture state synchronization probes. You
can choose a maximum of & entries,

ise30.ciscoise.lab =

AT Y 714:[Posture Protocols] > [Discovery Host] ¢, PSN/AZ> R7O> /—RDIP7 RL A%
E&LET,

AT Y 7"15:[Discovery backup server] U A M H 5[Select] Z2i®IRL, PSNEERGR AR RFPOY
FQDN%ZiRIR LU T[Select] ZiRIRL £ ¥,



Choose PSNs

Choose specific PSNs or cluster virtual IPs as the backup list to
which AnyConnect sends posture state synchronization probes. You
can choose a maximum of 6 entries.

List of PSNs

ise30.ciscoise.lab = Gl ~

AT Y 7'16:[Server name rules] T*& AN L TIXTOH—/NICERK L. callhomeJ ARNT
PSN/RAZ>Y RPOVIPPRLAZEBLET, £LE. XY RNT—TROITXTOEBENE
PSNZBET21HICTAI RA—RZFEHRTE LT (*.acme.com)s

Posture Protocol

Para=aler Walue Dredet riplicen

ihae |
PR retraranision e i1 P This ks ihe agent reiry period il there is a Passive Reassesameni comenunication

Tadusre
Antransmissicn Delay [0 B s Tiena (in seconds] o wait belone retnying.
Rutranmission Lirs i MNismibar of retries allowsd 1of & MEsaags.
Discowary hoat A LT Emter arry IP address or FQDN that is routed theough o NAD. The NAD detects and

redirects that Wiep traffic to the Client Provisioning portal.

By defaal, AnyConnect sonds discowery probes 1o all the Chico |SE PENs
Discowery Backup Server List 1 P58[a) soguantially i the PSN i unreachable. Choose specific PSME &i 1P Backup s
and redtrict e ndded 15 which ﬁ.'w{:l}f\-.‘lﬂtl sondi disgonicy piobad

& list of wildcarded, comma-separated rames that defines the servers that the

rules = 1)
Server name rules agent can connsct to. E.g. * ".clsco.com®

A st of IP acdrasses, that defines the all the Policy senvice nodas that the agent
Call Hema List LLEREREE | will try o connect 10 i the PSN tha suthenticated the endpoint dossn't respond
for S0M reason.

Argecnnect agant will ceatinususly 1ry 19 fosch discowrdy targets [nedirection
Back-of Times ] FreeY tEigatE Bnd pepvicudly eonnactod PENG) by sonding the deovidy packals il iy
e tire limit b resched

AT Y 7°17:[Add] > [AnyConnect Configuration] 292 )Y VL& T,



Client Provisioning Policy
Resources

Client Provisioning Portal

* Select AnyConnect Package:

Configuration
Name:

LinuxAnyConnect Configuration

Description:

Resources

Edit _I_ Add . Juplicate

O0|0(0|0| B

0.5085.0v

AnyConnectDesktopWindows 4.10.5085.0

Agent resources from Cisco site

Agent resources from local disk

Mative Supplicant Profile

AnyConnect Configuration

AnyConnect Posture Profile

AMP Enabler Profile

AnyConnectDesktopLinux 4.10.5085.0

Ll

Ll



Description Value Notes

* Compliance

3.2028.Q
Module 9
AnyConnectComplianceModuleLinux64 4.3.1676.0
AnyConnectComplianceModuleLlinux64 4.3.2028.0
AnyConnect

AnyConnect Module Selection

ISE Posture

VPN
ASA Posture | |
Network

Visibility D
Diagnostic

and Reporting | ]
Tool



Profile Selection

* |ISE Posture CPosture v

VPN

LinuxACPosture
Network
Visibility
Customer
Feedback

TICAR&0O—)LL T[Submit] & BIRL £
AFYT18BIREKRT LS, [Submit) 22U Y I LET,

AT Y 719:[Work Centers] > [Posture] > [Client Provisioning] > [Client Provisioning Portals] %&i®
RLUET,

Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot

S O Client Provisioning Portals

Rasourcas

CHent Provisioning Portal You can edit and customize the default Client Provisioning portal and create additional ones

Create

Client Provisioning Portal
(default)

Default portal and user
expenence used o ingtall the

posture agents and verify
compliance on user's davicas

AT Y 720:[Portal Settings] 20> 3> T, /18— I A4 AER—NZERL, R—T[Select
Employee]. [SISE_Users], # & [Domain Users]icxiL THERDHD T I —T%BRLET,



B L R R i T

Configure authorized groups
Uszer account with Super admin privilege or ERS admin privilege will have access to the portal

Available Chosen

-}
(5]

ALL_ACCOUNTS (default) Employee
GROUP_ACCOUNTS (default)

OWN_ACCOUNTS (default) | < |

Choose all Clear all

AT Y 721:[Log in Page Settings] T, [Enable auto Log In]JZ# 7> a o AFEMICE 2TV L%
BIBLET

~ Login Page Settings

Enable Auto Login ®

Maximum failed login attempts before

rate limiting: 5 (1 -999)
Time between login attempts when

rate limiting: 2 (1 - 999)

[] Include an
AUP as link -

[J Require acceptance

[] Require scrolling to end of
AUP

ATYT22: 5 ERBD[Save] EBIRL KT



AT Y 7°23:[Work Centers] > [Posture] > [Client Provisioning] > [Client Provisioning Policy] % &R
LET,

AT Y 724 [CPP] ®IOSIL—IIDEICH B TEEXRNZY )Y VL, [Duplicate Above] ZiRR L
=7,

ATY 725:)L—)LICLinuxPostureE WS ZREI &2 TET

AT Y 726:[Results] T, T—2 T b & L T[AnyConnect Configuration] Zi#iRL £,

\!

¥ Z0BE. AnyConnecti R EN—FE L THREETATVWA D, AVTSA4TVARE
1=)OROYTHIVERTENEE A,

Cllant Provishonin a

Client Provisioning Policy

AT Y727 [Done] ZEOVYOULET,
AT Y 728 [Save] EVUYILET,
RAF+ RUS—EXR

AT Y 7°29:[Work Centers] > [Posture] > [Policy Elements] > [Conditions] > [File] Z:#RU ¥ ¥,
[Add] ZBIRL %7,

ATYT30: 77 AINEHEELTTESTFileZE&RL. RDEZERLET



File Condition

Mame * TESTFile
Description
* Dperating System Linux All ~

Compliance Module Any version

* File Type FileExistence e
* File Path home o Testfile.csv
* File Operator Exists hdl

ENART7AINOBRICETERT,

AT Y 731 [Save] ZiBIRL £ T,

FileExistencec D7 7 AN RA T DO&FRMHEFE., BEESNBD I ATAILT7TAIDNFETEIHES
DA EBBLET, CchEFTT, COAT7>Ia>aBIRTDE, 774IIOHMARNY > 2RKE
ERITHILENBLSBEYNET

AT Y 7'32:[Requirements] ZiBIRL., RDLSCHL WAV —ZERLET,

X LinuxTlRE, BET7I232ELTXYE—DTFANDOAKZEYR—RLTVEEA

BHIR-F2 B

ARL—TFT 42T AT A LinuxTXT
CAVTZAT A ED2A-) 1 4.(X)
- IRAF ¥ XA 7 : AnyConnect
R AT SATUORED A -INET I (OSEBEIRT B EFERATIAE)
-BET O AVMOIRNTOFRMHEBRL 2R ICBRRAEICEDRIE,
AT Y 7°33:[Work Centers] > [Posture] > [Posture Policy] Z3#RU £ T,

ATY 734 EFEDR) S —T[Edit] ZiBRL, [Insert New policy]Z2:BIRL £F., |R&L T



LinuxPosturePolicy PolicyZ E& L. AT Y 732 THERL -EHZEML T,

Posture Policy

e Felay Oy oy gy Flr g Lrengn Cymraley Tyale—. e My Firtleen Tpen By Il Uy Baorge—yein

AT Y 735:[Done] Zi#IR L., [Save] ZIBIRL FT,

TOMOEEZRRAF ¥ BRE(RAF ¥ — &k E (Posture General Settings)|zo > 32)

Posture General Settings ;

Remediation Timer |4 | Minutes
Metwork Transition Delay | 3 | Seconds (i
Default Posture Status | Compliant "| i
| Automatically Close Login Success Screen After |0 | Seconds i
~ Continuous Monitoring Interval | 5 ‘ Minutes i

Acceptable Use Policy in Stealth Mode

Posture Lease
#) Perform posture assessment every time a user connects to the network

Perform posture assessment every 1 Days (i

| Cache Last Known Posture Compliant Status

Last Known Posture Compliant State | 31 ] |Da1.fs o

[Posture General Settings] 27> 3V OEELZERERFXDERY TT,

BERAI—  COBRER., VAT M KRBUERATF Y REZBETIHLEN HDK
Fﬁ’ém%bi?o AnyConnecti® EIC I IEERAN—EHVET, CORAN—K
AnyConnectTIlE & <ISEF T,

TT7ALRDRAFYAT—RA . CORER, RAFYI—TJIMFBVTFNALA, &
ERLNUXR—=ADARL =T A VI AT ABEDTVRIIINI—S I NERITTERD
ARL—=TFT AT ATLDRAF ¥ AT —RAZRELET,

RGN CEROMB. CORER. TVRRAIVNOA IR NVERBTZ TV T—>3
JEN—RIUITORGICERAENE T, COREWR. AnyConnectH" EZZRV I F—2%
EETHIHEEZEELET,

cATILARAE—RTOTOETETINI—ARD) I — COREOERKE, 7Oy VFRLEEHE



TO2oEFTY, 7O0Y 01k, AUPFERBEZEABVEEIC, ATILAE—R®D
AnyConnectV? 54 7> N BZZITT DD ZBHEER T, ContinueZfEHT B &, AUPOE
HISBEDNBLTCEATIAETE—RISAT N EHEITTEELT ( nlE. AnyConnect® AT
)L7\:E REREZFEAITAIHBEICEREATVRCEN KLHYET ),

BiEORE

RAFYBHE, RAF¥DO—O70—OEEL]VAR—FXNTT, "TRAF¥7’OK3JL
o023 T, RAFYEFHAD =S DAnyConnect T— I NORERZEZHBLEL £,
T—21I0hE, TORENDRAI—ICESVWTERENEPSNTEHNICFIVYIA4LET

o

ERHFPSNIZEIETHE, PSNEZEOIY RRAMNOO—ILDISEREICETVWT, RAF ¥

BRMEANZEAES A ZHMLE T, VT4 T MABRMEICERTDE, PSNEIY RRA >
NDRAF v EJUREZHRFL, RAFYV—ZAAVEY NENKXT, T2 RRA2 N BFME
ICRBTDE, RAFYAT—RAREEMRIZEDY), FELTVERAF ¥ U—ANHIRE h
£

AT ¥ 7°36:[Policy] > [Policy Elements] > [Results] > [Authorization] > [Authorization Profile] % i&
RUET, [Add] ZBRLET

AFY3TEREATO7 7 14)L &L TWired_RedirectZ2 E&EL . AD/NTAXA—XERELET
v Common Tasks
Web Redirectior

3 (Posture)  w ACL ACL_REDIRECT _AV A Value Client Provisioning Portal (defi ~

static IPfHost name/FQDN

ATY 738 [Save]ZEIRLET
ATY 7 39: BRI —DORE
RAF VI, BHRESNLEIDORANL—IIFHYET,

1128, BEFBRYLEEEC-—RTBLSLBRES N, FNAROIVTSA TV AR
FHTT,
2. 2BAOL—ILiE, FEROI KAS> NEDERBRILC—HLET,

E 0220 -)LVEEAFEEFAURBRICELRNET, 2TV, IVRRAVNEITA
F>h7OED23aZVIR=—ZLVICVEALINIRDEBRRECNLERFATOT7 7 AI)EE
ALERT,

3. BREDIIN—IEG, EEGRIAERAFYEROIY RKRA ML, BACERE L
PermitAccessiR A 7O7 7 AL Z2EALET,
Policy > Policy Set® JEIZZEIR L, BID TR THER L 1zWired 802.1x - MABO HRENZERL £

o

AT Y 740:[Authorization Policy] Z3&RL . XDOIL—IZERLET



B Hetwork_Accens Acsherscation Passed

SESE_UnkrdwnCompdans_Rede =

s AND Compiancs_Uninown_Davioes PoturisE + d o

B ISEAD Exiemairoaps. [OUALS cicoie tabvUsen/Diomain Users

B  Hon_Complians Devices
SSE_MosCompiarce Redrect  AND  [B  Metwors_Access sahenscaton Pussed PogtrisE + d o

AR ISEAD ExemaiGoogs EOUALS cicobe tabvUieri/Dioman Uiers

B Complani Duvices
S25E_Compiance Device_Accems AND  [B  Meteors_Access_scthertcation Paissd B + d o

A ISEAD ExtemaiGriupi EQUALS cicoine bW ien/Doman s

ALY FDORE

I ADOEBRERIBNS1.02RLUTWVWET, IBNS2.0BAA Y FICIFEWAHZDBEENHY)
£F9, ChiClE, FEOLBVWE—ROEANEENET,

usernane <admi n> privilege 15 secret <password>

aaa new nodel

|

aaa group server radius RAD | SE GRP
server nanme <i sepsnnode_1> server nanme ! aaa authentication dotlx default group RAD | SE GRP aaa
aut hori zation network default group RAD | SE GRP aaa accounting update periodic 5 aaa accounting
dot 1x default start-stop group RAD | SE GRP aaa accounting dot1x default start-stop group
RAD | SE GRP ! aaa server radius dynanm c-author client server-key client server-key ! aaa
session-id common ! authentication critical recovery delay 1000 access-session tenplate nonitor
epm | oggi ng ! dot1x systemauth-control dotlx critical eapol ! # For Access Interfaces:
interface range G gabitEthernetx/y/z - zz

description VA CE-and- Dat a

switchport access vlan

swi tchport node access

swi tchport voice vlan

i p access-group ACL_DEFAULT in

aut hentication control-direction in # If supported

aut hentication event fail action next-nethod

aut hentication host-nbde nmulti-auth

aut henti cati on open

aut henti cation order dotlx mab

aut hentication priority dotlx nab

aut hentication port-control auto

# Enables preiodic re-auth, default = 3,600secs
aut hentication periodic

# Configures re-auth and inactive timers to be sent by the server
aut hentication timer reauthenticate server

aut hentication tinmer inactivity server

aut hentication violation restrict

mab

snnp trap mac-notification change added

snnp trap mac-notification change renoved

dot 1x pae aut henti cator

dot 1x tinmeout tx-period 10

dot 1x tinmeout server-tineout 10

dot 1x max-req 3

dot 1x max-reauth-req 3

auto qos trust

# BEGIN - Dead Server Actions -

aut hentication event server dead action authorize vlan
aut hentication event server dead action authorize voice
aut hentication event server alive action reinitialize



# END - Dead Server Actions -

spanni ng-tree portfast
!

# ACL_DEFAULT #
I This ACL can be custonized to your needs, this is the very basic access allowed prior
! to authentication/authorization. Normally | CMP, Dorain Controller, DHCP and | SE
I http/https/ 8443 is included. Can be tailored to your needs.
1
ip access-list extended ACL_DEFAULT
pernmit udp any eq bootpc any eq boot ps
permit udp any any eq donain
pernmit icnmp any any
permit udp any any eq tftp
permit ip any host
permit ip any host
pernmit tcp any host eq ww
pernmit tcp any host eq 443
pernmit tcp any host eq 8443
pernmit tcp any host eq ww
pernmit tcp any host eq 443
pernmit tcp any host eq 8443
1

# END-OF ACL_DEFAULT #
!

# ACL_REDIRECT #

! This ACL can be customnized to your needs, this ACL defines what is not redirected
I (with deny statenent) to the ISE. This ACL is used for captive web portal

I client provisioning, posture remnediation, and so on.

1

ip access-list extended ACL_REDI RECT_AV

remark Configure deny ip any host to allow access to
deny udp any any eq domain

deny tcp any any eq domain

deny udp any eq bootps any

deny udp any any eq boot pc

deny udp any eq bootpc any

remark deny redirection for | SE CPP/ Agent Di scovery
deny tcp any host eq 8443

deny tcp any host eq 8905

deny udp any host eq 8905

deny tcp any host eq 8909

deny udp any host eq 8909

deny tcp any host eq 8443

deny tcp any host eq 8905

deny udp any host eq 8905

deny tcp any host eq 8909

deny udp any host eq 8909

remark deny redirection for remedi ati on AV servers
deny ip any host

deny ip any host

remark deny redireciton for remedi ati on Patching servers
deny ip any host

remark redirect any http/https

permit tcp any any eq www

pernmit tcp any any eq 443

1

# END-OF ACL-REDIRECT #

1

ip radius source-interface

1

radi us-server attribute 6 on-for-1login-auth

radi us-server attribute 6 support-nultiple



radi us-server attribute 8 include-in-access-req
radi us-server attribute 55 include-in-acct-req
radi us-server attribute 55 access-request include
radi us-server attribute 25 access-request include
radi us-server attribute 31 mac format ietf upper-case
radi us-server attribute 31 send nas-port-detai
radi us-server vsa send accounting
radi us-server vsa send authentication

radi us-server dead-criteria tinme 30 tries 3

!
ip http server
ip http secure-server
ip http active-session-nmodul es none
ip http secure-active-session-nodul es none

1

radi us server

address ipv4 auth-port 1812 acct-port 1813

ti meout 10

retransmt 3

key

!

radi us server

address ipv4 auth-port 1812 acct-port 1813

ti meout 10

retransmt 3

key

!

aaa group server radius RAD | SE GRP

server nane

server nane

!

mac address-table notification change

mac address-table notification mac-nove

R
ISEDHREE :

cOtEU2aAVTR., ISERAFYED 1—)LZFEAT SAnyConnectHFLinux> AT AT TIZA
VAR=ILENTVWAELEAZRRELTVET,

dotixZ fER L 7=PC OO FBEE

AT Y 7' 1:[Network Settings]ICEBBEL £3,
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Activities © Settings ~ mar 25 11:15

Settings Network
Network
Wired
Bluetooth . )
Connected - 10000 Mb/s o
(3 Background
3] Appearance VPN i
0 Notifications
Mot set up

1 search
AT Y T 2[Security] R 7 ZBIRL ., 802 AXREELI—HILTFUIvILEANLET
© settings ~ mar 25 11:16
5 |:-ttir||_:_| 5 Nektwork
Cancel

Security

B02.1x Security ()

Authentication Protected EAP (PEAP)

Anonymous identity EEInaE

CA certificate

Mo CA certificate is required

PEAP version | Automatic

Inner authentication  MSCHAPvVZ
Username manzoe

PaSSL‘.‘DFd EEEEREREEE

Show password

ATY 73 [ApplyZVUYILET,

ATY T4:Linux> AT LAZBDR2AXEBRERY NO—JICE#HL., ISESA7OJ TRIELE T,

a o &
[




ISETR, KFRVO-LN—%EALT, 7O0—EREL EPSNPRRTF ¥ RF—RABED
EBEHRERRLET,

Authoriz... Authoriz... IP Address Metwork De...  Dovice Port Identity Group Posture ... Server

IP Addrens L Matwark Davice

ATYTELNXIZA T RTUS AL I AV ERITIIREN BV, RAFYFIYIONH
ELECERBRTIVZATRTOEDZ I ZUIR=FIIARTEN, [Stat]2VVYILET

Activities & Network Login * mar 29 09:44

** Hotspot Login

Client Provisionir

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Start

A% D ZH AnyConnectD e H 2T T 2. BHEFEEET,



Activities

&) Network Login ~ mar 29 09:44

Hotspot Login

I-Iillllli

L Client Provisionii

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

4 Detecting if AnyConnect is installed and running...

BHROEEICKY), AnyConnecth' 4 2 AR—)ILEhTVWTEHREEhEE A, AnyConnectV 5
ATV NCHYERDICE, AtTab¥ —F 1= iE[Activities] X =1 —%EALET.

Activities

o
b
-
©
£

&Y Network Login v abr6 19:01
Hotspot Login

e Client Provisionin

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Unable to detect AnyConnect Posture Agent

+ + This is my first time here

+ Remind me what to do next

1. If AnyConnect is already installed, start AnyConnect so it can check your device and give
you access in a few seconds.

2. If AnyConnect detects your device is missing security requirements, follow instructions in
AnyConnect to update your system. When your device meets security requirements, you
will be able to access the network.

3. You have 15 minutes to install and for the system scan to complete.

Tip: Leave AnyConnect running so it will automatically scan your device and connect you
faster next time you access this network,

You have 15 minutes to install and for the compliance check to complete

AnyConnectld, RAF ¥R —DEHICPSNIZEEL, ThIZKHLTIY RRA > MNEFHAL
LDOELFET,



Activities @ Cisco Anyconnect Secure Mobil... - mar 25 11:45

Cisco AnyConnect Secure Mobility Client -

< System Scan

Illllllll
CISCO

@

L —_

Updating network settings ...

drwxr-xr-x 2

AnyConnectld, RAF Y RUS—OREZISEICHRELET. CDBEE. EH#H
Activities @ Cisco Anyconnect Secure Mobil... - mar 25 11:30
*‘ Cisco AnyConnect Secure Mobility Client -

< System Scan

.- il
u o
©
B

e

Compliant.

Metwork access allowed.




Activities &Y Network Login ¥ mar 29 08:44

$* Hotspot Login

" ||||||| H = '
::lsm Client Prov

Success
You now have Internet access through this network.

Ersdpnini Peofits B iheng| Aygghoriesil Awihorigation P P Addegas Matwork De Tevice Pon keniigy Group Posiurg Siaibes SEeraer

—FH. 77A4UNFFELEVES, AnyConnectRAF ¥ ED 1 —)LIFREZISEICHELET
Activities & Cisco Anyconnect Secure Mobil... = mar 25 11:41
#"‘ Clsco AnyConnect Secure Mobllity Client -

+ System Scan (M 2

|||||I|I|
CISCO

=i

Mok Compliant.

Contack your sysbem administrator,

=
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Endpaini. Authenti Awthorir... Auihosir_ P Address Motwaork De Davice Part Identity Group Posiure Siatus Sorar Bldm £

¥ : ISE FQDNIE, Linux> AT ATDNSELFEO—AINEKRARNT7AINEN L THRTE
DRENHYET,

NZ7L>1—b

show aut hentication sessions int fal/0/35

DAAL Y NTDHFR:

* host mode:
Oper control dir: both
Authoriz By: Authentication Server

ionId=CeABC8830600000100

interface fastEthernet 1

4_TRAFFIC

1ID:
Handle:




FEXEH, FEBEVLANS K TFACLICEBE :
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