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2. Azure AD

CORFIXVNOERE. REDFRARELCLHAZTNARACETVWTERENELEZ, DR
FIAXVRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T ZEBAPORY RD—UTR, BAVVRICKDTRCDAEMNHIEEE+TIHIEL T
<EZEL,

CLEL:

e S o

Identity Provider (IdP): 1—%'—IDE T VL ABHEZRIAL . EREh VY —R (H—EARTO
NAHE— ) IZRUTTH—~TBHEDAzure AD,

B—ERATONA A —SP).A—HHAT IV EATBDHRARENLEVY —AEEEY—ERX (ISET
7Or—=>3arg—N),
SAML

Security Assertion Markup Language(SAML)&. SPICEREEV L 72 v L Z BT - HICIdPZFT
ATRF—T2AEA—RTT,

SAMLRZ>H o> a3k, DZ7ANAMA—eH—ER7ONAZ—BOEZEELE hZBEIC
Extensible Markup Language(XML)Z B L £7,

SAMLIE, H—ERZFERIZLHOI—FIDOFAEETOBO I I T,
SAML7 %—> 32>

SAML7#—3 3>, PAFYF AT A TARAE—HY—ERTONA L —ICEET S
XML|\=\=1></I\‘CEBU 1-¥RIEFEEHTVET,

SAMLTH—23 2l B B, BRVTHFAREEVSIIDDELBZRATHHBIET,

WEE7H—> 3k, I—Y0IDEFEBAL, 1—9YFrOJ4 > LEEBEEERL RIS %
(Hl& L TKerberos, 28X ) Z#IBMLET

e PTRUE1I—32F7H—23a2iE, 1 ICEITHEHRZREIIBENDTF—EZTHS
SAMLEMZH—EAX7ONAA—ICELET,

s I—H—HFY—EREFRAITIERZZF >TVIH, NATD—ROKBELFEH—ERICH
THEBROXMARRATEN7ONAEINERZEBLEAETRT, BRORETH—23
HNETENET,



SLXIIL7O0—K

SAMLIZ, ID7O/NN/ A —THBAzure ADEH—ER7ONA A —THBISEOBTI—H—,
OJ42, BHICEIZEHREET & THELET,

FI1—YPID7ONAE—ZFRAL TSI Y A AFA(SSOIC—EOTd1>g5E, 11—
HENSOH—ERAZTIOEALEIDELEEEIZ, Azure ADZ'O/NA Z—H SSAMLE A
ISEICEEhET,
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Web Browser ISE Azure AD

o @ &

) User selects SAML Login
option on ISE GUI

————-

Internal Redirection to Azure
https://login.microsoftonline.com/

v

SAML Request, Identity Provider (Azure AD) authenticates the user

Encoded SAML Response is returned along with assertion data

SAML Response is sent to Service Provider (ISE)

ISE confirms successful authentication as a
result of SAML Response parsing, browser
is redirected and logged into ISE GUI
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Azure AD & D SAML SSO#EE D&
ATFY 71 ISETHOSAML IDZ7ONA A —DEETE
1. Azure ADZE AN ZFSAML IDY —RAE L THERLET :

ISET. Administration > Identity Management > External Identity Sources > SAML Id Providers®
JECEIL., AddRR>ZDO )Y ILET,

Id Provider NameZ A H L., SubmitZ2 2 UYL THRELET, d7ONAM A —FBIE., HICRT
EDICISEICHLTOAERZRZFLEET,



= Cisco Administration - Identity Management

External Identity Sources Identity Source Sequences Settings

External identity Sources

SAML Identity Provider

Genersl

2. ISERSEL AR ZREL X T,

Administration >System > Admin Access > Authentication > Authentication Method M JIEIZiEIR L |
Password Based#A 7> 3 RAV & EIRLET,

FIZRTKSIC, Identity Source RAY 7A IV ARD S, KICERL E4EZIDZ7ONASH
_%Egﬁbijo

= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Authentication

Authentication Method Password Policy Account Disable Policy Lock/Suspend Settings

Authorization

Authentication Type

Administrators

Settings 3 © Password Based

(7) Client Certificate Based

SAML:Azure o

JH—ERZTONAABEBOI I AR—h :

Administration > Identity Management > External Identity Sources > SAML Id Providers > [Your
SAML Provider|® BB L £7,

& 7 % Service Provider InfolC {1V & X, RIZRT LS ICExportr RZAZEZ VYO LET,



ldentity Provider List » Azure_SAML

SAML Identity Provider

General dentity Provider Config. Service Provider Info.

Service Provider Information

(] Load balancer

Export Service Provider Infa. Export

Includes the following portals:

Sponsor Portal {default)

xml7 74N EA T O0—RLUTHRFELET, Location URLE entityDDEZ XELE T,

<?xml version="1.0" encoding="UTF-8"7>

<md:EntityDescriptor entityID="http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd" xmlns:md="urn:oasi
<md:SPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol" WantAssertionsSig
<md:KeyDescriptor use="signing'">

<ds:KeyInfo xmIns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>
MIIFTjCCAzagAwIBAgINAg2amSTL6NAE8FY+tzANBgkghkiGOwOBAQwFADATMSMwWIQYDVQQDEXpT
QUIMX2TzZTMEMS0x0S5ja3VtYXIyLmNvbTAeFwOyMTA3MTkwMzI4MDBaFwOyNjA3MTgwMzI4MDBa
MCUxIzAhBgNVBAMTGINBTUXxfaXNTMyOXLTESLmNrdWlhcjIuY29tMIICIjANBgkghkiGOwOBAQEF
AAOCAg8AMIICCgKCAgEAviT1a4+S0uP33j037yCOXnHAZzADupfgcgwcp13QnFxhVfnDd01ixGRT817aQ
1zdKhpwf/BsJeSznXyaPVxFcmMFHbmyt469gQ/jQQEyt7YhyohGOt1lop01lgDGwtOnWZGQ+ccvgXSL
GelHYdTDtE1LMEcGg1mCd56GfrDc]dX0cZImiDzizyjGKDdPf+1VM5JHCo6UNLF1IFyPmGvcCXnt
NVgsYvxSzF038ciQqImOsqrVrrYZuIUAXDWUNUg9pSGzHOFkSsZRPxrQh+3N5DEFFIMzybvmlFYu
9h83gL4WIWMizETO6Vs/DOp6BST2MPxKe790R5TfxFqIDIDNYgCnHMGooVmnSSnDsAgWebvF1luhZ
nGGkH5R0gT7v3CDrdFtRoNYAT+Yv0941KzFCSEOsshykGSjgVn31XQ5vgDH1PvgNaYs/PWiCvmI/
wYKSTn9/hn7JIM1DgOR1PGEkVjg5WbxcViejMrrIzNrIciFNz1FuggaE8tC7uyuQZa2rcmTrXGWC]
sDU4uOvFpFvrcC/Tavr9Fnx7LPwXa0asvld19SPbD+qYgshz9AI/nIXaZdioHzEQwa8pkoNRBwjZ
ef+WFC9dWIy+ctbBTO+EMO6Xj1laTI1bV80mN/6LhiS8g7KpFz4RN+agliu6pgZ5058Zot9ggkpFw
kVS9vT4EOQzwWNGo7pQI8CAWEAAaNIMHswWIAYDVRORBBkwF4IVaXNTMyOxLTESLmNrdwWlhcjIuY29t
MAWGA1UdEwQFMAMBAf8wCwYDVROPBAQDAgLsMBOGA1UdDgQWBBRIkY2z/9H9PpwSnOPGARCj51aZ
oDAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWDQYJKoZIhvcNAQEMBQADggIBAIE6GmMNnBL
206Dkb6fHdgKd9goN8N2bj+34ybwxqvDSwGtn4NAG6HY1q7N6i1zAD/7s0ZfHgOT2UTgZpRFIFsHN
CGchSHgDt3bQ7g+GW1vcgreC7R46genaonXVr1tRwllvVIdCf8IQFFMxya/rIC4mxVeoo0j1F19d
rvDBH+XVEt67DnQWkuLp8zPJUugfad4HOvdm6oF3uBteO/pdUtEi6f0bqrowCyWd9Tjq7KXfd2ITw
hMxaFsv8wWcVuOMDPkPIxUwwt6gfHObE5TuT4EYVuuHiwMNGbZqggb+ad4uSkX/EfiDVoLSL6KI31
nf/341cuRTIUmDh9g2mppbBwOcxzoUxDm+HReSe+0JhRCyIJcOvUpdNmYC8cfAZuiV/e3wk0BLZM
TgV8FTVQSnra9LwHP/PgeNAPUcCRPXSwaKE4rvjvMc0aS/iYdwZhZiJ8zBdIBanMv5mGulnvTEt9IK
EEwj9ysT1IHmdgoH3EmOFOgnzRORVSMPbIxXAoTFjfoITTMdQXNHhg+w1POKXS2GCZ29vAM52d8ZCq
UrzOVXNHKWKwWER/gq1GgaWvh3X/G+z1shUQDrJcBdLcZI1WKUMa6XVDj1l8byhBM7 pFGwg4z9YIZGF
/ncHcoxFY759LA+m7Brp7FFPiGCrPW8EOV7bUMSDmmg/53NoktfJ1CckaWE87myhimj0
</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>

</md:KeyDescriptor>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</md:NameIDFormat>



<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:WindowsDomainQualifiedName</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName</md:NameIDFormat>
<md:AssertionConsumerService index="0" Location="https://10.201.232.19:8443/portal/SSOLoginResponse.act
<md:AssertionConsumerService index="1" Location="https://ise3-1-19.onmicrosoft.com:8443/portal/SSOLogin

</md:SPSSODescriptor>
</md:EntityDescriptor>

XML7 7 AILORRDEM

+ entitylD="http://CiscolSE/100d02da-9457-41e8-87d7-0965b0714db2"
» AssertionConsumerService
Location="https://10.201.232.19:844 3/portal/SSOLoginResponse.action"
» AssertionConsumerService Location="https://ise3-1-
19.onmicrosoft.com:8443/portal/SSOLoginResponse.action"

AT Y7 2: Azure AD IdPERE DK
1. Azure ADI1—H—ZERLET :

Azure Active DirectoryBEB 22— v 1R—RICOJFA4 2L, RICRTELSICADZREIRL F
ED

Azure Active Directory admin center

Dashboard > Default Directory

4l Dashboard . .
w Default Directory | Overview

= All services Azure Active Directory

W FAVORITES @ Switchtenant  [i] Deletetenant —+ Create atenant [ What's new [#5 Preview features 7 Got feedback?

B Azure Active Directory O Overview

& Users # Getting started

@ Azure Active Directory can help you enable remote work for your employees and partness. Leam more
) : e &l Preview hub
= Enterprise applications

# Diagnose and solve problems

Default Directory
Manage

£ Search your tenant
& Users
& Groups b Tenant information @ Azure AD Connect
BE External Identities

Your role Status

i, Roles and administrators Global administrator More info Mot enabled
& Adrinistrative units (Preview) License

R Last sync
s . - Azure AD Premium P2
5 Enterprise applications Syne has never run
Tenant ID

Ld Devices

B4ace548-115d-d4ad9-a3bi-7660...
&5 App registrations

Primary domain
&) Identity Governance ekomeyccisco.onmicrosoft.com

2 Application proxy

a Licenses
Sign-ins
* Azure AD Connect 3
28
%= Custom domain names 26
24
2 Mobility (MDM and MAM) iz
z
Password reset Aug 23

UsersZiZIRL TNew Userz 7 Uy 2L, HEIZJEL TUser name, Name & & Ulnitial Password


http://CiscoISE/bd48c1a1-9477-4746-8e40-e43d20c9f429
https://10.201.232.19:8443/portal/SSOLoginResponse.action
https://ise3-1-19.example.com:8443/portal/SSOLoginResponse.action
https://ise3-1-19.example.com:8443/portal/SSOLoginResponse.action

BRELET, RICRTELDIZ, Createz 7Y O LET,

Identity

User name * (D)

MName * (i)
First name

Last name

Password

Initial password

2. Azure ADTIIN—T7%#ERLET :

GroupsZ3iZIRL £9 ., New GroupZz 7Y I LET,

Dashboard > Default Directory > Groups

2 Groups | All groups

Default Directory - Azure Active Directory

&2 All groups
£& Deleted groups

# Diagnose and solve problems

«

| mck /|@| gdplab2021.onmicrosoft... |E
The domain name | nead isn't shown here
| mck /|
@ Auto-generate password
O Let me create the password
|:| Show Password
+ New group | L Download groups [i] Delete ) Refresh == Columns

6 This page includes previews available for your evaluation. View previews —>

‘ J2 Search groups

|+ Add filters

IIN—=T7"3247FSecurityDEFRICLTHEEFET, RICRTKRSIC, FIL—TRERELET,



Azure Active Directory admin center

% Dashboard > TAC > Groups >

Edl Dashboard New GI'OIJP
i= All services

% FAVORITES

Group type * @

» Azure Active Directory | security v |
-
& Users Group name *
B Enterprise applications ISE Admin Group v

Group description @
Enter a description for the group

Azure AD roles can be assigned to the group @

Mo )

Membership type * @
| Assigned v

Owners

No owners selected

Members

No members selected

3. Azure AD1—H—%JI)—7I1CEIVHTET :

No members selectedz 2 )Y VL& T, 1—H%ZEIRL., Selectz ') Y I LET, CreateZx ¥
v oL, A—YPEYTeshETIN—T%2ERLET,



Add members X

Search (D)

L mck X

mck
mck@gdplab2021.onmicrosoft.com

Selected items

Mo items selected

ISEE T )L —7° D 576c60ec-cOb6-4044-a8ec-d395b1475d6e & WV S T I —TF T2 1 U NID%Z& X
ELET (RORZSR ).



Dashboard >

&3 Groups | All groups
TAC - Azure Active Directory

i + Mewgroup 4 Download groups [ Delete O Refresh ZZ Columns Preview features ,9\'_" Got feedback?

& Al groups

This page includes previews available for your evaluation. View préviews —
&2 Deleted groups o 2 v

A Diagnose and solve problems

|/'-‘ Search groups | * Add filters
Settings Name Object Id Group Type Membership Type
@ General ] . ISE Admin Group l 575:50ec-c0b6-4044-a8ec-dsgsb‘wsdsel Security Assigned
3 Expiration

8 Naming pelicy

4. Azure AD Enterprise 7 7’ —2 3 > ZERLET .

AD TEnterprise ApplicationsZiZIR L . New applicationZ2 )Y L&Y,

Azure Active Directory admin center

“ Dashboard > Default Directory > Enterprise applications

Ell Dashboard z z L E :
=z Enterprise applications | All applications
= All services EE efault Directory - Azure Active Directory
% FAVORITES “ -+ New application == Columns [&] Preview features 7 Got feedback?
B Azure Active Directory Overview
O Try out the new Enterprise Apps search preview! Click to enable the preview. =
6 Users 0 overview
£ Enterprise applications # Diagnose and solve prablems Application type Applications status Application visibility
| Enterprise Applications | | Any v | | Ay v
Manage
B Al applications | First 50 shown, to search all of your applications, enter a display name or the application ID.

Create your own applicationZ &R L £ 7,



Azure Active Directory admin center

Dashboard Enterprise applications
[l pashboard

= &l services

#* FAVORITES

B Azure Active Directory
:. Users

L Enterprise applications [,"-‘ search application

Browse Azure AD Gallery

| + Create your own application I () Request new gallery app

Cloud platforms

Amazon Web Services (AWS)

dWs

On-premises applications

Add an on-premises application

pplication Pr

—3 Federated 550 gJ Provisioning

Featured applications

' ‘ Adobe Creative Cloud

Adobe ?

Single Sign-on : All

Google Cloud Platform

a

Google Cloud

NS

A Got feedback?

Uger Account Management : All

ement

Adobe 2=

0 You're in the new and improved app gallery experience, Click here to switch back to the legacy app gallery experience, =%

Categories : All

V A

Oracle

Manage Application Proy

ADP GlobalView
({Deprecated)

3

T77U—23a>0&a1% AN L T, Integrate any other application you do not find in the gallery
(Non-gallery) #7223 > RE ZBRL, RICRT KRS (CCreate’ REZ IV Y I LET,



Create your own application X

What's the name of your app?
| 1SE_3_1_Admin_SSO o

What are you looking to do with your application?
II:) Configure Application Proxy for secure remote access to an on-premises application

(:) Register an application to integrate with Azure AD {App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery)

5.770r—=>a IldN—T7T72EMLET,
Assign users and groupsZiEIRL £ 7,

Azure Active Directory admin center

* Dashboard » Enterprise applications >

B . .
Al C=shiboard g2 ISE_3_1_Admin_SSO | Overview
= All services Entarprise Application
*  FAVORITES &
B Azure Active Diractory i oveniew Properties
& users [ peployment Plan H Name
ISE_3_1_Admin_S50
& enterprise spplications Manage | £3.1 = D |
pres Application 1D @
Il eropertias
| T6b82bcb-a918-4016-aad?-... [ |
& Owners : =
Object I @
&, Roles and administrators (Preview) l 22aedf32-82¢T-47f2-ab34-1... E’j]
& users and groups .
Getting Started
D Single sign-on
@ Provisioning
B} application proxy & 1. Assign users and groups —3 2. Set up single sign on
G Self-senvice Provide specific users and groups access Enable users to sign into their application
to the applications using their Azure AD credentials
Security Assign users and groups Get started

& Conditional Access

Add user/groupz 7)Y O LET,



Azure Active Directory admin center

Dashboard > Enterprise applications > 15E_3_1_Admin_550
Ell pashboard -

& ISE_3_1Admin_SSO | Users and groups
= Al services Enterprise Applaten
# TAVORITES « + acd userigroup S5 Colemrg B Got feedback?
B Azure Active Directory B overview

N 0 The spplication wil appesr for attigned usen within My Apps. Set ‘visible to upers?' 50 o in properties to prevent this. —
A vsens [ ceploypment Pan
B8 crterprise applications Manage 1200 o 48
Display Name Object Type Rale assigred

M propenties

Users and groupsZ 2 )Y VL&Y,

Azure Active Directory admin center

“ Dashboard > Default Directory > Enterprise applications > Add an application > ISE30 >

o Add Assignment
= All services Default Directory
% FAVORITES
Users and groups >

% Azure Active Directory
None Selected

& Users

£ Enterprise applications ’
ser

BENCEREL T —T 2B RL, SelectZ VY ILET,

N BYRNTYTAETETRE. COERBULEI—FETL—THISECT I HATES
b, BRLEESYICTFIEATEREYA I—YErdIL—TEBRLET,

Users and groups

L2 Search

ISE Admin Group

@

mck@gdplab2021.onmicrosoft.com

TJIN—T%BIRLES, AssignZ2o )Y I3 %,



Azure Active Directory admin center

1l Dashboard
= All services
+ FAVORITES

b Azure Active Directory

a Users

22 Enterprise applications

«

Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30 >

Add Assignment

Default Directory

A\ When you assign a group to an application, only users directly in the group will have access. The assignment

does not cascade to nested groups.

Users and groups

1 group selected.

User

TOHER, RESNET TV —>3 > MOUsers and groups X Z1—I2, BREhiTI—TH

RIRENKT,

Azure Active Directory admin center

@

Ell pashboard
= Al services
J FAVORITES
B Azure Active Directory
[ ]

& Users

u Enterprise applications

Dashboard

ISE_3_1_Admin_550

® ISE_3_1_Admin_SSO | Users and groups

Enterprise Application

B ovenview

m Deployment Plan

Manage

il Properties

& Owners

+ Add userigroup o t [8 Remove J°

A First 200 shown, to search all users & groups, enter a display name.

== Columne | A Got feedback?

o The application will appear for assigned users within My Apps. Set “visible to users?” to no in properties to prevent this. =

Display Name

D . ISE Admin Group

i Roles and administrators (Preview)

&% Users and groups

6. Azure AD Enterprise 7 77— 3> &#BRLET

Object Type

Group

T7Vr—23>CRY), 20 MBAVFA 0y NTYT20UYILET,



Azure Active Directory admin center

B Dashboard > Enterprise applications »

Bl pestiboaed i ISE_3_1_Admin_SSO | Overview

= All services

Enterprise Application

% FAVORITES “

B Azure Active Directory

m

B oveniew

Properties

.n. Users Deployment Flan H Name () .
ISE_3_1_Admin_S50 |
'_'.', Enterprise applications Manage | === = o
Application 1D ©
1! eroperties )
e [ 7ebszbeb-2918-2016-2207-..
4 Quners Object i @
& Roles and administrators (Preview) | 22a3edf32-82¢7-47f2-ab34-1... [y

© &

Users and groups

Single sign-on

Getting Started

® Pprovisicning

E!  Application proxy l.l 1. Assign users and groups —9 2. Set up single sign on

& self-service Provide specific users and groups access Enable users to sign into their application
to the applications using their Azure AD credentials

Security Assign users and groups

& conditional Access

IXOEE TSAMLZEZERLET,

Azure Active Directory admin center

Dashboard > En ise tions > ISE_3_1_Admin_$30

. it 5) ISE_3_1_Admin_SSO | Single sign-on
= Al sorvices Enterperice Application

Select a single sign-on method  +elp me gecide

S g i = &
Single sign-on is not enakied. The user Rich and sacure authentication io

be able to Lunch the app from applications: using the SAML [Security
¥ APRE Assertion Markup Language) protocol.

§ oueni
B Azure Active Divectery B owniew

& Uses

B enterprise applications Manage

I Cepioyment Plan

Password-based
Password storage and replay using a
web browser extersion or mobile app.

I Properties

& Owners

4. Roles and administrators [Preview)

& Users and groups

D single sign-on

B Apphcation peoay
C self-semice
Sacurity

% Conditicnal Access
& Pemissicns

@ Token encryption
Ativity

D sigreins

nd Usage & insights
E Aue logs

& Provisioning logs

Agoess révibws

Basic SAML ConfigurationD#(Z&H B Edit2 V)Y YV LET,



Set up Single Sign-On with SAML

Read the configuration guide & for help integrating ISE30.

o Basic 3AML Configuration

£ Edit

Identifier (Entity 10) Required

Reply URL (Assertion Consurner Service URL) Required

Sign on URL Optional

Relay State Optional

Logout Urd Optional

9 User Attributes & Claims s

& Edit

givenname USEr.givenname

Lurnama user.surmame

ermailaddress user.mail

name user.userprincipalname

Unigue User Identifier user.userprincipalname

D(IVFAFA4ID) I, $—ERTONA A —BHEOI Y AK— NFIETEEL EXMLT 7 1
JLDentityIDD{EZ A DL E T, Reply URL(Assertion Consumer Service URL)IC .
AssertionConsumerServiceMLocationsDIEZ AN L E T, [Save] 2V Y ILET,

N BBURLENAURRNE LTHEEL ., IPR—TICUSL ALY NENEEE ICHBED
URLAEETE L THETEDESICLET.



Basic SAML Configuration X

& save

Identifier (Entity ID)* ©
The default identifier will be the audience of the SAML response for IDP-initiated $50

Default
http://CiscolSE/0049a2fd-7047-4d1d-8907-5305a094157d E] (0] E[
http://adapplicationregistry.onmicrosoft.com/customappsso/primary |:| (0] E[
I |
Reply URL (Assertion Consumer Service URL) * @
The default reply URL will be the destination in the SAML response for IDP-initigted S50
Default
hitps://10.201.232.19:8443/portal/SSOLoginResponse.action 0] 0]

Signon URL ©

| Enter a sign on URL

Relay State ©

| Enter a relay state

Logout Url @

| Enter a logout url

7. Active Directory 7 L — 7B ZREL £ T,

ENCERELETIN—T7TBHEZIRTICIE. User Attributes & ClaimsD1#EZ & B EditZ2 2 v &
LET,



User Attributes & Claims 2 Edit

givenname user.givenname
surname user.surname
emailaddress user.mail

name user.userprincipalname
Unigue User Identifier user.userprincipalname

Add agroup clamz 2 Y JLET,

Azure Active Directory admin center

& Dashboard > Enterprise applications > ISE30 > SAML-based Sign-on >

< [Destoard User Attributes & Claims
= All services
% FAVORITES -+ Add new claim | -+ Add a group claim |== Columns
b Azure Active Directory
&4 Users Required claim
£ Enterprise applications Claim name Value

Unique User Identifier (Name ID) user.userprincipalname [nameid-for... ***

Additional claims

Claim name Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname
http//schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname
http://schemasxmlsoap.org/ws/2005/05/identity/claims/surname user.surname

Security groupsZi#iR L, SaveZz V)Y UV LE T, Source attribute RAY 7’HA I X”"1—T
Group IDZBIRLET. COFIVIRYIREFVICLT, FIL—TEROBEHENAZIA
AL, BBi&ZGroupsE ABLET,



Group Claims X
Manage the group claims used by Azure AD to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?

@ Security groups

O Directory roles
O Groups assigned to the application

Source attribute *

Group ID

Advanced options

. Customize the name of the group claim

Name (required)

Groups

Namespace (optional)

[] Emit groups as role claims ©

IIN—TDOBEREZAXAELET, CDBEEGroupsTT,



Azure Active Directory admin center

«

Dashboard Enterprise applications > ISE_3_1_Admin_SS0O > SAML-based Sign-on

R [Dxshircaed User Attributes & Claims

= All services

% FAVORITES + Add new claim == Columns

B Azure Active Directory

& Users Required claim

£ Enterprise applications Claim name Value
Unigue User Identifier (Name ID) user.userprincipalname [nameid-for... ***

Additional claims

Claim name Value
Groups UsSer.groups
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress user.mail
http://schemasxmisoap.org/ws/2005/05/identity/claims/givenname user.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname
http://schemas.xmisoap.org/ws/2005/05/identity/claims/surname User.surname

8. Azure7 IFL—23UXEF—EXML7 7AW ZRX O O0—RLET

SAMLEZIAET7 IFL—2 3 XX F—EXMLIZRLTHE D O—-REJUYILET,

SAML Signing Certificate

Status

Thumbprint

Expiration

Motification Email

App Federation Metadata Url

Certificate (Basetd)
Certificate (Raw)

& edit
Active
B24F4BBATB3S0C93DESDSOECETEEACR15C 84462
7/19/2024, 12:16:24 PM
f:han dandemo@outlook.com 1
| https://login.microsoftonline.com/182900ec-e960... D ‘

|Federation Metadata XL

Download
Cownload
Download |

AT Y 7 3 : Azure Active Directoryh* SISEAD X X F—ZDOTFT Y 70— K

Administration > Identity Management > External Identity Sources > SAML Id Providers > [Your

SAML Provider]lc BEIL £ 9,

& 7 % |dentity Provider Config.l_¥lV) & X, BrowseZ 2 Y 2 L £ ¥, Azure Federation
Metadata XMLORX V2 O—ROFIFETTIFL—23a X EF—EXML7 7ML ZERL, RF

2OV IOLET,



= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings
Azure
External ldentity Sources
= SAML Identity Provider
Cartificate Authentication [ Genaral Identity Provider Config. Service Provider Info Groups Attributes Advanced Settings

£ Active Directory

Identity Provider Configuration

LDAR Impo Identity Provider Config File | Choose File
Provider Id
ODBC
RADIUS Tok Single Sign On URL hitps:{flogin. microsoftonline.com/182900ec-e960- 4340-bd20-e4522197aci8/saml2
b oKken

Single Sign Cut URL (Redirect) hitps.{flogin microsoftonline. com/182900ec-e960-4340-bd20-e4522197aclf8fsaml2

Sianina Certificates

E1 RSA SecurlD

SAML Id Providers
IEISETRES Subject Issuer Valid From Valid To (Expira.. Serial Number

Social Login
CN=Microsoft Azure Federated S50 Certificate  CM=Microsoft Azur.  Mon Jul 19 1211622 FriJul 19 12:16:24 .. 2528 CB 30 EB AL 80 B

ATY 7 4 ISECOSAMLY IL—7 DFRTE

2 7 GroupslZ V) &% . Configure Active Directory Group attribute @ Claim name @ {& %& Group
Membership AttributelZ B V) {F 17 E 95

= Cisco ISt Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Agure
External Identity Sources

SAML |dentity Provider

fi

Certificate Authentication F Genaral Identity Provider Config Groups Attributas Advanced Settings
—
Active Dir
Groups
LDAP
Group Membership Atribute | groups
ODBC
RADIUS Token
RSA SecurlD
SAML Id Providers O Mame in Assertion Name in ISE

[Add] 20y U LE T, Name in AssertionlZ, Assign Azure Active Directory User to the
GroupTF ¥ 7"F ¥ L #=ISE Admin Group® Group Object IDDEZ A DL £,

ROY 77XV TISEQOBBEREL, ISETCHEHYBIIL—T2BRLET, COBITHEATSYT
JL—7"I&Super AdminTd, [OK]| 2V YU LET, [Save] 20U Y I LET,

ChIZ&Y, AzureD T I =T EISEQTIL—TEBOBICIYEV THNERENET,




Add Group

*Name in Assertion

*MName in ISE

576c60ec-cOb6-4044-a8ec-d3

Customization Admin

Customization Admin
ERS Admin

ERS Operator
Elevated System Admin
Helpdesk Admin
Identity Admin

MnT Admin

Network Device Admin
Policy Admin

RBAC Admin

SPOG Admin

Super Admin

Systern Admin
TACACS+ Admin

—I

B

(A7 3> ) FIE5RBACKR) > —DERE

BOATYZTHS, ISECRETCEDZLI—HTIEALARILCEESEETEBRATHFHVET,
O—IRXR—AT72tAI> MO—)L7RJ > —(RBAC)Z#wmE T 2 IZ Ik, Administration > System >
Admin Access > Authorization > Permissions > RBAC PoliciesD JEIZZIRL . REIZSUTEEL
x£9,

CORIE, BEFBMOVIFZFLUATT,



~ RBAC Policies

Rule Name

Admin Groups

Permissions

Customization Admin Customization Admin Menu ... Act
Elevated System Admin System Admin Menu Access... Aot
ERS Admin Super Admin Data Access Ac
lERS Operator lSuper Admin Data Access Ac
ERS Trustsec Super Admin Data Access Act
Helpdesk Admin Helpdesk Admin Menu Access Actions
Identity Admin !denliw Admin Menu Access... Act
MnT Admin MnT Admin Menu Access Actions
Network Device Admin !‘ﬁetwork Device Menu Acce... Act
Policy Admin Policy Admin Menu Access ... Act
RBAC Admin RBAC Admin Menu Access ... Actions
Read QOnly Admin super Admin Menu Access ... Act
SPOG Admin Super Admin Data Access Ao
Super Admin Super Admin Menu Access ... Actior
Super Admin_Azure Super Admin Super Admin Menu Access ... Act
System Admin T System Admin Menu Access... T Actions
TACACS« Admin TACACS- Admin Menu Acc... T Actions

RENELBELTVR CEZHIELET,

~ S AzureT A NKBEEED S DSAML SSOOT A4 T AN E#EEL £/ A, Azure SAML
SSONELLKEMETHHICE., ISEANSAMLERZRBITAHEN BV ET,

ISEGUIOJA>7OY7NEEHZREET, SAMLTOTA > I2HLVWATZavARREL
x9,

1.ISEGUIOYT 4 Y R—ZIZT 2+t AL, Log Inwith SAMLZEZ U Y I LET,



TN
CISCO

l[dentity Services Engine

Intuitive network security

Log In With SAML

[ Log In With ISE ]

English | BFE

Froblems logging in?

2. MicrosoftQ 7 4 BEICVXALIRENET, RICRITKDIC, ISEICIXYETEni=d
W= OTFHIRODI—HFEILFOIYIZAIL, RICRTEKDIICRAZIIYILET

o



= Microsoft
Sign in

mck@gdplab2021.onmicrosoft.com

Can't access your account?

B.A—YDNADT—RZANDL, 424220 )Y ILET,



5 Microsoft

« mck@gdplab2021.onmicrosoft.com

Enter password

ddaasEE R

Forgot my password
Sign in

4. 2T, RICRIKRSIC, BICRELVEISEVTIL—TICES W TEYBERNREE NEISET
TVr—=23a vy aR—RICVEALIRNENET,

= Cisco ISE Dashboard
Summary  Endpoints  Guests  Vulnerability
Total Endpoints Active Endpoir Rejected Endpoints Anomalous Behavior Authenticated Guest BYOD Endpoints ‘Gompli;
§ AUTHENTICATIONS o . i NETWORK DEVICES o x 5 ENDPOINTS
o Name  Troe  Locat

Mo dith avadabli Mo dats availabb o o

NZ7)LZ1—hk

COtEI2AVTR, REORNZ TN 1—FT 4T IRIDBREBNLET,



— iR Ry 73 R

SAMLEZEEX, 7574 &Azure Active DirectoryDEI TRIBEND C L 2 BB TIHMEN HY) X
Fo LEN>T, ISELVT =D XY MEERBES ATV AWVWIDZO/NA X —(Azure) b 5525
BHENIZ—ZEERNEBTEET,

BEE1: VLF>vI)ILZAHBL RIS TYour account or password is incorrecty TS —A"RRE
b, CCTR, 17— RBFFLEISETEFEEINTH ST, CORAOTOLARSEHKE
IdP(Azure) TEITENE T,

REAREOEVERGE, 7THVY MEBBAIELLBZWASA, NAD—RAFAELLBZVWZETT,
BEFTBICE : NAT—RZUEY hT2H, RICRIELSIC, TOTATYRMDELWNARD
—RZABLERT,

=" Microsoft

<« mck@gdplab2021.onmicrosoft.com

Enter password

Your account or password is incorrect. If you don't
remember your password, reset it now.

-
—

1J

I55WOrd

~

Forgot my password

BE2: ZOI1—YiE, SAMLSSOND T IV EANBFTENTVBRTIL—TICBLTVER A,
RO —RAEFEIC, I—HYF—RRBFELISETEZEENTHST, CoBA07OARS]
ZHZIdP(Azure) TERITENE T,

fRR 3K Add group to the ApplicationZZREFIBEARIND RS ICIELKEITEhTWVWAH L ZHALE



m Microsoft
Sign in

Sorry, but we're having trouble signing you in.

AADSTS50105: The signed in user
‘userwithoutgroup@gdplab2021.onmicrosoft.com’ is not assigned to a role for the
application '76b82bch-2918-4016-aad7-b43bc4326254'(1ISE_3_1_Admin_SSQ).

Troubleshooting details X
If you contact your administrator, send this info to them.
Copy info to clipboard

Request Id: 1e15cea0-c349-4bee-922d-262998223101

Correlation Id: 710625e0-45¢1-4fad-baas-ff7584ecfo10

Timestamp: 2021-08-04T22:48:02Z

Message: AADSTS50105: The signed in user 'userwithoutgroup@gdplab2021.onmicrosoft.com’
is not assigned to a role for the application '76b82bcb-a918-4016-aad7-
b43bc4326254'(ISE_3_1_Admin_S50).

Flag sign-in errors for review: Enable flagging
If you plan on getting help for this problem, enable flagging and try to reproduce the error
within 20 minutes. Flagged events make diagnostics available and are raised to admin attention.

BIE3:ISE7 U —23a> Y —N\HNSAMLOY AV ERENEBTEEHA, CORERER.
SAMLERANH—ERXZ7ONA A —DISETIE%& <. Identity Provider ( IDZ°'O/NA & — ) Azureh
SHBENEBEICRELET, Azure ADASOSSOOT A DT AKNE, ISENTAFTT 4
FTA47ONA A —DBFHBRLUESAMLERZHR—KNLTWEVWES, #EELEB A



10.201.232.19:84

B

This page isn't working

10.201.232.19 is currently unable to handle this request

il Enterprise applicat E3.1 Adm Test single sign-on with ISE_3_1_Admin_S50 x
ISE_3_1_Admin_SSO | SAML-based Sign-on -

BE4: OJ 4 E1TEIC "Access Denied) I —HN&KRRENd, COILT—E, AzureI> R
— T SART 7= TUEICERENET I —TOERENISETC—BH UL BREVWHSICH
$LFE9,

BRI - AzureEISEQSAML IDZONA R —TN—T 2T OTIN—TEREHFEAL THB %
BERELTLSEEY, I OVTE., CORFIX MO "Azure ADTHOSAML SSONERES 2
DAVODATYT27.8&T4.28SBLTLSEETL,



NINIE
CISCO

l[dentity Services Engine

Intuitive network security

n Access Denied

Log In With SAML

[ Log In With ISE ]

English | BIAE

Problems logging in?

ISEO NS TN a1—F142T

CCTOOVR—ZF OO LARIIE, ISETCEETIHENHV) ET, Operations >
Troubleshoot > Debug Wizard > Debug Log Configuration® JEICFBE L £ 7,

O2R—F2REOT LRI OJ774)L%




R—%2) FNY T TAK, OF
opensaml FINY T ise-psc.log
sam| FINy T ise-psc.log

SAMLOY A>T IN—TEBBRZ0XR—Hzst0Y

70-FKTRKOIL—LBOF—BORNZ TN 1—FT42 T2 F)FERRTTBITFNY IO+

Y |~ (ise-psc.log)s

N ATOBBRLEELTLEEY, 9AUPT<TREDIC, OTBELTHY ET.

1. I—HRFISEEBR—IASIAPURLIZUA AL I RENET,

<tfroot>

2021-07-29 13:48:20,709 INFO
2021-07-29 13:48:20,712 INFO

forwardStr for:

[admin-http-poo146][] api.services.persistance.dao.DistributionDAO -::::
[admin-http-pool146][] cpm.admin.infra.spring.ISEAdminControllerUtils -::

https://10.201.232.19/adm n/Logi nActi on. do

2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG

[https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework
[https-jsse-nio-10.201.232.19-8443-exec-7][] cpm.saml.framework

IDP URL: https://login.mcrosoftonline.conm 182900ec-e960-4340-bd20-e4522197ecf 8/ sam 2

2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG
2021-07-29 13:48:20,839 DEBUG

[https-jsse-nio-10.
[https-jsse-nio-10.

[https-jsse-nio-10.
[https-jsse-nio-10.

SAML. request - spUrl ToRet urnTo: https://10.201. 232

2021-07-29 13:48:20,844 DEBUG
2021-07-29 13:48:20,851 DEBUG

[https-jsse-nio-10.
[https-jsse-nio-10.

2. 759N SSAMLEE ZSELET,

<ffroot>

2021-07-29 13:48:27,172 DEBUG
2021-07-29 13:48:27,172 DEBUG
2021-07-29 13:48:27,172 DEBUG
2021-07-29 13:48:27,172 DEBUG

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

201.232.19-8443-exec-7]1[]
201.232.19-8443-exec-7]1[]
201.232.19-8443-exec-7]1[]
201.232.19-8443-exec-7]1[]

cpm.saml.framework
cpm.saml . framework
cpm.saml . framework
cpm.saml . framework

19: 8443/ portal / SSOLogi nResponse. acti on

201.232.19-8443-exec-7][]
201.232.19-8443-exec-7][]

201.232.19-8443-exec-10]1[]
201.232.19-8443-exec-10]1[]
201.232.19-8443-exec-10]1[]
201.232.19-8443-exec-10]1[]

cpm.saml.framework
cpm.saml.framework

cpm.
cpm.
cpm.
cpm.

saml.framework.
saml.framework.
saml.framework.
saml.framework.

.SAM
.SAM

Limpl
Limpl

.SAM
.SAM
.SAM
.SAM

Limpl
Limpl
Limpl
Limpl

.SAM
.SAM

Limpl
Limpl

imp1.SA
imp1.SA
imp1.SA
imp1.SA


https://10.201.232.19/admin/LoginAction.do
https://login.microsoftonline.com/182900ec-e960-4340-bd20-e4522197ecf8/saml2
http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://10.201.232.19:8443/portal/SSOLoginResponse.action

-::::- Decoded SAML relay state of: _0049a2fd-7047-4d1d-8907-5a05a94ff5fd_DELIMITERportalId_EQUALS0049a

2021-07-29 13:48:27,177 DEBUG

-::::- Decoded SAML message

2021-07-29 13:48:27,182
2021-07-29 13:48:27,183
2021-07-29 13:48:27,183
2021-07-29 13:48:27,183

opensaml.common.binding.

2021-07-29 13:48:27,183
2021-07-29 13:48:27,183
2021-07-29 13:48:27,184

2021-07-29 13:48: 27,184

3. B (TY—

<tfroot>

2021-07-29
2021-07-29
2021-07-29
2021-07-29

2021-07-29

2021-07-29

2021-07-29

2021-07-29

2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29

[ parseAttri

2021-07-29

13:
13:
13:
13:

13:

13:

13:

13:

13
13
13
13
13
13
13
13

but es] Set on | dpResponse object

48:

48:

48:

48:

:48:
:48:
:48:
:48:
:48:
:48:
:48:
:48:

~
-

pd

48:
48:
48:
48:

27,184
27,184
27,184
27,184

27,184

27,184

27,184

27,184

27,184
27,184
27,184
27,184
27,184
27,184
27,184
27,184

DEBUG
DEBUG
DEBUG
DEBUG

DEBUG
DEBUG
DEBUG

DEBUG

DEBUG
DEBUG
DEBUG
DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

13:48:27,184 DEBUG

[https-jsse-nio-10.201.232.19-8443-exec-10][] opensaml.ws.message.decode

[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
[https-jsse-nio-10.201.232.
decoding.BaseSAMLMessageDecoder -:::
.232.
.232.
.232.

[https-jsse-nio-10
[https-jsse-nio-10
[https-jsse-nio-10

[ htt ps-jsse-nio-10.

I ) BRAFRBRENRL L,

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

[ https-jsse-nio-10.

[ https-jsse-nio-10.

[ https-jsse-nio-10.

[ https-jsse-nio-10.

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.

.201
.201
.201

201.

201.
201.
201.
201.

201.

201.

201.

201.

201.
201.
201.
201.
201.
201.
201.
201.

232.

232.

232.

232.

232.

232.
232.
232.
232.

232.
232.
232.
232.
232.
232.
232.
232.

19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]

19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]

19- 8443-exec-10][]

19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]

19- 8443-exec-10][]

19- 8443-exec-10][]

19- 8443-exec-10][]

19- 8443-exec-10][]

19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]
19-8443-exec-10]1[]

opensaml.
opensaml.
opensaml.
opensaml.

sam12.binding.dec
ws.message.decode
ws.message.decode
common.binding.de

:- Intended message destination endpoint: h

opensaml.common.binding.de

cpm.saml.framework.impl.

SAl

opensaml.common.binding.de

cpm san . framewor k. i npl .

cpm.
cpm.
.saml.
cpm.

cpm

cpm sanm . franmewor k. i np

cpm sanm . franmewor k. i np

cpm sanm . franmewor k. i np

cpm sanm . framewor k. i np

cpm.
cpm.
.saml.
cpm.
cpm.
cpm.
cpm.
.saml.

cpm

cpm

saml.
saml.

saml.

saml.
saml.

saml.
saml.
saml.
saml.

framework
framework
framework
framework

framework
framework
framework
framework
framework
framework
framework
framework

- attribute<http://schenns. xm soap. org/ ws/ 2005/ 05/

SAl

.SA
.SA
.SA
.SA

Limpl
Limpl
Limpl
Limpl

. SAl

. SAl

. SAl

. SAl

.SA
.SA
.SA
.SA
.SA
.SA
.SA
.SA

Limpl
Limpl
Limpl
Limpl
Limpl
Limpl
Limpl
Limpl

dentity/

[https-jsse-nio-10.201.232.19-8443-exec-10][] cpm.saml.framework

4. J ) — T EBHEAHN576c60ec-cOb6-4044-a8ec-d395b1475d6e DIETZEET h, BEZNMRIIEThZE

9o

.impT. SAl


https://10.201.232.19:8443/portal/SSOLoginResponse.action
https://10.201.232.19:8443/portal/SSOLoginResponse.action
http://schemas.microsoft.com/identity/claims/tenantid
http://schemas.microsoft.com/identity/claims/displayname
http://schemas.microsoft.com/identity/claims/displayname
http://schemas.microsoft.com/identity/claims/displayname
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/identity/claims/identityprovider
http://schemas.microsoft.com/identity/claims/identityprovider
https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8/
http://schemas.microsoft.com/identity/claims/identityprovider
https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8/
http://schemas.microsoft.com/claims/authnmethodsreferences
http://schemas.microsoft.com/claims/authnmethodsreferences
http://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password
http://schemas.microsoft.com/claims/authnmethodsreferences
http://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
mailto:mck@gdplab2021.onmicrosoft.com
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29

13:
13:
13:
13:
13:
13:
13:

48:
48:
48:
48:
48:
48:
48:

IdP URI:
SP URI: http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd

Assertion Consumer URL:

27,185
27,185
27,185
27,185
27,185
27,185
27,186
https:

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8

https:

201.
201.
201.
201.
201.
201.
201.

232.
232.
232.
232.
232.
232.
232.

10.201.232.19:8443

19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10]1[]
19-8443-exec-10][]
19-8443-exec-10][]
19-8443-exec-10][]

ortal/SSOLoginResponse.action

cpm.
cpm.
cpm
cpm.
cpm.
cpm
cpm.

.saml

.saml

saml
saml

saml
saml

saml

.framework.imp1
.framework.imp1
.framework.imp1
.framework.imp1
.framework.imp1
.framework.imp1
.framework.imp1

.SA
.SA
.SA
.SA
.SA
.SA
.SA

Request Id: _0049a2fd-7047-4d1d-8907-5a05a94ff5fd_DELIMITERportalId_EQUALS0049a2fd-7047-4d1d-89
Client Address:
Load Balancer:

2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
2021-07-29
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5. RBAC®

<#froot>

2021-07-29 13:48:27,

2021-07-29 13:48: 27, 368 ERROR

java. l ang. Nul | Poi nt er Excepti on
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10.24
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[admin-http-poo150][] ise.rbac.evaluator.impl.
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MenuPermissionEvaluatorImp

2 ""~':=‘::':~.'::':~.':7‘:Rbac Log Summary for- user Sam"User:‘::’:?‘::‘:z‘::‘::‘::‘::':7':7':7':7‘::':7'::':7':7':7':7‘::':7'::':7':7':
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INFO

2021-07-29 13:48: 27,369 | NFO

2021-07-29 13:48: 27,369 | NFO

[admin-http-poo150][] com.cisco.ise.util.RBACUtil -:::

[admi n-http-pool 50][] cpm adm n.infra.action. Logi nAction -:::

[admi n-http-pool 50][] cpm adm n.infra.action. Logi nAction -:::

:- Populating cach

[admi n-http-pool 50][] cpmadm n.infra.utils.Perm ssionEval uationUtil -:::

In Login

In Login


https://login.microsoftonline.com/182900ec-e960-4340-bd20-e4522197ecf8/saml2
http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://sts.windows.net/182900ec-e960-4340-bd20-e4522197ecf8/
http://CiscoISE/0049a2fd-7047-4d1d-8907-5a05a94ff5fd
https://10.201.232.19:8443/portal/SSOLoginResponse.action
https://www.w3.org/2001/04/xmldsig-more#rsa-sha256
mailto:mck@gdplab2021.onmicrosoft.com
mailto:name=mck@gdplab2021.onmicrosoft.com

2021-07-29 13:48: 27,369 ERROR [adnin-http-pool 50][] cpm admi n.infra.action.LoginAction -::::- Can't sa\

2021-07-29 13:48:27,369 INFO [adnin-http-pool50][] cpm admi n.infra.action.Logi nActi onResul t Handl er -::

2021-07-29 13:48:27,369 INFO [adnin-http-pool50][] cpm admin.infra.spring.|SEAdm nControllerUtils -:::


https://10.201.232.19/admin/LoginAction.do
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