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https://learn.microsoft.com/en-us/azure/active-directory/develop/v2-oauth-ropc
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All services >

App registrations =

MNew registration @' Endpoints ﬁ Troubleshooting  + Download (Preview) 7 Got feedback?

o Welcome to the new and improved App registrations (now Generally Available). See what's new and learn more on how it's changed. =

o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will con

All applications Owned applications

| 5 start typing a name or Application 1D to filter these results
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All services > App registrations >

Register an application

*Mame

The user-facing display name for this application (this can be changed later).

a

Supported account types

Who can use this application or access this API?

(®) Accounts in this organizational directory enly (DEMO only - Single tenant)
() Accounts in any organizational directory (Any Azure AD directory - Multitenant) b ’
O Accounts in any erganizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web e ] | eg. hitps://myapp.com/auth

By proceeding, you agree to the Microsoft Platform Policies

[e=m ]
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx00345/?rfs=iqvred

ISE PROCESS NAME STATE PROCESS ID

Database Listener running 101790

Database Server running 92 PROCESSES
AppTlication Server running 39355

Profiler Database running 107909

ISE Indexing Engine running 115132

AD Connector running 116376

M&T Session Database running 107694

M&T Log Processor running 112553

Certificate Authority Service running 116226
EST Service running 119875

SXP Engine Service disabled

Docker Daemon running 104217

TC-NAC Service disabled

pxGrid Infrastructure Service disabled
pxGrid Publisher Subscriber Service disabled
pxGrid Connection Manager disabled

pxGrid Controller disabled

PassiveID WMI Service disabled

PassiveID Syslog Service disabled

PassiveID API Service disabled

PassiveID Agent Service disabled

PassiveID Endpoint Service disabled
PassiveID SPAN Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

ISE Messaging Service running 104876

ISE API Gateway Database Service running 106853
ISE API Gateway Service running 110426
Segmentation Policy Service disabled

REST Aut h Service running 63052

SSE Connector disabled
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15013 Selected ldentity Source - Azure_AD

Perform plain text password authentication in external
BEST D stare server - Azure AD

251 Connecting to external REST 1D store server - Azure_AD

Successfully connected to external REST 1D store server -
Azure_AD (B Step latency= 1660 ms)

Plain text password authentication in external REST ID
store server succeeded - Azure AD

25107 REST ID store server respond with groups - Azure_AD =3

25110QUser groups inserted to session cache - Azure_AD

22037 Authentication Passed
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https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html

Overview

Even 5200 Authentication succeeded
Username bk
Endpoint Id ED:37:E1:08:57:15 &
Endpoint Profile
Authentication Po SPRT-Policy-5et == Azure-AD
Authorization Policy SPRT-Policy-5et => Azure-Finance
Authorization Result Parmithccess
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624197+02:
217794+02:
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359490+02:
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ENfGYET, [TOMOBMHIEEBIC. Azure VT T RICE>TRENLEIS—Z8CEI> 3>
RestAuthErrorMsg R RENE T,

Error Key - invalid_client | Error Description -
AADSTS7000218: The request body must cantain the
following parameter: 'client_assertion' or ‘client_secret! Trace

RestAuthErrorMsg ID; e33912ff-18af-4f81-acc9-efda91873900 Correlation 1D
519641db-aBea-49df-85aa-ddd2b53a0c28 Timestamp:
2020-09-13 19:1 IA.Z'IEHurouea— 7000218] | Error UR
- https://login.microsoftonline.com/error?code=7000218
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skuchere-ise30-1/admin# sh logging application | i ropc
755573 Oct 04 2020 09:10:29 ropc/ropc.log

skuchere-ise30-1/admin# sh logging application ropc/ropc.log
23:49:31.449 [http-nio-9601-exec-6] DEBUG c.c.i.r.c.ROPCController - Starting ROPC auth flow
23:49:31.788 [http-nio-9601-exec-6] DEBUG c.c.i.r.u.ScimUtility - Found user and pass in the SCIM filte

INYFHFAVAN=ILENZISEIOT, 77 4 L&A ropc.logT k% < rest-id-store.logTH %
EWCEBLTLKEZY, SIROKREREFIE, 7HIINLFENFEEEATVEVLEOHELET,

Rk, ChSsDTT7AINZISEHR—RMN RILDSHETEIZEETERT,
R, ERERBBESFTUFEFBES T VA ZRIVDAOOTHZRLET,

1. Azure Graph?'ISE./ — I\“L:J:‘J‘Cﬁﬁ‘c‘f NTVWEWEENIIREIS—TT, cOIT—IE,
JIN—7HFRESTIDARNFPRETO— RENBVEHEICRETDAREN B ET,

20:44:54.420 [http-nio-9601-exec-7] DEBUG c.c.i.r.u.HttpClientWrapper - Start proxy load for URI 'https

20:44:54.805 [http-nio-9601-exec-7] ERROR c.c.i.r.p.a.AzureldentityProviderFacade - Couldn't fetch appl



javax.net.ss1.SSLHandshakeException: sun.security.validator.ValidatorException: No trusted certificate
at sun.security.ssT.Alerts.getSSLException(Alerts.java:192)

at sun.security.ss1.SSLSocketImpl.fatal(SSLSocketImpl.java:1946)

at sun.security.ss1.Handshaker.fatalSE(Handshaker.java:316)

at sun.security.ss1.Handshaker.fatalSE(Handshaker.java:310)

at sun.security.ss1.ClientHandshaker.serverCertificate(ClientHandshaker.java:1639)

C DL, Microsoft Graph APIFERAZE A ISEIC &K 2 TEBEE A TVEVWZ EZRLTVWET,
ISE 3.0.0.458Tl&, EHETZEDANTICDigiCertZ/ O—/NILIL—KRG2 CANFA 2V AR=IlENT
WEBA. chlk, FEGICEHEATVET

- Cisco Bug ID CSCvv80297 : C MFIEEICX % IC1d. DigiCert Global Root G2 CA%ZISEfS 48
ARFIZAVAR=LL, PAOY—ERHLTEETERENELTII—VTHILENH )
£

SFEAZE (. https://www.digicert.com/kb/digicert-root-certificates.htmA* 5> O— RTEE T,
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10:57:53.200 [http-nio-9601-exec-1] DEBUG c.c.i.r.e.c.CertificateCache - SSLContext initialized with tr
10:57:54.205 [http-nio-9601-exec-1] ERROR c.c.i.r.u.RestUtility - Error response in 'POST' request. Sta
10:57:54.206 [http-nio-9601-exec-1] ERROR c.c.i.r.c.ROPCController - Request related Error
com.cisco.ise.ROPC.entities.exceptions.InvalidApplicationAuthException: AADSTS7000215: Invalid client s
Trace ID: 99cc29f7-502a-4aaa-b2cf-1daeb071b900

Correlation ID: a697714b-5ab2-4bd1-8896-f9%9ad40d625e5

Timestamp: 2020-09-29 09:01:36Z - Error Codes: [7000215]

at com.cisco.ise.ROPC.providers.azure.AzureldentityProviderFacade.authenticateApplication(Azureldentity

3T77UDHNELLHYEEA,

21:34:36.090 [http-nio-9601-exec-4] DEBUG c.c.i.r.e.c.CertificateCache - SSLContext initialized with tr
21:34:36.878 [http-nio-9601-exec-4] ERROR c.c.i.r.u.RestUtility - Error response in 'POST' request. Sta
21:34:36.879 [http-nio-9601-exec-4] ERROR c.c.i.r.c.ROPCController - Request related Error
com.cisco.ise.ROPC.entities.exceptions.InvalidAppTlicationAuthException: AADSTS700016: Application with
Trace ID: 6dbd0fdd-0128-4ea8-b06a-5e78f37c0100

Correlation ID: eced0c34-fccl-40b9-b033-70e5abe75985

Timestamp: 2020-08-31 19:38:34Z - Error Codes: [700016]

Ad—HF—=NFRONMVEEA,

10:43:01.351 [http-nio-9601-exec-2] ERROR c.c.i.r.u.RestUtility - Error response in 'POST' request. Sta
10:43:01.352 [http-nio-9601-exec-2] ERROR c.c.i.r.c.ROPCController - Request related Error
com.cisco.ise.ROPC.entities.exceptions.ROPCResponseErrorException: {"error":"invalid_grant","error_desc
at com.cisco.ise.ROPC.providers.azure.AzureldentityProviderFacade.authenticateUser(AzureIdentityProvide
at com.cisco.ise.ROPC.providers.azure.AzureROPCFlow.authenticateUser(AzureROPCFlow. java:100)

at com.cisco.ise.ROPC.providers.azure.AzureROPCFlow.doEntireFlow(AzureROPCFlow.java:69)


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv80297
https://www.digicert.com/kb/digicert-root-certificates.htm

at com.cisco.ise.ROPC.controllers.ROPCController.ROPCAuthFlow(ROPCController.java:168)
at com.cisco.ise.ROPC.controllers.ROPCController.get(ROPCController.java:85)

at sun.reflect.NativeMethodAccessorImpl.invokeO(Native Method)

at sun.reflect.NativeMethodAccessorImpl.invoke(NativeMethodAccessorImpl.java:62)

at sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl.java:43)
at java.lang.reflect.Method.invoke(Method.java:498)

51— —NAT—ROBRLIN - BE. AzureBEBEICL>TERENE/NAT—R%E
Office365\NDOT A VIZEEITRIHEN Do, MLLERE NI —F—CHULTHRET
BAREMLNHERT,

10:50:55.096 [http-nio-9601-exec-4] ERROR c.c.i.r.u.RestUtility - Error response in 'POST' request. Sta
10:50:55.097 [http-nio-9601-exec-4] ERROR c.c.i.r.c.ROPCController - Request related Error
com.cisco.ise.ROPC.entities.exceptions.ROPCResponseErrorException: {"error":"invalid_grant","error_desc
at com.cisco.ise.ROPC.providers.azure.AzureldentityProviderFacade.authenticateUser(AzureldentityProvide
at com.cisco.ise.ROPC.providers.azure.AzureROPCFTow.authenticateUser(AzureROPCFlow.java:100)

at com.cisco.ise.ROPC.providers.azure.AzureROPCFTow.doEntireFlow(AzureROPCFlow. java:69)

at com.cisco.ise.ROPC.controllers.ROPCController.ROPCAuthFlow(ROPCController.java:168)

at com.cisco.ise.ROPC.controllers.ROPCController.get(ROPCController.java:85)

at sun.reflect.GeneratedMethodAccessor53.invoke(Unknown Source)

at sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl.java:43)

at java.lang.reflect.Method.invoke(Method.java:498)

6. APIZ7 VEAHANELLBWVWES, JI—TZHHADEEA,

12:40:06.624 [http-nio-9601-exec-9] ERROR c.c.i.r.u.RestUtility - Error response in 'GET' request. Stat
"error": {

"code": "Authorization_RequestDenied",

"message": "Insufficient privileges to complete the operation.",

"innerError": {

"date": "2020-08-30T10:43:59",

"request-id": "da458fa4-cc8a-4ae8-9720-b5370ad45297"

}

}

}l

7. ROPCH AzurefITRHFAIE W TLAWESE, RN KKLET,

11:23:10.824 [http-nio-9601-exec-2] DEBUG c.c.i.r.e.c.CertificateCache - SSLContext initialized with tr
11:23:11.776 [http-nio-9601-exec-2] ERROR c.c.i.r.u.RestUtility - Error response in 'POST' request. Sta
11:23:11.777 [http-nio-9601-exec-2] ERROR c.c.i.r.c.ROPCController - Request related Error
com.cisco.ise.ROPC.entities.exceptions.ROPCResponseErrorException: {"error":"invalid_cTlient","error_des
at com.cisco.ise.ROPC.providers.azure.AzureldentityProviderFacade.authenticateUser(AzureIdentityProvide
at com.cisco.ise.ROPC.providers.azure.AzureROPCFlow.authenticateUser(AzureROPCFlow. java:100)

at com.cisco.ise.ROPC.providers.azure.AzureROPCFlow.doEntireFlow(AzureROPCFTow.java:69)

at com.cisco.ise.ROPC.controllers.ROPCController.ROPCAuthF1ow(ROPCController.java:168)

at com.cisco.ise.ROPC.controllers.ROPCController.get(ROPCController.java:85)

at sun.reflect.GeneratedMethodAccessor53.invoke(Unknown Source)



at sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl.java:43)
at java.lang.reflect.Method.invoke(Method.java:498)

8.1—H—HAzurefllO EDTI—TICEBLTVWAWVEZY, FRECKELEL I,

21:54:55.976 [http-nio-9601-exec-5] DEBUG c.c.i.r.e.c.CertificateCache - SSLContext initialized with tr
21:54:57.312 [http-nio-9601-exec-5] ERROR c.c.i.r.p.a.AzureROPCFlow - Missing claims in the id token: "
21:54:57.313 [http-nio-9601-exec-5] ERROR c.c.i.r.c.ROPCController - Server Error
com.cisco.ise.ROPC.entities.exceptions.JsonParseException: Json exception: Missing claims in the id tok
at com.cisco.ise.ROPC.providers.azure.AzureROPCFlow.validateIdTokenPayload(AzureROPCFlow.java:93)

0.1—YRMAELITIL—THBICHILET,

11:46:03.035 [http-nio-9601-exec-7] DEBUG c.c.i.r.c.ROPCController - Starting ROPC auth flow
11:46:03.037 [http-nio-9601-exec-7] DEBUG c.c.i.r.u.ScimUtility - Found user and pass in the SCIM filte
11:46:03.037 [http-nio-9601-exec-7] DEBUG c.c.i.r.c.ROPCController - Getting the right ROPC handler for
11:46:03.037 [http-nio-9601-exec-7] DEBUG c.c.i.r.c.ROPCController - Getting user groups from handler
11:46:03.038 [http-nio-9601-exec-7] DEBUG c.c.i.r.u.HttpClientWrapper - Start building http client
11:46:03.039 [http-nio-9601-exec-7] DEBUG c.c.i.r.u.HttpClientWrapper - Start proxy load for URI 'https
11:46:03.039 [http-nio-9601-exec-7] DEBUG c.c.i.r.u.HttpClientWrapper - Start check if host 1is bypass
11:46:03.039 [http-nio-9601-exec-7] DEBUG c.c.i.r.u.HttpClientWrapper - Iterating bypass hosts '192.168
11:46:03.040 [http-nio-9601-exec-7] DEBUG c.c.i.r.u.HttpClientWrapper - Proxy server found with address
11:46:03.040 [http-nio-9601-exec-7] DEBUG c.c.i.r.u.HttpClientWrapper - Start adding proxy credentials
11:46:03.040 [http-nio-9601-exec-7] DEBUG c.c.i.r.u.HttpClientWrapper - No credentials found for proxy
11:46:03.040 [http-nio-9601-exec-7] DEBUG c.c.i.r.e.c.CertificateCache - Created SSLContext with TLSv1.
11:46:03.041 [http-nio-9601-exec-7] DEBUG c.c.i.r.e.c.CertificateCache - SSLContext initialized with tr
11:46:04.160 [http-nio-9601-exec-7] DEBUG c.c.i.r.c.ROPCController - The ROPCHandlerResponse is: {
"schemas" : [ "urn:ietf:params:scim:schemas:core:2.0:User" ],

"userName" : "username",

"name" : {

"formatted" : "bob"

s

"dispTlayName" : "bob",

"groups" : [ {

"value" : "17db2c79-fb87-4027-ael3-88eb5467f25b"

1L

"roles" : [ ]

}
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