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= Certificate Management System Certificates For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.
Systam Certificates J Edit || Generate Self Signed Certificate | <= Import X Delete || 4 View
Trusted Certificatas Friandly Nama Used By Portal group tag Issued To
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n EAP Authentication, Admin, 5 5 .
Cartificate Signing Requests Default self-signed sarver certificate Portal, RADIUS DTLS Default Portal Certificate Group ize-1_ize.local
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Certificate Templates
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Export Certificate’Default self-signed server certificate' K

() Export Certificate Only

(») Export Certificate and Private Key

*Private Key Password | |

*Confirm Password | |

Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.
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System Certificates J Edit |Import | @ Export | I Delete O View
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~ Certificate Management Import a new Certificate into the Certificate Store
* Certificate File DsfauItselfsignedserveroerti.pem
System Certificates
Trusted Certificates Friendly Name | ISE_Self_Signed
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Certificate Signing Requests
Trust for authentication within ISE
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[ Trust for authentication of Cisco Services

[] validate Certificate Extensions
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Trusted Certificates Friendly Name Used By Portal group tag
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EAP Authentication,
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~ Certificate Management Import Server Certificate
I System Certificates I « Satact Node |ise-1 X |
Trusted Certificates
OCSP Client Profile * Certificate File Browse... IDefaultseIfsignedservercerti.pem
Certificate Signi uests
i I' Private Key File Browse... Iaefaultselfsignedsewercerti.puk
Certificate Periodic Check Setti...
» Certificate Authority Password | seesesss

Friendly Name [ISE_SeIf_Signed i
Allow Wildcard Certificates [ i
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Usage

[0 Admin: Use certificate to authenticate the ISE Admin Portal
[0 EAP Authentication: Use certificate for EAP protocols that use SSLTLS tunneling
Se Iect Req u ired [J] RADIUS DTLS: Use certificate for the RADSec server
[ pxGrid: Use certificate for the pxGrid Controller
RO' Ie [0 SAML: Use certificate for SAML Signing

[] Portal: Use for portal
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